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ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ 
ʦ ʧʨʘʚʝ ʧʦʣʴʟʦʚʘʥʠʷ ʇʨʦʜʫʢʪʦʤ  

CSP VPN Client 
ʧʨʦʠʟʚʦʜʩʪʚʘ ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ" 

 

 
É   2003 - 2010  ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ". ɺʩʝ ʧʨʘʚʘ ʟʘʱʠʱʝʥʳ 

 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʘʢʦʥʥʦ ʧʨʠʦʙʨʝʪʝʥʥʦʛʦ 
ʇʨʦʜʫʢʪʘ CSP VPN Client (ʜʘʣʝʝ - ʀʟʜʝʣʠʷ) ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ (ʬʠʟʠʯʝʩʢʠʤ ʠʣʠ ʶʨʠʜʠʯʝʩʢʠʤ 
ʣʠʮʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʃʠʮʝʥʟʠʠ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʇʨʦʜʫʢʪʘ, ʷʚʣʷʶʱʝʡʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ 
ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ). ʇʨʝʜʤʝʪʦʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ 
ʚʦʟʤʝʟʜʥʘʷ ʧʝʨʝʜʘʯʘ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʝʠʩʢʣʶʯʠʪʝʣʴʥʳʭ ʥʝʧʝʨʝʜʘʚʘʝʤʳʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʥʠʷ 
ʀʟʜʝʣʠʝʤ. 

ʇʦʜ ʀʟʜʝʣʠʝʤ ʧʦʥʠʤʘʝʪʩʷ ʢʦʤʧʣʝʢʩ ʤʘʪʝʨʠʘʣʴʥʳʭ ʦʙʲʝʢʪʦʚ (ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʦʩʠʪʝʣʝʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʢʦʜʘ ʧʨʦʛʨʘʤʤʥʳʭ ʇʨʦʜʫʢʪʦʚ, ʜʦʢʫʤʝʥʪʘʮʠʠ ʚ ʧʝʯʘʪʥʦʡ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʘʭ), 
ʚʢʣʶʯʝʥʥʳʭ ʚ ʉʧʝʮʠʬʠʢʘʮʠʶ ʂʦʤʧʣʝʢʪʘ ʀʟʜʝʣʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ɸʛʝʥʪʘ ʟʘʱʠʪʳ (ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ 
ʥʘ ʧʝʨʩʦʥʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ) ʠ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʮʝʣʷʭ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʟʜʝʣʠʷ ʚ ʧʨʦʯʠʭ ʩʠʩʪʝʤʘʭ ʠ/ʠʣʠ ʚ ʠʥʳʭ ʮʝʣʷʭ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʢʦʤʧʦʥʝʥʪʳ (ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ ʠ ʧʨʦʯʝʝ) ʦʪ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʧʨʘʚʘ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪ ʥʘ 
ʦʩʥʦʚʝ ʃʠʮʝʥʟʠʡ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʡ ʵʪʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ 
ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʚ ʧʦʣʥʦʤ ʢʦʤʧʣʝʢʪʝ ʧʝʨʝʜʘʝʪʩʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʘ ʫʩʣʦʚʠʷʭ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ ʷʚʣʷʶʪʩʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʠ, ʧʨʠ ʥʘʣʠʯʠʠ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʟʘʱʠʱʘʶʪʩʷ 
ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʠ ʠʤʫʱʝʩʪʚʝʥʥʦʤ ʧʨʘʚʝ ʥʘ ʦʙʲʝʢʪʳ 
ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ. 

ʋʩʪʘʥʦʚʢʘ ʀʟʜʝʣʠʷ ʧʦʩʣʝ ʧʨʝʜʲʷʚʣʝʥʠʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʪʝʢʩʪʘ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ 
ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʩʦʛʣʘʩʠʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ 
ʚʩʪʫʧʣʝʥʠʝ ʝʛʦ ʚ ʟʘʢʦʥʥʫʶ ʩʠʣʫ, ʧʦʩʣʝ ʯʝʛʦ ʥʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪ. 
433 ɻʂ ʈʌ ʠʤʝʝʪ ʩʠʣʫ ʜʦʛʦʚʦʨʘ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʇʨʦʠʟʚʦʜʠʪʝʣʝʤ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-
ʊʝʨʨʘ ʉʠʕʩʇʠè). 

ʇʨʠ ʥʘʣʠʯʠʠ ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʳʤ ʠ ʧʦʣʥʦʤʦʯʥʳʤ 
ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠʣʠ ʚ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʘʭ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ 
ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʪʨʝʪʴʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ. 

ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʲʝʜʠʥʷʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ (ʢʦʤʧʣʝʢʩ) ʚ ʧʨʦʮʝʩʩʝ 
ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʢʦʧʠʨʦʚʘʥʠʝ, ʫʩʪʘʥʦʚʢʫ ʠ ʵʢʩʧʣʫʘʪʘʮʠʶ ʚʩʝʭ 
ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʧʦʩʪʘʚʣʝʥʥʳʭ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʪʦʣʴʢʦ ʚ ʩʦʩʪʘʚʝ ʨʘʙʦʪ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ. ʂʦʧʠʨʦʚʘʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʫʩʪʘʥʦʚʢʘ ʠ ʵʢʩʧʣʫʘʪʘʮʠʷ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪ 
ʷʚʣʷʶʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ ʘʚʪʦʨʩʢʠʭ ʧʨʘʚ ʢʘʢ ʇʨʦʠʟʚʦʜʠʪʝʣʷ, ʪʘʢ 
ʠ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ (ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʷʭ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ ʪʨʝʪʴʠʭ 
ʧʦʩʪʘʚʱʠʢʦʚ). 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʨʘʤʢʘʭ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʪʦʣʴʢʦ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʀʟʜʝʣʠʷ ʠ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʴʰʝʝ 
ʢʦʣʠʯʝʩʪʚʦ ʵʢʟʝʤʧʣʷʨʦʚ ʀʟʜʝʣʠʷ. 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʀʟʜʝʣʠʝ ʚ ʬʦʨʤʘʭ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 
ʪʨʝʪʴʠʤ ʣʠʮʘʤ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʶ ʠʣʠ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʥʳʤ ʚ ʣʶʙʦʡ ʬʦʨʤʝ ʢʦʤʧʦʥʝʥʪʘʤ ʀʟʜʝʣʠʷ ʧʫʪʝʤ 
ʧʨʦʜʘʞʠ, ʧʨʦʢʘʪʘ, ʩʜʘʯʠ ʚʥʘʝʤ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʚʟʘʡʤʳ ʠʣʠ ʠʥʳʤʠ ʜʨʫʛʠʤʠ ʩʧʦʩʦʙʘʤʠ ʦʪʯʫʞʜʝʥʠʷ. 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʙʝʥʡʦʡʪʫʩʙʫʧʩʙ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 7 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʜʠʩʘʩʩʝʤʙʣʠʨʦʚʘʪʴ, ʜʝʢʦʤʧʠʣʠʨʦʚʘʪʴ (ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ 
ʙʠʥʘʨʥʳʡ ʢʦʜ ʚ ʠʩʭʦʜʥʳʡ ʪʝʢʩʪ) ʧʨʦʛʨʘʤʤʳ ʠ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʀʟʜʝʣʠʷ, ʚʥʦʩʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ 
ʠʟʤʝʥʝʥʠʷ ʚ ʙʠʥʘʨʥʳʡ ʢʦʜ ʧʨʦʛʨʘʤʤ ʠ ʩʦʚʝʨʰʘʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦ ʀʟʜʝʣʠʷ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ, ʥʘʨʫʰʘʶʱʠʝ 
ʈʦʩʩʠʡʩʢʠʝ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʥʦʨʤʳ ʧʦ ʘʚʪʦʨʩʢʦʤʫ ʧʨʘʚʫ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ.  

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʩ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ ʠ ʜʝʡʩʪʚʫʝʪ ʥʘ 
ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʩʨʦʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʟʜʝʣʠʷ.  

ʅʝʠʩʧʦʣʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ɿʘʢʦʥʘ 
ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ "ʆ ʧʨʘʚʦʚʦʡ ʦʭʨʘʥʝ ʧʨʦʛʨʘʤʤ ʜʣʷ ʵʣʝʢʪʨʦʥʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʘʰʠʥ ʠ ʙʘʟ 
ʜʘʥʥʳʭ" ʠ ʧʨʝʩʣʝʜʫʝʪʩʷ ʧʦ ʟʘʢʦʥʫ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʆʛʨʘʥʠʯʝʥʥʳʝ ʛʘʨʘʥʪʠʠ, 
ʩʦʩʪʦʷʱʠʝ ʚ ʪʦʤ, ʯʪʦ 

1. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʭʦʜʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠʣʠ ʣʶʙʳʤ ʪʨʝʪʴʠʤ ʣʠʮʦʤ 
ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ ʂʨʠʪʠʯʥʘʷ ʇʨʦʙʣʝʤʘ, ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè) 
ʦʙʝʩʧʝʯʠʚʘʝʪ: 

ʘ) ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʥʳʤʠ ʩʧʦʩʦʙʘʤʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ ʂʨʠʪʠʯʥʦʡ 
ʇʨʦʙʣʝʤʳ ʠ ʦ ʩʧʦʩʦʙʘʭ ʝʝ ʫʩʪʨʘʥʝʥʠʷ 

ʙ) ʙʝʩʧʣʘʪʥʦʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʀʟʜʝʣʠʷ, ʚ 
ʢʦʪʦʨʳʭ ʫʩʪʨʘʥʝʥʳ ʂʨʠʪʠʯʥʳʝ ʇʨʦʙʣʝʤʳ. 

ʇʨʠʤʝʯʘʥʠʝ 1. ɻʘʨʘʥʪʠʡʥʦʝ ʦʙʷʟʘʪʝʣʴʩʪʚʦ 1 ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʤ ʦʧʨʝʜʝʣʝʥʠʠ: ʂʨʠʪʠʯʥʘʷ 
ʇʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʀʟʜʝʣʠʝ, ʚʩʣʝʜʩʪʚʠʝ ʦʰʠʙʢʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʥʝ 
ʚʳʧʦʣʥʷʝʪ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʠʤʝʥʥʦ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, ʯʪʦ 
ʧʨʠʚʦʜʠʪ ʢ ʥʘʨʫʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠʤʝʯʘʥʠʝ 2. ʆʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʘʨʘʥʪʠʡʥʳʤ ʦʙʷʟʘʪʝʣʴʩʪʚʦʤ 
ʧ.1ʙ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʦ ʟʘʧʨʦʩʫ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦ ʤʝʨʝ ʨʘʟʨʘʙʦʪʢʠ ʦʙʥʦʚʣʝʥʠʡ. 

2. ɽʩʣʠ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʙʥʘʨʫʞʠʪ ʚ ʪʝʯʝʥʠʝ 90 (ʜʝʚʷʥʦʩʪʘ) ʜʥʝʡ ʩʦ ʜʥʷ ʧʦʩʪʘʚʢʠ ʀʟʜʝʣʠʷ 
ʜʝʬʝʢʪʳ ʚ ʩʦʩʪʘʚʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʣʠ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ, ʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ 
ʥʦʩʠʪʝʣʠ ʙʫʜʫʪ ʟʘʤʝʥʝʥʳ, ʘ ʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 90 ʜʥʝʡ  ʧʨʝʪʝʥʟʠʠ 
ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʠ ʠʟʜʝʣʠʷ ʠ/ʠʣʠ ʜʝʬʝʢʪʘʤ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ  
ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʠʭ ʛʘʨʘʥʪʠʡ ʧʦ ʧʦʩʪʘʚʢʝ, ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ 
ʩʦʦʪʚʝʪʩʪʚʠʶ ʀʟʜʝʣʠʷ ʣʶʙʳʤ ʪʝʭʥʠʯʝʩʢʠʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʩʪʘʥʜʘʨʪʘʤ ʠ ʫʩʣʦʚʠʷʤ. ʕʪʠ ʚʦʧʨʦʩʳ 
ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʣʘʩʪʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦʩʪʘʚʱʠʢʘ, ʩʝʨʪʠʬʠʢʘʮʠʠ ʀʟʜʝʣʠʷ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪ 
ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ, ʜʦʛʦʚʦʨʦʚ ʦ ʧʦʩʪʘʚʢʝ, ʪʝʭʥʠʯʝʩʢʦʤ ʩʦʧʨʦʚʦʞʜʝʥʠʠ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ ʠ 
ʨʝʛʣʘʤʝʥʪʠʨʫʶʪʩʷ ʚ ʨʘʤʢʘʭ ʦʪʜʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ (ʚ ʨʘʤʢʘʭ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʠ ʝʩʣʠ 
ʧʨʦʪʠʚʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ) ʥʝ 
ʨʝʛʣʘʤʝʥʪʠʨʫʝʪ ʚʦʧʨʦʩʳ ʪʝʭʥʠʯʝʩʢʠʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʧʨʦʯʠʭ ʚʦʟʤʦʞʥʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ ʠ ʚʦʟʤʦʞʥʳʭ ʤʘʪʝʨʠʘʣʴʥʳʭ, ʬʠʥʘʥʩʦʚʳʭ ʠ ʧʨʦʯʠʭ ʧʦʪʝʨʴ ʂʦʥʝʯʥʦʛʦ 
ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʝʩʴ ʧʝʨʠʦʜ ʵʢʩʧʣʫʘʪʘʮʠʠ 
ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ. ɼʝʡʩʪʚʠʝ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ 
ʧʨʝʢʨʘʱʝʥʦ ʧʦ ʨʝʰʝʥʠʶ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ 
ʫʥʠʯʪʦʞʠʪʴ ʚʩʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ, ʩʦʜʝʨʞʘʱʠʝ ʢʦʜ ʠ ʧʨʦʯʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 
ʀʟʜʝʣʠʷ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʚʥʫʪʨʝʥʥʠʭ ʥʦʩʠʪʝʣʷʭ ʀʟʜʝʣʠʷ. ʇʨʝʢʨʘʱʝʥʠʝ ʜʝʡʩʪʚʠʷ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʧʦ ʠʥʠʮʠʘʪʠʚʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʝʪʩʷ ʦʜʥʦʩʪʦʨʦʥʥʝʡ 
ʜʦʙʨʦʚʦʣʴʥʦʡ ʘʢʮʠʝʡ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʝʜʤʝʪʦʤ ʜʣʷ ʚʟʘʠʤʦʨʘʩʯʝʪʦʚ ʠ ʜʨʫʛʠʭ 
ʭʦʟʷʡʩʪʚʝʥʥʳʭ ʦʧʝʨʘʮʠʡ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʠʩʪʝʤʥʘʷ ɹʠʙʣʠʦʪʝʢʘ GNU libc ʷʚʣʷʝʪʩʷ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤ 
ʇʨʦʜʫʢʪʦʤ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʙʝʟ ʢʘʢʠʭ ʣʠʙʦ ʤʦʜʠʬʠʢʘʮʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʣʠʮʝʥʟʠʝʡ "The GNU General Public License" (http://www.gnu.org/licenses/licenses.html). 

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Microsoft 
Corporation ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

Sun Solaris ʠ Java ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Sun Microsystems, Inc ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ 
ʩʪʨʘʥʘʭ. 
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Cisco, Cisco PIX Firewall, Cisco IOS Router, CiscoWorks, CiscoWorks VPN/Security Management 
Solution, CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX 
Firewall ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Cisco Systems ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

ʀʟʜʝʣʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʘʧʠʩʘʥʥʦʝ ʕʨʠʢʦʤ ʗʥʛʦʤ (Eric Young. 
eay@cryptsoft.com) 

ɼʨʫʛʠʝ ʥʘʟʚʘʥʠʷ ʢʦʤʧʘʥʠʡ ʠ ʇʨʦʜʫʢʪʦʚ, ʫʧʦʤʷʥʫʪʳʝ ʚ ʥʘʩʪʦʷʱʝʤ ʃʠʮʝʥʟʠʦʥʥʦʤ ʉʦʛʣʘʰʝʥʠʠ ʠ ʚ ʩʦʩʪʘʚʝ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʀʟʜʝʣʠʷ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʤ ʢʦʤʧʘʥʠʡ. ʋʧʦʤʠʥʘʥʠʝ ʥʘʠʤʝʥʦʚʘʥʠʡ, ʇʨʦʜʫʢʪʦʚ, ʪʦʨʛʦʚʳʭ ʤʘʨʦʢ ʪʨʝʪʴʠʭ 
ʦʨʛʘʥʠʟʘʮʠʡ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʝʬʦʨʤʘʣʴʥʦ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʥʠ ʧʦʜʜʝʨʞʢʦʡ, ʨʝʢʦʤʝʥʜʘʮʠʝʡ ʣʠʙʦ ʨʝʢʣʘʤʦʡ. 
ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè ʥʝ ʥʝʩʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʠʭ ʇʨʦʜʫʢʪʦʚ. 

 

ʅʘʧʝʯʘʪʘʥʦ ʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ 

ɿʘʢʨʳʪʦʝ ɸʢʮʠʦʥʝʨʥʦʝ ʆʙʱʝʩʪʚʦ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè 

124498, ʛ. ʄʦʩʢʚʘ, ɿʝʣʝʥʦʛʨʘʜ, ʧʨʦʝʟʜ 4806, ʜ.5, ʩʪʨ.20 

ʊʝʣʝʬʦʥ: +7 (499) 720-6928 

ʌʘʢʩ: +7 (499) 720-6928 

ʕʣ.ʧʦʯʪʘ: information@s-terra.com 

http://www.s-terra.com 

 

mailto:information@s-terra.com
http://www.s-terra.com/
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1. ʃʧʥʨʤʞʣʫ ʨʧʪʫʙʛʣʡ 

ɺ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ CSP VPN Client ʚʭʦʜʷʪ: 

 ʢʦʤʧʘʢʪ-ʜʠʩʢ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʧʠʩʘʥʳ: 

 ʜʠʩʪʨʠʙʫʪʠʚ CSP VPN Client 3.0 ï ʢʘʪʘʣʦʛ Client_CP 

 ʜʦʢʫʤʝʥʪʘʮʠ̫  ï ʢʘʪʘʣʦʛ PDF: 

 ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ï CSP_VPN_Client_Admin_Guide_cp.pdf 

 ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ï CSP_VPN_Client_User_Guide_cp.pdf 

 ʂʦʧʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ1824 09 ʘʧʨʝʣʷ 2009 

 ɻʦʣʦʛʨʘʬʠʯʝʩʢʠʡ ʩʧʝʮʠʘʣʴʥʳʡ ʟʘʱʠʪʥʳʡ ʟʥʘʢ ʌʉʊʕʂ ʈʦʩʩʠʠ 

 ʃʠʮʝʥʟʠʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ CSP VPN Client ʚʝʨʩʠʠ 
3.0 

 ʃʠʮʝʥʟʠʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ ʂʨʠʧʪʦʇʨʦ CSP Driver 
ʚʝʨʩʠʠ 3.0 ʠʣʠ 3.6.5009. 

 

ʇʦʣʫʯʠʪʴ ʜʠʩʪʨʠʙʫʪʠʚ ʧʨʦʜʫʢʪʘ ʉʂɿʀ çʂʨʠʧʪʦʇʨʦ CSPè ʫʨʦʚʥʷ ʂʉ1 ʤʦʞʥʦ ʩ ʩʘʡʪʘ 
ʢʦʤʧʘʥʠʠ çʂʨʠʧʪʦ-ʇʨʦè http://cryptopro.ru/cryptopro/products/csp/default.htm, 
ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʚʰʠʩʴ ʠ ʚʚʝʜʷ ʜʘʥʥʳʝ ʧʦʣʫʯʝʥʥʦʡ ʣʠʮʝʥʟʠʠ ʥʘ ʵʪʦʪ ʧʨʦʜʫʢʪ. 

http://cryptopro.ru/cryptopro/products/csp/default.htm
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2. ʆʙʠʦʙʰʞʦʡʞ ʡ ʭʬʦʣʯʡʡ ʈʩʧʝʬʣʫʙ 

ʇʨʦʜʫʢʪ CSP VPN Client ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ 
ʧʨʦʪʦʢʦʣʦʚ ʩʝʤʝʡʩʪʚʘ TCP/IP. 

ɿʘʱʠʪʘ ʪʨʘʬʠʢʘ CSP VPN Client ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʨʘʤʢʘʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ 
ʩʪʘʥʜʘʨʪʦʚ IKE/IPsec: 

 Security Architecture for the Internet Protocol ï RFC2401 

 IP Authentication Header (AH) ï RFC2402 

 IP Encapsulating Security Payload (ESP) ï RFC2406 

 Internet Security Association and Key Management Protocol (ISAKMP) ï 
RFC2408 

 The Internet Key Exchange (IKE) ï RFC2409 

 The Internet IP Security Domain of Interpretation for ISAKMP (DOI) ï RFC2407. 

ʇʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ CSP VPN Client ʦʙʝʩʧʝʯʠʚʘʝʪ: 

 ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʥʘ ʫʨʦʚʥʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ/ʰʠʬʨʦʚʘʥʠʷ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ ʧʦ 
ʧʨʦʪʦʢʦʣʘʤ IPsec AH ʠ/ʠʣʠ IPsec ESP 

 ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʟʣʘ ʩʝʪʠ 

 ʧʘʢʝʪʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʦʣʷʭ 
ʟʘʛʦʣʦʚʢʦʚ ʩʝʪʝʚʦʛʦ ʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʝʡ 

 ʩʦʙʳʪʠʡʥʦʝ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ 

 ʨʝʘʣʠʟʘʮʠʶ ʟʘʜʘʥʥʦʡ ʜʠʩʮʠʧʣʠʥʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ (ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʠ/ʠʣʠ 
ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ) ʜʣʷ ʢʘʞʜʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʜʦʩʪʫʧ ʚ ʟʘʜʘʥʥʦʤ 
ʟʘʱʠʱʝʥʥʦʤ ʨʝʞʠʤʝ ʪʦʣʴʢʦ ʜʣʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʜʣʷ 
ʤʦʙʠʣʴʥʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ 

 ʨʝʛʫʣʠʨʫʝʤʫʶ ʩʪʦʡʢʦʩʪʴ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ 

 ʤʘʩʢʠʨʦʚʢʫ ʘʜʨʝʩʥʳʭ ʧʨʦʩʪʨʘʥʩʪʚ ʟʘʱʠʱʘʝʤʳʭ ʩʝʪʝʡ  (ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ 
ʪʨʘʬʠʢʘ). 

ɺʩʝ ʵʪʠ ʬʫʥʢʮʠʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP ï 
Local Security Policy). ʃʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪ ʢʘʢʠʝ ʠʟ ʩʝʪʝʚʳʭ 
ʩʦʝʜʠʥʝʥʠʡ ʩʣʝʜʫʝʪ ʟʘʱʠʱʘʪʴ, ʘ ʢʘʢʠʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʢʨʳʪʳʤʠ, ʢʘʢʠʝ 
ʨʝʞʠʤ rʠ ʘʣʛʦʨʠʪʤ rʟʘʱʠʪʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʩʦʝʜʠʥʝʥʠʡ. 

ʇʨʦʜʫʢʪ CSP VPN Client ʠʩʧʦʣʴʟʫʝʪ ʚ ʢʘʯʝʩʪʚʝ ʚʥʝʰʥʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʙʠʙʣʠʦʪʝʢʠ ʩʨʝʜʩʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉʂɿʀ) "ʂʨʠʧʪʦʇʨʦ 
CSP 3.0" ʠʣʠ "ʂʨʠʧʪʦʇʨʦ CSP 3.6", ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP" ʨʝʘʣʠʟʫeʪ ʨʦʩʩʠʡʩʢʠʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ: 

 ɻʆʉʊ 28147-89 ï ʰʠʬʨʦʚʘʥʠʝ/ʨʘʩʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ 

 ɻʆʉʊ ʈ 34.11-94 HMAC ï ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ 

 ɻʆʉʊ ʈ 34.11-94 ï ʘʣʛʦʨʠʪʤ ʭʵʰʠʨʦʚʘʥʠʷ 

 ɻʆʉʊ ʈ 34.10-94, ɻʆʉʊ ʈ 34.10-2001 ï ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʧʨʦʚʝʨʢʫ 
ʵʣʝʢʪʨʦʥʥʦ-ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ (ʕʎʇ) 

 ʛʝʥʝʨʘʮʠʶ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

CSP VPN Client ʷʚʣʷʝʪʩʷ ʇʨʦʜʫʢʪʦʤ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʪʦʤ 
ʩʤʳʩʣʝ, ʯʪʦ ʧʦʣʠʪʠʢʫ ʠ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʦʚ ʵʪʦʛʦ ʇʨʦʜʫʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪ ʩʠʩʪʝʤʥʳʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ.  



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʙʝʥʡʦʡʪʫʩʙʫʧʩʙ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 11 

3. ʋʩʞʚʧʛʙʦʡʸ ʦʙ ʚʙʠʧʛʴʞ ʨʤʙʫʭʧʩʥʴ 
ʡ ʪʧʛʥʞʪʫʡʥʧʪʫʵ 

ʇʨʦʜʫʢʪ CSP VPN Client ʚʳʧʫʱʝʥ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʙʘʟʦʚʳʭ ʧʣʘʪʬʦʨʤ: 

 MS Windows XP Professional SP2 Russian Edition 

 MS Windows Vista (32-bit) Business SP1 Russian Edition. 

 

ʇʨʦʜʫʢʪ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows XP Professional, 
ʩʦʚʤʝʩʪʠʤ ʩ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʦʡ "ʂʨʠʧʪʦʇʨʦ CSP 3.0", ʨʘʟʨʘʙʦʪʘʥʥʦʡ 
ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

ʇʨʦʜʫʢʪ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows Vista (32-bit) Business, 
ʩʦʚʤʝʩʪʠʤ ʩ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʦʡ "ʂʨʠʧʪʦʇʨʦ CSP 3.6 build 5009", 
ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

 

ʇʨʦʜʫʢʪ ʨʘʙʦʪʘʝʪ ʢʦʨʨʝʢʪʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʩʝʪʝʚʳʤʠ ʘʜʘʧʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ 

ʧʦʜʜʝʨʞʠʚʘʶʪ " task  offloading ".  

ɺ ʯʘʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ IPsec/IKE ʠ ʠʭ ʨʘʩʰʠʨʝʥʠʡ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ 
Cisco IOS v.12.4.  

ɺ ʯʘʩʪʠ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ 
ʩ CiscoWorks Monitoring Center for Performance 2.0.2, ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ CiscoWorks 
VMS 2.3. 

ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ eToken PRO32k ʠ eToken PRO64k ʧʨʦʠʟʚʦʜʩʪʚʘ ʢʦʤʧʘʥʠʠ 
Aladdin. 
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4. ʈʩʧʯʞʪʪ ʨʧʝʜʧʫʧʛʣʡ ʨʞʩʪʧʦʙʤʵʦʧʜʧ 
ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ ʨʙʣʞʫʙ 
ʨʧʤʵʠʧʛʙʫʞʤʸ 

ʇʨʦʜʫʢʪ CSP VPN Client ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʚʠʨʪʫʘʣʴʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ. 
ʇʦʣʘʛʘʝʤ, ʯʪʦ ʚ ʪʘʢʠʭ ʩʝʪʷʭ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ʇʦʵʪʦʤʫ, ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʟʨʘʙʦʪʘʥ 
ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʬʦʨʤʠʨʫʝʪ 
ʧʝʨʩʦʥʘʣʠʟʦʚʘʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʠ ʵʪʦʤ 
ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʛʣʘʩʫʶʪʩʷ ʩ ʝʛʦ ʜʦʣʞʥʦʩʪʥʳʤʠ ʦʙʷʟʘʥʥʦʩʪʷʤʠ.  

ʇʨʦʮʝʩʩ ʧʦʜʛʦʪʦʚʢʠ ʧʝʨʩʦʥʘʣʠʟʦʚʘʥʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ 
ʇʨʦʜʫʢʪʘ, ʨʘʟʤʝʱʝʥʥʦʛʦ ʚ ʢʘʪʘʣʦʛʝ Client_CP ʧʦʩʪʘʚʣʷʝʤʦʛʦ ʜʠʩʢʘ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ 
ʛʦʪʦʚʠʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ.  

ʀʩʧʦʣʴʟʫʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʣʶʯʠ ʣʠʙʦ ʩʝʨʪʠʬʠʢʘʪʳ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ 
ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʫʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʮʝʥʪʨʘ ʠ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʧʠʩʘʥʥʫʶ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʛʦʪʦʚʠʪ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʉʦʟʜʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʜʚʫʤʷ ʩʧʦʩʦʙʘʤʠ: 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ make_inst . exe . 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʟʘʜʘʥʠʷ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʝʨʩʦʥʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʠ ʩʦʟʜʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʨʪʠʬʠʢʘʪʦʚ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʣʠʙʦ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʣʶʯʝʡ (Preshared Keys) ʦʧʠʩʘʥʦ ʚ ʛʣʘʚe "ʇʦʜʛʦʪʦʚʢʘ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʧʦʤʦʱʴʶ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ". 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʝʭʥʦʣʦʛʠʷ One 
Click Installation, ʢʦʪʦʨʘʷ ʨʝʘʣʠʟʫʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

make_inst . exe. ʕʪʘ ʫʪʠʣʠʪʘ ʦʧʠʩʘʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ "ʋʪʠʣʠʪʘ make_inst.exe". 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ ʬʦʨʤʠʨʦʚʘʥʠʷ ʧʝʨʩʦʥʘʣʴʥʳʭ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʭ ʧʘʢʝʪʦʚ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʨʪʠʬʠʢʘʪʦʚ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʠʣʠ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ (ʨʘʟʜʝʣʷʝʤʳʭ) ʢʣʶʯʝʡ (Preshared Keys) ʠ ʫʪʠʣʠʪʳ 

make_inst . exe  ʦʧʠʩʘʥʳ ʚ ʛʣʘʚʘʭ "ʇʦʜʛʦʪʦʚʢʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʳʤʠ  ʢʣʶʯʘʤʠ (Preshared Keys) ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ make_inst" ʠ "ɼʚʘ 
ʩʮʝʥʘʨʠʷ ʧʦʜʛʦʪʦʚʢʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʦʪʢʨʳʪʳʤʠ ʢʣʶʯʘʤʠ 
(ʩʝʨʪʠʬʠʢʘʪʘʤʠ) ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ make_inst", ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

ʇʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʪʠʣʠʪʳ make_inst . exe  ʜʦʣʞʥʘ ʙʳʪʴ ʩʦʟʜʘʥʘ ʠ ʟʘʧʠʩʘʥʘ ʚ 

ʬʘʡʣ ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʦʟʜʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʠʩʘʥʦ ʚ ʛʣʘʚʝ "ʉʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ". 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʠʩʧʦʣʴʟʫʷ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʜʣʷ ʥʝʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ 
ʧʝʨʩʦʥʘʣʠʟʦʚʘʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʧʨʦʠʟʚʦʜʠʪ ʫʩʪʘʥʦʚʢʫ ʇʨʦʜʫʢʪʘ CSP 
VPN Client ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɼʘʣʝʝ ʧʝʨʝʡʜʠʪʝ ʢ ʧʦʜʛʦʪʦʚʢʝ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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5. ʈʧʝʜʧʫʧʛʣʙ ʩʙʚʧʰʞʜʧ ʥʞʪʫʙ 
ʙʝʥʡʦʡʪʫʩʙʫʧʩʙ ʚʞʠʧʨʙʪʦʧʪʫʡ 

ʇʦʜʛʦʪʦʚʢʘ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
ʥʝʩʢʦʣʴʢʦ ʵʪʘʧʦʚ: 

 ʠʥʩʪʘʣʣʷʮʠʷ ʥʘ ʩʚʦʡ ʢʦʤʧʴʶʪʝʨ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP". ʋʩʪʘʥʦʚʢʘ ʵʪʦʛʦ 
ʇʨʦʜʫʢʪʘ ʦʧʠʩʘʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ "ʋʩʪʘʥʦʚʢʘ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP" 

 ʠʥʩʪʘʣʣʷʮʠʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʘʢʝʪʘ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ ñʀʥʩʪʘʣʣʷʮʠʷ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʘʢʝʪʘò. 
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5.1. ʁʦʪʫʙʤʤʸʯʡʸ ʙʝʥʡʦʡʪʫʩʙʫʡʛʦʧʜʧ ʨʙʣʞʫʙ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ 
ʇʨʦʜʫʢʪʘ CSP VPN Client AdminTool, ʨʘʟʤʝʱʝʥʥʦʛʦ ʚ ʢʘʪʘʣʦʛʝ Client_CP 
ʧʦʩʪʘʚʣʷʝʤʦʛʦ ʜʠʩʢʘ. 

ɺ ʩʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʵʪʦʛʦ ʇʨʦʜʫʢʪʘ ʚʭʦʜʠʪ: 

 setup.exe  ï ʫʪʠʣʠʪʘ ʟʘʧʫʩʢʘ Windows Installer 

 setup . ini  ï ʥʘʩʪʨʦʝʯʥʳʡ ʬʘʡʣ, ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ setup.exe 

 sysdlls . cab  ï ʭʨʘʥʠʣʠʱʝ ʩʠʩʪʝʤʥʳʭ DLL, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʢʣʠʝʥʪʘ 

 version . txt  ï ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʚʝʨʩʠʶ ʇʨʦʜʫʢʪʘ 

 VPN_CLIENT_ADMIN.msi  ï MSI-ʙʘʟʘ ʠʥʩʪʘʣʣʷʪʦʨʘ (MSI ï MicroSoft Installer) 

 VPN_CLIENT_ADMIN. cab  ï ʭʨʘʥʠʣʠʱʝ ʬʘʡʣʦʚ ʢʣʠʝʥʪʘ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʫʩʪʘʥʦʚʠʪʴ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ.  

ɿʘʧʫʩʢ ʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʤʘʥʜʦʡ setup.exe ʠʟ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʘʢʝʪʘ, 
ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩ ʧʨʠʛʣʘʰʝʥʠʝʤ ʢ ʠʥʩʪʘʣʣʷʮʠʠ: 

 

  

ʈʠʩʫʥʦʢ 1 
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ɺ ʦʢʥʝ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ 
ʧʦʣʦʞʝʥʠʝ "I accept the license agreement" ʢʥʦʧʢʘ Next ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʥʦʡ: 

 

ʈʠʩʫʥʦʢ 2 
 

 

ɺʳʙʨʘʪʴ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ, ʥʘʞʘʚ ʥʘ 
ʢʣʘʚʠʰʫ Browse: 

 

ʈʠʩʫʥʦʢ 3 
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ɼʣʷ ʥʘʯʘʣʘ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘʞʘʪʴ ʢʣʘʚʠʰʫ Next: 

 

ʈʠʩʫʥʦʢ 4 

 

 

ʀʥʜʠʢʘʪʦʨ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ: 

 

ʈʠʩʫʥʦʢ 5 
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ʀʥʩʪʘʣʣʷʮʠʷ ʟʘʚʝʨʰʝʥʘ, ʥʘʞʘʪʴ ʢʣʘʚʠʰʫ Finish: 

 

ʈʠʩʫʥʦʢ 6 

 

ʋʩʪʘʥʦʚʣʝʥʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʘʢʝʪ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʘʧʦʢ ʠ ʬʘʡʣʦʚ: 

ʂʦʨʥʝʚʘʷ ʧʘʧʢʘ:  

 make_inst . exe  ï ʫʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 

ʬʘʡʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 pkg _maker . exe  - ʫʪʠʣʠʪʘ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʣʦʢʘʣʴʥʦʡ 

ʧʦʣʠʪʠʢʠ, ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, 
ʢʦʪʦʨʘʷ ʚʳʟʳʚʘʝʪ ʫʪʠʣʠʪʫ make_inst.exe  

 version . txt  ï ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʚʝʨʩʠʶ ʇʨʦʜʫʢʪʘ 

 ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʬʘʡʣʳ (dll , ini ) ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʨʘʙʦʪʳ ʫʪʠʣʠʪ. 

ʇʘʧʢʘ Agent ʩʦʜʝʨʞʠʪ ʦʩʥʦʚʥʳʝ ʬʘʡʣʳ ʠʥʩʪʘʣʣʷʪʦʨʘ: 

 VPN_CLIENT_WIN2K.msi  ï MSI-ʙʘʟʘ ʠʥʩʪʘʣʣʷʪʦʨʘ (MSI ï MicroSoft Installer) 

 VPN_CLIENT_WIN2K. cab  ï ʭʨʘʥʠʣʠʱʝ ʬʘʡʣʦʚ ʢʣʠʝʥʪʘ 

 sysdlls . cab  ï ʭʨʘʥʠʣʠʱʝ ʩʠʩʪʝʤʥʳʭ DLL, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʢʣʠʝʥʪʘ 

ʇʘʧʢʘ SFX ʩʦʜʝʨʞʠʪ: 

 ʩʣʫʞʝʙʥʳʝ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʩʙʦʨʢʠ SFX-ʘʨʭʠʚʘ (execution stub ʠ 
ʧʨʦʪʦʪʠʧʳ comment, ʟʘʜʘʶʱʠʭ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʨʘʩʧʘʢʦʚʢʠ SFX-ʘʨʭʠʚʘ). 
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6. ɹʫʩʡʚʬʫʴ ʙʬʫʞʦʫʡʭʡʣʙʯʡʡ 

ʊʝʭʥʦʣʦʛʠʷ IPSec ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʰʠʬʨʦʚʘʥʠʝ ʠ ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ 
ʥʘ ʫʨʦʚʥʝ ʧʝʨʝʜʘʚʘʝʤʳʭ IP-ʧʘʢʝʪʦʚ.  

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʪʠʭ ʬʫʥʢʮʠʡ ʪʝʭʥʦʣʦʛʠʠ IPSec ʥʝʦʙʭʦʜʠʤʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ  
ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʧʦʩʪʘʚʣʷʝʪʩʷ ʧʨʦʪʦʢʦʣʦʤ IKE: ʢʣʶʯʝʚʦʡ ʤʘʪʝʨʠʘʣ ʠ 
ʩʦʛʣʘʩʦʚʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʟʘʱʠʪʳ. 

ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʭ ʩʪʦʨʦʥ ʧʨʦʪʦʢʦʣʫ IKE ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʘ 
ʥʝʢʦʪʦʨʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ. 

ʊʘʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʤʦʞʝʪ ʙʳʪʴ: 

 ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ (ʨʘʟʜʝʣʷʝʤʳʡ) ʢʣʶʯ (Preshared Key) 

 ʩʝʨʪʠʬʠʢʘʪ ʩʪʘʥʜʘʨʪʘ ʍ.509. 

 

ʀʤʝʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʠ ʨʘʙʦʪʝ ʩ ʨʘʩʰʠʨʝʥʠʷʤʠ ʩʝʨʪʠʬʠʢʘʪʘ 
(Extensions), ʢʦʪʦʨʳʝ ʧʦʤʝʯʝʥʳ ʢʘʢ ʢʨʠʪʠʯʥʳʝ. ɺ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥ ʩʧʠʩʦʢ 
ʨʘʩʰʠʨʝʥʠʡ ʩʝʨʪʠʬʠʢʘʪʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʨʘʩʧʦʟʥʘʚʘʪʴʩʷ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ 
ʇʨʦʜʫʢʪʦʤ, ʝʩʣʠ ʫ ʥʠʭ ʫʩʪʘʥʦʚʣʝʥ ʧʨʠʟʥʘʢ ʢʨʠʪʠʯʥʦʩʪʠ TRUE. ɽʩʣʠ ʚ ʩʝʨʪʠʬʠʢʘʪʝ 
ʙʫʜʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʜʨʫʛʠʝ ʨʘʩʰʠʨʝʥʠʷ, ʥʝ ʫʢʘʟʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʠ ʟʘʜʘʥʥʳʝ ʢʘʢ 
ʢʨʠʪʠʯʥʳʝ, ʪʦ ʪʘʢʦʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ. ɽʩʣʠ ʞʝ ʨʘʩʰʠʨʝʥʠʝ 
ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʪʘʙʣʠʮʝ, ʥʦ ʷʚʣʷʝʪʩʷ ʥʝʢʨʠʪʠʯʥʳʤ, ʪʦ ʦʥʦ ʠʛʥʦʨʠʨʫʝʪʩʷ, ʠ ʩʝʨʪʠʬʠʢʘʪ 
ʠʩʧʦʣʴʟʫʝʪʩʷ. 

 

Name OID value  

Subject Key Identifier 2.5.29.14 

Key Usage 2.5.29.15 

Subject Alternative Name 2.5.29.17 

Issuer Alternative Name 2.5.29.18 

Basic Constraints 2.5.29.19 

Name Constraints 2.5.29.30 

CRL Distribution Points 2.5.29.31 

Authority Key Identifier 2.5.29.35 

 

ʆʧʠʩʘʥʠʷ ʟʥʘʯʝʥʠʡ ʠ ʧʦʣʥʳʡ ʩʧʠʩʦʢ Certificate Extensions ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ 
ʜʦʢʫʤʝʥʪʝ RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2). 

  

 

http://tools.ietf.org/html/rfc5280#section-4.2
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7. ʈʧʝʜʧʫʧʛʣʙ ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ 
ʨʙʣʞʫʙ ʪ ʨʩʞʝʬʪʫʙʦʧʛʤʞʦʦʴʥʡ 
ʣʤʷʰʙʥʡ (Preshared Keys) ʪ 
ʨʧʥʧʲʵʷ ʬʫʡʤʡʫʴ make_inst 

ʂʣʶʯ ï ʧʨʦʠʟʚʦʣʴʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪʦʚ. ʂʣʁʯ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥ ʚ ʬʘʡʣ. 

ʉʦʟʜʘʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ (ʨʘʟʜʝʣʷʝʤʳʡ) ʢʣʶʯ (Preshared Key) ʤʦʞʥʦ ʨʘʟʥʳʤʠ 
ʩʧʦʩʦʙʘʤʠ. ʉʘʤʳʡ ʧʨʦʩʪʦʡ ï ʟʘʧʠʩʘʪʴ ʚ ʬʘʡʣ ʣʶʙʫʶ ʧʨʦʠʟʚʦʣʴʥʫʶ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩʠʤʚʦʣʦʚ. 

ʀʤʷ ʢʣʶʯʘ ï ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʣʘʪʠʥʩʢʠʭ ʙʫʢʚ, ʮʠʬʨ, ʩʠʤʚʦʣʦʚ "_"  ʠ " -

" , ʠ ʜʦʣʞʝʥ ʥʘʯʠʥʘʪʴʩʷ ʩ ʣʘʪʠʥʩʢʦʡ ʙʫʢʚʳ ʠʣʠ ʩʠʤʚʦʣʘ "_".   ʅʘʧʨʠʤʝʨ, key1. 

ʇʨʠʤʝʯʘʥʠʝ: ɽʩʣʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʢʣʶʯ ʟʘʜʘʥ ʥʝʩʢʦʣʴʢʠʤʠ ʩʪʨʦʢʘʤʠ, ʪʦ ʢʘʞʜʳʡ 

ʧʝʨʝʥʦʩ ʚ ʪʝʣʝ ʢʣʶʯʘ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥ ʜʚʫʤʷ ʩʠʤʚʦʣʘʤʠ 0ʭ0D 0ʭ0A (ʩʠʤʚʦʣ 

ʚʦʟʚʨʘʪʘ ʠ ʧʝʨʝʚʦʜʘ ʢʘʨʝʪʢʠ) ʠ ʪʦʛʜʘ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ 
ʧʘʨʪʥʝʨʘ ʜʦʣʞʥʳ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʵʪʠ ʩʠʤʚʦʣʳ. 

ʀʤʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʠʩʧʦʣʴʟʫʝʪʩʷ: 

 ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ  

 ʧʨʠ ʩʦʟʜʘʥʠʠ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP) ï  
ʚ ʩʪʨʫʢʪʫʨʝ AuthMethodPreshared ʚ ʘʪʨʠʙʫʪʝ SharedIKESecret. 

 

ʉʦʟʜʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʥʝʩʢʦʣʴʢʦ 
ʵʪʘʧʦʚ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʦʟʜʘʝʪ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ 
ʢʣʶʯ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ 
ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʝ ʚ ʬʘʡʣ (ʩʤ. ʛʣʘʚʫ "ʉʦʟʜʘʥʠʝ 
ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ" ʠʣʠ  
"ʇʦʜʛʦʪʦʚʢʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʧʦʤʦʱʴʶ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ") 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʟʘʧʫʩʢʘʝʪ ʢʦʤʘʥʜʫ 

make_inst . exe  ʠʟ ʢʘʪʘʣʦʛʘ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʘʢʝʪʘ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 

ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. ɺ ʦʧʮʠʷʭ ʵʪʦʡ ʢʦʤʘʥʜʳ ʦʙʷʟʘʪʝʣʴʥʦ 
ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʠʤʷ ʬʘʡʣʘ ʩ LSP, ʠʤʷ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ, ʢʣʶʯ ʠʣʠ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʦʥ ʨʘʟʤʝʱʝʥ. ʂʦʤʘʥʜʘ 

make_inst . exe  ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʧʮʠʠ (ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʘ ʚ 

ʇʨʠʣʦʞʝʥʠʠ "ʋʪʠʣʠʪʘ make_inst.exe"): 
 

make_inst.exe - o SFX_file _path  - l  LSP_file _path   

ïkn  <Preshared _key _name> { - kv  <Preshared _key _val > |  

- kvf  <file _path _Preshared _key _val >}  

 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 
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8. ɽʛʙ ʪʯʞʦʙʩʡʸ ʨʧʝʜʧʫʧʛʣʡ 
ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ ʨʙʣʞʫʙ ʪ 
ʧʫʣʩʴʫʴʥʡ ʣʤʷʰʙʥʡ 
(ʪʞʩʫʡʭʡʣʙʫʙʥʡ) ʪ ʨʧʥʧʲʵʷ 
ʬʫʡʤʡʫʴ make_inst 

ʆʧʠʰʝʤ ʜʚʘ ʩʮʝʥʘʨʠʷ ʧʦʜʛʦʪʦʚʢʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ ʩʪʦʨʦʥ ʥʘ ʦʪʢʨʳʪʳʭ ʢʣʶʯʘʭ (ʩʝʨʪʠʬʠʢʘʪʘʭ).  

ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʪʢʨʳʪʦʤʫ ʢʣʶʯʫ ʩʝʨʪʠʬʠʢʘʪʘ, 
ʥʘʭʦʜʠʪʩʷ ʚ ʢʦʥʪʝʡʥʝʨʝ. ʂʦʥʪʝʡʥʝʨ ʠʤʝʝʪ ʩʣʦʞʥʫʶ ʩʪʨʫʢʪʫʨʫ, ʛʜʝ ʢʨʦʤʝ ʩʝʢʨʝʪʥʦʛʦ 
ʢʣʶʯʘ ʩʦʜʝʨʞʠʪʩʷ ʩʣʫʞʝʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʠ 
ʮʝʣʦʩʪʥʦʩʪʠ ʢʣʶʯʘ. ʕʪʦʪ ʢʦʥʪʝʡʥʝʨ ʥʝ ʷʚʣʷʝʪʩʷ ʢʘʪʘʣʦʛʦʤ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 
ʂʦʥʪʝʡʥʝʨ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ( ʈʝʝʩʪʨʝ ) ʠʣʠ ʥʘ 
ʢʘʢʦʤ-ʣʠʙʦ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ ʜʠʩʢʝʪʝ, ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ 
eToken ʠ ʜʨ.  

ʉʮʝʥʘʨʠʠ ʦʪʣʠʯʘʶʪʩʷ ʪʝʤ, ʢʪʦ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʘ ʢʘʢʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ c ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʟʤʦʞʥʘ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʫʝʪʩʷ ʠʣʠ ʥʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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8.1. ʈʞʩʛʴʢ ʪʯʞʦʙʩʡʢ 

ɺʩʝ ʜʝʡʩʪʚʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʬʦʨʤʠʨʦʚʘʥʠʶ ʟʘʧʨʦʩʘ ʠ ʩʦʟʜʘʥʠʶ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʉɸ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʟʘʧʠʩʳʚʘʶʪ ʥʘ ʚʥʝʰʥʠʡ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣ,ɹ ʥʘʧʨʠʤʝʨ, ʜʠʩʢʝʪʫ 
ʠʣʠ eToken. ʀʥʩʪʘʣʣʷʮʠʷ ʩʯʠʪʳʚʘʪʝʣʷ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ʀʥʩʪʘʣʣʷʮʠʷ ʚʥʝʰʥʝʛʦ 
ʩʯʠʪʳʚʘʪʝʣʷ ʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʚ ñʂʨʠʧʪʦʇʨʦ CSP 3.0". 

ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʢʦʧʠʨʦʚʘʥʠʝ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʦʜʥʦʛʦ ʥʦʩʠʪʝʣʷ ʥʘ ʜʨʫʛʦʡ, ʥʘʧʨʠʤʝʨ, ʚ ʈʝʝʩʪʨ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ.  

ʆʧʠʰʝʤ ʜʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ 
(Trusted CA Certificate), ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʝ ʚ ʬʘʡʣʳ. ɽʤʫ ʧʝʨʝʜʘʝʪʩʷ ʠ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP) ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʝ ʚ ʬʘʡʣ (ʩʤ. ʛʣʘʚʫ "ʉʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʡ 
ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ") 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʟʘʧʫʩʢʘʝʪ ʢʦʤʘʥʜʫ 

make_inst . exe . ɺ ʦʧʮʠʷʭ ʵʪʦʡ ʢʦʤʘʥʜʳ ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 

ʬʘʡʣʘ, ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʩʝʨʪʠʬʠʢʘʪʫ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʫ, ʧʫʪʴ ʢ ʬʘʡʣʫ ʩ 
LSP, ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, , 
ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ ʜʨ. : 

 ʝʩʣʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʥʝ ʟʘʜʘʚʘʪʴ ʧʨʦʚʝʨʢʫ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʦ ʟʘʜʘʪʴ 

ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ, ʪʦ ʚʳʟʦʚ ʢʦʤʘʥʜʳ make_inst . exe  ʙʫʜʝʪ 

ʩʣʝʜʫʶʱʠʤ (ʧʦʜʨʦʙʥʦ ʫʪʠʣʠʪʘ ʦʧʠʩʘʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ "ʋʪʠʣʠʪʘ 
make_inst.exe"): 
 

make_inst.exe - o SFX_file _path  - l  LSP_file _path   

- c CA_file _path   

- u USER_cert _file _path   

- uc  USER_cert _container _name  

{ [ - up USER_cert _container _password ]  |  

[ - ufp  file _path _USER_cert _container _password ] }  

ïcs  Source _container _name 

 ʝʩʣʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʟʘʜʘʚʘʪʴ ʧʨʦʚʝʨʢʫ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʦ ʚ 
ʢʦʤʘʥʜʝ make_inst.exe ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʢ ʫʢʘʟʘʥʥʳʤ ʜʦʙʘʚʣʷʶʪʩʷ ʝʱʝ 
ʦʧʮʠʠ: 
 
ïchksecret  on 

- uac  USER_cert _container _name_ADMIN 

{[ - uap  USER_cert _container _password _ADMIN]|  

[ - uafp  file _path _USER_cert _container _password _ADMIN]}  

 ʩʫʱʝʩʪʚʫʶʪ ʜʨʫʛʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ, ʥʘʧʨʠʤʝʨ, ʜʣʷ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʚ ʬʘʡʣ file _log . tx t  ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP 

VPN Client ʫʢʘʟʳʚʘʝʪʩʷ ʦʧʮʠʷ: 

 

- a / l * file _log . txt  / i  
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 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʩʦ ʩʩʳʣʢʦʡ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʠ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ 
ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ, eToken. ʂʦʥʪʝʡʥʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʧʝʨʝʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʧʦ ʟʘʩʣʫʞʠʚʘʶʱʝʤʫ ʜʦʚʝʨʠʷ ʢʘʥʘʣʫ ʩʚʷʟʠ. 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ, ʚʳʜʘʚʘʝʤʳʝ ʧʨʦʛʨʘʤʤʥʦʡ ʫʪʠʣʠʪʦʡ make_inst  ʚ ʧʨʦʮʝʩʩʝ ʝʝ 

ʨʘʙʦʪʳ, ʚʳʚʦʜʷʪʩʷ ʚ ʬʘʡʣ make_inst _log . txt  (ʧʨʠ ʢʘʞʜʦʤ ʩʦʟʜʘʥʠʠ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ make_inst _log . txt  ʧʝʨʝʧʠʩʳʚʘʝʪʩʷ). 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʙʝʥʡʦʡʪʫʩʙʫʧʩʙ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 23 

8.2. ɻʫʧʩʧʢ ʪʯʞʦʙʩʡʢ 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ 
ʣʦʢʘʣʴʥʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ 
ʥʝʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, 
ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʠʟ ʈʝʝʩʪʨʘ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ.  

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ ʩʣʝʜʫʶʱʠʝ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʬʦʨʤʠʨʫʝʪ ʟʘʧʨʦʩ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʉʦʟʜʘʥʥʳʡ ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ 
ʎʝʥʪʨʘ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ( ʈʝʝʩʪʨʝ ) ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʜʨʦʙʥʦ ʵʪʦʪ ʧʫʥʢʪ ʦʧʠʩʘʥ ʚ ʇʨʠʣʦʞʝʥʠʠ  
"ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ". 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʉɸ ʥʘ ʩʝʨʚʝʨʝ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʧʦ ʧʦʣʫʯʝʥʥʦʤʫ 
ʟʘʧʨʦʩʫ ʩʦʟʜʘʝʪ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʵʢʩʧʦʨʪʠʨʫʝʪ ʝʛʦ ʚ 
ʬʘʡʣ. ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate) 
ʪʘʢʞʝ ʵʢʩʧʦʨʪʠʨʫʝʪʩʷ ʚ ʬʘʡʣ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʙʘ ʵʪʠ 
ʩʝʨʪʠʬʠʢʘʪʘ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʝ ʚ ʬʘʡʣ (ʩʤ. ʛʣʘʚʫ "ʉʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʡ 
ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ") 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʟʘʧʫʩʢʘʝʪ ʢʦʤʘʥʜʫ 
make_inst.exe. ɺ ʦʧʮʠʷʭ ʵʪʦʡ ʢʦʤʘʥʜʳ ʫʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ, ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʩʝʨʪʠʬʠʢʘʪʫ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʫ, ʧʫʪʴ ʢ ʬʘʡʣʫ ʩ 
LSP, ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ ʜʨ. ɺ ʢʦʤʘʥʜʝ make_inst . exe  ʫʢʘʟʳʚʘʶʪʩʷ ʦʧʮʠʠ 

(ʧʦʜʨʦʙʥʦ ʫʪʠʣʠʪʘ ʦʧʠʩʘʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ "ʋʪʠʣʠʪʘ make_inst.exe"): 
 

make_inst.exe - o SFX_file _path  - l  LSP_file _path   

- c CA_file _path   

- u USER_cert _file _path   

- uc  USER_cert _container _name  

[ - skt  { exchange  | signature }]  

{[ - up USER_cert _container _password ] |  

[ - ufp  file _path _USER_cert _contain er _password ]}  

 

ʩʫʱʝʩʪʚʫʶʪ ʜʨʫʛʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

ʩʦʙrʪʠʡ ʚ ʬʘʡʣ file _log . txt  ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client 

ʫʢʘʟʳʚʘʝʪʩʷ ʦʧʮʠʷ: 

 

- a / l * file _log . txt  / i  

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʉɸ ʩʝʨʪʠʬʠʢʘʪ ʠ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʩʦ ʩʩʳʣʢʦʡ 
ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ, ʚʳʜʘʚʘʝʤʳʝ ʧʨʦʛʨʘʤʤʥʦʡ ʫʪʠʣʠʪʦʡ make_inst  ʚ ʧʨʦʮʝʩʩʝ ʝʝ 

ʨʘʙʦʪʳ, ʚʳʚʦʜʷʪʩʷ ʚ ʬʘʡʣ make_inst _log . txt  (ʧʨʠ ʢʘʞʜʦʤ ʩʦʟʜʘʥʠʠ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ make_inst _log . txt  ʧʝʨʝʧʠʩʳʚʘʝʪʩʷ). 
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9. ʊʧʠʝʙʦʡʞ ʦʞʪʣʧʤʵʣʡʮ 
ʡʦʪʫʙʤʤʸʯʡʧʦʦʴʮ ʨʙʣʞʫʧʛ 
ʧʝʦʧʛʩʞʥʞʦʦʧ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʭ ʧʘʢʝʪʦʚ ʜʣʷ ʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʝʜʣʘʛʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ BAT-ʬʘʡʣʳ, ʚʳʟʳʚʘʶʱʠʝ ʚ ʮʠʢʣʝ ʫʪʠʣʠʪʫ 
make_inst.exe. ɼʘʣʝʝ ʦʧʠʩʘʥʳ ʥʝʩʢʦʣʴʢʦ BAT-ʬʘʡʣʦʚ ʪʠʧʠʯʥʳʭ ʩʮʝʥʘʨʠʝʚ. ʅʘ 
ʢʦʤʧʴʶʪʝʨʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʣʞʥʘ ʙʳʪʴ ʩʦʟʜʘʥʘ ʩʧʝʮʠʘʣʴʥʘʷ ʧʘʧʢʘ ʜʣʷ ʬʘʡʣʦʚ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺ ʵʪʦʡ ʧʘʧʢʝ ʩʦʟʜʘʶʪʩʷ ʧʦʜʧʘʧʢʠ, ʢʦʪʦʨʳʝ ʥʘʟʳʚʘʶʪʩʷ ʧʦ ʠʤʝʥʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʅʘʧʨʠʤʝʨ, ʧʘʧʢʘ c:\vpn_client, ʚ ʥʝʡ ʧʦʜʧʘʧʢʠ c:\vpn_client\alice ʠ 
c:\vpn_client\bob (ʚʘʞʥʦ, ʯʪʦʙʳ ʥʝ ʙʳʣʦ ʧʦʩʪʦʨʦʥʥʠʭ ʧʦʜʧʘʧʦʢ). ɺ ʵʪʠʭ ʧʦʜʧʘʧʢʘʭ 
ʣʝʞʠʪ ʬʘʡʣ localcert.crt, ʘ ʪʘʢʞʝ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʩʮʝʥʘʨʠʝʚ ʤʦʛʫʪ ʣʝʞʘʪʴ ʬʘʡʣʳ ca.crt, 
lsp.txt ʠ pwd.txt (ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ). 

ʉʮʝʥʘʨʠʡ 1. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʢʦʥʪʝʡʥʝʨʳ ʩ ʩʝʢʨʝʪʥʳʤʠ ʢʣʶʯʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʠʤʝʶʪ ʧʫʩʪʦʡ ʧʘʨʦʣʴ. ʇʦʣʫʯʘʝʤʳʝ SFX-ʬʘʡʣʳ ʢʣʘʜʫʪʩʷ ʚ ʧʘʧʢʠ  ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʜ 
ʠʤʝʥʝʤ vpnclient.exe. ɺ ʧʘʧʢʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʣʝʞʘʪ ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ. 
ʀʩʧʦʣʴʟʫʝʪʩʷ ʦʜʠʥ CA ʩʝʨʪʠʬʠʢʘʪ ʠ ʦʜʥʘ LSP ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

@echo off  

 

SET TEMPLATE_DIR=c: \ vpn_client  

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe  

SET CONTAINER_NAME=REGISTRY\ \ container  

SET LSP_PATH=c: \ vpn_client \ lsp.txt  

SET CA_PATH=c: \ vpn_client \ ca.crt  

 

for /r %TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% - o 

%%i\ vpnclient .exe - c %CA_PATH% - u %%i \ localcert.crt - uc 

%CONTAINER_NAME% - l %LSP_PATH%) & (if errorlevel 1 goto err)  

 

goto :end  

 

:err  

 

echo An error occured  

exit  

 

:end  

 

echo  Make installations  complete  

ʀʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ:  

TEMPLATE_DIR ï ʧʘʧʢʘ, ʚ ʢʦʪʦʨʦʡ ʣʝʞʘʪ ʧʦʜʧʘʧʢʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʫʪʴ ʜʦʣʞʝʥ ʙʳʪʴ 
ʙʝʟ ʧʨʦʙʝʣʦʚ. 

MAKE_INST_PATH ï ʧʫʪʴ ʢ ʫʪʠʣʠʪʝ make_inst.exe. 

CONTAINER_NAME ï ʠʤ ̫ʢʦʥʪʝʡʥʝʨʘ. 
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LSP_PATH ï ʧʫʪʴ ʢ ʦʙʱʝʡ LSP. 

CA_PATH ï ʧʫʪʴ ʢ ʦʙʱʝʤʫ CA ʩʝʨʪʠʬʠʢʘʪʫ. 

ɿʜʝʩʴ ʠ ʜʘʣʝʝ ʬʨʘʟʘ ʚ ʢʦʥʮʝ "Make installations complete" ʦʙʦʟʥʘʯʘʝʪ ʫʩʧʝʰʥʦʝ 
ʟʘʚʝʨʰʝʥʠʝ, ʘ " An error occured" ï ʯʪʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ. 

ʉʮʝʥʘʨʠʡ 2. ʀʩʧʦʣʴʟʫʝʪʩʷ ʦʙʱʠʡ ʧʘʨʦʣʴ ʜʣʷ ʚʩʝʭ ʢʦʥʪʝʡʥʝʨʦʚ ʩ ʩʝʢʨʝʪʥʳʤʠ 
ʢʣʶʯʘʤʠ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʦʣʫʯʘʝʤʳʝ SFX-ʬʘʡʣʳ ʢʣʘʜʫʪʩʷ ʚ ʧʘʧʢʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʜ ʠʤʝʥʝʤ vpnclient.exe. ʂʘʞʜrʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʩʚʦʡ CA 
ʩʝʨʪʠʬʠʢʘʪ ʠ ʩʚʦʶ LSP: 

@echo off  

 

SET TEMPLATE_DIR=c: \ vpn_client  

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe  

SET CONTAINER_NAME=REGISTRY\ \ container  

SET CONTAINER_PASSWORD=somepwd 

 

for /r %TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% - o 

%%i\ vpnclient.exe - c %%i \ ca.crt - u %%i \ localcert.crt - uc 

%CONTAINER_NAME% - up %CONTAINER_PASSWORD% - l %%i \ lsp.txt) & (if 

errorlevel 1 goto err)  

 

goto : end  

 

:err  

 

echo An error occured  

exit  

 

:end  

 

echo Make installations complete  

 

ʅʦʚʳʝ ʥʘʩʪʨʦʡʢʠ: 

CONTAINER_PASSWORD ï ʦʙʱʠʡ ʧʘʨʦʣʴ. 

ʉʮʝʥʘʨʠʡ 3. ɺʩʝ ʫʩʣʦʚʠʷ ʘʥʘʣʦʛʠʯʥ rʩʮʝʥʘʨʠʶ 2, ʥʦ ʧʦʣʫʯʘʝʤʳʝ ʬʘʡʣʳ ʢʣʘʜʫʪʩʷ ʚ 
ʦʜʥʫ ʧʘʧʢʫ ʩ ʠʤʝʥʘʤʠ  username.exe (ʛʜʝ username  ʩʦʚʧʘʜʘʝʪ ʩ ʠʤʝʥʝʤ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʧʦʜʧʘʧʢʠ, ʥʘʧʨʠʤʝʨ alice.exe ʠʣʠ bob.exe): 

@echo off  

 

SET TEMPLATE_DIR=c: \ vpn_client  

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe  

SET CONTAINER_NAME=REGISTRY\ \ container  

SET CONTAINER_PASSWORD=somepwd 

SET SFX_DIR=c: \ sfx  

 

cd %TEMPLATE_DIR% 
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for /d %%i in (*) do (%MAKE_INST_PATH% - o %SFX_DIR%\ %%i.exe - c 

%%~fi \ ca.crt - u %%~fi \ localcert.crt - uc %CONTAINER_NAME% - up 

%CONTAINER_PASSWORD% - l %%~fi \ lsp.txt) & (if errorlevel 1 goto 

err)  

 

goto :end  

 

:err  

 

echo An error occured  

exit  

 

:end  

 

echo Make installations complete  

ɿʜʝʩʴ SFX_DIR ï ʧʘʧʢʘ, ʚ ʢʦʪʦʨʫʶ ʢʣʘʜʫʪʩʷ ʧʦʣʫʯʘʝʤʳʝ ʬʘʡʣʳ. 

ʉʮʝʥʘʨʠʡ 4.  ɺʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʪʝʭ ʞʝ ʫʩʣʦʚʠʷʭ, ʯʪʦ ʠ ʚ ʩʮʝʥʘʨʠʠ 2, ʥʦ ʚ ʢʘʞʜʦʡ 
ʧʘʧʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʣʝʞʠʪ ʬʘʡʣ pwd.txt, ʩʦʜʝʨʞʘʱʠʡ ʧʘʨʦʣʴ 
ʢʦʥʪʝʡʥʝʨʘ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʂʨʦʤʝ ʪʦʛʦ, ʢʦʛʜʘ ʢʘʞʜʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ 
ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʇʨʦʜʫʢʪ CSP VPN Client ʠʟ ʧʦʜʛʦʪʦʚʣʝʥʥʦʛʦ ʜʣʷ ʥʝʛʦ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʪʦ ʦʥ ʙʫʜʝʪ ʩʪʘʚʠʪʴʩʷ ʥʝ ʚ ʧʘʧʢʫ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʘ ʚ ʧʘʧʢʫ 
c:\my vpn (ʩ ʧʨʦʙʝʣʦʤ): 

@echo off  

 

SET TEMPLATE_DIR=c: \ vpn_client  

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe  

SET CONTAINER_NAME=REGISTRY\ \ container  

SET SFX_DIR=c: \ sfx  

 

cd %TEMPLATE_DIR% 

for /d %%i in (*) do  (%MAKE_INST_PATH% - o %SFX_DIR%\ %%i.exe - c 

%%~fi \ ca.crt - u %%~fi \ localcert.crt - uc %CONTAINER_NAME% - ufp 

%%~fi \ pwd.t xt - l %%~fi \ lsp.txt - a "INSTALLDIR= \ "c: \ my vpn \ "") & 

(if errorlevel 1 goto err)  

 

goto :end  

 

:err  

 

echo An error occured  

exit  

:end  

echo Make installations complete  



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʙʝʥʡʦʡʪʫʩʙʫʧʩʙ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 27 

10. ʈʧʝʜʧʫʧʛʣʙ ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ 
ʨʙʣʞʫʙ ʪ ʨʧʥʧʲʵʷ ʜʩʙʭʡʰʞʪʣʧʜʧ 
ʡʦʫʞʩʭʞʢʪʙ 

ʋʪʠʣʠʪʘ pkg _maker . exe  ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʜʦʙʥʳʡ 

ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʩʦʟʜʘʥʠʷ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʜʘʥʠʷ 
ʥʘʩʪʨʦʝʢ ʇʨʦʜʫʢʪʘ CSP VPN Client ʠ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ ʩʪʦʨʦʥ ʥʘ 
Preshared Keys ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʯʠʪʳʚʘʪʴ 
ʩʦʟʜʘʥʥʳʡ ʢʣʶʯ ʠʟ ʬʘʡʣʘ ʣʠʙʦ ʚʚʝʩʪʠ ʝʛʦ ʩ ʢʣʘʚʠʘʪʫʨʳ. 

ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʪʢʨʳʪʦʤʫ ʢʣʶʯʫ ʩʝʨʪʠʬʠʢʘʪʘ, 
ʥʘʭʦʜʠʪʩʷ ʚ ʢʦʥʪʝʡʥʝʨʝ. ʂʦʥʪʝʡʥʝʨ ʠʤʝʝʪ ʩʣʦʞʥʫʶ ʩʪʨʫʢʪʫʨʫ, ʛʜʝ ʢʨʦʤʝ ʩʝʢʨʝʪʥʦʛʦ 
ʢʣʶʯʘ ʩʦʜʝʨʞʠʪʩʷ ʩʣʫʞʝʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʠ 
ʮʝʣʦʩʪʥʦʩʪʠ ʢʣʶʯʘ. ʕʪʦʪ ʢʦʥʪʝʡʥʝʨ ʥʝ ʷʚʣʷʝʪʩʷ ʢʘʪʘʣʦʛʦʤ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 
ʂʦʥʪʝʡʥʝʨ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʚ ʈʝʝʩʪʨʝ ʠʣʠ ʥʘ ʢʘʢʦʤ-ʣʠʙʦ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ 
ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ, ʜʠʩʢʝʪʝ, ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ eToken ʠ ʜʨ.  

ʉʮʝʥʘʨʠʠ ʦʪʣʠʯʘʶʪʩʷ ʪʝʤ, ʢʪʦ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʘ ʢʘʢʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ c ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʟʤʦʞʥʘ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʫʝʪʩʷ ʠʣʠ ʥʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʩ ʦʜʥʦʛʦ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʥʘ ʜʨʫʛʦʡ ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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10.1. ʈʞʩʛʴʢ ʪʯʞʦʙʩʡʢ ʨʧʝʜʧʫʧʛʣʡ 
ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ ʨʙʣʞʫʙ ʪ 
ʙʬʫʞʦʫʡʭʡʣʙʯʡʞʢ ʪʫʧʩʧʦ ʦʙ ʪʞʩʫʡʭʡʣʙʫʙʮ 

ɺʩʝ ʜʝʡʩʪʚʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʬʦʨʤʠʨʦʚʘʥʠʶ ʟʘʧʨʦʩʘ ʠ ʩʦʟʜʘʥʠʶ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʉɸ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ, eToken, 
ʜʠʩʢʝʪʝ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ, ʧʦʵʪʦʤʫ ʚ ʜʘʥʥʦʤ ʩʮʝʥʘʨʠʠ ʚʦʟʤʦʞʥʦ ʧʨʦʚʝʩʪʠ 
ʧʨʦʚʝʨʢʫ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʘ ʪʘʢʞʝ ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʦʜʥʦʛʦ 
ʥʦʩʠʪʝʣʷ ʥʘ ʜʨʫʛʦʡ, ʥʘʧʨʠʤʝʨ, ʚ ʈʝʝʩʪʨʝ ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client. 

ʆʧʠʰʝʤ ʜʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ 
(Trusted CA Certificate), ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʝ ʚ ʬʘʡʣʳ. ɽʤʫ ʧʝʨʝʜʘʝʪʩʷ ʠ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʧʫʩʢʘʝʪ ʫʪʠʣʠʪʫ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ: 

ʇʫʩʢ ï ʇʨʦʛʨʘʤʤʳ ï CSP VPN Client  AdminTool  cp  ïPackage  Maker  

 ʩ ʧʦʤʦʱʴʶ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪ 
ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʢʘʟʳʚʘʝʪ ʠʤʷ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʫ, ʠʤʷ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʣʦʢʘʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʠ ʜʨ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʝʪ ʚʳʧʦʣʥʠʪʴ ʥʘʩʪʨʦʡʢʠ 
ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʘ 
ʪʘʢʞʝ ʜʣʷ ʢʦʧʠʨʦʚʘʥʠʷ ʢʦʥʪʝʡʥʝʨʘ. ɿʘʧʦʣʥʠʚ ʚʩʝ ʚʢʣʘʜʢʠ ʛʨʘʬʠʯʝʩʢʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ. ʈʘʙʦʪʘ ʩ 
ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ɻʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ" 

 ʩʦʟʜʘʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ ʇʨʦʜʫʢʪʘ CSP 
VPN Client, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ 
ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʠ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ. 
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10.2. ɻʫʧʩʧʢ ʪʯʞʦʙʩʡʢ ʨʧʝʜʧʫʧʛʣʡ 
ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ ʨʙʣʞʫʙ ʪ 
ʙʬʫʞʦʫʡʭʡʣʙʯʡʞʢ ʪʫʧʩʧʦ ʦʙ ʪʞʩʫʡʭʡʣʙʫʙʮ 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʨʘʟʤʝʱʘʝʪʩʷ ʚ 
ʈʝʝʩʪʨʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʥʝʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʪʘʢʞʝ ʥʝ ʧʨʦʚʦʜʠʪʩʷ ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʠʟ ʈʝʝʩʪʨʘ ʥʘ ʜʨʫʛʦʡ 
ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ. 

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʬʦʨʤʠʨʫʝʪ ʟʘʧʨʦʩ ʥʘ ʩʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʛʦ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʉʦʟʜʘʥʥʳʡ ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨ 
ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʟʤʝʱʘʝʪʩʷ ʚ ʈʝʝʩʪʨʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
ʇʦʜʨʦʙʥʦ ʵʪʦʪ ʧʫʥʢʪ ʦʧʠʩʘʥ ʚ ʇʨʠʣʦʞʝʥʠʠ ʚ ʨʘʟʜʝʣʘʭ  "ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ 
ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ" 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʉɸ ʥʘ ʩʝʨʚʝʨʝ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʧʦ ʧʦʣʫʯʝʥʥʦʤʫ 
ʟʘʧʨʦʩʫ ʩʦʟʜʘʝʪ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʵʢʩʧʦʨʪʠʨʫʝʪ ʝʛʦ ʚ 
ʬʘʡʣ. ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate) 
ʪʘʢʞʝ ʵʢʩʧʦʨʪʠʨʫʝʪʩʷ ʚ ʬʘʡʣ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʙʘ ʵʪʠ 
ʩʝʨʪʠʬʠʢʘʪʘ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʩʢʘʝʪ ʫʪʠʣʠʪʫ 
ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ:  
Start  ï Programs  ï CSP VPN Client  AdminTool  cp  ïPackage  Maker  

 ʩ ʧʦʤʦʱʴʶ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪ 
ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʢʘʟʳʚʘʝʪ ʠʤʷ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʫ, ʠʤʷ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʣʦʢʘʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʠ ʜʨ. ɿʘʧʦʣʥʠʚ ʚʩʝ ʚʢʣʘʜʢʠ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ. ʈʘʙʦʪʘ ʩ ʛʨʘʬʠʯʝʩʢʠʤ 
ʠʥʪʝʨʬʝʡʩʦʤ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ɻʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ" 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 
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10.3. ɼʩʙʭʡʰʞʪʣʡʢ ʡʦʫʞʩʭʞʢʪ 

ʇʨʠ ʟʘʧʫʩʢʝ ʫʪʠʣʠʪʳ pkg _maker . exe  ( ʇʫʩʢ ï ʇʨʦʛʨʘʤʤʳ ï CSP VPN Client  

AdminTool  cp  -  Package  Maker  )  ʦʪʢʨʳʚʘʝʪʩʷ ʦʢʥʦ ʛʣʘʚʥʦʡ ʬʦʨʤʳ. 

ɻʣʘʚʥʘʷ ʬʦʨʤʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ʩʦ ʚʢʣʘʜʢʘʤʠ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ 
ʩʦʟʜʘʚʘʪʴ LSP, ʜʝʣʘʪʴ ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ ʩʦʟʜʘʚʘʪʴ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ. 
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ʂʨʦʤʝ ʪʦʛʦ, ʛʣʘʚʥʘʷ ʬʦʨʤʘ ʩʦʜʝʨʞʠʪ ʄʝʥʶ ʠ ʜʚʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʥʦʧʢʠ. 

ɺʢʣʘʜʢʠ ʛʣʘʚʥʦʡ ʬʦʨʤʳ ʧʨʝʜʥʘʟʥʘʯʝʥʳ: 

 Auth ï ʜʣʷ ʟʘʜʘʥʠʷ ʩʧʦʩʦʙʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ 

 Rules ï ʜʣʷ ʟʘʜʘʥʠʷ ʧʨʘʚʠʣ ʩʝʪʝʚʦʡ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ 

 IKE ï ʟʘʜʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ IKE ʩʦʝʜʠʥʝʥʠʡ 

 IPSec ï ʟʘʜʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ IPSec ʩʦʝʜʠʥʝʥʠʡ 

 LSP ï ʧʨʦʩʤʦʪʨ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 Settings ï ʟʘʜʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʠ ʧʦʣʠʪʠʢʠ ʧʦ 
ʫʤʦʣʯʘʥʠʶ 

 License ïʟʘʜʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʃʠʮʝʥʟʠʠ.  
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ʄʝʥʶ ʩʦʜʝʨʞʠʪ ʪʨʠ ʨʘʟʜʝʣʘ: 

 ʈʘʟʜʝʣ File  ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʣʦʞʝʥʠʷ: 

 New Project ï ʦʪʢʨʳʚʘʝʪ ʥʦʚʳʡ ʧʨʦʝʢʪ. ʇʨʦʝʢʪ ï ʵʪʦ ʬʘʡʣ ʚ ʪʝʢʩʪʦʚʦʤ 
ʬʦʨʤʘʪʝ ʩ ʨʘʩʰʠʨʝʥʠʝʤ dsc, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʟʘʧʠʩʘʥʘ LSP ʩ 
ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʚʦ ʚʢʣʘʜʢʘʭ ʠ ʣʦʢʘʣʴʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ 

 Open Projecté ï ʦʪʢʨʳʚʘʝʪ ʩʫʱʝʩʪʚʫʶʱʠʡ (ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ) ʧʨʦʝʢʪ 

 Save Project ï ʩʦʭʨʘʥʷʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʨʦʝʢʪʘ 

 Save Project Asé ï ʩʦʭʨʘʥʷʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʧʨʦʝʢʪʘ ʚ ʫʢʘʟʘʥʥʳʡ 
ʬʘʡʣ 

 Exit ï ʚʳʭʦʜ ʠʟ GUI. 

 ʈʘʟʜʝʣ Build  ʠʤʝʝʪ ʦʜʥʦ ʧʨʝʜʣʦʞʝʥʠʝ: 

 Make packageé ï ʩʦʟʜʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʇʨʦʜʫʢʪʘ CSP VPN 
Client (ʘʥʘʣʦʛʠʯʥʦ ʢʥʦʧʢʝ "Make package..."). 

 ʈʘʟʜʝʣ Help  ʠʤʝʝʪ ʪʨʠ ʧʨʝʜʣʦʞʝʥʠʷ: 

 Contents ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ Help-ʩʠʩʪʝʤʳ ʩ ʘʢʪʠʚʥʦʡ ʚʢʣʘʜʢʦʡ Contentst 

 Index ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ Help-ʩʠʩʪʝʤʳ ʩ ʘʢʪʠʚʥʦʡ ʚʢʣʘʜʢʦʡ Index 

 Abouté ï ʦʪʢʨʳʚʘʝʪ ʦʢʥʦ, ʩʦʜʝʨʞʘʱʝʝ ʥʘʟʚʘʥʠʝ ʇʨʦʜʫʢʪʘ, ʚʝʨʩʠʶ, 
ʥʦʤʝʨ ʩʙʦʨʢʠ, ʢʦʧʠʨʘʡʪ ʠ ʣʦʛʦʪʠʧ ʢʦʤʧʘʥʠʠ. 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʥʦʧʢʠ: 

 Make package ï ʢʥʦʧʢʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 Exit- ʚʳʭʦʜ ʠʟ GUI. 

 

 

10.3.1. ʍʧʩʥʙʫ ʠʙʨʧʤʦʸʞʥʴʮ ʨʧʤʞʢ 

 

ɺʩʝ ʧʦʣʷ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʚ ʢʦʪʦʨʳʝ ʚʚʦʜʠʪʩʷ ʠʤʷ ʧʘʧʢʠ ʠ ʬʘʡʣʘ, ʤʦʛʫʪ 
ʩʦʜʝʨʞʘʪʴ ʧʘʨʥʳʝ ʢʘʚʳʯʢʠ, ʧʨʦʙʝʣʳ ʚ ʥʘʯʘʣʝ ʠ ʚ ʢʦʥʮʝ ʩʪʨʦʢʠ. ɺʩʝ ʵʪʠ ʩʠʤʚʦʣʳ 
ʠʛʥʦʨʠʨʫʶʪʩʷ. 

ɼʣʷ ʚʩʝʭ ʜʨʫʛʠʭ ʧʦʣʝʡ ʣʶʙʦʡ ʚʚʝʜʝʥʥʳʡ ʩʠʤʚʦʣ ʷʚʣʷʝʪʩʷ ʟʥʘʯʠʤʳʤ. 
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10.4. ɻʣʤʙʝʣʙ Authentication 

ɺʢʣʘʜʢʘ Auth ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʳʙʦʨʘ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʚʚʦʜʘ 
ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʜʚʘ ʤʝʪʦʜʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ï ʧʨʠ ʧʦʤʦʱʠ GOST ʩʝʨʪʠʬʠʢʘʪʘ ʩʪʘʥʜʘʨʪʘ ʍ.509 ʠʣʠ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ (ʨʘʟʜʝʣʷʝʤʦʛʦ) ʢʣʶʯʘ (Preshared Key). 

 

10.4.1. ɹʬʫʞʦʫʡʭʡʣʙʯʡʸ ʨʩʡ ʨʧʥʧʲʡ ʪʞʩʫʡʭʡʣʙʫʧʛ 

 

ʇʨʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ ʧʨʠ ʧʦʤʦʱʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʧʦʩʪʘʚʠʪʴ 
ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Use certificate: 
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ʇʨʠ ʵʪʦʤ ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

 CA certificate file ï ʧʦʣʝ ʜʣʷ ʚʚʦʜʘ ʠʤʝʥʠ ʬʘʡʣʘ ʩ ʢʦʨʥʝʚʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ 
ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate), ʨʘʟʤʝʱʝʥʥʦʛʦ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʀʤʷ ʬʘʡʣʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʠ ʧʫʪʴ ʢ ʵʪʦʤʫ 

ʬʘʡʣʫ. ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ [...]  ʦʪʢʨʳʚʘʝʪ ʦʢʥʦ, ʚ 

ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʬʘʡʣ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ. ʉʤʦʪʨʠʪʝ ʬʦʨʤʘʪ ʪʘʢʠʭ 
ʧʦʣʝʡ ʚ ʨʘʟʜʝʣʝ "ʌʦʨʤʘʪ ʟʘʧʦʣʥʷʝʤʳʭ ʧʦʣʝʡ". 

 User certificate file ï ʠʤʷ ʬʘʡʣʘ ʩ ʣʦʢʘʣʴʥʳʤ GOST ʩʝʨʪʠʬʠʢʘʪʦʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷ, ʨʘʟʤʝʱʝʥʥʦʛʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʆʙʷʟʘʪʝʣʴʥʳʡ 
ʧʘʨʘʤʝʪʨ. 
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 User container name ï ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ, ʨʘʟʤʝʱʝʥʥʦʛʦ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ CSP VPN Client. 
ʂʦʥʪʝʡʥʝʨ ʩʦʜʝʨʞʠʪ ʩʣʫʞʝʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʋʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʚʢʣʶʯʘʝʪ ʠʤʷ ʩʯʠʪʳʚʘʪʝʣʷ, ʠʤʷ 
ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʠ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ. ɼʦʣʞʝʥ ʙʳʪʴ ʫʢʘʟʘʥ ʪʦʪ ʩʯʠʪʳʚʘʪʝʣʴ 
ʠ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʩʧʦʣʦʞʝʥ ʢʦʥʪʝʡʥʝʨ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʩʝʨʪʠʬʠʢʘʪ. 

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ cont _1  ʥʘʭʦʜʠʪʩʷ ʚ ʈʝʝʩʪʨʝ, ʪʦ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ 

ʠʤʝʝʪ ʬʦʨʤʘʪ:  

 \ \ . \ REGISTRY\ cont_1  ʠʣʠ  REGISTRY\ \ cont_1  

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ cont _1  ʥʘʭʦʜʠʪʩʷ ʥʘ ʜʠʩʢʝʪʝ, ʪʦ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ 

ʠʤʝʝʪ ʬʦʨʤʘʪ:  

 FAT12\ BCD0CB6A\ a12.000 \ C59B 

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ ʥʘʭʦʜʠʪʩʷ ʥʘ eToken PRO32, ʪʦ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ 
ʠʤʝʝʪ, ʥʘʧʨʠʤʝʨ, ʬʦʨʤʘʪ:  

 SCARD\ ETOKEN_PRO32_4f22aa14\ CC03\ BE25 

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ ʥʘʭʦʜʠʪʩʷ ʥʘ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ, ʪʦ ʜʣʷ ʫʢʘʟʘʥʠʷ 
ʫʥʠʢʘʣʴʥʦʛʦ ʠʤʝʥʠ ʢʦʥʪʝʡʥʝʨʘ ʧʦʜʢʣʶʯʠʪʝ ʵʪʦʪ ʥʦʩʠʪʝʣʴ ʢ ʢʦʤʧʴʶʪʝʨʫ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʠʥʩʪʘʣʣʠʨʫʡʪʝ ʝʛʦ (ʜʠʩʢʝʪʫ ʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʥʝ ʥʫʞʥʦ). 
ɼʘʣʝʝ ʩʤ. ʈʩʡʥʞʰʙʦʡʞ1.  

 

 User container password ï ʧʘʨʦʣʴ ʢ ʢʦʥʪʝʡʥʝʨʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ eToken 
ʚ ʵʪʦʤ ʧʦʣʝ ʥʫʞʥʦ ʫʢʘʟʘʪʴ PIN-ʢʦʜ ʢ ʪʦʢʝʥʫ 

 Key type ï ʪʠʧ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʭʨʘʥʷʱʝʛʦʩʷ ʚ ʢʦʥʪʝʡʥʝʨʝ. ʕʪʦʪ 
ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʠʤʝʝʪ ʪʨʠ ʧʦʣʦʞʝʥʠʷ: 

 Autodetect ï ʪʠʧ ʢʣʶʯʘ ʙʫʜʝʪ ʦʧʨʝʜʝʣʷʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʧʝʨʚʦʤ 
ʦʙʨʘʱʝʥʠʠ ʢ ʢʦʥʪʝʡʥʝʨʫ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ. ʆʧʨʝʜʝʣʝʥʠʝ ʪʠʧʘ ʢʣʶʯʘ 
ʦʩʥʦʚʘʥʦ ʥʘ ʧʨʦʚʝʨʢʝ ʩʦʦʪʚʝʪʩʪʚʠʷ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚ ʢʦʥʪʝʡʥʝʨʝ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 Signature ï ʜʣʷ ʧʦʜʧʠʩʠ 

 Exchange ï ʜʣʷ ʦʙʤʝʥʘ 
 
ɺ ʵʪʦʤ ʧʦʣʝ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʪʠʧ ʢʣʶʯʘ, ʢʦʛʜʘ ʥʝ ʚʳʩʪʘʚʣʝʥ ʬʣʘʞʦʢ Check 
consistency now. ɽʩʣʠ ʩʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʩʦʟʜʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʠʣʠʩʴ ʩʨʝʜʩʪʚʘʤʠ MS CA (ʩʤ. 

ʇʨʠʣʦʞʝʥʠʝ) ʠ ʙʳʣ ʚʳʙʨʘʥ ʪʠʧ ʢʣʶʯʘ both  ʠʣʠ exchange , ʪʦ ʟʜʝʩʴ 

ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʪʠʧ ʢʣʶʯʘ ï exchange , ʘ ʝʩʣʠ ʙʳʣ ʚʳʙʨʘʥ ʪʠʧ 

signature  ,  ʪʦ ʠ ʟʜʝʩʴ ʥʫʞʥʦ ʚʳʙʨʘʪʴ signature . ɽʩʣʠ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʪʠʧ ʢʣʶʯʘ ʥʝʠʟʚʝʩʪʝʥ, ʪʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʙʠʨʘʪʴ 
ʟʥʘʯʝʥʠʝ Autodetect 

 User identity type ï ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʩʳʣʘʝʤʦʡ 
ʧʘʨʪʥʝʨʫ ʧʨʠ ʩʦʟʜʘʥʠʠ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. 
ʇʦʣʝ ʩʦʜʝʨʞʠʪ ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʟʥʘʯʝʥʠʷʤʠ:  

 Default ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ 
ʜʝʡʩʪʚʠʪʝʣʴʥʳʡ IP-ʘʜʨʝʩ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ CSP VPN 
Client 

 Distinguished Name ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ 
ʚʳʩʳʣʘʪʴʩʷ ʟʥʘʯʝʥʠʝ Subject ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, 
ʧʦʢʘʟʳʚʘʝʤʦʝ ʚ ʧʦʣʝ User identity value, ʝʩʣʠ ʦʥʦ ʪʘʤ ʟʘʜʘʥʦ 

 Email ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ ʟʥʘʯʝʥʠʝ 
ʧʦʣʷ E-mail ʨʘʩʰʠʨʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ , ʧʦʢʘʟʳʚʘʝʤʦʝ ʚ 
ʧʦʣʝ User identity value, ʝʩʣʠ ʦʥʦ ʪʘʤ ʟʘʜʘʥʦ 
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 FQDN ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ ʟʥʘʯʝʥʠʝ 
ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʭʦʩʪʘ, ʩʯʠʪʳʚʘʝʤʦʝ ʠʟ ʧʦʣʷ DNS ʨʘʩʰʠʨʝʥʠʷ 
ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʧʦʢʘʟʳʚʘʝʤʦʝ ʚ ʧʦʣʝ User identity value, ʝʩʣʠ ʦʥʦ ʪʘʤ 
ʟʘʜʘʥʦ.  

 IPV4Addr ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ 
ʧʝʨʚʳʡ IP-ʘʜʨʝʩ, ʫʢʘʟʘʥʥʳʡ ʚ ʨʘʩʰʠʨʝʥʠʠ ʩʝʨʪʠʬʠʢʘʪʘ, ʠ ʧʦʢʘʟʳʚʘʝʤʳʡ  
ʚ ʧʦʣʝ User identity value, ʝʩʣʠ ʦʥ ʪʘʤ ʟʘʜʘʥ.  

 User identity value ï ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʧʝʨʝʩʳʣʘʝʤʘʷ 
ʧʘʨʪʥʝʨʫ. ʇʦʣʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 
ʩʦʦʪʚʝʪʚʫʶʱʠʤ ʪʠʧʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʟʥʘʯʝʥʠʝʤ, ʩʯʠʪʳʚʘʝʤʳʤ ʠʟ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɿʘʧʦʣʥʝʥʠʝ ʧʨʦʠʩʭʦʜʠʪ ʚ ʤʦʤʝʥʪ ʚʳʙʦʨʘ ʪʠʧʘ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʠʤʝʥʠ ʬʘʡʣʘ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
ʇʘʨʘʤʝʪʨ ʦʙʷʟʘʪʝʣʴʥʳʡ. 

 Check consistency now ï ʫʩʪʘʥʦʚʢʘ ʵʪʦʛʦ ʬʣʘʞʢʘ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʙʫʜʝʪ 
ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ. ʊʘʢʘʷ ʧʨʦʚʝʨʢʘ ʙʫʜʝʪ ʧʨʦʚʝʜʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ɼʣʷ ʵʪʦʛʦ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʫʞʥʦ ʨʘʟʤʝʩʪʠʪʴ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

 Container name ï ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ [é] ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ Container list 

(ʈʠʩʫʥʦʢ 9) ʩʦ ʩʧʠʩʢʦʤ ʢʦʥʪʝʡʥʝʨʦʚ ʥʘ ʚʩʝʭ ʢʣʶʯʝʚʳʭ ʥʦʩʠʪʝʣʷʭ, 
ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʢʦʤʧʴʶʪʝʨʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʠʥʩʪʘʣʣʠʨʦʚʘʥʥʳʭ 
(ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʠʥʩʪʘʣʣʷʮʠʶ ʢʣʶʯʝʚʳʭ ʩʯʠʪʳʚʘʪʝʣʝʡ ʩʤʦʪʨʠʪʝ ʚ 
ʇʨʠʣʦʞʝʥʠʠ ʚ ʨʘʟʜʝʣʘʭ "ʇʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʢʣʶʯʝʚʳʭ ʩʯʠʪʳʚʘʪʝʣʝʡ", 
"ʀʥʩʪʘʣʣʷʮʠʷ ʚʥʝʰʥʝʛʦ ʩʯʠʪʳʚʘʪʝʣʷ ʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʚ ñʂʨʠʧʪʦʇʨʦ 
CSP 3.0". ɺ ʩʧʠʩʢʝ ʫʢʘʟʳʚʘʝʪʩʷ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ, ʚʢʣʶʯʘʶʱʝʝ 
ʩʯʠʪʳʚʘʪʝʣʴ, ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ ʠ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʚ hex-ʮʠʬʨʘʭ. ʀʟ ʵʪʦʛʦ 
ʩʧʠʩʢʘ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʢʦʥʪʝʡʥʝʨ ʜʣʷ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʘʪʴ ʆʂ. ɺ ʧʦʣʝ Container 
name ʧʦʷʚʠʪʩʷ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʵʪʦʛʦ ʢʦʥʪʝʡʥʝʨʘ. 

ʈʩʡʥʞʰʙʦʡʞ 1: ʜʣʷ ʫʢʘʟʘʥʠʷ ʫʥʠʢʘʣʴʥʦʛʦ ʠʤʝʥʠ ʢʦʥʪʝʡʥʝʨʘ ʚ ʧʦʣʝ User 
container name ʠʣʠ ʚ ʫʪʠʣʠʪʝ make_inst.exe ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ Check 

consistency now ʠ ʨʷʜʦʤ ʩ ʧʦʣʝʤ Container name ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ [é]. 

ʇʦʷʚʠʪʩʷ ʦʢʥʦ Container list (ʈʠʩʫʥʦʢ 9) ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʥʳʭ ʢʦʥʪʝʡʥʝʨʦʚ. 
ʉʢʦʧʠʨʫʡʪʝ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʠʟ ʵʪʦʛʦ ʧʦʣʷ. ʇʦʩʣʝ ʵʪʦʛʦ ʬʣʘʞʦʢ 
Check consistency now ʤʦʞʥʦ ʩʥʷʪʴ, ʝʩʣʠ ʧʨʦʚʝʨʢʘ ʥʝ ʧʨʦʚʦʜʠʪʩʷ. 
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 Container password ï ʧʘʨʦʣʴ ʢ ʢʦʥʪʝʡʥʝʨʫ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

 Copy container ï ʫʩʪʘʥʦʚʢʘ ʵʪʦʛʦ ʬʣʘʞʢʘ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʦ ʚʨʝʤʷ 
ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ 
ʧʨʦʠʟʚʝʜʝʥʦ ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʩ ʠʤʝʥʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ Source 
container name, ʚ ʢʦʥʪʝʡʥʝʨ ʩ ʠʤʝʥʝʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ User container name 
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 Source container name - ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟ 
ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʦ ʢʦʧʠʨʦʚʘʥʠʝ.  

ʅʘ ʈʠʩʫʥʦʢ 8 ʚʢʣʘʜʢʘ ʟʘʧʦʣʥʝʥʘ ʜʣʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʠʤʝʥʝʤ fgat, 
ʨʘʟʤʝʱʝʥʥʦʛʦ ʥʘ ʜʠʩʢʝʪʝ, ʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʙʫʜʝʪ 
ʧʨʦʠʩʭʦʜʠʪʴ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ. ɸ 
ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʦʥʪʝʡʥʝʨ ʩ ʜʠʩʢʝʪʳ 

ʙʫʜʝʪ ʩʢʦʧʠʨʦʚʘʥ ʚ ʈʝʝʩʪʨ ʩ ʠʤʝʥʝʤ fgat 1.  
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10.4.2. ɹʬʫʞʦʫʡʭʡʣʙʯʡʸ ʨʩʡ ʨʧʥʧʲʡ Preshared Key 

 

ʇʨʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ ʧʨʠ ʧʦʤʦʱʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʧʦʩʪʘʚʠʪʴ 
ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Use preshared key: 
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ʉʣʝʜʫʶʱʠʝ ʧʦʣʷ ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʟʘʧʦʣʥʝʥʠʷ: 

 Key name ïʠʤʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ. ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. 

ɼʣʷ ʚʚʦʜʘ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʠʤʝʝʪʩʷ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʩ ʜʚʫʤʷ ʧʦʣʦʞʝʥʠʷʤʠ: 

 From keyboard ï ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʢʣʶʯ ʥʫʞʥʦ ʚʚʝʩʪʠ ʩ ʢʣʘʚʠʘʪʫʨʳ.  
ʇʨʠʤʝʯʘʥʠʝ: ɽʩʣʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʢʣʶʯ ʟʘʜʘʥ ʥʝʩʢʦʣʴʢʠʤʠ ʩʪʨʦʢʘʤʠ, ʪʦ 
ʢʘʞʜʳʡ ʧʝʨʝʥʦʩ ʚ ʪʝʣʝ ʢʣʶʯʘ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥ ʜʚʫʤʷ ʩʠʤʚʦʣʘʤʠ 0ʭ0D 
0ʭ0A (ʩʠʤʚʦʣ ʚʦʟʚʨʘʪʘ ʠ ʧʝʨʝʚʦʜʘ ʢʘʨʝʪʢʠ) ʠ ʪʦʛʜʘ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ ʧʘʨʪʥʝʨʘ ʜʦʣʞʥʳ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʵʪʠ 
ʩʠʤʚʦʣʳ. 

 From file ï ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʢʣʶʯ ʩʯʠʪʳʚʘʝʪʩʷ ʠʟ ʬʘʡʣʘ ʩ ʠʤʝʥʝʤ, 
ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ Key file name  

 User identity type ï ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʩʳʣʘʝʤʦʡ 
ʧʘʨʪʥʝʨʫ ʧʨʠ ʩʦʟʜʘʥʠʠ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. 
ʇʦʣʝ ʩʦʜʝʨʞʠʪ ʚʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʟʥʘʯʝʥʠʷʤʠ:  

 Default ï ʚ ʢʘʯʝʩʪʚʝ  ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ 
ʜʝʡʩʪʚʠʪʝʣʴʥʳʡ IP-ʘʜʨʝʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ 
CSP VPN Client 
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 IPV4Addr ï ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʝʨʫ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ IP-
ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʥʫʞʥʦ ʟʘʜʘʪʴ ʚ ʧʦʣʝ "User identity value" 

 KeyID ï ʚ ʧʦʣʝ "User identity value" ʥʫʞʥʦ ʚʚʝʩʪʠ ʣʶʙʫʶ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩʠʤʚʦʣʦʚ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ 
ʧʨʦʙʝʣʳ ʠ ʨʫʩʩʢʠʝ ʙʫʢʚʳ. ɺʦ ʚʢʣʘʜʢʝ LSP ʘʪʨʠʙʫʪʫ KeyID ʙʫʜʝʪ 
ʧʨʠʩʚʦʝʥʦ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʟʘʜʘʥʥʦʡ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʩʠʤʚʦʣʦʚ, ʢʦʪʦʨʦʝ ʠ ʙʫʜʝʪ ʚʳʩʳʣʘʪʴʩʷ ʧʘʨʪʥʝʨʫ 
ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ.  

 User identity value ï ʟʥʘʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ, ʚʚʦʜʠʤʦʛʦ ʚʨʫʯʥʫʶ. 
ʇʘʨʘʤʝʪʨ ʦʙʷʟʘʪʝʣʴʥʳʡ. 
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10.5. ɻʣʤʙʝʣʙ Rules 

ɺʦ ʚʢʣʘʜʢʝ Rules ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ, ʨʝʜʘʢʪʠʨʦʚʘʪʴ, ʫʜʘʣʷʪʴ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ ʠ 
ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ. 

ʇʨʘʚʠʣʘ ʥʫʞʥʦ ʨʘʩʧʦʣʘʛʘʪʴ ʚ ʩʧʠʩʢʝ ʚ ʧʦʨʷʜʢʝ ʫʙʳʚʘʥʠʷ ʧʨʠʦʨʠʪʝʪʘ. ɺ ʩʧʠʩʢʝ 
ʜʦʣʞʥʦ ʥʘʭʦʜʠʪʴʩʷ ʭʦʪʷ ʙʳ ʦʜʥʦ ʧʨʘʚʠʣʦ. 

ʇʨʠ ʧʦʣʫʯʝʥʠʠ TCP/IP ʧʘʢʝʪʘ ʧʨʘʚʠʣʘ ʙʫʜʫʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴʩʷ ʚ ʧʦʨʷʜʢʝ ʫʙʳʚʘʥʠʷ 
ʧʨʠʦʨʠʪʝʪʘ ʠ ʩʨʘʚʥʠʚʘʪʴʩʷ ʧʘʨʘʤʝʪʨʳ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ IP-ʘʜʨʝʩʘʤ, 
ʩ ʵʪʠʤʠ ʞʝ ʧʘʨʘʤʝʪʨʘʤʠ ʚ ʧʨʘʚʠʣʝ ʜʦ ʥʘʭʦʞʜʝʥʠʷ ʧʝʨʚʦʛʦ ʧʦʜʭʦʜʷʱʝʛʦ ʧʨʘʚʠʣʘ. 
ɽʩʣʠ ʧʨʘʚʠʣʦ ʥʝ ʥʘʡʜʝʥʦ ï ʧʘʢʝʪ ʫʥʠʯʪʦʞʘʝʪʩʷ.  
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ʂʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ: 

 Add ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ  

 Edit ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚʳʜʝʣʝʥʥʦʛʦ ʧʨʘʚʠʣʘ 

 Remove - ʫʜʘʣʝʥʠʝ ʚʳʜʝʣʝʥʥʦʛʦ ʧʨʘʚʠʣʘ ʩ ʪʨʝʙʦʚʘʥʠʝʤ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 
ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ. ɽʩʣʠ ʚ ʩʧʠʩʢʝ ʩʦʜʝʨʞʠʪʩʷ ʪʦʣʴʢʦ ʦʜʥʦ ʧʨʘʚʠʣʦ, ʪʦ ʧʨʠ 
ʧʦʧʳʪʢʝ ʫʜʘʣʠʪʴ ʝʛʦ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʪʘʢʦʛʦ 
ʫʜʘʣʝʥʠʷ (ʧʨʘʚʠʣʦ ʥʝ ʫʜʘʣʷʝʪʩʷ) 

 Up ï ʧʨʠ ʥʘʞʘʪʠʠ ʵʪʦʡ ʢʥʦʧʢʠ ʚʳʜʝʣʝʥʥʦʝ ʧʨʘʚʠʣʦ ʚ ʩʧʠʩʢʝ ʧʝʨʝʤʝʱʘʝʪʩʷ 
ʥʘ ʦʜʥʫ ʩʪʨʦʯʢʫ ʚʚʝʨʭ, ʫʚʝʣʠʯʠʚʘʷ ʩʚʦʡ ʧʨʠʦʨʠʪʝʪ 

 Down ï ʧʨʠ ʥʘʞʘʪʠʠ ʵʪʦʡ ʢʥʦʧʢʠ ʚʳʜʝʣʝʥʥʦʝ ʧʨʘʚʠʣʦ ʚ ʩʧʠʩʢʝ 
ʧʝʨʝʤʝʱʘʝʪʩʷ ʥʘ ʦʜʥʫ ʩʪʨʦʯʢʫ ʚʥʠʟ, ʫʤʝʥʴʰʘʷ ʩʚʦʡ ʧʨʠʦʨʠʪʝʪ. 
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10.5.1. ʊʧʠʝʙʦʡʞ ʡ ʩʞʝʙʣʫʡʩʧʛʙʦʡʞ ʨʩʙʛʡʤʙ 

ʉʦʟʜʘʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʦʢʥʝ Add/Edit Rule, ʢʦʪʦʨʦʝ 
ʚʳʟʳʚʘʝʪʩʷ ʢʥʦʧʢʦʡ Add ʠʣʠ Edit ʚʦ ʚʢʣʘʜʢʝ Rules: 
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ɼʠʘʣʦʛʦʚʦʝ ʦʢʥʦ Rule ʠʤʝʝʪ 4 ʦʙʣʘʩʪʠ ʜʣʷ ʟʘʜʘʥʠʷ ʧʨʘʚʠʣʘ: 

 Local IP Addresses ï ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ ʟʘʜʘʶʪʩʷ IP-ʘʜʨʝʩʘ ʣʦʢʘʣʴʥʦʛʦ VPN 
ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʧʦʜʩʝʪʠ, ʥʘ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʧʨʘʚʠʣʦ. 
ʆʙʣʘʩʪʴ ʠʤʝʝʪ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʩ ʜʚʫʤʷ ʧʦʣʦʞʝʥʠʷʤʠ: 

 Any ï ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʶʙʦʡ  IP-ʘʜʨʝʩ 

 Custom ï ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʥʳʤ ʦʢʥʦ ʜʣʷ ʚʚʦʜʘ IP-ʘʜʨʝʩʘ ʠ ʤʘʩʢʠ 
ʧʦʜʩʝʪʠ 

 Partner IP Addresses ï ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ ʟʘʜʘʶʪʩʷ IP-ʘʜʨʝʩʘ ʠʣʠ ʧʦʜʩʝʪʠ 
ʧʘʨʪʥʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʧʨʘʚʠʣʦ 

 Services and Protocols ï ʦʙʣʘʩʪʴ ʜʣʷ ʟʘʜʘʥʠʷ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʠ 
ʧʨʦʪʦʢʦʣʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʧʨʘʚʠʣʦ 

 Action ï ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ ʟʘʜʘʶʪʩʷ ʜʝʡʩʪʚʠʷ, ʧʨʠʤʝʥʷʝʤʳʝ ʢ ʩʝʪʝʚʦʤʫ 
ʪʨʘʬʠʢʫ ʵʪʦʛʦ ʧʨʘʚʠʣʘ.  

 ʂʥʦʧʢʠ ʫʧʨʘʚʣʝʥʠʷ: 

 Add ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ IP address ʜʣʷ ʚʚʦʜʘ IP-ʘʜʨʝʩʘ ʠ ʤʘʩʢʠ ʭʦʩʪʘ ʠʣʠ 
ʧʦʜʩʝʪʠ 

 Edit ï ʚʳʟʳʚʘʝʪ ʦʢʥʦ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚʳʜʝʣʝʥʥʦʡ ʟʘʧʠʩʠ 
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 Remove - ʫʜʘʣʝʥʠʝ ʚʳʜʝʣʝʥʥʦʡ ʟʘʧʠʩʠ ʩ ʪʨʝʙʦʚʘʥʠʝʤ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 
ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ 

 Up, Down ï ʢʥʦʧʢʠ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʨʠʦʨʠʪʝʪʘ ʚʳʜʝʣʝʥʥʦʛʦ ʪʫʥʥʝʣʴʥʦʛʦ 
ʘʜʨʝʩʘ ʧʘʨʪʥʝʨʘ. 

 

ʀʙʝʙʦʡʞ IP-ʙʝʩʞʪʙ ʡ ʥʙʪʣʡ ʨʧʝʪʞʫʡ ʛ ʨʩʙʛʡʤʞ 

ɼʣʷ ʩʦʟʜʘʥʠʷ/ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ IP-ʘʜʨʝʩʘ ʭʦʩʪʘ (ʧʦʜʩʝʪʠ) ʠ ʤʘʩʢʠ ʧʦʜʩʝʪʠ ʚ ʧʨʘʚʠʣʝ ʚ 
ʦʙʣʘʩʪʷʭ Local IP Addresses ʠ Partner IP Addresses ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ 
ʧʦʣʦʞʝʥʠʝ Custom ʠ ʢʥʦʧʢʦʡ Add ʠʣʠ Edit ʚʳʟʚʘʪʴ ʦʢʥʦ Add/Edit IP Address (ʈʠʩʫʥʦʢ 
13). ɽʩʣʠ ʩʝʪʝʚʘʷ ʤʘʩʢʘ ʨʘʚʥʘ 255.255.255.255, ʪʦ ʟʘʜʘʝʪʩʷ IP-ʘʜʨʝʩ ʭʦʩʪʘ. ɸʜʨʝʩ ʥʝ 
ʤʦʞʝʪ ʙʳʪʴ ʥʫʣʝʚʳʤ. 

 

ʈʠʩʫʥʦʢ 13 
 

 

ʊʧʠʝʙʦʡʞ ʪʞʫʞʛʧʜʧ ʪʞʩʛʡʪʙ ʡʤʡ ʨʩʧʫʧʣʧʤʙ ʛ ʨʩʙʛʡʤʞ 

 

ɺ ʦʙʣʘʩʪʠ Services and Protocols ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Custom ʠ 
ʢʥʦʧʢʦʡ Add ʚʳʟʚʘʪʴ ʦʢʥʦ Add Service (ʈʠʩʫʥʦʢ 14): 

 

ʈʠʩʫʥʦʢ 14 
 

 

ɺ ʦʢʥʝ Add Service ʠʤʝʝʪʩʷ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʩ ʜʚʫʤʷ ʧʦʣʦʞʝʥʠʷʤʠ: 

 Service ï ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ ʵʪʦ ʧʦʣʦʞʝʥʠʝ ʜʦʩʪʫʧʥʳʤ 
ʩʪʘʥʦʚʠʪʩʷ ʪʦʣʴʢʦ ʧʦʣʝ Service, ʢʦʪʦʨʦʝ ʩʦʜʝʨʞʠʪ ʚʳʧʘʜʘʶʱʠʡ 
ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʡ ʥʝ ʨʝʜʘʢʪʠʨʫʝʤʳʡ ʩʧʠʩʦʢ ʩʝʨʚʠʩʦʚ. ʀʟ ʵʪʦʛʦ ʩʧʠʩʢʘ 
ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʥʫʞʥʦʝ ʟʥʘʯʝʥʠʝ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ 
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 Protocol ï ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ ʵʪʦ ʧʦʣʦʞʝʥʠʝ ʜʦʩʪʫʧʥʳʤʠ 
ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʧʦʣʷ, ʢʨʦʤʝ ʧʦʣʷ Service (ʈʠʩʫʥʦʢ 15). ʉʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ 
ʚʳʙʠʨʘʝʪʩʷ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ, ʘ ʚ ʧʦʣʝ Number ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 
ʚʳʚʦʜʠʪʴʩʷ ʥʦʤʝʨ ʚʳʙʨʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ. ɿʘʜʘʪʴ ʧʨʦʪʦʢʦʣ ʤʦʞʥʦ ʠ ʧʦ 
ʥʦʤʝʨʫ ʠʟ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ (0-255). ʇʨʠ ʫʢʘʟʘʥʠʠ ʧʨʦʪʦʢʦʣʘ 
ʪʘʢ ʞʝ ʚʦʟʤʦʞʥʦ ʫʢʘʟʘʥʠʝ ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ (ʚ ʪʝʭ ʧʨʦʪʦʢʦʣʘʭ, ʚ ʢʦʪʦʨʳʭ ʵʪʦ 
ʚʦʟʤʦʞʥʦ). ʆʙʣʘʩʪʴ Local Ports ʧʨʝʜʥʘʟʥʘʯʝʥʘ  ʜʣʷ ʟʘʜʘʥʠʷ ʧʦʨʪʦʚ ʥʘ 
ʣʦʢʘʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʦʙʣʘʩʪʴ Partner Ports - ʜʣʷ ʟʘʜʘʥʠʷ ʧʦʨʪʦʚ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʘʨʪʥʝʨʘ. ɺ ʧʦʣʷʭ From port ʠ To port ʟʘʜʘʝʪʩʷ ʧʦʨʪ ʠʣʠ 
ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ ʠʟ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ (0-65535). ɿʥʘʯʝʥʠʝ ʚ 
ʧʦʣʝ From port ʜʦʣʞʥʦ ʙʳʪʴ ʤʝʥʴʰʝ ʠʣʠ ʨʘʚʥʦ ʟʥʘʯʝʥʠʶ ʚ ʧʦʣʝ To port.  

 

ʈʠʩʫʥʦʢ 15 

 

ʉʧʠʩʦʢ ʧʨʝʜʣʘʛʘʝʤʳʭ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ:  

 HTTP Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 80 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 HTTP Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 80 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 LDAP Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 389 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 LDAP Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 389 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 LDAPS Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 636 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 LDAPS Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 636 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 RTELNET Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 107 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 RTELNET Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 107 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 SMTP Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 25 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 SMTP Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 25 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 SNMP ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 161 ʣʦʢʘʣʴʥʦʛʦ 
ʢʦʤʧʴʶʪʝʨʘ 

 SNMP Trap ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 162 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 
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 TELNET Client ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 23 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 TELNET Server ï ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 23 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

 DHCP Client - ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ ʧʦʨʪ 67 ʢʦʤʧʴʶʪʝʨʘ 
ʧʘʨʪʥʝʨʘ ʠ ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ ʧʦʨʪ 68 ʣʦʢʘʣʴʥʦʛʦ 
ʢʦʤʧʴʶʪʝʨʘ 

 DHCP Server - ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ ʧʦʨʪ 68 ʢʦʤʧʴʶʪʝʨʘ 
ʧʘʨʪʥʝʨʘ ʠ ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ UDP, ʠʜʫʱʠʝ ʥʘ ʧʦʨʪ 67 ʣʦʢʘʣʴʥʦʛʦ 
ʢʦʤʧʴʶʪʝʨʘ 

 SSH Client - ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʦʚ TCP ʠ UDP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 22 
ʢʦʤʧʴʶʪʝʨʘ ʧʘʨʪʥʝʨʘ 

 SSH Server - ʚʩʝ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʦʚ TCP ʠ UDP, ʠʜʫʱʠʝ ʥʘ(ʩ) ʧʦʨʪ(ʧʦʨʪʘ) 22 
ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʉʧʠʩʦʢ ʧʨʝʜʣʘʛʘʝʤʳʭ ʩʝʪʝʚʳʭ ʧʨʦʪʦʢʦʣʦʚ:  

EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP. 

ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʚʳʜʝʣʝʥʥʦʛʦ ʩʝʨʚʠʩʘ ʠʣʠ ʧʨʦʪʦʢʦʣʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʦʢʥʝ Edit 
Service, ʩʦʚʧʘʜʘʶʱʝʤ ʩ ʦʢʥʦʤ Add Service.  

 

ʀʙʝʙʦʡʞ ʝʞʢʪʫʛʡʸ ʛ ʨʩʙʛʡʤʞ 

 

ɿʘʜʘʥʠʝ ʜʝʡʩʪʚʠʷ ʚ ʧʨʘʚʠʣʝ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʝʛʦʩʷ  ʥʘ ʧʘʢʝʪ, ʚ ʦʙʣʘʩʪʠ Action 
(ʈʠʩʫʥʦʢ 12) ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʩ ʪʨʝʤʷ ʧʦʣʦʞʝʥʠʷʤʠ: 

 Pass ï ʧʨʦʧʫʩʢʘʪʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ 

 Drop ï ʥʝ ʧʨʦʧʫʩʢʘʪʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ 

 Protect using IPsec ï ʟʘʱʠʱʘʪʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ (ʰʠʬʨʦʚʘʪʴ). ʉʝʪʝʚʦʡ 
ʪʨʘʬʠʢ ʟʘʱʠʱʘʝʪʩʷ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʫʢʘʟʘʥʥʳʤ ʪʫʥʥʝʣʴʥʳʤ ʘʜʨʝʩʦʤ 
ʧʘʨʪʥʝʨʘ (ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʟʘʱʠʱʘʶʱʝʛʦ ʧʦʜʩʝʪʴ, ʚ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ ʢʣʠʝʥʪ ʣʠʙʦ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ 
ʢʣʠʝʥʪʘ). ɺ ʨʝʟʫʣʴʪʘʪʝ ʵʪʦʛʦ ʩʪʨʦʠʪʩʷ ʪʫʥʥʝʣʴ. ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʝʨʝʢʣʶʯʘʪʝʣʷ 
ʚ ʵʪʦ ʧʦʣʦʞʝʥʠʝ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Add ʠ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ Add IP Address 
(ʈʠʩʫʥʦʢ 16) ʫʢʘʞʠʪʝ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, ʜʦ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʦʩʪʨʦʝʥ 
ʪʫʥʥʝʣʴ ʜʣʷ ʧʘʨʪʥʝʨʘ. ɸʜʨʝʩ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʥʫʣʝʚʳʤ. 
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ʄʦʞʥʦ ʫʢʘʟʘʪʴ ʩʧʠʩʦʢ IP-ʘʜʨʝʩʦʚ, ʜʦ ʢʦʪʦʨʳʭ ʚʦʟʤʦʞʥʦ ʧʦʩʪʨʦʠʪʴ ʪʫʥʥʝʣʴ. ɸʜʨʝʩʘ ʚ 
ʩʧʠʩʢʝ ʤʦʞʥʦ ʨʘʩʧʦʣʦʞʠʪʴ ʚ ʧʦʨʷʜʢʝ ʫʙʳʚʘʥʠʷ ʧʨʠʦʨʠʪʝʪʘ ï ʧʝʨʚʳʡ ʚ ʩʧʠʩʢʝ ʠʤʝʝʪ 
ʩʘʤʳʡ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ.  ɽʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʧʦʩʪʨʦʠʪʴ ʪʫʥʥʝʣʴ ʜʦ ʠʥʪʝʨʬʝʡʩʘ ʩ 
ʧʝʨʚʳʤ ʫʢʘʟʘʥʥʳʤ ʘʜʨʝʩʦʤ ʚ ʩʧʠʩʢʝ, ʪʦ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦʧʳʪʢʘ ʧʦʩʪʨʦʠʪʴ ʪʫʥʥʝʣʴ ʩʦ 
ʚʪʦʨʳʤ ʪʫʥʥʝʣʴʥʳʤ ʘʜʨʝʩʦʤ ʠ ʪ.ʜ.  ʂʥʦʧʢʠ Up ʠ Down ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ 
ʧʨʠʦʨʠʪʝʪʘ ʘʜʨʝʩʦʚ ʚ ʩʧʠʩʢʝ. 

ʀʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ Add, Edit ʠ Delete, ʘʜʨʝʩʘ ʚ ʩʧʠʩʦʢ ʤʦʞʥʦ ʜʦʙʘʚʣʷʪʴ, 
ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʠʟ ʩʧʠʩʢʘ.  

Use random IP Address order ï ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʵʪʦʛʦ ʬʣʘʞʢʘ ʪʫʥʥʝʣʴʥʳʡ ʘʜʨʝʩ 
ʧʘʨʪʥʝʨʘ ʙʫʜʝʪ ʚʳʙʠʨʘʪʴʩʷ ʠʟ ʩʧʠʩʢʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ. ʇʨʠ ʥʝʫʜʘʯʥʦʡ ʧʦʧʳʪʢʝ 
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ʧʦʩʪʨʦʠʪʴ ʪʫʥʥʝʣʴ ʩ ʵʪʠʤ ʘʜʨʝʩʦʤ, ʩʣʝʜʫʶʱʠʡ ʪʫʥʥʝʣʴʥʳʡ ʘʜʨʝʩ ʙʫʜʝʪ ʚʳʙʠʨʘʪʴʩʷ 
ʪʘʢʞʝ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ. 
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10.6. ɻʣʤʙʝʣʙ IKE 

ɺ ʵʪʦʡ ʚʢʣʘʜʢʝ ʦʧʨʝʜʝʣʝʥʳ ʥʘʙʦʨʳ ʧʦʣʠʪʠʢ IKE, ʢʦʪʦʨʳʝ ʧʨʝʜʣʘʛʘʶʪʩʷ ʧʘʨʪʥʝʨʫ ʧʨʠ 
ʩʦʟʜʘʥʠʠ ISAKMP SA. 

 

  

ʈʠʩʫʥʦʢ 17 
 

 

IKE proposals list ï ʫʧʦʨʷʜʦʯʝʥʥʳʡ ʩʧʠʩʦʢ IKE ʧʨʝʜʣʦʞʝʥʠʡ ʧʦ ʧʨʠʦʨʠʪʝʪʫ. ɺ 
ʚʝʨʭʥʝʡ ʩʪʨʦʯʢʝ ʥʘʭʦʜʠʪʩʷ ʧʨʝʜʣʦʞʝʥʠʝ ʩ ʥʘʠʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

Encryption ï ʧʨʝʜʣʘʛʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ: ʇʨʝʜʣʘʛʘʝʪʩʷ ʪʦʣʴʢʦ 
ʦʜʠʥ ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ: 

 ɻʆʉʊ 28147-89 - ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚʢʣʘʜʢʝ LSP) ʢʘʢ G2814789CPRO1-K256-CBC-65534 

Integrity ï ʧʨʝʜʣʘʛʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ. ʇʨʝʜʣʘʛʘʝʪʩʷ ʪʦʣʴʢʦ 
ʦʜʠʥ ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ: 

 ɻʆʉʊ ʈ 34.11-94 - ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ 
ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚʢʣʘʜʢʝ LSP) ʢʘʢ  GR341194CPRO1-65534. 

ʀʤʝʥʘ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ ʠ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ 

ʩʯʠʪʳʚʘʶʪʩʷ ʠʟ ʬʘʡʣʘ admintool . ini ,  ʨʘʟʤʝʱʝʥʥʦʛʦ ʚ ʧʘʧʢʝ ʇʨʦʜʫʢʪʘ CSP VPN 

Client AdminTool cp. ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʠʤʝʥ ʘʣʛʦʨʠʪʤʦʚ ʥʝʦʙʭʦʜʠʤʦ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ 
ʵʪʦʪ ʬʘʡʣ, ʦʧʠʩʘʥʥʳʡ ʚ ʨʘʟʜʝʣʝ  "ʌʦʨʤʘʪ ʟʘʜʘʥʠʷ ʠʤʝʥ ʘʣʛʦʨʠʪʤʦʚ ʚ ʬʘʡʣʝ 
admintool.ini" , ʠ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ.  
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Group ï ʧʘʨʘʤʝʪʨʳ ʦʙʤʝʥʘ ʩʝʘʥʩʦʚʳʤʠ ʢʣʶʯʘʤʠ: 

 MODP_768 - . ʛʨʫʧʧʘ 1 (768-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ) 

 MODP_1024 - ʛʨʫʧʧʘ 2 (1024-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ) 

 MODP_1536 - ʛʨʫʧʧʘ 5 (1536-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ). 

 

Mode  - ʨʝʞʠʤ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʘʨʘʤʝʪʨʘʭ ʟʘʱʠʪʳ ʠ ʫʩʪʘʥʦʚʣʝʥʠʷ IKE SA. 
ʀʤʝʝʪ ʜʚʘ ʟʥʘʯʝʥʠʷ: 

 Main - ʚ ʵʪʦʤ ʨʝʞʠʤʝ ʧʘʨʪʥʝʨʫ ʚʳʩʳʣʘʶʪʩʷ ʚʩʝ IKE ʧʦʣʠʪʠʢʠ ʜʣʷ ʚʳʙʦʨʘ ʠ 
ʩʦʛʣʘʩʦʚʘʥʠʷ.  

 Aggresssive - ʚ ʵʪʦʤ ʨʝʞʠʤʝ ʧʘʨʪʥʝʨʫ ʚʳʩʳʣʘʝʪʩʷ ʪʦʣʴʢʦ ʧʝʨʚʘʷ IKE 
ʧʦʣʠʪʠʢʘ ʠʟ ʩʧʠʩʢʘ, ʠʤʝʶʱʘʷ ʩʘʤʳʡ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ. ʇʨʠ ʚʳʙʦʨʝ ʵʪʦʛʦ 
ʨʝʞʠʤʘ ʚʳʜʘʝʪʩʷ ʦʙ ʵʪʦʤ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ. ɽʩʣʠ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʢʣʶʯ ʠ ʚʳʙʨʘʥ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ KeyID, 
ʪʦ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʨʝʞʠʤ Aggressive. 

LifeTime of IKE SA (sec) ï ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ISAKMP SA ʙʫʜʝʪ 
ʩʫʱʝʩʪʚʦʚʘʪʴ. ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 0 .. 4 294 967 295. 
ʈʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ ï 28800, ʢʦʪʦʨʦʝ ʚʳʩʪʘʚʣʝʥʦ ʧʨʠ ʦʪʢʨʳʪʠʠ ʥʦʚʦʛʦ ʧʨʦʝʢʪʘ. 
ɿʥʘʯʝʥʠʝ 0 ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʨʝʤʷ ʜʝʡʩʪʚʠʷ SA ʥʝ ʦʛʨʘʥʠʯʝʥʦ. ʇʫʩʪʘʷ ʩʪʨʦʢʘ ï 
ʥʝʜʦʧʫʩʪʠʤʘ, ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ. 

LifeTime of IKE SA (Kb) ï ʫʢʘʟʳʚʘʝʪ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ʢʠʣʦʙʘʡʪʘʭ, ʢʦʪʦʨʳʡ ʤʦʛʫʪ 
ʧʝʨʝʜʘʪʴ ʩʪʦʨʦʥʳ ʚʦ ʚʩʝʭ IPsec SA, ʩʦʟʜʘʥʥʳʭ ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ ISAKMP SA. 
ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 0 .. 4 294 967 295. ʈʝʢʦʤʝʥʜʫʝʤʦʝ 
ʟʥʘʯʝʥʠʝ ï 0, ʢʦʪʦʨʦʝ ʚʳʩʪʘʚʣʝʥʦ ʧʨʠ ʦʪʢʨʳʪʠʠ ʥʦʚʦʛʦ ʧʨʦʝʢʪʘ. ɿʥʘʯʝʥʠʝ 0 ʦʟʥʘʯʘʝʪ, 
ʯʪʦ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ʢʠʣʦʙʘʡʪʘʭ ʥʝ ʦʛʨʘʥʠʯʝʥ. ʇʫʩʪʘʷ ʩʪʨʦʢʘ ï ʥʝʜʦʧʫʩʪʠʤʘ, ʧʨʠ 
ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

IPsec SA ï ʢʦʣʠʯʝʩʪʚʦ IPsec SA, ʩʦʟʜʘʥʥʳʭ ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ ISAKMP SA. ɿʥʘʯʝʥʠʝ 0 
ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ IPsec SA ʥʝ ʦʛʨʘʥʠʯʝʥʦ. 

ʂʥʦʧʢʠ Up ʠ Down ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʩʧʠʩʢʘ ʧʨʝʜʣʦʞʝʥʠʡ ʧʦ 
ʧʨʠʦʨʠʪʝʪʫ. 
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10.7. ɻʣʤʙʝʣʙ IPSec 

ɺ ʜʘʥʥʦʡ ʚʢʣʘʜʢʝ ʟʘʜʘʶʪʩʷ ʧʦʣʠʪʠʢʠ ʟʘʱʠʪʳ IPsec ʚ ʚʠʜʝ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, 
ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ ʝʩʪʴ ʢʦʤʙʠʥʘʮʠʷ ɸʅ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠ ESP ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ. 
ʇʘʨʪʥʝʨʫ ʥʘʧʨʘʚʣʷʝʪʩʷ ʩʧʠʩʦʢ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠ ʧʦ ʧʨʦʪʦʢʦʣʫ IKE 
ʧʨʦʠʩʭʦʜʠʪ ʩʦʛʣʘʩʦʚʘʥʠʝ ʠ ʚʳʙʦʨ ʢʦʥʢʨʝʪʥʦʛʦ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʢʦʪʦʨʳʡ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ ʜʣʷ ʦʜʥʦʛʦ Sɸ. 
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IPsec Proposal list ï ʫʧʦʨʷʜʦʯʝʥʥʳʡ ʩʧʠʩʦʢ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʚʳʩʳʣʘʝʤʳʭ 
ʧʘʨʪʥʝʨʫ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ. ʇʨʠ ʧʦʤʦʱʠ ʢʥʦʧʦʢ Up ʠ Down ʚʳʧʦʣʥʷʝʪʩʷ 
ʫʧʦʨʷʜʦʯʠʚʘʥʠʝ ʩʧʠʩʢʘ ʧʦ ʧʨʠʦʨʠʪʝʪʫ. ɺ ʚʝʨʭʥʝʡ ʩʪʨʦʯʢʝ ʥʘʭʦʜʠʪʩʷ ʥʘʙʦʨ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʩ ʥʘʠʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

AH Integrity ï ʧʨʝʜʣʘʛʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʧʦ ʧʨʦʪʦʢʦʣʫ ɸʅ. 
ʀʤʝʝʪʩʷ ʜʚʘ ʟʥʘʯʝʥʠʷ: 

 None ï ʘʣʛʦʨʠʪʤ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ 

 ɻʆʉʊ ʈ 34.11-94 - ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ 
ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚʢʣʘʜʢʝ LSP) ʢʘʢ GR341194CPRO1-H96-HMAC-254. 

ESP Integrity ï ʧʨʝʜʣʘʛʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʧʦ ʧʨʦʪʦʢʦʣʫ ESP. 
ʀʤʝʝʪʩʷ ʜʚʘ ʟʥʘʯʝʥʠʷ: 

 None ï ʘʣʛʦʨʠʪʤ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ 

 ɻʆʉʊ ʈ 34.11-94 - ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ 
ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚʢʣʘʜʢʝ LSP) ʢʘʢ GR341194CPRO1-H96-HMAC-65534. 
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ESP Encryption ï ʧʨʝʜʣʘʛʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ ESP: 
ʇʨʝʜʣʘʛʘʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ: 

 None ï ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ESP ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ 

 Null ï ʘʣʛʦʨʠʪʤ ʧʨʠʤʝʥʷʪʴ, ʥʦ ʥʝ ʰʠʬʨʦʚʘʪʴ 

 ɻʆʉʊ 28147-89 - ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚʦ ʚʢʣʘʜʢʝ LSP) ʢʘʢ G2814789CPRO1-K256-CBC-254. 

ʀʤʝʥʘ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ ʧʘʢʝʪʦʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ, 
ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʚ ʠ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ ʩʯʠʪʳʚʘʶʪʩʷ ʠʟ 

ʬʘʡʣʘ admintool . ini ,  ʨʘʟʤʝʱʝʥʥʦʛʦ ʚ ʧʘʧʢʝ ʇʨʦʜʫʢʪʘ CSP VPN Client AdminTool 

cp. ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʠʤʝʥ ʘʣʛʦʨʠʪʤʦʚ ʥʝʦʙʭʦʜʠʤʦ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʵʪʦʪ ʬʘʡʣ, 
ʦʧʠʩʘʥʥʳʡ ʚ ʨʘʟʜʝʣʝ  "ʌʦʨʤʘʪ ʟʘʜʘʥʠʷ ʠʤʝʥ ʘʣʛʦʨʠʪʤʦʚ ʚ ʬʘʡʣʝ admintool.ini" , ʠ 
ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ.  

 

Add Proposals with AH ï ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʵʪʦʛʦ ʬʣʘʞʢʘ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ: 
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ʆʥʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʦʪʦʢʦʣ ɸʅ ʥʝʩʦʚʤʝʩʪʠʤ ʩʦ ʩʨʝʜʩʪʚʘʤʠ NAT, ʪʘʢ ʢʘʢ NAT 
ʠʟʤʝʥʷʶʪ  
IP-ʘʜʨʝʩ ʚ ʟʘʛʦʣʦʚʢʝ TCP/IP ʧʘʢʝʪʘ. ʇʨʦʪʦʢʦʣ AH ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʦʚʝʨʢʫ 
ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʠ ʮʝʣʦʩʪʥʦʩʪʠ ʧʘʢʝʪʦʚ, ʘ NAT ʥʘʨʫʰʘʝʪ ʜʘʥʥʳʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 
ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ Yes ʜʦʙʘʚʣʷʝʪʩʷ ʨʦʩʩʠʡʩʢʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ  
ɻʆʉʊ ʈ 34.11-94. 

Group ï ʧʘʨʘʤʝʪʨʳ ʦʙʤʝʥʘ ʩʝʘʥʩʦʚʳʤʠ ʢʣʶʯʘʤʠ, ʚʳʩʳʣʘʝʤʳʝ ʧʘʨʪʥʝʨʫ ʜʣʷ 
ʩʦʛʣʘʩʦʚʘʥʠʷ: 

 No PFS ï ʦʧʮʠʷ PFS ʥʝ ʚʢʣʶʯʝʥʘ ʠ ʧʨʠ ʩʦʛʣʘʩʦʚʘʥʠʠ ʥʦʚʦʡ SA ʥʦʚʳʡ ʦʙʤʝʥ 
ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. ʂʣʶʯʝʚʦʡ ʤʘʪʝʨʠʘʣ ʟʘʠʤʩʪʚʫʝʪʩʷ ʠʟ 
ʧʝʨʚʦʡ ʬʘʟʳ IKE. 

 ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ ʦʟʥʘʯʘʶʪ, ʯʪʦ ʧʨʠ ʩʦʛʣʘʩʦʚʘʥʠʠ ʥʦʚʦʡ SA ʚʳʧʦʣʥʷʝʪʩʷ 
ʥʦʚʳʡ ʦʙʤʝʥ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʚ ʨʘʤʢʘʭ IPsec ʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʜʥʘ 
ʠʟ ʛʨʫʧʧ: 

 MODP_768 -  ʛʨʫʧʧʘ 1 (768-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-
ʍʝʣʣʤʘʥʘ) 

 MODP_1024 - ʛʨʫʧʧʘ 2 (1024-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-
ʍʝʣʣʤʘʥʘ) 

 MODP_1536 - ʛʨʫʧʧʘ 5 (1536-ʙʠʪʦʚʳʡ ʚʘʨʠʘʥʪ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-
ʍʝʣʣʤʘʥʘ). 

LifeTime of IPsec SA (sec) ï ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ IPsec SA ʙʫʜʝʪ 
ʩʫʱʝʩʪʚʦʚʘʪʴ. ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1.. 4 294 967 295. 
ʈʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ ï 3600, ʢʦʪʦʨʦʝ ʚʳʩʪʘʚʣʝʥʦ ʧʨʠ ʦʪʢʨʳʪʠʠ ʥʦʚʦʛʦ ʧʨʦʝʢʪʘ. 
ʇʫʩʪʘʷ ʩʪʨʦʢʘ ʠ ʟʥʘʯʝʥʠʝ 0, ʢʦʪʦʨʦʝ ʦʟʥʘʯʘʝʪ ʥʝʦʛʨʘʥʠʯʝʥʥʦʝ ʚʨʝʤʷ ʞʠʟʥʠ IPsec SA, 
ï ʥʝʜʦʧʫʩʪʠʤʳ, ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ. 

LifeTime of IPsec SA (Kb) ï ʫʢʘʟʳʚʘʝʪ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ʢʠʣʦʙʘʡʪʘʭ, ʢʦʪʦʨʳʡ ʤʦʛʫʪ 
ʧʝʨʝʜʘʪʴ ʩʪʦʨʦʥʳ ʚ ʨʘʤʢʘʭ ʦʜʥʦʡ IPsec SA.  ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ 
ʜʠʘʧʘʟʦʥʘ 0.. 4294967295. ʈʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ ï 4608000, ʢʦʪʦʨʦʝ ʚʳʩʪʘʚʣʝʥʦ 
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ʧʨʠ ʦʪʢʨʳʪʠʠ ʥʦʚʦʛʦ ʧʨʦʝʢʪʘ. ɿʥʘʯʝʥʠʝ 0 ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ʢʠʣʦʙʘʡʪʘʭ 
ʥʝ ʦʛʨʘʥʠʯʝʥ. ʇʫʩʪʘʷ ʩʪʨʦʢʘ ï ʥʝʜʦʧʫʩʪʠʤʘ, ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ʂʥʦʧʢʠ Up ʠ Down ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ ʩʧʠʩʢʘ ʧʨʝʜʣʦʞʝʥʠʡ ʧʦ 
ʧʨʠʦʨʠʪʝʪʫ. 
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10.8. ʄʧʣʙʤʵʦʙʸ ʨʧʤʡʫʡʣʙ ʚʞʠʧʨʙʪʦʧʪʫʡ 

ɺʦ ʚʢʣʘʜʢʝ LSP ʧʨʦʩʤʘʪʨʠʚʘʝʪʩʷ ʠ ʨʝʜʘʢʪʠʨʫʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʧʨʝʜʝʣʝʥʥʘʷ ʚ ʧʨʝʜʳʜʫʱʠʭ ʚʢʣʘʜʢʘʭ. 

ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʩ LSP: 

 ʨʝʞʠʤ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʬʦʨʤʠʨʦʚʘʥʠʷ LSP 

 ʨʝʞʠʤ ʨʫʯʥʦʛʦ ʟʘʜʘʥʠʷ LSP. 

 

10.8.1. ʉʞʟʡʥ ʙʛʫʧʥʙʫʡʰʞʪʣʧʜʧ ʭʧʩʥʡʩʧʛʙʦʡʸ LSP 

 

ɺ ʨʝʞʠʤʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʬʦʨʤʠʨʦʚʘʥʠʷ (ʬʣʘʞʦʢ "Use custom LSP" ʥʝ ʫʩʪʘʥʦʚʣʝʥ) 
ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʦʨʤʠʨʫʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ ʚʢʣʘʜʦʢ Auth, 
Rules, IKE, IPSec ʠ ʨʘʩʰʠʨʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ, ʟʘʜʘʚʘʝʤʳʭ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ, 
ʚʳʟʳʚʘʝʤʦʤ ʢʥʦʧʢʦʡ Advanced. 
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Local security policy ï ʧʦʣʝ ʩ LSP ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ 

Use custom LSP ï ʫʩʪʘʥʦʚʢʘ ʵʪʦʛʦ ʬʣʘʞʢʘ ʧʝʨʝʢʣʶʯʘʝʪ ʚ ʨʝʞʠʤ ʨʫʯʥʦʛʦ 
ʬʦʨʤʠʨʦʚʘʥʠʷ LSP. 

Refresh LSP ï ʢʥʦʧʢʘ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ LSP ʚ ʦʢʥʝ Local security policy ʜʣʷ 
ʦʪʦʙʨʘʞʝʥʠʷ ʪʝʢʫʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʠʟʤʝʥʝʥʠʷʤʠ. 
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Advanced - ʢʥʦʧʢʘ ʚʳʟʦʚʘ ʦʢʥʘ Advanced LSP Settings ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʨʘʩʰʠʨʝʥʥʦʛʦ 
ʩʧʠʩʢʘ ʧʘʨʘʤʝʪʨʦʚ LSP. 

 

Advanced LSP Settings 

ʕʪʦ ʦʢʥʦ ʦʪʦʙʨʘʞʘʝʪ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʧʝʨʝʤʝʥʥʳʭ LSP ʠ ʠʭ ʪʝʢʫʱʠʝ ʟʥʘʯʝʥʠʷ, 
ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʝʨʝʤʝʥʥʳʝ 
ʦʙʲʝʜʠʥʝʥʳ ʚ ʧʷʪʴ ʛʨʫʧʧ. 
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ʆʢʥʦ ʩʦʜʝʨʞʠʪ 4 ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʥʦʧʢʠ: 

 Edit  - ʢʥʦʧʢʘ ʚʳʟʦʚʘ ʦʢʥʘ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚʳʜʝʣʝʥʥʦʡ ʧʝʨʝʤʝʥʥʦʡ. ʆʢʥʦ 
ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʦʪʢʨʳʚʘʝʪʩʷ ʪʘʢʞʝ ʧʨʠ ʜʚʦʡʥʦʤ ʢʣʠʢʝ ʣʝʚʦʡ ʢʥʦʧʢʠ "ʤʳʰʠ" 
ʥʘ ʚʳʜʝʣʝʥʥʦʡ ʩʪʨʦʢʝ. 

 Set defaults - ʢʥʦʧʢʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʟʥʘʯʝʥʠʡ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʚʩʝʭ 
ʧʝʨʝʤʝʥʥʳʭ.  

 Accept - ʢʥʦʧʢʘ ʜʣʷ ʟʘʢʨʳʪʠʷ ʦʢʥʘ ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʦʪʨʝʜʘʢʪʠʨʦʚʘʥʥʳʭ 
ʟʥʘʯʝʥʠʡ ʧʝʨʝʤʝʥʥʳʭ. 

 Cancel - ʢʥʦʧʢʘ ʜʣʷ ʟʘʢʨʳʪʠʷ ʦʢʥʘ ʙʝʟ ʩʦʭʨʘʥʝʥʠʷ ʦʪʨʝʜʘʢʪʠʨʦʚʘʥʥʳʭ 
ʟʥʘʯʝʥʠʡ ʧʝʨʝʤʝʥʥʳʭ. 
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Global settings 

CRL handling mode 

ʇʝʨʝʤʝʥʥʘʷ ʟʘʜʘʝʪ ʨʝʞʠʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʠʩʢʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (CRL). 
ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ Edit ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʜʣʷ ʚʳʙʦʨʘ ʟʥʘʯʝʥʠʡ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ 
ʩʧʠʩʢʘ: 

 

ʈʠʩʫʥʦʢ 22 
ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

 DISABLE - ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝ 
ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ 

 OPTIONAL - ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ, 
ʝʩʣʠ ʦʥ ʙʳʣ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥ ʠʣʠ ʧʦʣʫʯʝʥ (ʠ ʦʙʨʘʙʦʪʘʥ) ʚ ʧʨʦʮʝʩʩʝ IKE 
ʦʙʤʝʥʘ ʠ ʷʚʣʷʝʪʩʷ ʜʝʡʩʪʚʫʶʱʠʤ 

 BEST_EFFORT ï ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ 
ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʥ ʷʚʣʷʝʪʩʷ ʜʝʡʩʪʚʫʶʱʠʤ. 
ʕʪʦʪ ʨʝʞʠʤ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʨʝʞʠʤʘ OPTIONAL ʪʝʤ, ʯʪʦ CRL ʤʦʞʝʪ ʙʳʪʴ 
ʧʦʣʫʯʝʥ ʧʦʩʨʝʜʩʪʚʦʤ ʧʨʦʪʦʢʦʣʘ LDAP (ʝʩʣʠ ʦʥ ʥʘʩʪʨʦʝʥ). ʕʪʦ ʟʥʘʯʝʥʠʝ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ENABLE ï ʜʣʷ ʫʩʧʝʰʥʦʡ ʧʨʦʚʝʨʢʠ ʩʝʨʪʠʬʠʢʘʪʘ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʩʧʠʩʦʢ 
ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - BEST_EFFORT. 

ɺʩʝ ʦʢʥʘ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʠʤʝʶʪ ʪʨʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʥʦʧʢʠ: 

 Set default ï  ʢʥʦʧʢʘ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʦʡ 
ʧʝʨʝʤʝʥʥʦʡ 

 OK ï ʢʥʦʧʢʘ ʜʣʷ ʟʘʢʨʳʪʠʷ ʦʢʥʘ ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʚʳʙʨʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ 
ʧʝʨʝʤʝʥʥʦʡ. 

 Cancel ï ʢʥʦʧʢʘ ʜʣʷ ʟʘʢʨʳʪʠʷ ʦʢʥʘ ʙʝʟ ʩʦʭʨʘʥʝʥʠʷ ʚʳʙʨʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ 
ʧʝʨʝʤʝʥʥʦʡ. 

 

Refuse inbound TCP connections 

ɿʘʜʘʝʪ ʙʣʦʢʠʨʦʚʢʫ ʚʭʦʜʷʱʠʭ TCP-ʩʦʝʜʠʥʝʥʠʡ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ 
ʦʛʨʘʥʠʯʝʥʠʝ ʢ ʜʝʡʩʪʚʠʶ. ʇʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ: 
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ʈʠʩʫʥʦʢ 23 
 

ʇʝʨʝʢʣʶʯʘʪʝʣʴ ʠʤʝʝʪ ʜʚʘ ʧʦʣʦʞʝʥʠʷ: 

 TRUE - ʫʥʠʯʪʦʞʘʝʪʩʷ ʧʝʨʚʳʡ ʚʭʦʜʷʱʠʡ TCP-ʧʘʢʝʪ ʩʦʝʜʠʥʝʥʠʷ, ʝʩʣʠ ʦʥ 
ʚʭʦʜʷʱʠʡ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʪʚʝʨʛʘʶʪʩʷ ʚʩʝ TCP-ʩʦʝʜʠʥʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ 
ʠʟʚʥʝ. 

 FALSE - ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʠʢʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ. ɿʥʘʯʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ -FALSE. 

 

Log level 

ɿʘʜʘʝʪ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʣʦʛʘ ʜʣʷ ʨʘʟʥʳʭ ʩʦʙʳʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʜʦʩʪʫʧʦʤ ʢ LDAP 
ʩʝʨʚʝʨʫ, ʩ ʧʨʠʤʝʥʝʥʠʝʤ LSP, ʧʦʣʫʯʝʥʠʝʤ, ʦʙʨʘʙʦʪʢʦʡ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʠʭ 
ʩʦʭʨʘʥʝʥʠʝʤ ʚ ʙʘʟʝ ʇʨʦʜʫʢʪʘ, ʩʠʩʪʝʤʥʳʤʠ ʩʦʙʳʪʠʷʤʠ. ʇʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ 
ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ: 

 

ʈʠʩʫʥʦʢ 24 
 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï default, ʢʦʪʦʨʦʝ ʙʝʨʝʪʩʷ ʠʟ ʦʙʱʝʛʦ ʫʨʦʚʥʷ 
ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚʦ ʚʢʣʘʜʢʝ Settings ʚ ʧʦʣʝ Severity.  

 

 

IKE  settings 

Default port 

ʇʦʨʪ ʜʣʷ ʧʨʦʪʦʢʦʣʘ IKE, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɺʦʟʤʦʞʥʦʝ 
ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1..65535. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 500. 

ʆʢʥʦ ʜʣʷ ʚʳʙʦʨʘ ʟʥʘʯʝʥʠʷ ʧʦʨʪʘ: 
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ʈʠʩʫʥʦʢ 25 

 

 

Send packet retries 

ʂʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʧʦʩʳʣʢʠ IKE-ʧʘʢʝʪʦʚ ʧʘʨʪʥʝʨʫ.  ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ 
ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1..30. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 5. 

ʆʢʥʦ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʟʥʘʯʝʥʠʷ:  

 

ʈʠʩʫʥʦʢ 26 
 

 

Initial retry time (seconds) 

ʅʘʯʘʣʴʥʳʡ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʤʝʞʜʫ ʧʦʚʪʦʨʥʳʤʠ ʧʦʧʳʪʢʘʤʠ ʧʦʩʳʣʢʠ IKE-ʧʘʢʝʪʦʚ 
ʧʘʨʪʥʝʨʫ (ʚ ʩʝʢʫʥʜʘʭ). ɽʩʣʠ ʦʪʚʝʪ ʥʝ ʧʦʣʫʯʝʥ ʚ ʪʝʯʝʥʠʝ ʥʘʯʘʣʴʥʦʛʦ ʠʥʪʝʨʚʘʣʘ, ʪʦ 
ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʧʦʚʪʦʨʥʦ ʠ ʠʥʪʝʨʚʘʣ ʤʝʞʜʫ ʧʦʚʪʦʨʥʳʤʠ ʧʦʧʳʪʢʘʤʠ 
ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚ ʜʚʘ ʨʘʟʘ. ʕʪʦʪ ʠʥʪʝʨʚʘʣ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚ ʜʚʘ ʨʘʟʘ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ: 

 ʥʝ ʙʫʜʝʪ ʧʦʣʫʯʝʥ ʦʪʚʝʪ ʠʣʠ  

 ʟʥʘʯʝʥʠʝ ʠʥʪʝʨʚʘʣʘ Initial retry time ʥʝ ʜʦʩʪʠʛʥʝʪ ʟʥʘʯʝʥʠʷ Max retry time, 
(ʧʦʚʪʦʨʥʳʝ ʧʦʧʳʪʢʠ ʙʫʜʫʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʩ ʠʥʪʝʨʚʘʣʦʤ Max retry time) ʠ 
ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʥʝ ʜʦʩʪʠʛʥʝʪ ʟʥʘʯʝʥʠʷ Send packet retries. 

ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1..5. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 1. 

ʆʢʥʦ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʥʘʯʘʣʴʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ: 
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ʈʠʩʫʥʦʢ 27 

 

Max retry time (seconds) 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʤʝʞʜʫ ʧʦʚʪʦʨʥʳʤʠ ʧʦʧʳʪʢʘʤʠ ʧʦʩʳʣʢʠ IKE-
ʧʘʢʝʪʦʚ ʧʘʨʪʥʝʨʫ (ʚ ʩʝʢʫʥʜʘʭ). ɽʩʣʠ ʚʳʩʪʘʚʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ Max retry time ʤʝʥʴʰʝ, 
ʯʝʤ ʟʥʘʯʝʥʠʝ Initial retry time, ʪʦ ʧʨʠ ʟʘʛʨʫʟʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ Max retry time 
ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ Initial retry time. ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ 
ʜʠʘʧʘʟʦʥʘ 1..60. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 30. 

ʆʢʥʦ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ: 

 

ʈʠʩʫʥʦʢ 28 

 

  

Max session duration (seconds) 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʥʘ ʢʘʞʜʫʶ ʩʝʩʩʠʶ IKE (ʚ ʩʝʢʫʥʜʘʭ). ɺʦʟʤʦʞʥʦʝ 
ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 10..300. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 60. ʆʢʥʦ ʜʣʷ 
ʚʳʙʦʨʘ ʟʥʘʯʝʥʠʷ: 

 

ʈʠʩʫʥʦʢ 29 
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Max sessions initiated at once 

ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʠʥʠʮʠʠʨʫʝʤʳʭ IKE-ʩʝʩʩʠʡ ʜʣʷ ʚʩʝʭ 
ʧʘʨʪʥʸʨʦʚ. ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1..10000. ɿʥʘʯʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ - 30. ʆʢʥʦ ʜʣʷ ʚʳʙʦʨʘ ʟʥʘʯʝʥʠʷ: 

 

ʈʠʩʫʥʦʢ 30 

 

 

Max responder sessions with a partner 

ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʦʙʤʝʥʦʚ, ʧʨʦʚʦʜʠʤʳʭ VPN-
ʫʩʪʨʦʡʩʪʚʦʤ ʩ ʦʜʥʠʤ ʥʝʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤ ʧʘʨʪʥʝʨʦʤ, ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʯʠʢʘ. ʉ 
ʪʘʢʠʤ ʧʘʨʪʥʝʨʦʤ ʥʝʪ ʥʠ ʦʜʥʦʛʦ ISAKMP SA. ʂʘʢ ʪʦʣʴʢʦ ʩʦʟʜʘʝʪʩʷ ʭʦʪʷ ʙʳ ʦʜʠʥ 
ISAKMP SA, ʜʘʥʥʳʡ ʘʪʨʠʙʫʪ ʧʝʨʝʩʪʘʝʪ ʜʝʡʩʪʚʦʚʘʪʴ. 

ɺʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - ʮʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ 1..20. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 20. 
ʆʢʥʦ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʟʥʘʯʝʥʠʷ: 

  

ʈʠʩʫʥʦʢ 31 
 

Max blacklog sessions 

"ʏʝʨʥʳʡ ʩʧʠʩʦʢ" ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʟʘʱʠʪʳ ʦʪ DoS-ʘʪʘʢ ( Denial of Service ïʦʪʢʘʟ ʦʪ 
ʦʙʩʣʫʞʠʚʘʥʠʷ). "ʏʝʨʥʳʡ ʩʧʠʩʦʢ" ʤʠʥʠʤʠʟʠʨʫʝʪ ʦʙʨʘʙʦʪʢʫ IKE-ʧʘʢʝʪʦʚ ʦʪ ʧʘʨʪʥʝʨʦʚ, 
ʥʘʭʦʜʷʱʠʭʩʷ ʚ "ʯʝʨʥʦʤ ʩʧʠʩʢʝ". ɺ ʩʣʫʯʘʝ ʧʝʨʚʦʡ ʥʝʫʩʧʝʰʥʦʡ IKE-ʩʝʩʩʠʠ, 
ʠʥʠʮʠʠʨʦʚʘʥʥʦʡ ʩʦ ʩʪʦʨʦʥʳ ʧʘʨʪʥʝʨʘ, ʧʘʨʪʥʝʨ ʩʨʘʟʫ ʞʝ ʟʘʥʦʩʠʪʩʷ ʚ "ʯʝʨʥʳʡ ʩʧʠʩʦʢ". 
Max blacklog sessions  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʯʠʩʣʦ ʨʘʟʨʝʰʝʥʥʳʭ ʦʜʥʦʚʨʝʤʝʥʥʳʭ  IKE 
ʦʙʤʝʥʦʚ, ʠʥʠʮʠʠʨʫʝʤʳʭ ʥʝʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤ  ʧʘʨʪʥʝʨʦʤ, ʪʦʣʴʢʦ ʯʪʦ ʧʦʧʘʚʰʠʤ 
ʚ "ʯʝʨʥʳʡ ʩʧʠʩʦʢ". ʇʨʠ ʢʘʞʜʦʤ ʩʣʝʜʫʶʱʝʤ ʥʝʫʜʘʯʥʦʤ ʟʘʚʝʨʰʝʥʠʠ IKE ʦʙʤʝʥʘ ʯʠʩʣʦ 
ʨʘʟʨʝʰʝʥʥʳʭ ʦʜʥʦʚʨʝʤʝʥʥʳʭ IKE ʦʙʤʝʥʦʚ ʜʣʷ ʜʘʥʥʦʛʦ ʧʘʨʪʥʝʨʘ ʩʥʠʞʘʝʪʩʷ ʚʜʚʦʝ ʩ 
ʦʢʨʫʛʣʝʥʠʝʤ ʚ ʤʝʥʴʰʫʶ ʩʪʦʨʦʥʫ, ʚʧʣʦʪʴ ʜʦ ʧʦʣʥʦʛʦ ʟʘʧʨʝʱʝʥʠʷ IKE ʪʨʘʬʠʢʘ ʩ 
ʜʘʥʥʳʤ ʧʘʨʪʥʝʨʦʤ. 

ʈʩʡʥʞʰʙʦʡʞ: ʢʘʢ ʪʦʣʴʢʦ ʧʘʨʪʥʝʨ ʟʘʥʦʩʠʪʩʷ ʚ "ʯʝʨʥʳʡ ʩʧʠʩʦʢ", ʜʣʷ ʥʝʛʦ ʪʝʢʫʱʝʝ 
ʟʥʘʯʝʥʠʝ ʨʘʟʨʝʰʝʥʥʳʭ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʦʚʦʜʠʤʳʭ IKE ʦʙʤʝʥʦʚ ʥʝ ʪʦʣʴʢʦ ʥʘʯʠʥʘʝʪ 
ʫʤʝʥʴʰʘʪʴʩʷ ʚ ʜʚʘ ʨʘʟʘ ʧʦʩʣʝ ʢʘʞʜʦʛʦ ʥʝʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʦʙʤʝʥʘ, ʥʦ ʠ 


