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) o5 H ESPY/PN Clientff toj H dzOL dzO Y j dz fi dtivq dz'O8 @Y f & O
feclssC sdse TEPAR] 2 flilso O

1 O disO IstcOW d ¢ @ienCeSiPlz 'WViPiNs 0 dzw j Isfpw 9 tcOdBE On d3d Y H Iz ¢
fMis OdzH Otc ldRsec: | KE/

e Security Architecture for the Internet Protocol i RFC2401
e |P Authentication Header (AH) i RFC2402
e |P Encapsulating Security Payload (ESP) i RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) i RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) i RFC2407.
] tots ¢ tc O diidzdas R ESPSVPN Clientss j Mt J ydoe ©Oj Is:

e LONdlk bLOWdCO &O ktsodsy Oklsjdlsd¥dsoydd/ h
felstsC B  d / IRBeESP

e Okljdsd¥dsOydy ftd LsoOjdY d Oklsjdsdideo

e JOCjlbdzkze Wddz steOydez seOORIOBNddhEEeBZ30ydd o
LOGBsdzsoa Ctso Mjlsjotsets d bteOdhf stclsdesd s koo dz

e MB' k2 dzs] (slssSsddiess Odad |

e K OdzdL Oyde L OHOdzdzts?2 HdMydf dzdder oL OddissH 2 M
LOMNdlskz IstcOW S O) HdwW COYHBGEE LOMNdhH jddses M
LOMNdh j dzdgtsdf thsjsydf §ts Hdzw L Otej e dMistedtetse Odzdz’ 7,
BsBddz dF 7 § Otelsdzj etse 5 oL O BsHj2Mlse de

e Wjckdzdtelzj i3 Miss2CtsMmis! L OMdIlr LkteOWdEeO

e BOMSCdiesalClk OHEBjMd & fohmstOdhlss L ONdH O] dr
O S 0) .

Iy tIsd WEdSydd tsfdmr e 0silsmw ¢ & JO2 ] OGBS Plsid dits 2
Local Security Policy) . [ sC Odz! dzOY ftsdzdlsdC O BJjLyOmMigsBEgdr E
MsiHddzj ded 2L Bfclzef HE@EPOSC dJ BzgMif fsdz! L s Ols! sIsCter Is'
ez OdzcscPbdflsy sdfL s0 Ols! HdzW COYHBGEB dL Mt H

] GtsH ESP/PNClentd M sdz' L zjls o COyjMmlsaj odajhdaj2 Stodt

B d B dzq Sfiptg LHffiflstodsf Sy EBE 2 L OM dIlsr dJdz s B@fdd) (ciss)
CSP3.0"ddzd " sted{ ls 86"k St CISE O 68 ks iz daltg P 4s

#s1 R " stddSBEljtOsms sMhdffe fgteOow dyd MEdj Odettedl
e JJuu 28AL YW tcse Gdddnh d W tcse Odade|
e JJuwU | -BHMACH yj dztsfplsdatsis* H Odads’ R
e | JuU 1 -B4 Oz tstefilshof tets 9 O dad W

e JJuyu t B4, 10Juvu-200lBMstE@Gdictseo @dzdsplg @S
Ldzj Clsteupdflatiitss o 52 fsH)fdmd (€A}
e Gj dzyd® Mdzzyo22dzr = ydmd dz

CSP VPN Client¥ o dzv jllsdfeHtz @ lsH dz2v  C stef stcOldo desets dmy sdz L

fMds" Mdzi , ult fddisdSilkz d dAEs@LEME " G fsd dzyg st e dr
OH®BJdzd lsteOlstste ddzd OH B dzd MisteOlstste B j L 5 Ofdasmlsd
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.oy ot cEBts?2Y BiIZz-q d
) s Gdplskz? dzf Is k2

] totsH ESPSVPNCliente r f 2h jdz Hdzw Mmdzj HE¥E P dR BOLtSa "™ n f dzOlI
e MS Windows XP Professional SP2 Russian Edition
e MS Windows Vista (32-bit) Business SP1 Russian Edition.

1 esH BEISZS y d s dzd tf bsskhf ded0 o dzjfdad\indpws XP Professional,

Mso d3j ME &Y Is ¢ tc OWB B JAYISER tEd §f Is ECSRIN", tcOL tc OB 5% O dzdz
C sz Odadtg R ifistdsts

1 otsH CzslzC yd sded tf ista Y 5D o dzjfdedVindpws Vista (32-bit) Business,

o i3j M EERE LOY d y S s ts BEJ § Is LSRG build 5009",
COL tc OB 5 KGR O datg P lstasts

l csH OB B IEOStcte ] 2B BB * 6 IsjtcOn M Milsior &3d OH O Is
f SHH] toy task s défloading

I yofmisd td Ofiad s OERfecdEa d- tOMN disqHdadsd di3j Misd i3
Cisco I0S v.12.4.

I yoOmisd EHOA] dddzsc 5 s dzd Iststed dze O 1dte ths sSskd d3 jnfs O df M
fmCiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n SH W CigcdjVosks s ls O
VMS 2.3.

ltesHpGl d&3j Misd d3 ROB2K P ke ho IREGAKkPctsdL o sHMIsea O € sd3f Od
Aladdin.

CSP VPN Client
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4. { M wgtsdsH § 2§ 6 dz2 to |
I slsdg W2 f B iy B
f i3t df ¢ Bz d3Y

) totsH ESPPN Clientf to j H dzO L iz@e( tds 2 O R'sdef Aste Ols d o dz' 7 Mg bsj
) SdZOE0juists o kOC R jidpls W) fdscEgdicks sjousiodz) dzd j o ts dzd |
BjLtfOMdshsd ¢ stf st &ts ESANMPK Glient & Gu ts Balizls O dz

5OCddB SBEOL B, ybts OH®BJdMsEOst BjL 5§ Ofdshisd
fjtemcdOddL 5o Odatey § s dFAERER sz H dzv SO . HsD OEs f fizd] | Is s ds
ZOMStEs2 Cd HdAv ffiscdto fse Osfiwyh j et HEdy dshlsd &agd

ltesyjmMm  sHotsE®d s 4@dEffig@dd s dzdzs e § sfzO€ SB OIs j dzv
ftesdLotsHdlsmMY Mdzj HEs P dd3 tSBKLOL t503.

OH B lstcO st B L 5§ OMdshisd §sdkzy0j s jO Hsdsd dedi s s
) G6HEC KeOL d3j h j dzdzts ¢ Bliend CREJOsiPsisocdiy | d3speH qHazdfiflsts O Is s t
EflsOdz0e dzdo Ojls 2O Motjds S’ “Isjtej OHMB]ddMsEOls
coltsodls Hd fod Lo Oljdv ddiksOddy ydadds 2 § O j

RING sdz' te gz fifls Odzts o dzj dedzs ) €l WS @dsT lsCter Ist o ¢ dz
fsd L 5o Olj dzv, Ctedsj ots?2 MjtelsdW d AN Ol =iy ts of sk
BJLEBY OMdesMmisd, #itzyHt Pipdetizdzizs sz L 59 Olsj dzw, OH dBd dz
ddzils Odzdzw ydtsdzdzr 2 §# OCjls fsdz L s Olsj dzw .

HiSLHOM] ] ddzlsOddy yd sEamBls jsdy O fj s fifsatt j sfw  He
e dMytdeo Oz cwOWJUjMSBets ddzsj ¥ j2MmO
e dMitsd Lo Oddj kisdddlsmake msQdmedzs? MistesS d

RMfsdz! LsoaOdzedj cteOWdyjmMEtsets dqdalsjteW j2MO Hdzv L OH
BiLGBYOMdesMisd, JjtemMcdod d' 7 dCOsdazss sd § 8 is@dzd
fodz L sofPlsiAfsdzy L s Oded j d3 M telsdW d z@Bse sIsCter IS =~
f toj HzMls O dzZkC dzj WRiEshared Keys) stf d i ® dzis eZOloasH G Slsso & O

ddels Odzdz yd tsdzdetsdts f OC jIsO i WG E" cteOW dyj ME @

[ dzZv ML HOddw dJdeflsOdzdzy ydosdadetsets f OCjIsO f@®dz L 59 O
Click Installation, € tsldasjte@rd L 2 j v ) §sdsh: s Elsdddks' ¢ sd
make inst .exe. CIsO EZilsddzdls© st ddijOudsdd cathhe Gasf.exes'y j dad

vjrndskseduimSdj fesyjmn’ Ysehkdtss Odd™ §j s dO
fsd LsoOjdj2 f dMisd LsoOddjd MjtsdydsOktss fs
ftoj HfMisOdzatse dzj dzdzr = ( tc OPreshaded Kegs) - ) & teef dzgf B (
make_inst .exe s MO dzdzO8' AAsHE SIstso $ O d dzfils Odzdzw y d s dzdzts ¢ ts
ftcinbkMmls Odztse dzj dzr Egesharef Kieys)y Ofigd f S d3tsh 1 dmakie lindt'tdd Is ro ©
Muyj dz2Oted” fsHeBIsse §d d ls @dzdzds § 6 tedzekze s ¢ #fiz0 G O i3
(Mitelsd® dS OlO®R]) M thakeRisst' « i tztsls azp ksl o | dzdzts .

m
J
&

1 jtejH dMfsd L so Oukkjimg lekedidsidsrdz0 B 5! ML HOGO d
HO2dz o kjChiscotd W skdOls,) dst Ods HOWOdEHIIsdS O B
Codal ¢ Lt Oy J s dzsARGOTzE @2 "dEzO s Pdzd | dzsC Odz' dzs? f t5dzd |
BiLt{OMdshisd. stdidcrwOoydsdd 2 %02 &'

I sdz LsaObjdz, dMftd LY fsHeBlstso dzj dadz’ 2 Hdzv  dzj
fjehsdOddL so Odzdzr 2 d dzijls O dzdzw \ d b RaEsD EROQEE, § g
VPN Clientdz0 Mo tjds Stdsf’ “Isj o] .

[Odzfjtej2Hdlj € fsHesksoaCj ©OBGBYjE KB MsO OHB]
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5. tfJHfkzfcedzB MmBoO "y
BjdZ2 s2IskzmBlzf MB 9

l SHESkEoC O ©BOBBY)CE B R IKEE dzs i kst is o O fetzly ) Is d
G d ¢t L sOf o

o ddzMls Odzdzw yd W dzO frpesty R S tudEfof s Isdsil fpldsO dptSePS © 1 s s @
l csH@ S  MOZO o 1 ifd@ozifozd @ s s) ESP"stedflsts) tot

e qdzilsOdzdzy yqdw OH dsq dzd Mistc Ols ¢ o dzts ¢ B R fizB % Pl 51 of )
OH ] e fMlstcOlsdo dzscE s § OC j 500
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51. sslske &3y Y2y BjdR 2kl

oH Bffdglstc Olstste B j L 5 Ofdesisd fsdzzyoOjls OH BB dzd Mistc Ols
1 tctsH ZCGSB @PN Client AdminTool, tOL d3j " j dzdzts 6 @®ienp CEE Ols Odzts G §
fsmMsQage s .HdME O
Il MmMtmMisOs HdMlstedBEZzlIsdo © {Isséts 1 esHESISO oartHdIs:
e setup.exe T kIsd dzd B P kzWifidows Installer
e setup .ini T dzOMistetsj ydzr 2 W 0O dz, drjupexE sHdd3r 2 H dzv
o sysdlils .cabi RtcOdzeddzdh j MmOllsj dzdizg €8 - sH 3" = Hdzw €d
e wversion .txt TIsjSMmMssor 2 N@OPEN dIhtseij et 1 esHECIS
e VPN_CLIENT_ADMIN.msi i MSI-B O Ld@izf Is © dzdzAM B! t5 Mi€roSoft Installer)
e VPN CLIENT_ADMIN cab T R tc O dzd ddd®2jdz&s ézd j .dzls O
OHBRB]dd MistcOlsstc HEsdzy jdz EMisOdetsea dIs! OH B dzd MisteOIsd o

100 M ¢ d defylf @ drdzy g eits{ds@dzH 52 sda®@udid dzckfglstc Ols d 9, dzts ¢ 15
fsvweodwjlsfM Cds adLOwHO 1 ftedce dzOh jdedj &3 € d defyls

{3 CSP VPN Client AdminTool (cp) Setup =15 x|

Welcome to the CSP VPN Client

7 AdminTool (cp) Installation

Wizard

[t iz strongly recommended that you exit all wWindows programs
befare running thiz setup progran.

Click Cancel to guit the setup program, then cloze any programs
wal have running. Click Mest to cantinue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

[Inautharized repraduction or diztribution of this progran, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under lave,

Yerzion: 3.0.8791 cp

¢ Back | fert » I Cancel

t dmEz s ¢

CSP VPN Client
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l Sdzaj M kjSbtd [ dyd dzL dsdzdzse s w56 dzOh j dzd v  f 51
f sdztsy J deefapt thellicense agreement * ¢ dzs s @ ddse xfismw HMis k2 dzts:

i'-g‘ CSP ¥PN Client AdminTool {cp} Setup o [m] S

License Agreement

Y'ou must agree with the licenze agreement below to proceesd.

Hacromuee JemreHsHoME0 e O OTIATISHEE ONEEAeIELT ¥ OIIOEHA MOIIMIES OF AHELT
FAK0HED OpHobpererroro opogykra CEF VPH (ganee - Hagem) Komewrrma
[Tomes0EaTermen (EEE e CERMA I FOPEARTIe CERR 108 [TpemaeTon HacToAIIETD
JlenreHssOMHorD COMTANEHIT ARTAeTC A BOFMEeRRHAR Tepegada [] oiEs o aTermo

He ORI TR EE D, HeTle( e Ak A6 MBI I A TTOMET OF arEa Hzgemmen,

[Tog Hegemier moMraaeTCA KOMITIEES MATepHATEHED: 00 eXTOE (T 0T} AMMEEDE M, ITHH
HATELL, ATOIAPATHELE CpefCTE, HOCKHTETeH I 0pMAITIOL, KO8 I 0TE AMMEE DL

T OFVETOE, AOKYMEHTAIRE B IIeTaTHOH B AIeKTHOHHOH § ophay) BREI QB B
Crierpdemarpoo KonrmesTa Hegema,

Hzmemre MOFeT BRIFOHATE KOLOIOHEHTE] (IR OTH AMMEEIE H AIOIAPATHEIE CPefeTE,

HEIH OPMATHOMHELE HOCHTEIE M ITH0Wes] OT THETERY 10 CTABIEECOE . K OHeHE T

[Tommes oEaTeNE IO AT IIfI AR HA MCIIONES 0F A e ITED KOMIIOHEHT HA OCHOER - I
TTrrrrorrmres v vr TTerrrmrmrsmrrrre mr i mrrr srar s T T T AT T AT ST SR, PSS AR TS PRI RS ML T -

| accept the icense agreement
{+ | do not accept the license agreement

Wise Installation Wizard®

Rezet | < Back et = Cancel

t dmk @&ts ¢

lTBtcOly fO0fCE, o Stttk BEHJjI EfMsOdse dzj dz OH &
CdzOoadh 2 Br owse:

ji CSP ¥PN Client AdminTool {cp) Setup -10] x|

Destination Folder

Select a folder where the application will be installed.

The wise |nstallation ‘wizard will inztall the files for CSP YPH Client &dminT ool [cp] in the
fallowing Falder.

T o inztall inta a different falder, chck the Browse button, and select anather folder.
Yau can chaoze not ta install CSP WP Client AdminT oal [cp) by clicking Cancel to exit
the “Wize Inztallation Wizard.

" Destination Falder

:%Program FileshCSP %PH Client AdminT ool cph Browse |

Wise Installation wWizard®

¢ Back | Mext = I Cancel

t dmkz &ts ¢
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[ dzv dZOYOdkO ftesyj MMO ddzils dadzy yd d dzOx Ols! € dz@oe dh

i'-g‘ CSP ¥PN Client AdminTool {cp} Setup - 0] x|

Ready to Install the Application

Click Mest to beqgin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wise nstallation Wizard®

< Back | MHext » I Cancel

t dmMkzdets €

R&ZHIC Oltste fsyj MmO ddfyls Odd™ ydd:

ji CSP ¥PN Client AdminTool {cp) Setup -10] x|

Updating System
The features you selected are curently being installed.

| nitializing...

Wize Installation Wizard®

Cancel

t k&S
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RdA&zMIsOdzdzw ydw L Qo j teh j dzO, dzOy Ol! Cd&zOadhk Finish:

i';?l‘ CSP ¥PN Client AdminTool {cp} Setup o - 0] x|

CSP VPN Client AdminTool (cp)
has been successfully installed.

Click the Finizh buthaon to exit this installation.

< Back | Finizh I Caticel

t dmk @zts €

Lls Odats o b dgdpdZY flstcOlsd o dzr 2 § OC juld difs MO e L Wi jdet
s 516 dzj th @S O

e make inst .exe T zlsd dz 5 @GO dzH dets 2 Milstets § off daindz O dfigay 1y @ adaflz
W02 0 fsd Lo Olsj dw

e pkg maker.exe -zlsd dzdtsOW d yj MSEtsets ddzlsj teW j 2 MO Hddzvw
fsdzdlsdSd, dsCOd d'n dOmistetsy $ d LdsoziPdsq dinrw, yd
ColsstcOW o L ' snnkesinstzelked dzd Is iz

e wversion .txt TIsjCMmlstsar 2 WO2dz, Mhjicy@TE2 o jtcds
o oM sdIcGOIlsj dz' ddil § it QRdz ®8BJ My Jj yuj dedvw tOBSIST |
1 Of AdgenttsH j ey dls Bmdesode” §J W O2dzr dJdzilsOdzdzy ststc O:
e VPN_CLIENT_WIN2K.msi 7 MSI-B O Lddizls O dzdzw (BI® ic icroSoft Installer)
e VPN CLIENT_WIN2K. cab T R tc O dzd ddd@2jdz&s dezd § dzls O
e sysdlils .cabi RtcOded dzd M j Miglig,ls j dBjdas -~ S H § diyd 3 dazls @w
1 Of SEXfysH j ey d s

e fMdzzy jBdZ j WO, dzj 5B RSEX@ A ¢ ex@udipn stipets 6 ¢ d
feskslsagnent, L OHOs hdn § OLOd] Is eSFX-O el 4.0 OF &
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6. 1 zM2eow k! BWEYBEZ2A

U j R odzts ddBSeE MY j udo Ojls Oklsjddsd¥ qcoydys, hdqWse O
%O kttoe dj fj WRifHORejAsjtsBr. 2

[dv t6j OdzdL Oydd {Isdn WBaizlzj 8 7 s § dg® dzis & of 6 dzddzd s j dz
qdz steBOydY, CulsswoOv f shKBo dvd s 2t 0S| Malfeakl
e zOMse OdzdzOY sdzdlsdC O L Ohdlsr .

[ dzv Okljdsd¥dsoydd oL Od &3sH j 2 kbl Chydjn  dij lssstdiada difo
dzj CslsstcOW OklsjdasdW ds OydtsdzadzOw d daW¥ stedzOyd v .

OS2 OkljdsdWdqSOoydodiznd sdal stekoydj 2
e fjHEMsOdse dj ddzr 2 ( tcPreshajedey)dsr 2 ) § dzs y (
e MittbdW SOl MisOdH Otls® m. 5009 .

RAZj ¢ Ismvw dzj S Blstste’ | BeteOddyd dzdvw fted twWOBtslsy M 60O
(Extensions) , SCwltster j §fd3iydidr ¢0¢ Cwdlsdyde j. 1 IsOB
cOMmh dqtoj ded?2 Mj b B FLOFOBEZHEIS tOMYf 5L dzOe Ols! Mw
ltesHEZSC s, Jfdzd k ddr EfMlsOdso dzj dz ftedL dzgOE Ctedls
BzuEkls ftedfmkzlmsotso Ol Htokzedj tw©WOMh dqtojddw, daj ¢
Ctodlsdyder j, It IsOCts2 MmjtelsdW &% @lslz. dzjf sy Ml HerOyh d
skmMkzlsMisezjls o IsOBdJyd, dats wodw jlsfqw dzj CtedlIsd ydz
dmf sdz’ L lzj Ismw.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

dzdw L dzOyjdzd? d §odzdzr 2 My dMmsE Certificate

{1dmo
HsGC Zd3d dzlsi Rfp@tods2ed.rg/himli/rfc5280#section-4.2).

CSP VPN Client
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7. tyJHiEZfGedz 26l
tcBdzyzB Is temy J W
dzdzw h Prshargdey9 Is
teff dzff | 4+ v  (hdk@inBR Iz ¢

Z B O3
sz B

szt tesdL o sdz! dzOW  f sdzj H s osCds dastEzs s ' B BIO? Isis@f d i) C

gL HOI! {ftojHEMisOAase fzRuzigtrPreshared Key) dzts ) dzts tc OL dz' d3q
My s OdRd. wOWL Of fiCHsEsd WOk dieky ftsdL o td
ftsmdjHse Olsj dz datsyls! Mg dso sdztso .

RBY Cadu@ dsdWdsolsste, Memisswh d2 ,d L deepistfaddpt d = B
" d HBdzy jde dzOyd dzOls’ v M dzOL'Y danO R d ey o ©  d dzq
l ed ki UQdHE): §jHEMisOdsso dzj dzder 2 S dzv y L OHOdz dzj MS ¢
fjtcjdesf o Isjdzj Sz yO BEHjIS { ©SDIOK @ jdE sdp & d3w
oSLo Y@ EHO COLjlsCd) d bBSCHO ftod fsHEBIEOC
fOklsdzej 6O HBdydd B'Ils! dhMftsd Lo Od 1ld fddo tsdr
RBY ftojHEMsOdss dzj dzdgscts S dzs yO dMitsd Lizjlsmw:

e fted YoHEEkBoGC ] dJdMsOdkdY ydeddses 00 {6

e ftod MBLHOddd dzs5C Odz! dzs2sdLBYPI IS S d B j L 5§ OMdaets
9 Mistc AUtBNEethgdP r e s har ed ShaetikESaecretls |

etsL HOdzd )] JdeMlsOdzdzy ydsdzdzese s f OC jlsO ftsdz' L tso Olsj dzv
L IsOf ts9:

e OHBdddMistcOIstste B j LY OMdetsmisd d dzd 1 tsddzdetsd Ols j
Cdz¥ y

e OH®&BJdd fls B ©f dzts

Ml o
fsddlsdCk BjLGYf OMd

qs

/o)

Hjdwjls Hd&Y ftdz L tse
(M BO&H o BLOHGsdzdjjf o W

{ Ofmdzets mlsfaizd s tsdat dclzte
"l tsHGEBIsts9a § O ddzmls dzsets f OCilsO ) fd3

e OHABJdzd MistcOIstste BjL s O fMlsd dz0 Metsjd3 OB Y
make_inst .exe L $ OlOdzsc O OH i3d dzd Mls LPistH s dasdzisds § P!
BEHjls " HOdzip] MisesBBljdBE ydwr 1 Ists?2 CdBOdEHT S
ECOLT 90jlsmw ddiv ddzfls Odzdzy y d s dzdztsfayy W 02 &zO@, d
ftoj HEMisOdetso dzj dedets e 5 € dzé yO, Sdzvy ddzd W 02 dz,
make_inst .exe 8 1 Istsd3 Mdzzy0Oj dd3j J Is(f f§ezfecsRfAET @1 y
1 tod gzfs dzd d Is d davhke Anst.exe™):

Zs€ Odz! dzs? f sdzd s

fte]
d d
L s
ydqms
fn dzts

make_inst.exe -0 SFX file _path -1 LSP_file _path
T kn <Preshared _key name>{ - kv <Preshared _key _val > |
- kvf <file _path _Preshared _key _val >}

o fSHG S dzgaliptizO Gzdzy \ s dzdz’j oy W @2 df ff tsklzdzv j o3r 2
] tsH@GCSBVPNClient, § jttmsdzOdz! dz" § dzOfmlstets2Cd, dz
BjLtsY OMdzstg dzd MistcOlstste B j L 5 Ofdetsisd 4 j toj H
fsHEBIsso dzj dzgdz’ 2 ddzMlsOdzdzy ydsdedz 2 § ©OC jIs, fy
d dzfls Odzcdzy yd s dedets g s W ©2 dzO.

Cts
s ¢
0Jj
ts )
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8. GB Isy)y tsB MRy

szB d3dzy Y22 ff tsts
zin! 24 dz?2 dzdzw
%
2

J H
]

dz2
s

O T g

]

H

B
MmMz2 -2 dzB 2B dz? )
d3nakeinst

NGO NG

[fdh jds Ho O fMyj ZOted” foHEBIsEe Cd ddzflsOdzd" yd s ddzts
Okljdsd¥dsoydj?2 Mststsd @O St s 7 ¢ds yon (M
wjCtjlsdy 2 €z y o tsdz fiylaseoblsh iy |, s s sty dsz € dzv yk .
ZORBHdMY o StsddsjR2agitejqdsj jls Mdsydks mMtkCliztlk

Cdze yoO MtsHjteydlsmw Mdzkzy jB d2OWw dJd¥W stedzOydw, dzj sBrts
Yyj zsmlsdeslsd ¢ dzte yO©. Clssls Ctsdzlsj 2 dzjte? ddf d fiyle jdatsj .Is iy w
stdzisj 2dzj e syl dZOatsHdI! MW d&zO dds§ Dipbddasdd ¢ dz¢ uJ
COQ-ﬁZqOBBtS o dzj M dzj A3 § dz¥ UJ o 53 wiaiisigzerg Is to te@iats dsd3§ 2t
eToken Htc.

HYyj dz0tedd lsdadyoOslsmw Isjd, Skt MELHOjI Cds yjolks
fsdz Lso Olsjdzv d dz@ S OStd § dzs yj o tsdiciggsid jsi§ dzj dstcOL «
Cdzt ysdz ftsdz’ LsoOlsjdzv, oL BsSYdO dqdzd dzjls ftetse j o€
fsdz LsaOljdkzvy d MjCtejldetsets Cdzs yoO, Csfdtelkzjlsfmy
ot oatcj 3w ddzfMis Odzdzy g d f dz@z' € t=sdgtPiIsy] lezw .
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8l. tyMae! ¢ Isyytsem?2¢

Hi2Mlsedw 5 MBBLHOddY Cdz6 yjots2 §Otr, ¥Wsttdid
gq¥ SO0 fcd LsoaOlsjdzv ftesdLotsHWIsmw OH dd dzd i
Jbdz" BL O] s dgO s & djX diz 3 detsh) dls j dzO§ teHfdRY Jels Iz
Token.R dzfIls O dzdzw ydw Mmuydlsr o Olsj dZ¥ R dzftf Iff ®)@d2OY @ v te®OdzH N

dis’™ o @ls Ld* yjo 56t dissheldstilsiil Gbts CSP 3.

IlIssd3 MygpsdzBsd dz0 ftotso jtcC O fMtslse jlsMmiseadw MmjtelsdW
JCtegdstelz Cdzs YO ot otojddW ML HOddW ddzfnls ©dzdzw 4 d 5 dadazt
Ctsdzls j 2 dajHiclfs cfis dztlzfd B o 2@ L d,aBlj joj frplsic o toj dz3¥ EMils Odzes o
ddzmlsOzdzy yd sdedes s W O2 dzO dz20 Stk ¥ sjtej] fsdz' Ltsa O

{fdhid Hi2Mmisedw OHMB]d]NstOlst®Q dofedtsf Ofdtsiisd {

e OHMBddzd MIstcOIstste BJj LS OMdesMmisd § sz yojls Bls OH
MitesdW¥de Ol fod Lo Olsj dzv uf stistesdz]j act¥ s jeidls d W
(Trusted CA Certificate), + S M stclsdtetseo Odaedz" §j o W @2 dzr . [ o3k
Csdzls j 2dzj 6 M Mj ¢ tz@Odz o ddzj Hadefingiisds dzj

e OH®BJddMistcOlste B DHOHIRH dfefisd. 5o Ols j dzv  dzsC Odz' d
BjLGY OMUSRls dt A d M o O Is(i dssi dz@'b WA mdD dzd | dzts € Odz
ftsdzdlsdSd BjLBfOMdsMisd. s)sdet JekzteOydtsdzdze 2 ¥

e OH A dzd fiyds teBOQjlsLss f OMdzsMisd dz0 Mo tsj d3 OB SYJ B3 dEd T
make_inst .exe.l BBfydws 1 Ists?2 CBREROdHT ESOLT™ 90jIsmw
¥WOo2d40, k! ¢ dsCOod dotdkz mjlsdW¥ dsOlsz d ¢
LSP,d 3w Ctsdzlsj 2dzd s© m Mmj Cted Isder d3 € dB layisdyr ,dz0O, ¢ t
ZsC Odz! dz" § dOMmistes2Cd d Hts.

e jMmdzd fted ftHEeBItse CJ] ddznleCard®of@fitsddgze € 5 W O
Msslse j IsMmise dw fifi jtclstel W IefdtOds® ddz¥ yO f tsdz' L s9 Ols
Csfdotse Odzd § € tsdzls jQ0H; Oaifhake lintst .eexeBtizeH | Is
fdzy Hiz¥ (f e tc SiBlsab@d Is § d MiOdaPdzte 3 Judiddddzd Is ©

make_inst.exe"):

ST Bass
:%Q—Q—

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CA file _path

-u USERcert _file _path

-uc USERcert _container _name

{[-up USERcert _container _password ] |

[-ufp file _path USERcert _container _password ]}
i cs Source _container __name

e jMmMdzd ftd YoBHGEBISS Cj ddzipl®O @effOdgefadfdiaifisc 5 W O
Ml j sMisedw MjtesdW¥ dEOlO d Mj St lsdasas € ¢
CsfBOdzHj make_inst.exe HBYSdddlsj dijdts ¢ &
sfydd:

I chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN|

[-uafp file _path _USERcert _container _password _ADMIN}

o MEM Mokt ls Htekecdy HBYfddlsjd d'j tfydd,
foslssl sdzdctse Oded W OfJddzs ot iRkt ff ted d dzinls @BREZY yd
VPN Clientz € OL r 9 Oj Isfqw ¢ ydw:

-a /1* file _log .txt /i
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e fHEIEY dielipzO&dzy ydsdzdzr 2 W O22 dz MsH jteydls dmy
] totsH@GESB VPN Client, 1§ j tofsdzOdz dzr gzts ¢z0 fizly dsbe®] saf S Iz
BjLtf Omdshisd, &sCOod dr 2 ] o lsdisdq s vins i
Cdzls j2dzj 6O f) MjStejlsdy o Cces ysds sdz L so Olsj dz
OHBIddMscOtt B LY Ofdsnisd §jejHOjls §sd L
qdzls Odzdz yq s dAgs Bls O Gl , gL o deils Odzczw y d ts dedzs € 15
Codzls j2dzj 6O f) MjStejlsdy 8 Czs ysds § sdg L s Olsj dz
detsiydls j dzj , ,eTOKpMGE Rdze ] 2 dzj t6 H s dzy | dff Bdzisy tsdf @ lisjj de
f5 LOMdkzkY do O " § GHzGHatoLjde d v

Il Mmi mMoseh jddw, or HOs O] di3F i mike v tcdd dIflFdasQ | fizfis i dzid Js s
tcOBtsls’ , WY semak®ihstz log . txt ted COYHBAHR MtsL HOdzd d
d dzfn Is Qdfdedzdzts ¢ s mak@ halzOlog . txt § jted f dMr)o Oj Isw
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82. 1 dMmMfC Isyyssem?2¢

uSLHOd]] Cdvyjos?2 fOL' J Wethkdese Oddj L Ofsmo
fsd LsoOljd" fosdLosHYIsMY OHBdddMscOstEEd B L
CodRf' “bjt] §od Lo Olsj dvh Mjue i dsds dti §Ostzlsy Qddzj O L ¢
S Od desds Cdzs yjotsd desmdlsjdzj StdRf: ¢ljwed fad L6
Gz SL By 20 fese j6CO Moslse jsMisody MjlsditdsOlko f
Cocfdese Odzed j € Bdels bwPEG I Mbz o] dj fesdLosHdlsf

[ i 2Ms@Hdd dzd MiscOlste® BjL s OMdshsd 6 {lssdz fyj

I

OHBddMstcOlsste BJ L OMdesMmisd ddzd fsdzt L 59 0Olsy
MsLHOjI Cdzs yjobky Ok d Wtedsdqtekzjls L Of tetsfy
fsdz Lso Olsjdzv. wBLHOdzdzr 2 L Of usitishh sty jtedr@ § Is W
Aj delstce® MjtelsdWdCOltsea. 1ltod 1 Itsdz Ctsdalsj2dzjte M
fsdz L soOlsj dzv t©OL B MNOjIsmw dzO0 dzts§ @ dzindrte@ ¢ dzs
CedRf ! slsjtey ¢ cdzlicHde@lejddzy { ssls fzdSls S dmMOdz
" S H OCzify uyj ots? o OW stedzd tetso Odzdfj teis@ff f € B dzO
ftsdz L 59"0lsj dzv

OH®BRJdzd MistcOls st wup dE® s jjENjizs e s § sdzkz yj dedz
LOf sk MSLHOjIs dstod d 2 Mjtksd¥deols §sd
WO2dz. swtodzj o s2uHftpjntslsd Y dc™U @ Hz|s @F@sted CA Certificate)

5OCYj {CMmistdkjlsm " o W0O2d oHBJd]hHstOlss
fjesdt SO0 s OH&BJddMsLOlELO ¢

OH &3q dzd Mls 6 O'ls s Mis Fr BYdEM § sdz' L 50 Ols j &2 dZs5C Odz d
BjLsfOMdshsd d L Of i@l i i Oozdy O2tkS Odz' dzts

ftsdzdisdSd BjiLBfOMdasMisd. s)isdev JelzteOydtsdzdze 2 ¥

OHBJddMstcOlsste B L OMdesMisd dzO Metsj d3 OB Y
make_instexe.l tSfydwn 1 lsts?2 CSBOdHT ESCOLT 9 0OjlIsmw
WO O, k! ¢ dfRCqoNd latis delz uindj tdlsj tels W d C Olskz,
LSP,d 3w Ctsdglsj2dzj c©O M MjStejlsde dg Sz ysdg dz0@ € t
ZsC Odz! dz" | dzOMmisfcts @O daralfp instic.exelzC OL " 9 O8 Isfyw i L
 sHtcBlsasdg tt QM OHDd dzts ) | dzds df dathhe AOnst.exe"):

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

[-skt {exchange | signature }]

{[ -up USERcert _container _password ]|

[-ufp file _path USERcert _contain er_password ]}

Meh iMookt ls Hiczed] HGT sSdzdzdlsj dzf tesf s & dpd ©f s 9 @z
mMelsdo W Ofllez log .txt f tod d dzfnls CERXPN Glignt
ECOLT" 90jIsfqw s ydw:

-a /1* file _log .txt /i

f SHGBIStso dzgelipdzO Szdzw ydtsdzdz 2 W O2dz Msu jtey dls dmy
1tesH@CBYPNCI i ent, {J tefisdzO ddztdfr Qdz' fidgkiyds s s R 1€ d

BJLGBY OfMdesMisd, lsef¢ ditsjCtOlslrf Wogf QRO fj slsdW d ¢ Ols Mt
B Mssf sdzsy j dedw Ctsdzlsj 2dzj 6O fp fj Cto Isdzr d3 € dz#
dHBIdzd MstcOlIstste BJjL s OfpdzsMmisd i HOjIs §Bdz L
ddzmis Od=ddgdzl 2 § OC jIs, Msmisswh d2 dL BHdses ddzf

fsseh jddW, o' HOo Oj ' j mike B toed defiydasq j fpfis f dzif Js

tcOBsSlsT, or 9 tsHMdkdninst o log. &R dff cd S OYHBAER MtsL HOdzd d
d dzfls © dzdzw y 5 dzdmske st M dz@  jtoj f dMr)e O smw
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9. v dg?By Y Isdzff d3i dz2? y
2lskzB digdzy y2fsts! y te

fJsfcmydy sy

[ d&zv ML HOddw JdifloQdgdawsyd sidady Btsdz) "sets ydmdzO f tsd
SH s o toj RicdetedzOG O Isfyw  PBHYNSAR dz's0 Gl L oo QS izl ks d dz
make_instexe. 1 Odzj i Y d MO AT-W B st dz/Is@ Y ff yizatzOted i 9. 1 O
Csfigf ! 6 Isjted OHBJAddMtcOIssc® H B dy OO B @ O st oH O dzO
fsdz LspDisjtz { sisBL f O BHOY,F flHs s sue™ g OdOMY 5 o d3d o
f sdz' L s9 QIOjfdejdyjad €\@n client, o dzf D1 §\tpn_client\alice d
c\vpn_client\bob ( @ Oy dzts, ylstsB"™ dzj B '™ fz2BY)t. & Mis & WsrFdRdz s H S5 H
dzji ¥ dls WdlRedzert, O 1OCYJ HdV dgj Sclster o Myjcedicd j o
Isp.txt d pwd.txt ( f Otctzg@ C sSdals j 2 dzj to) .

Hyj &Z0ted? {Issd Myj dz0tedd Codalsj?2dpsd M €y Gz dzj
gz t 5  2Mls &2t dfOUBEX-N]O2 dzf ¢ ZOfi@fsHds dzo L s Ols j dzj 2
d d3j dajpaglient.exe. 1O C Or  sdz! dzjsp @Olis jalag ROdz! dz" | MmjtelsdW d
RN sdz L izj ISAM]j BB dHzd C OLSPH dvH dgd)j & §sdz L tse Olsj dzj 2

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET LSP_PATH=c: \ vpn_client \ Isp.txt

SET CA_PATH=c:\ vpn_client \ ca.crt

for Ir % TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient .exe -c¢ %CA _PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEX %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
RN sdz L 2 sw Mdzj HEzE hdj dOMistes?2 C d:

TEMPLATE DIRT f Of,C G0 € tsls stdftds2H fdRffSafls L 5 DIs) tzls! Hisdzy j dz
BJL fttsBj dzso .

MAKE_INST PATH §f k£ 1§& Is d dzoidkg_inst.exe.
CONTAINER_NAME i d 3¢ tsdgls j 2 dzj 6O

CSP VPN Client

Copy r i-Teha CSE2082010 24



CSPVPNClient3 . 0. widVcdfy cBfjjd? 52 Iskzfme kg fs

LSP_PATHi § €58 h JLSP.
CA PATHi §f zls! h g @M slsdW dC Olskz.

i’ d HOdjj "Makein@allsionSdsmipigle" 58 5L dZOYOj s by jh dat
9 j toh j t4Ahkerrorddcured"' 1 ylsts ftetsdL sh dzO0 tsh dB C O.

H
o
Yj dzOte.d 2R B szt L b jisOeieay h oCHsjdgls j 2 dzj ese ) Mj S tej Isd
& yOhd ofMmjn f.8dydbmeOdSE-tEp2 & ¢ zOfi @fshy o

sdz L 5o Olsj dzj 2 vphdiient.exedsPogH 8 s dz' L 55 O gfijz ECA
jelsd¥% s OKSPd fo ¥

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTR\ container

SET CONTAINER_PASSWORD=somepwd

for Ir W TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe -C %%i\ ca.crt - u %%i\ localcert.crt - uc
%CONTAINER_NAME%p %CONTAINER_PASSWORD%%%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto: end
err

echo An error occured

exit
:end
echo Make installations complete

1650 " qgOMis s S d
CONTAINER_PASSWORDi 5B h 2 f Otetsdz .

4 yJ dzOte.d IJj3 k& Mndas@dwd duyde dzO0tc d tdet2 sz yOJ d3" § W O2 dzf
SH O] 8 d i3] de€etdggdme.exe ( ¢ msername fMtso f GsH G o d3j dzj o3
fsdz L tso Olsj dz2 M§ 52401 =iczexdsE dffob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%
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for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -c
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_PASSWORD846%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
Hj BFX DIRTJ Of, 908 Hz2OH Hlddgirz yO F G2 gizr

1

4y dzOte dI2r fAsdzdzy j smw  § tod s ~yloity diz frpdzaftpuj9dz@ O H 522,

fOf §Fd L tsoDtst] savdzd Is | dz! dzts perty, d Ish ¥HQ2tals ©Oh 2  Ote s dz!
Ctsdzlsj 2dzj 6O HdzW HOdzolzse 5 ff EdBGLHED @IOPEW .2 SsEiBjL ot
EMisOdzO o dzibes®@ ESPVPNClientdL § SHGEtSIstse dzj dzdzsets Hdzv  dzj G
d dzhmls Odzdzw yd sdzdztse 5 W 02 &zO, Iss tsdz BkzHjls MIlsOadls! mw
cimyvpn( fp ftetss § dztsd3) :

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
%%~fi\ pwd.t xt -1%%~fi \Isp.txt -a"INSTALLDIR= \"c: \myvpn\"™) &

(if errorlevel 1 goto err)
goto :end

err

echo An error occured
exit

:end

echo Make installations complete
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10.t fJHYfEf cdzB 2 tslskzB B
tcBdzyzB s tof daf | + W
2y MmMay CisB

U Isd dzgfdg Omaker.exe f tcJ H EMIsOo d&zW jIs OH Bddzd MistcOlsstelz B Jj L 5
GteOW dud MS d2 d ddipg e Q v HAw S Odz! dets?2 fsdzdisdSd B L
ZOMsdHEgistH@ CGFPNCI i e nt O dedifganusHO dzdzv y iff @ Gzflds © sH dzw
fsdz L s Olsj dzw .

lted fsHetslstsaCj dJdmMlsOdzdzy ydsddtsets OS¢ jIsO fsdz L s
Preshared Keysc s OW¥ d yd MS d2 ddzlsjteW j 2 Gtoj HsMIsOoadzw jIs ot
MSLHOdzdz 2 Cdz¢#y dqL WO d&zO dzdets 9 jMmisd jet f € dzO

sftejlsdy 2 Sy sk Lo Ojdv, Meske jlsMlsolksh g2 &
GORBHlMY o StsddsjRadgitejddjjls Mdsy dzt MstkClkktl
Czs yO MtsHjtey dlsmw fdzizy j B dzOW g steBOYdW, dzj SBA TS
yj esfisdzsimlsd ¢ dzf 2@z t6C Hzfpls v 6 ezl sy S O Odzs G tsdg W O2
Stdzlsj 2dzj o6 BB J ISt M2PRBEzfD Hatdeds o dzj " dzj i3 ¢ dz¥ yd ot
dsihdlsj dj, 06 kit s tc s dadzatedokeh dzs o .

Hyj ZOtedd Glddyoslshv kjd, Skt MELHOjls Cd¥ yjolkze
fsd Lo Ojd" d d&O COStd € d® uj o tsdy mdpts fed Msjdazids tc OL
Ces ysds fsdz Lso Ojdv, oL By dzO ddd djlk fse j 66
fsd LsoOljdv d MjStjlsdses Cd¥ yo, Csfdekzjkshnv d
fl sHdset € dzt yj 90s GHue kpdiRd lsojtaizve tal dzw  d defls O dzdzw yd d ¢
fsd L 5o Olsj dzv .
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10.1.f Yy mMe+ € Iyytsem2¢ tff JH
P lszBd3dzy y2f ssf Hif tcB
Eytskz2a2dzBYy23<¢ Iskz{f m

IMmi Hi2Msodw 5 MLHOd]® Cd¢ yjoets2 ¢ Otr, Wtttdd
Mittld¥dS OO fsd LsbBs | & B ik ®@bttctsd vd. 1 ted
Ny Ctoj sdgr BeDwztZy B smw dzO 9dz;h dzj A3 € dz¢ yJjedokedy dztsfyd
HdMSCjlsj. oHBJddMistcOtste BjL s OfmdesMmisd §f sdzzyoj ls
fsdz L 5o Ols flzgzh dzge@® dasMif{tsy eAF dslz © H O aztizis d3ts i aptp dzP et o J
ftoso jfiafdds o j sMisadw MjtesdW dCOO d fMmjCtilsdesets ¢ dzt

OHBJddMscOsLO, O KOSy MSsfdise OlstH Gisdas | 2 dzj t6
des i lsdp@izvH e ¢ 52 1 (EPY BEH G o toj &Y ddzflsOdzdzr ygq CSP

JUdhjods Hi2Mead@bstc@isdREO BjL S OMdesMmisd 5 ¢ Istsdskz

e OHBddzd MistcOIstste Bj L OMdesmisd § sdzkyojls Bls OH
MjtesdWde Ol fdz L so Olsj dzv ufi stistsdzjj st 8 Eidls d W
(Trusted CA Certificate), { S Mt stclsdtetso Odedz" §j o W O2dzr . [ 3k
Cdzls Je? dgj MJ € te ] Is dalz@y df izt BB dets M d Is § dzj

e OHMddzd Mistc Olststc BQYLEAIYCOINdES fildddd ded Iskz e OW d Yd ME t
1 EMiC) tetsc tc OBZBSP VPN Client  AdminTool cp i Package Maker

e M foodsh's cOWduimMEtsets ddzsj te¥W j 2 i ® O@1OEGddzd M
Hodzw fsdz ¥V seaz®@&QPdz dzzs fsdzdlsdSkz BjL B OMmdesisd
ddzmlsOdzdzw ydsdzdzs g s W 02 dzO, (lzls' ¢ dddwC Odz' dzts Bz
Ctodzals j2dzj 6O ) MjCtejlsder o3 Sdzs ysh dz@ Ctsa3f! v Isj
ZOMstes2Cd d Hte. dHBJdIMswOste BjL S OMdshls
Hozw sP B H j dzd Vv fistisdsjotg Isdnlso dw Mj elsdW¥ dS OO d fMmj
sOCxJ Hdzv CtfditseoOdedw Ctsdzlsj2dzi sO©. | Of t5dzded
ddzls j oW j 2 MO, OHBJddMistcOlsste MtsL H O jsis Od dgifls © dzdz
CeOWduimMSdds ddalsj W j 2 Misizy BiIOY i O de® € of 2 tc @ dais j dz

e ML HOMMNS Odzdzy ydsdzdzr 2 % 02 dz MtsH jlicty tf SEEHE)  ts dzck
VPN Client,  dzts € Ofizts deff kedjSLias f Ofdzsmls f, dzsC Odz' dzr 2 )
fsd LeoaOjdv d w¢ Mjtlsdy dC OlshH dfd) daffisszOs i
B OffdesMisd §jjHOjls fod LcoOlsj ¥ §BSHEBISES
fOCsMsswh d2 dL JddhsOddy ydsdezscts ¥ 02 &0 J
Cdzt ysdz ftsdz’ LtsoOlsj dzv dzO o dzj.h dgj d3 ¢zt yj o sd3 dz
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102. 1 2 M € Ibyytsem2¢ tff jJH
P lszBd3dzy y2f ssf Hif tcB
BWEYBEZ2R2dB Yy Cls¥sfgf In

4L HOdd ] Cdzs yjos?2 fOtr d Wetoddioso Odedj L Of tetsmO
ftsdz LsoOlsjdzv ftesdLotsHYISMW OHBJddMistcOlsstetsds B j L
CoRf ' slsjtej ftd LsoOlsjdw. lted LIt Stsdzlsj2dzj o M
tiiMmMd®) Ctsdiyfj o] sz L 5o Olsj dzv . otbL (R BOMYFHOKE Y O
fstslse jsfisodY Mjtelsd¥ S OO ftsd LsoOlsjdw d fjCtej
OH®R] dzd s tb@IEMGO,dzj (S SebBezdj S tbdzls HBEBRPW & ZdsLs 2
Cdzt yjots?2 desimdlsy dz' .

rd2mlsedv OH@d ded MPeBdNESEO fosi U tsfs @3z My J 2O d * :

e OHBddd MistcOIstste BJj LS OMdzesMmisd ddzd ftsdz' L 59 Ols g
MSLHOjIs Cds yjoky 0Otk  Wsttddtkzjl LOf s
MjidWdC OO ftsd Lso0Olsjdv. usSLHOMGE 2 LOfEs
vHEsMistse j e @ M@LEHJ ) ted {Istsds Ctsdzlsj 2 dzj t
Czs YysdE ftsdz! Lso Olsj dzpv | oDEAB] T OBEMY kg o] 1 sdz L
] sHictsB dets  Istsls f 2dzS s s d fi) ORVUE"wots L} He@REbdN] dadlsR o
fOter d Wtthdtess Odzdj L Of stehMOsezOfgelsd¥ ¢ Ols

e OHBJdd MistcOIsco up jsdg® sy j o @@ s f s5dzkz yJ dadz
LOf sk MSLHOjIs dstod d" 2 MjtksdW¥deols §sd
WO2dz. sBtodzj o s2uHftpjntslsd Y dc™U @ Hz|s @ @sted CA Certificate)
SOCYd Sy tstelsdtelzj smMw o WO2d. ¢ HBJIRDISICOE s
Mdelsd¥WdS OO tsls OHBJddMistcOIsstc® o o

e OHABddd MistcOstste B LT OMdzsMis@Y zBEC @ P s Hls § ezl k2
CteOW dud MSsets ddzlsj W j 2 MO:
Start 7 Programs 1 CSP VPN Client AdminTool cp i Package Maker

e M fodsh:s cOWdyujmMitsets ddzsj teW j 2 i ® @@Y d&gd dad
Hdzv fsdz LiseoOlsjdzv dzsCOdz degzy fsdzdlsdSlz BjL Y
d dzlls Odzdzy yd sdzdetse s W O2 dzO, f kzls! ¢ S Odz' dats Bz
Csdelsj 2dzj 6O M MjStejlsdey 5 Sz ysds dz@ S s ¢ Isj
ZOMistes?2 O1dOfdsdrdef ® o fMj oS ZOHSIW §BHOIYj M SE s
OHBJdd MistcOlsste ML HOjIs ddemlsOdzdzw yd sdeder 2 W 02
qdzls j W j 2 sz s d MOIdzO0Wd o Mg Azjd dzls j teW j 2 ip"

e fSHGBISSS dzgalipzO zdzw Yy tsdzdzr 2 W O2dz MtsHjteydls dmy
] ©tsH@®CSB VPN Client, dzts ¢ Otfizts deif kedjStef Ofdesmisd, dzts € O dz
fMjekbd¥dC Ol fd LcoOjdY d s¢ Mjlsd¥ s ols,
dHBJdzd MstcOlstste BjL 5§ Ofdetsiisd §jtejHOjls §sd L
ddemls Ozdzy Yy sddias BistfOC gk, L tHdsets o dzfifls O dzdzw y ¢
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103.1 MBr2h ylsdz2 € 2tk May ¢

1tod L Of HfyClspkg tnisker.exe (1 2ME 1 tots @ te O tgBSP VPN Client
AdminTool cp - Package Maker ) slsCtor 9 OjIsfw tsCdets ¢ dzOo dets?2 W

[
| ZO9 dzOW W sttdBBO ftojHMlsOodzw jIs MsBB?2 HJOMSEBSos]
fMtsL HOASP|s! Hj dZOIs! dzsC Odz! de' | de@figidntistd? ¢ d 5 dedzmBL W O3 @&

EESP ¥PN Client AdminTool cp - <MNo nam = 0] x|
File Build Help [
auth |Rules | KE | PSec | L5P | Settings | License |

Set authentication method parameters

" Use preshared key

A certificate file: I

User cerkificate File: I

User containet name: I passwnrd:l

Key type: [ autodetect |

User identity tvpe: IDeFauIt j value:

[ check consistency now

Containet narme: I " | passwnrd:l

| Copy cankainer

Source conkainer name: I passwnrd:l

Make package. .. | Ezxit

t dmk dzts €

stcsdzgj Istsets, 6 dzOo dzOW W istcdzsO MHjteydls [ jdeg d HoJ
] CZzOHCd ¢ dzOo des? Wistedsr ftoj HdzOL dzOyJ dz" :
e AuthiHdzv L OHOdw M tsmMtsBO Oklkjdsd¥deoydd Mmist
e RulesiHdzY LOHOddY JtOQoddadmMttPd $Q 0B tCOB SISE
e IKEiLOHOddj 1§ OtcOfRF Jsmdsdrj dzkE
e IPSeci L OHOdzdJ ¢ OtcBedsfiyts foisd dzf &d 2
e ISP ftetsdislste d tjHOCIdtetseo Odad | dzsC Odz! dets?2 f s

e SettingsiL OHOd]] §ORECHFsLadicts Odpd Y sy § df 2
 d3ts dzy O dzd ¥

e LicenseiL OHOdze O Btetso [ dyd dzL d d .
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fidzg fMsHitydls :Isted ttOL HJ &zO
e [ OLHRlezd &3y jls Mdzjulzehdj ftojndtsyjddw:

e NewProjecti slsCter 9 OjIs dztsor 2 Tt tdstds] W2 dt tots jisGjlE Mis t
WstedzOlsy M tOfist,d ] ddgldstesd3 B 2IPJnls L Of d ) ©dzO
EMlsOdztso dzj dzdzr dzd  Otec O d3J (s tal@=EJO da’ sdzr o B dlz QB friflsate (s

e OpenProjecté 1 sIsCtcr 9 Ojls Mmikh jmMsoaks h d2 (tOdzjj Mt
e SaveProjecti MsrtcOWY S KM iMsMisEisdzdJIs O

e SaveProjectAsé i McrtcOW] S EMisMissf iz CIsO o ECOL O
WOo2d

e Exiti 9" n SHGUH L
e | OL HBuild d d3d J Is tiste jdetsdztsy j dzd 4 :

e Make packageé 1 tsL H Oflziffijls O dzdzv y d ts5 dzdzticdsts @ESBY/EHAO
Client ( 0 dz0 dzts ¢ d y ddtakelpdptsafes..]).

e { OLHHefzdd3j jIs Isted f§tej Hdztsy j ded W :
e Contentsi 9" L " 9 O] blelpsifdiisls j d3¥ ) OC Isd Cabtertst 9 € dzOH €
e Indexi o’ L' 9 O] blelpsifffigls j &3 f OCIsdoladesx? o € d&zOH € 52

e Abouté i slsCter 0 Ojls 6 dats, )ts HljidasiHGER Cjlgjo jde@des Q dzd J
skt MBsECd, Ssfdw02l d dscslksdf € 6di O da

ANzdC ydsdzOdzt dzr § Cdetsf € d:
e MakepackageT S detsf €O Hdzv ML HOdad W d dzgfls O dzdz y d ts dzdat
e Exit-a " 7 SHGUH L

103.1. m{ dze & dBtef BBy yd' y tof dsy S

I i Yo dujMSset ,ofdbEEER HOsosHdlshY &HE Oy C g
fsHj oy O! § Oyl cE@p@nOd] d o &.sdiyfj Miskeds Chd do t
dedzstedelky Isimw .

[dzv ofMjn HikedDo jfrisiged W Bddo sd Wodvjlshv L doyd
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10.4. | dzdzB J demticafiamt h

] CZOWEhd tcj HdzOL dzOYj dz©@ Hdzv o BStcO @I IssHO Oklsj dzls o
dgHj dzZlsd¥ dS Oydesdzdz" = HOdzdzr = dz LtsoaOljdzw. 1 BHH] TG
Ozl dzlsd VW dE O JHSHESTHI clsdW JC OO fls @drdOtcls©O m. 509
Tt HEMIsOdzs o dzj dzdzts &st3  (§ tdBreqHRjedA¢ey) i35 6

1041.1 ¥y S22 B2 dzB Y2y M2 tof dzf |

1t OkbjdsdWdsoydd fiststtsd fted § sdBsh d MmjtesdW d¢
fjtej Cdz® yOlsj dzr o dprsfitetey j dzadj Us e

%ESP ¥PN Client AdminTool cp - <No name -10] x|

File Buld Help

suth |Rules | KE | psec | L5P | settings | License |

Set authentication method parameters

{* Use certificate £~ Use preshared key

4 certificate file: | CiCertificatesical .ort o |

Lser certificate File: | i \Certificates)agat, ort

Iser container nare: I REGISTR'fY\Fagatl passwnrd:l okt

Key type: [Autodetect ]

User identity bype: IDistinguishedNamej value; |1-2-34U-1135

¥ cCheck consistency now

Container nare:! I FATIZ\E7I0094F |, | passwnrd:l okt

v Copy cankainer

Source conkainer nane: IF-':'-T12".B?9':'D94F".F5'§ passwnrd:l ok

Make package. .. | Ezxit

t dmiz &ts ¢

lted L Istsd3 MisOdetso v Bfilpw ©v OffIs Bzffizgedzdgy fdzi HizE W j f tsdzw

e CAcertificatefilei f sdzj Hdz¥ 99tHO dqd3jdzd WO2dO0 M €t
VHisMistse j o § bzl @@sted CA Certificate), t0OL di3j " j dedets e 5 dzO
Cefif ' s Isjtci OHBRAIMBEORIEAOWEC® ¢ dzt yOjls o Mmjsw
Wo2dzk. [BYWR OKQwOWDHE®ISd,) [ClcEEHter 0 0j s ¢ dzts,
Colsstesds By dzs 9" BeOls! W¥WO2dz i MPESEOYT DA
fsdzj 2 o tOSEiREE L Of tsdzdg j 3" = ff tsdzj 2 "

e User certificate fileT d d3w W 02 dzO ) GOST O jizt ldzf W¥zd € Ols 5 d3
fsdz Ltso @@y dg © j dedzetse s dzO € sd3f + & IsfjBeYjL GDisijdsf defrfiy:
f OOdj Iste
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User containernamei zdzd ¢ Odz! dzetsy dd3w CBdelsj 2dzj 60O, ©OL
Colf+ 1 sIsjtey f§tsdz LtsoOIlsj dzv, dzOCSPBNs@ien B EZHJ Is
stsdzls j 2 dzj o6 MBH | toxddil shjeddbOnyidesdziar Mj Ctojlsdz” 2 € dz
fsdz LS9 Olsjdzv. vded S Odz! dztsy dasw Ctsdalsj 2dzj O o
Cdzt yjotsets detsfpdlsj dzv d dad3v Ctsdalsj 2dzj ©6O. 1 sdzy
d Cdzs yjots?2 desmdlsjdzr, dzO0 SCtslststesd BkZHjl ©0OM
Codgf 4 ¢ lagjdig jL o Ols j dzv . [ BWL O jdzt dgr 2 OO Iste,
Mitwlsd¥ds Ols.

[ fdzd S tsdaent 2EEAN sH sy Mt kddCOd desj d &v
i i ¥ stkols:
\\.\REGISTRXcont _1 ddd \R®GGIISTRY

[ dzd € sdzent 21EEQAS sH g lsMw  dzO@ HdMC j lsky, Clsezlsl s @
B jl Wsttdols:
FAT12\ BCIDCBGA\ a12.000 \ C59B

[ fdzd Sdzls 2 dzj tc eTARARRROG B W s 2Oz dzd € O dz' dztsj  d g™
d &34 J 15d20 Y teftslg dBO Is :
SCARDETOKEN_PRO32_4f22aal4\ CC03 BE25

[ Mdzd SCtsdzlsj 2dzj 6 dZORtsH MW dz0 o daj h BA @3 @ dimf Wy j ¢
Edzd ¢ Odz desets dd3j ded S tsdzlsj 2dzi O  sHGCdzt ydlilsj 4 I
OHBJ dzgd MistcOlststc® d ddemMlsOdzdzdtckz2Isj jets (HdME j !
[ Odzj j.f @dzy ".B 52 % 1

User container password i §f Otec Scz'ts dzls j 2 1dA4g ¢ f dbfoz' L ts e Toked d
o llstsd3 f sdzj dAUNTSH T Ols t9Gs} dzlz

Keytypeilsdtf fmjStej bdasets Cdzs yoO, ~RtcOdgvh jesmw o
fiteg Szt yolsjdzz dd3j jls Isted f sdztsy j ded W :

e Autodetecti sdtf Cdzt# yoO BEHjIs BftcjHjdvIs! Mw Oolsse
sBteOh jdadd ¢ ¢ tsdedidcdy ixzsiy&E. o jf ftej Hj dzj dzd §
shdetso Odes dz0O ftese jtecCJ Mtslse jlsMisoady GlsCtcr |
fsdz LsoaOIsjdzvy d MyCtejlsdesets Cadze yo o S tsdalsy -

e Signaturei Hdzv §sHY dMd
e Exchangei H dzv 5B d3j dzO

]l 13 f sdzy dzzy dzs o B tef)ls ‘o r lindstO o SWafpGizmdll ,dz O tisc
consistency now. [ fipdzd H OCdzfsjyj o 52 H Oter d MtsL HOdzd J
MitlsdW dC Ol fsdz L so Olsj dzv  teMSPCA$ 3 dzd i+ Mt
1 tod dztsy jddzdsjr)dz o r B toc O dboth dfdzcfxazange® Ists L H j !
dzzy dzts o " B o OIls i eXslthfge € @¢Mmiddf B'"™ dz 9 BtcOdz Isd {
signature , s d LHj M designdktsre 9.5 B tefPdrd

OH B dzd MistcOlsstelz Isdf Gzt yoO© dzgjdL o jMmlsjdz, Ists
L dz0 y J Adagdetect

User identity typeilsdf dHJj dzsd¥W dS Oydsdedets?2 dde¥ stedzOyd d
f OQtelsdaj oz ftod ML H Ofae JfH d @) didf v .dzdzfsesL Ols.j dz' dg' |
1 sdzy MsHjteydls or f OHOB M 2 fdMmMtse Mts Mmdzj HEs

qa2 f
e Defaulti o SOyjmlseaj dHJjdsd¥ S OBsttO § Otlsdz] iz
Hy 2Mlsadisj @Hde’jdn KEOMEBISStetsds BEHJjIs VBNyIs Odzts o
Client

e Distinguished Namei 9 HpPMlsej dHJj dlsdWdS Olsstt® f Otels dzj
9" Mr dzOIs! Mmw SQulgeetd j dzdf)j tels dfV = OLs®e Ols j dzv ,
fsCOL" 90 d3tsj identifymadtju el,s ejrifdzd tdes OB L OHC

e Emailie SOyjifglsej dHJjdsdWJSOtstc® § Otclsdzj sz B
f sdE'mallteOMh Jtej dzedv BPEFEFEBo Olsj dzv , ¢ 0L
f tsdijseridentityval ue, JjfMmdzd tdts IsOd3 L OH Odzs

W
s
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e FOQDNio® GCOvyjMmlsej dH jfRcdita c@lsstz@ jls or M dzOIs:
Hsd) dedzs e 5  d3j dzd - tsfils O, DNl af @ jj odas(j* d L t
Mditlsd¥WdS OO d € OL - idedtitydgaduje ,0 Jffisddrf] Udzte rlis ©
L OH Odzts .

e IPV4Addrie COyjfmlsej dHjdsdWdSOste® { Otclsdzj tekz
fjtcolP-DHtsj M, EZCOLOdDe 2 o tOMhdtjddd fMjtls:d
o f sdzjidebtsywal ue, jhdzd tdz sOd3s L OH Oda.

User identity valuei dH j dzlsd W d € Oy d s dzdzO"  tff palé jsfprdz@@ i dgO W

f Otclsdzj sz. 1 Bdzj HBMlsEfdets Istsdz €5 Hdzw ylsj dedw
Msslseo jsoks hdds sdfk dHj dzsdW S Oltste® L dzOyJd dzd
Miclsd¥WdS OO fsdz LtsoOljdzv. | Oftsddsj dedj ftetsd
dHj dzsdW S Oltste® ddzd dL 3] fiogj telds/f W off WFQ lstas{ 3 W Ot diZ2OL t
1 OteOBj Iste tsBWL Olsj dz' dgr 2.

Check consistency nowi flsOdzso € O 1 Istsets W dzOY C O 5L dzOyC
ftesdLotHdl! MY fse jeC O Mitlse jlsMmisadw fjtlsd
MjCtejlsdsets Sdf ydo. v0OCOw e LSO BEHjl fto
OH di3q dzd fids@c Qelstss o t6j d3w fMtsL HOded W ( dzfyls O dzdzw y d ts dzdzt
Codzlsj2dzjte M) MjCtojlsde o S czs ysds dzkzy dets t6OL ogj
OHdB3d dzd Mistc Ols s 6 O.

Containernamei d d3v Ctsdzlsj 2 dzj 6O @O G BBHIsBEEEO H dzv
ftetso j HJ dad W . ttsds o dp@E @fls d[dé If Eatsdl &1 Is Pontaitet lidts

t dz@sthts MfdmMStsd Stdilsj2dzj tetse dz®@ ofjn ¢ dzs
fsHCds yjdedz' © € Stk slsjtel OHBIddMisteOcO
(fsHCd® ujdddy d ddefmlsOdzdz yds Sdz®yjo' n Mmudls’
l od dztsy pdede®L H P AEMC dzé yjded i odeih dedn Sz yjor n
"RAzMISOdzdzv yd W 9 dzj " dzf ¢ Sdzy i ds s © ®ls ghiEgita{dstj lsi] o ts
CSP30". 1 MfdmSj ESOL'  90jkMmY EkddS Od desj d dgw
fMudls’™ o Olssjuld' o, 52X delztsdils j dzr d hbxdgyd Wids@ifls. | 2rRdzj telOs t
My dMC O dezy dets or BteOIls! Ctsdzlsj 2 dzj o H @vntaifiestso j to
namef swo dlkmy bkddSOd ks Jkv {ktcts Ctdlsj 2 dzjt

[ M2 dey " pis2vy EX:OL Oded W bEdzed C Odz! dztseg s o d3j dad € tsdzls
containerna me d dzd o mdkis thsizekéslg s Odzs o d Is jChetldzOy ¢
consistency nowd tW H tsd3 fHonthiednpme dzOy 3 lsj dzPéf desf S Iz
1 swodlsmw mifleddist ((Coimz S My dME 3 HsMiskzydzr = €t
e s dqiokz2Ilsj kdzd ¢ OP2 diistg O dahay ClsEass  sdzv . 1 s5f)d
Check consistency now dits ) dzts fdgv Is! , JifMmdzd ftese jteC O dzj

Container list X

Select container name

FaT121BCDOCEARATal 2, 000596
FAT12\BCDOCESA \Fagat, DO0SFIC
SCARDMETOKEN_RZ2_00070188VCC0MBZEL
SCARDMETOKEN_RZ_000701&80CC01DESE

| ok I Zancel |

t ik @S

Container password i ff Otetsdz: ¢ Ctsdzlsj 2dzj ez M MJ Cted Isdz ¢

Copy containeri EmlsOdzso € O { stse s W dBOp IO ot jdEYYOJ Is,

d dzfls O zd&BR\MPY Clientdz® S tsd3f* s Isjtej f§tsdz! LtsoOlsj dzvw
fesdLo jHjds Csfdietse Odedj € tsdzlsj 2 dzj Sorcefn d d3j dz
containername, 9o Ctsdzlsj2dzj te M d d3gd dzVsly, conlmidednaelzdz” d3
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e Sourcecontainername-d diz3v Ctsdzlsj T it O &P tc j

fsdz Ltso Ols
Ctstetse s

BHjls ftetsdLeo jHjds Ctsf Jetse Odzed j

1@ Mz &S ZOHC O L Of Sdzdzj 2O Hzw CtsdElsj2dzj 6O M Mg &
©OL d&3j " jdzdese s dz@ HAMSjlsy, d ftd mMwzmQddd dJdhkso
fesdmMAitsHdl! ftse jCO Mosks jkMlsody Mjtsdids Ok
fied JdhsOdd"ydd CSP VPN Client &0 SCod&f'“lsjt]
BlzHjIs MC s ditgEpsAuzdsgfdaj &3
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10.4.2. 1 Wby 52 5 2 dzB Y Presharégey tof dzff |

1 tod jodalsdW S Oydd Mmbstktsd fod §odshd fojHENsOdss
fitjCdy yOlsj dz' o peshimedikeydzdj Us e

H5 CSP ¥PN Client AdminTool cp - <No name =100 x|

File Buld Help

futh |Rules | E | tpsec | 1sp | Settings | License |

Set authentication method parameters

" Use certificate ¥ Use preshared key

Key name: keve

% From keyboard:
kKey body: hihaih g™ g o bR R ;I

w
a | »
™ From File:
key file name: I J

User identity bype: IKE':.-'ID j walue: Ighhjj oA
Make package. .. Ezxit
tdmMkzas ¢

sdzj HEE N dj fTodv MisOdsewilsfy HsMiskzfd &3d Hdzv L Of s
e Keynameid 3w § tcj H zfis Odzts o dfjsdzoztdsty dE@UHEORE). Is tc
[ dzv o99tHO ftojHEZMisOdse dzj dzdztsegts Sz yO dd3j jIsmw ¢ J

e Fromkeyboardi ff toj H Zfls Odzts 0 dzjdzalzdg’'dds Sdzsjfplsd ) € dzOe d (
1ted 3 yQdpdlgd: ftcj HEMIsOdetso dzj dadz" 2 Cdzs y L OHOdz d
COYHM2 fjtoj detsfy ed jldsj dfjtc jHARpISWOD dBjldz H o EDRZY ) d d3o
ORB(fMddotsdz atsLotcOISO d fjtejoatsHO COtjlsCd) d |
ftoj HEMisOdeso dzj dedetse s S dzé yO Hdzw ff Otelsdzj 6O HEsdz

fnd dso ts ' .

e Fromfilei § toj H zZMmIs Odzts o dzjmogdfrls? o Wedsdpw dL W O2dZzO m
¢ OL Odztizts dikey file name

e Useridentitytypei Isdf dHjdzalsdW S Oydtsdadets? ddeW stedsOydd
f Otclsdzj sz fted MBLHOddd L O dh jdzdztsets Mts§ H d dzj
1 sdzj MHjteydls or fOHOs hd2 MfdmMssS Mt MdjHk:s

e Defaulti ® SOy jfMmlse j d HYj Qidsizf ¥edrC @lzmE® o' " dzOLk
Hj2Msodlsj @Hdejd ISESBY: s5j 60, &O Cthtsd
CSP VPN Client

CSP VPN Client Copy r i-Teha CSE2082010 36



CSPVPNClient3 . 0. widVcdfy cBfjjd? 52 Iskzfme kg fs

e IPV4Addri o9 COydfMmlsej dHjdsdWdsOktsteO® f Otcls dzj t

OHtej ), Ctlstster 2 dalzy dzts iden@yvalle! o §tsdzj " Us

e KeylDi o { sUggridéntity value" dzlzy dzs o998 jMmisd dz¢ B Iz®
fsfmdzi Hse Ols j dz desls! MddBBo sdzse, S lssteOW d
ftesBjdz d tkmMmMCdj BSPO& K KeWIRIKHEAH € j
ftedmotsjdets h jMlsdzOH YO jtedydesy tej HflsOo dzj
fsfdzi Hs9 OIsj dz' desisd Md 3o sdzse , ¢ stkfseis] d
9 SOyifmlsej dHJjdsd¥W S OltstcO.

Useridentity valuei L d&zOyj dzdJ dHJ dzZlsdW d S Olsstc O, 9 9 SH
1 OteOBj Iste sBWL Olsj dz' dzr 2.

CSP VPN Client

Copy r i-Teha CSE2082010 37



CSPVPNClient3 . 0. widVcdfy cBfjjd? 52 Iskzfme kg fs

105.) dzdsB J dzB Ru |l e s

]l 5 o ¢ dROlasiiyis y dzts fMtsL HO9 Ols! , tjHOCISJetseo OIs! , BEHOdMV
LOhdIsr ItcOW d&¢ O.
1 tcOo ddzO dzlzy dzts otc ArififffifiiEQic @ls ' f steW HE ] EB'™ 9 OdedWw ff todt

Hed dats ZORsHl! MW AW Br GHokS §©0s dds.

1tod  sdkzdQRE@s ils0 ftcOQoddzOseda @l fosddiPstcw HE j |
ftedstedlsjlsO d McOodzdo Ols! Mw § Ot O] Is te 'IP-Q HOE jsfigldsdg, € O
fl L IsdiBdf OtcORBj IstcORB o HteOoaddzi Hts dORtSYHjddW  jt
[ Mdzd fteOo d dzts TdefO S B2 e paipts|ls s O Isfyw .

EESP ¥PN Client AdminTool cp - <No name: - 0] =|
File Buld Help
auth Rues |Ke | mpsec |L5P | Settings | License |
Add rules
Rule lisk:
Local IF | Pattrner IP | Services | Action
10,0,10,17 192,168.15.0,,,  HTTP Cli,.,.  Tunnel{10.0,11.1,,
Lo |
Dawm |
J |
add... Edit... | Remove I
Make package. .. | Exit
{ dikz as €

sdesf € d kY tcOo dzj ded v :
e Addio" LM 90jls tsCdzets, o CBltetsd3 ftesdL otsHdIlshmw
e Editi o' L "jold® tsC ditsj H@AVIsdtctso OdedW o Hj dzj dedetsets ff to
e Remove-HOdzjdedj o7 HJj dzj dzgdzse s O ddzO M) Istcj B S8

sfdtOydd EZHOdjddv. [fdzd o MYdMm<j MHjeydls
fsfris¢j EHOd]Is! Jjeéts BEHJjIs 9" HOds MmMtstseh j dd
ZHOdjw (fteOQoaddzs dzfj EZHOdMzw jlsmw)
e Upifted dzOYOlsdd +Ists?2 GCdzsfSd o' Hjodzj dzdetsy HtcOo
dzO0 tHdzz MmMlstesySkz o9 jten, ko jdzdydeOw Mot (it
e Downifted dzOY Olsdd 1 Ists?2 Cdesf Sd o' HJ dzj dedetsj 1 to(
fited BIMOjlsMw d2O0 BHdzE MstesydbBtcgdegils, Zzd3j dz "
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CSPVPNClient3 . 0 .

didicdff cefjjds? s2Iskme lzy B

105.1. vy dJj B2 )Y

g4t5L HOdzd
97" L' 9 0jf IsmwAdd duzEdd 4@

d tejHOSCIdtese Oded j
9 ¢ RAlesS |

2

Ny jBdkE2 MY ¢B 2

{ AU EHROU | es,ts QL B st te s j)

x|
Sek rule parameters
—Local IP Addresses —Partner IP Addresses
" any © any
" Cuskam & Custom
IF Address | Subnet Mask. | IF fddress | Subriet Mask. |
10.0,10.17 255,255,255, 265 192.168.15.0 255,255,255.0
add. .. | Edit. .. | Remove | add. .. | Edit... | Remove |
—Services and Protocols — ckion
™ any " Pass
¥ Cuskam " Drop
Mame I Parks I {* Protect using IPSec
HTTP Cliert - Tunnel IP Addresses of IPSec partner:
Prokocal TCP (0,.BE535)-(0, . AE535] [~ Lse random IPF Address orderi
10,0.11.1 Wl
10.0.11.7
Dl:uwnl
add. .. | Edit... | Remove | add. .. | Edit... | Remove |
Ik I Zancel |
tdmMzazs ¢

FJOdse o 5] duigjdids Riu | tes &zO MY fitd®o ¢ @B O dz

e Local IP Addressesi o 1 Ists?2
EmMistes2Mmlsoa © dqdzd §f sHMmjIsd,
[ BdOMmIs! d&jdls 4t d yolsj dz

o AnyidMmf sdz' L 2] Is )wO Hdiz¥ ] Bfrfs 2 I P

e Customi MisOdztso d Isfigy da ®3 5 € dzts
fsufmjlsd

e Partner IP Addressesi o
f Otclsdzj tetso , dZzO0 Ctltster j

fry

e Services and Protocolsi sB dzOfils! Hdzw L OH Odzgd W fy
ftoslslsdzses, d&Oshisk®Ly j lsig®mnf tcOo d dzts

e Actionio 1Ists2 tB&OMIsd L OHOsIsMw HJ2MIs
stcO¥ Sk 1 stséts ffteOo d dzO.

sdzsf Sd kftcOo dzj dzd W :

e Addier L' o Oj ¥ atidfedsts dzw
fsufmjlsd

o tPEOH@® | MO d &OMS d

5B dzO M 1P HUcQ i@t sz &/RNz! dzts 6 5
O Clsster j |
Ho lzdgw

BlzHjIs
f sdztsy

HOdEMe jofpas HIO d§ G € o

X% B dkOMsd IPOMHE ML ] dzd § SH M Is
oMYy tesistOdwy j Ismw

f o
isjer R M
odv, g

n M

e Editior LM o0jls wJd®Cilsditctso Odzgd WL OF ¢ fi) dzd dzdzts 2
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e Remove-ZHOdzj dzgdj o7 HJ dzj dzdets? L Of dfnpd fp Istej BtSO
s jwOydd bkHOdj ddw

e Up,Downi Cdetsf €d Hd&vW dL Bj dzi dzdw ftedtstedlsjlsO or
OHtj MO ¢ Olsdzj 60O.

RBJBIBEpMYIsB 2 dBlsdz?2 wf jlsykz?2 @

[ dzv Mt uUe oHgWisd e s®@ddIomPo (fsHMmilsd) d d@3OMSd (§ C
ts B dzO fiidecaldP Addresses d Partner IP Addressesz s Odztso dIs*  f jtoj ¢ dzs yOls
f sdzts ) jCdmfoin € detsAdE ds&Hdite r L o Ols ! AddtEdit&sAddress (1 d ifz dzts €
13) . mMded MJlsj 9 O BORRS.ZH5.%)s80L DEBD-PERY Ml BsMisO. ¢H
BEYJls B! dzkzdzj o7 k.

Add IP Address x|

IF &ddress: I m . o . 1w . 17

Subnet Mask:l 255 . 255 . 255 . 255

(0] 4 I Cancel |

tdmizdds <

stidijBts2) bykyetfuHf Isyme2lse 2 d&32

] tBd&OMIsd a®i®r ot oesvl s EMlsOdetse dls' {§dede@ustainsdy Ols j dz!
Cdetstf Add® " L 9 Ols 'AddsSerdite ({ d flz dzs €

Add Service
i Service:
i~ Protocal: IOther I Murnbe: I
Local Ports ——————— Patrtner Parks

From park: I From pork: I
To poark: I To pork: I

| ok I Zancel |

f dmkz dds €

| seddjService ddjjmyw §jtejCds yOljdr f Hokdw {t

e Servicelfted EMlsOdzso ¢j §jtoj Cdz¥ yolsjdzw o 1 Iss f ts¢c
MisOdztso d Isw ISerdice,t =C flstEagtsy MsHjtey dls or f OHOE
ftoj HsftojHjdzjdede' 2 dgj tWjHOSCIdlzj d3r 2 M Ms¢
dzzy dzs o' BtOIls! dzgzy detsj L dz2Oyjdzedjy d dzOy O+ € dz
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Protocoli f tcd EMisOdso €j HJjted Cdz¢¥ yOlsjdzvw o L Ists s
fls Odzts 0 W I4ffitpidzw g, f) IS toc tSepyice fi Sz ABF S v jlsj o2 ol
o' BdtOjlsmw dL or §f OH O h Nuehker BN H jE OO o 1O GO I4f dswlg
9" otsHdIs! Mw dsd3j tc o' BicOdedese s f el s sdzO. 1 0O
dzts 3 etz L Otafjta tgjotdddzdzts 6 5§ to =260% to Q didfiffls oF&E QLO0Odzd d ¢
OS¢ YJ oBLEBYds SOLOd]] HJOfOLBdO  stlstse
oL s dets) . [ BPdz®ffilsj H Hz®c 2Dy j dzO Hdz? L OH Odzd W
ZsC Odz! desdz S sd3tf ¢ ¥ Isj toj Portd HiEw dzO e ‘OfR & s 5 o e dzO
CslBf ! s s o N Ofctshmip@td ToportL OHOJ Isw ¢ stels d dzd
HJOf OL sdz fstelstse L L Otej L j tco-635635p Odidas  dzd Jf tcds
fsdzy Parteimsdzy dzs B Is' djde' hj ddzd tOpodzs L dzO g

Add Service x|
" Service: I j
% protocol;  |LLsE *|  MNumber: I &

Local Ports ——————— Partner Parts ———

From port: I o From pork: I o
To poark: I 65535 To pork: 65535

| ok I Zancel |

tdmikzdas ¢

MBS fjHd&OCO & R:Milkjor i Mjtodmse

HTTPClienti o fjj §OCjlsT frEBRE§EOEZOCR) (ol (f stk
Cdif’ ¢lsjtcO® § Otclsdzj tcO

HTTP Serveri ey §OC ik’ (BB §EOEZOCH) §sihk(§sts
ZsC Odz degsEts Sy “Isj 60

LDAP Clienti o fjj § OC j IszOf EERREE] dzO( M) 380Gl ( § ok
Csif’ “lsjtwO® § Otclsdzj tcO®

LDAP Serveri e fjj §OCjls' fgB&E §gO&ZOCH) 386l ( § Ste
TS Od dEgsEts SCdf ! “Isj 60O

LDAPSClienti o)y §OCjlsr foEB&E §EOdZOCH) (sl (§ s
Codf' “Isj 0 § Oklsdzj 6O

LDAPS Serveri o itf OC j IstsIs tif Gots dzQf HTEO'Pd, j dzO( ) 3ptstels ( §f 't
S Odz! desets St ! v ilsj e

RTELNET Clienti o fjj §OCjls' ftogB&e §gO&ZDCH) 1a47stels ( § &
Cdif ' “Isj O § Otelsdzj teO

RTELNET Serveri ey § OCjlr ftogbB&?e @O ZDCR) 10istels (
Zs ¢ Odz! dzsG § EAS B * ¥ Is

SMTPClienti 8] §OCjk' fEB&E §EOEZOCH) 2% stels ( § sl
Cdf ' 5sj O § Otelsdzj tcO

SMTPServeri o)) §OCjls' fogb&? §@EOEOCR) 29 stels( § 5t
ZsCOd dzscts SthRf! “Isj 0

SNMPioflj §0OCjlsT ftlatkd g0 dAOD M) 16l sk Ofizs dds @ Js
sy ' v s tgO

SNMPTrapi o 1) §OC I’ f§Elatzd g0 ddOD M) 162 kls ( § Sisls
Codf' sj0 §Oklsdy O
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e TELNETClentioflj §OCjls' foEB&E §EOEZOCRH) 23 stels ( § 1
Codf' “sj 60 § Oklsdz 6O

e TELNETServeriofgj §OCjls' foEgB&E§EOEZOCRH) 23 stels( § &
EsC Od dgsets SEdBYf ! “Isj 60O

e DHCPClient-ofyj §OCjlr UPBEHIE®R? g0 20 § stls 67 € tsdst
fOtlsdzj 60 d ofj (ONPjHEEEECULOLPEElS 68 dsC
Codf’ “Isj 60O

e DHCPServer-sfj §OCjls’ UPBEIEER? §d¢0 dzOS BsEL * B j 6O
fOlsdzj 6O jflso ff ot ODEL sdf@ 2h d ] Hzds of G lsdzts e ts
Co®Ryf’ “Isj 60

e SSHClient-efj §OCjlsr [aPslsRBE Gedsbdj &O( M) 2 swls(
Codf' “Isj 60 § Oklsdzj 6O

e SSHServer-sfj 1§ OCjIs'tJAPEWBE Gzl ] dzO( f) 27 skls (
ZsC Od degscEts SEdBY ! “Isj 60O

wlf JISE] HZOCOj ' 7 Milsjior 7 flssS sdse
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

{dHOC e Odzdd o' Hj dzj dzdzse 58 Mj o dmMO dedl § elstsE
Service, ftseo §f OH O h jAdg Skrvide.C dzts d3

RBJBB2)Y JYYSkkze2Y ¢ temB G2 d3y

1 OHOdd ) Hj xObajde,o cPhf esMstOdy * " j ¢ BALfion  dzO § OF
tdmedBpftesdL osHdismy ftod §sdshd §jtwjtda yolsjdv M

e Passi e EMCOl! Mjlsjos? keOWdS BjL hdWise Od
e Dropidsj ftsfkzmSOk: Mmjlkjos2 koW d¢

e ProtectusingIPseci L Oh dh @lslsjots? IstcOWdSC.u(jhNsgdisRe Ols! )
stcO¥dS LOMNdhOjImw BiyHE Cddjdstsds d k¢ OL Odz
f Otclsdzj c©® (1 Iss sy jls Brils! OHtjf ddzlsj teW j 20O
LOhdh Osh jets fsHfpjls!, o Colttos? dpPEEIYROW

Czdjdzls©) . | tjLbkdz IsOIsj 1 Itsets MstetsdIlsmw Iskdz

9 1l fdtsy | ddj ARDd dif Isgls € tédztsdf CARdIM Addrisse dzj

Gt dmMkzassS C OR-GiIstei M ddzlsj W j2MO, HEs (Bt
Zdzdzp dzv f Otelsdzj 6©. oOHtejfp dzf Byl Brils! ddz

Is
£dd 1P Address x|
IP address: I w .o ..
O I Cancel |
tdmMkzass ¢
[ By dets Z2COL OROHMmf s HEs Ctlstster 7 oL sy dets ff tsfyls
Mfdmecj By dts OMYfsdsydls! o §8HYD] 2o’ MPdedC j Y
Mod3r 2 o MfstEdstedlIsj Is. ({ Mdzd dzi EH Oz fsmistetsd Is
fitcor d3 ECOLOdzdzr &3 OHtejMisdz 9o MTIME 4, st ftetsdL ot
olstster d3 Iskzdzdzj dz dz" d3 OH tdjpigBagn tfftc JsH dzOL dz@ dzjsdz’C dH dzv  d
ftedtstedlsjlsO OHtejMtse o My dmEj .

RMds L Zw  AddsHES fDelete, OHte j MO o M IdMss dsy ds HEBB O d
tjJ HOCIJteso Ols! d EHOMvI: dL Myfdme O.

Userandom IP Addressorderi f e EMisOdzse ¢ st WdzOY SO bizd
f Otclsdzj s©® BEHjIs o9arBdOls! M dL MfdMEO Mdzkzyo? dr &
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fedesdls: Iskdadejdz M {lsdds OHtej Msds, MdzjHEEh g2 Iskze
OCy | MizyO2dr &3 BB EOL 5.
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KE

G20ls tsts™ j f Stz isdr@ ¢ @ Is mw

10.6. | dzdzB j dzB |

J1ilts?2 9CdzOHSC | s toj Hj dzJKE

fMtsL H O8AKKIP SA.

%ESP ¥PN Client AdminTool cp - <No nam =10 =|
File Buld Help
&uth I Rules IKE |IPSEE I L5P I Settings I Licensel
Set IKE parameters
IKE proposals list:
Encrypkion | Inkeqgriky | Group I
[T 28147-89 MoCT P34.11-94 MODP_1536
[T 28147-89 [MoCT P 34.11-94 MODP_1024
[T 28147-89 FoCTP34.11-94 MODP_7esd
_w |
Doy |
fode: IMain j
—LifeTime of IKE 54
| ZBE00  sac | 4608000]  kh | 100 [PSec 54
Make package.., | Exit
t dmkz s ¢

IKE proposalslisti 2 steWw HisyJ dedz’ 2 Y o dgtsffjdiziffBcd stedIsj skz.
9 jterdsj 2 MbtesySj dzORtHdlMw HtejHdsyjdd] 1 dOder

Encryptioni f tcj H ZOcOj d5r | Odzcstedlsdi3r P Y ickOO @MY OB 5
sHddz tesMMd2MCd?2 CtedflstscttOVdud MSd2 OdzestedIsds:

e | Juu 28A&BMMI2MS I StedilsscwO¥ dyujmMSd2 Odket
Csdgtt 6zt Oy d dSP] o SC@A4789CPRO1-K256-CBC-65534

Integrity i f toj HdzZOGOj dBF | Odzestcdlsdzr Htseo jteCd yJ dzsfmlis dzts
sHddz tesMmMd2Med?2 CtedflsscteOWdui MSd2 Odze sted s d3:

e LU | DA-EMd2MSd? StdflscwO¥dyui MSd?2 Odat
o CtdW dclicOytIP) ( SEREADIDACPROL-65534.

RBBj 20 Odzestedlsdsse h qiiteseo Odzgdw §OC jlstse d ftetso jtol
fudlsr o O Isfw adfintodd @ MizOe OL dgj M j dzdzts ¢ Iste t H GASE PN

Client AdminToolcp. 1 dzvw dL o5j dzj dedv dd3j dz Odze stedlsdzse dzj 5B
tsls ¥02dz, BIdMOUzlzs B BZOISteOOH Pdeff” ddizjidz Odze sted s d3
admintool.ini",d f jtejL Of zMmils fleg?2 ey doljjfi@ .
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Groupi f OteOd3j Ister BB d3d d2ZO Mj OdzMmtseo ™ di3d € dz¥ YO d3d :
e MODP 768-. ctbkzff ®dktsp7880 Otcd Odzls O dag siadafl§OR® ) 1 d
e MODP_1024-ctcizf § © Bdisc®22 9 0Otcd Odzls Odad sadaFOHD ) 1 «

e MODP 1536-ctckffO Bdik5868 o OkdOdzs YOjad EACAHOBD) .

Mode -t j Y dd3 tsB 3 dz0 dde stcdZOYdji?2 s f OtcORBIKEROR L Of |
RABjJjIs HOO L dzOyj ded v :

e Main-o {ltsd tojyddj 1§ Otlsdzj &Y dzdis FEOE IsHndzw oy jb t
e zOfse Oded ™ .

e Aggresssive-o L Istsdi3 tejyddsd G Otclsdzj oz OWMKE dzO4 Isfqw Is
fsdzdsdco dL Mfdm¢o, ddijshow Mok 2 orf Mt d?2
e dBO 9" HOjIsMw B 1 Istsd3 ftijHEZftiYHjddi.
dmfsdz Likjlsmvyw HtejHEMISOdzse dzj dedzr 2 ¢ dzéKeylDf o' B
sts Htsdzy Jdz dimMf sdz! L so QNggrefgsive. stsdz! €5 toj 3 d d3

LifeTimeof IKESA (sec)iatej 53" © Mmj S kdzH On, [IBAKMP SABHaHj I€ Bis 1
fpkh j Mo s Ols: . ) 5L Y detsj oy @ ugh dzd §.. 429 OAF 295.65 dzO® 0
tdSR dZHEZ | BBsji 2B&OQ 2 slststetsj orf MisOo dzj dets fted wsls
1 20y dRLidz@URIg s, o toj dBW SAIR Mise O dzd yJ dets. 71 EfMlsOw Ml
dzj Hsf EMisd 30, ftod ML HOddd ddnlsOddy ydsdkses W 0
sh de¢j.

LifeTimeof IKESA(Kb)T S OL " 90Ojls tsBi jd3 HOdzdzg" = o CddztsB O2 &
fjtej HOI! MmlsttdfsdeSAe sty Gdzdz’ = o IBMBMRIN. BSHdSES
| 5L di3tsy dzts j i v ups glzd Jid Mdzts dO.. 4RI OF OO 6 dzOt j € 5B dzH Iz j
LdOyjided Sclsstetsj o" MisOodzj des fted BlsCter Isdd dzsoe 56
Yybsts tBi jd3 HOdzdzr = o € d dztse O2 IstnG @hzjj H tstfy lioPlsafl @@ dz. f &
ftsL HOdzdd d izl Oczazy Yy sdadzscts % O2 d&ZO BEHjIs o' HOdzs

IPsec SAT € sdzd Y jIRplcsSE, MtsL HOdzdz = o IBAKHER A deGigdsdzdsy O
sLdZOyojls, vyt ¢(sBdzdyjMmlsets | Psec SA dzj tcteOded yj

s dzsfUpd Downf t6j H dzOL dzO y jtstes W mitstayd se@dzd v M MC O f tej H dzt
fedstdlsjlsk.
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10.7.) dzdsB J dzB | PSec

HOdzdets2 9 C dZOHC ] L OH Ov IRl fosfdadjls EQE L@ dfldg j 5B o C

]

COoyHr2 dL OBt 5 jMis! C ks dEDYEY 56 0L 5 Oz O L

) Oelsdzj el dzOf 0o dov j kMY @ EEO ZEDE ¢ CHHE § E6 BB S & d

fesdmMasHdl Mt zOMseo Odedd d o' Biste CtsdzStej Isdzse s  dz

BHjls dMicd Lso0l: w Hdw L G dls’ bwOYJLO HdY
H5 CSP ¥PN Client AdminTool cp - <No name =10 =|

File Buld Help

suth |Rukes | IPSec |1sp | Settings | License |

Set IPSec parameters

IPSec Proposal lisk:

[T P 34,11-94
[oCT P 34.11-94
Mone

AH Integrity | ESP Encryption | ESP Inkegricy |
MNone T 28147-59 Mone

Mone FOCT 28147-89  [OCT P 34.11-94
MoOCTP34.11-94  Mone Mone

[OCT 283147-39
MoCT 283147-39
MULL

Mone
[OCTP34.11-94
FoCTP34.11-94 1

_u |

GEroup: IMODF‘_1E|24 j v add Proposals with AH

4605000 kh

LifeTime of IPSec 54
|7| 3600 car |

Exit

Make package. ..

tdmezdast

IPsec Proposal listi 2 stew Hisyj dzdz" 2 M dMeoOL z00tkiEEp ¢ tof)fsdzO
f Otelsdzj oz Hdzw Mtsc dzOMtso Odzfprd.Downte d § fsteiadizs ij ¢ MY dets f ¢
Y stewntsyde Odzdj MFdMSO §5 fedstedlsjlslz. 1 o jter daj
ftoj sBtOL 50 Odzd2 M &Odor mMhdd fedstedlsjlstsds.

AH Integrity T f to j H d&zOG O 3" j {f Qodimcotyj tdaflsyd3" Usjdass Mfsteaslint € s dzz ¢

RAB4 dIsmw HOO L dzOyy ded v :
e Nonei Odze stedlsds ftetso jtoS d yj dzsfisdetsfmisd dzj ¢ tod o3
e 1 Jup341194-tcsmMmMd2MCd?2 SCttdflstscteOW dud MSd2 Odect

o CtdW dcltcOytIP) ( GRIUENICEROL-HIE-HMAC-254.
ESP Integrity i § t6j H zOC Ozt dlsds’ §eso j 66 d yj dEHR dztsfls d

RAB4 dIsmw HOO L dzOyy ded v :
e Nonei Odzé stedlsds ftetse jtoCd yj dzssdasmisd daj 1 ted d3j
e 1 [up3411-94-esimd2MEd2 StedfltsctcOW dyi MSd2 Odzet

o CtdW dcltcOytsP) ( GIUTEAICRROL-HIE-HMAC-65534.
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ESP Encryptioni f tcj HdzOG O j d3" | OdzestedIlsdzgr hdWictseo @8RdwY ff O
ltej Hd&ZOGOjIsMYw bd ¢ BHdd N2 M2 Ctedf st

e Nonei Oz steqlsds " o ESPEZ O dede'd d3j dzv j Is fiyw
e Nulli Oz stedlscs fted Bj dgvls: , dets dzgj " detetse Ols:

e | Juyu 28N EBNNA2MNE i sscLOW dUujMSd2 Odestedlsd
¢ tsdz¥ d ¢ Iz (e B0 LSP)  WGRFL4789CPRO1-K256-CBC-254.

RA@3J 20 Odze stedIls s N CdiRts oCAaiddivis Hfc@EQWisdty j ME d2 O dze
ftei HMisOoadzj dedz" 2 o CtsdWdekteOydd (o d ftese jteSCd
¥ @ dz@dmintool .ini , ttOL d3j " J dzdzts ¢ st 5 H GFASE (PN Client AdminTool

cp. [ dzw O[Ld34dz.JdZCfW gd3j dz Odze stcdlsdEtse dgj sBrRSHd B3t s
fdmMOdedzr 2 o netOte RPISZiL OHOdedwY ddiidz OdzG sted Isdflstse o
dteiLOofemisdlsy cwOWduiMeéd?2 ddalsj et j 2 ).

s
]
Add ProposalswithAHT f tcd EMlsOdse ¢ j L Issets W d&zOY SO o' atsH(

]

&H inteqgrity is nok applicable to connections over NAT.

Add proposals with &H inkegrity to proposal list?

tdmezdast

Jdzts tsL dzOy0Oj s, vyt ftetslstsS sdz ¢ NATz] MDNMBICHICd i3 Mts
dL 3f dgv s Is

IPOHtei M o9 CPOMHRE®C jIsO. IAdsSBHEFHEd@dydoOjls ftese jteCkz
Okzlsj dzsduydesmisd d vyJ dzBATcE@ESkRIS O jlsO CHjOsis ,§j @Els | dzls d W
1 smdzi dzO>y OlsYewH S &EBd &dj sy sMd2Med?2 Cttdflstse O,
]y 1 B4, 11

Groupi f OteOd3j ster 5B BB dz@ ddy U@diF s 0 o dsdy™ d&zOj 3" j 1 Otels dzj
¢ ZOMse Oded W :

e NOPFSIi s y®PSdzj oCdzs yj dzO d ¢ ted mMSAczizGM®o Gdedisj dz
[ W W] dzdzd3O dzO@ dzj 9.5 fztsdpgey SBMWZOIsj ed Odz L Od dsfyls -
l]’JtGa 52 IKEOL T

e I " BWOMd j] Gtz L ZOYO:Is, yYHm ffiscizdi g dsdg®
dztseo " 2 tsB 34 @B J MafidiO@zO0 oPsee@REBUIBH J s dMf sdz! L 59 Ols
dL ctbkzft:

e MODP 768- Gtolztf ff O -Bld I{t¥06'82 o Oted Odzls Oezc stcd s BO
Mj dzdzcBO dzO)

e MODP 1024-ctokzf f © Bdlsk0622 o O0dOdls Oedestedlsds
Mj dzdzd3O dzO)

e MODP 1536-ctzf f O6B k5832 o 0OtedOdls Owctstdlsd
Mmj dzdzd3O dzO) .

LifeTime of IPsec SA(sec)i atej d3v o Mmj S kdzH On, BsesJAwjzdzd ds € tsist
Mih jMisotse Ols! . ] 5L @YY detsj 1 de@ tgfs dzdly. 4 204 9BT 295. ts dzO

td SBd3d dzH 2z d3ts ji 360020 g wHAd P tets§ g dfny Idtsoldig] dstxf d dztso SG t5
lemsow Mstes¢C O d LdOyjddj 0, Ctbtttsj HBsed®NY O] s
Tdd Hsf EMisdd3r , fted ML HOddd ddhmsoOoddy ydtsddsets W
shde¢yj.

LifeTime of IPsec SA(Kb)T S OL r 9 OjIs tsBi j &3 H @dkds & s scd &s gi®2
fJtiHOI! Miststesdz IRsec B8O RTO RS alzg 2 i dgP uefF gzd 31 d Mdzs
Hd Of O10.:4@84967295.1 J S 3 dzn 2 B Ji 46 @B QNP j CSlsstetsy of
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fted tlsCter lsdd dsoa et s CUICs t§BdzQiud dad@dzdd Afs LadzGy
dzj tcteOded yj dz. T11digjfHlgOvwEz fifridsgtate™®, © f tod ML HOded d d dzfls C
BzHjls 9" HOdts ftstse N jdedj tsB th dBCj .

s desfUpdDowntf to j Hdz2OL dzOyj dz" Hdzv Ef steWHtsYydo Odedw™ M d
fedstedlsjk.
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108.] § dzB o5t 5BY tof G52 22 dzB  ©

l 5 o ¢ deORfltg sy FAsidxffipr o t6j HOSC Isdekzj sy dzs¢ Odz! dzOW
Hdzv fsdz LtseaOlsjdzv, BftjHjdzj dedzgOW o ftejHT HEA R o

gkh jmMsokjls Ho O iy ddBBO twOBSIsr M LSP
e Widd3 OolssBOIdyUd MSsets WistedBJeso Odzdw L SP
e toidd tekzydessets L OHOdzdw LSP.

1081. L2 dz BelzfdzBE2N )y Isdzf HY A

l tddgj OobtskBOLdyj MStscect Wt ddustem IGBR EHdOxasd o2
ZsC Odz! dzO%W fsdzdlsdC O BJiLBYf OMdshisd Wsttddlzj sy d
Rules,| KE, | PSec d w©OMmhdijdzdzr = fOttOd3j stetsoa, L OHO?
9" L' 9 Oj d3ts dz Avdateffl.C 152

BHCSP PN Client AdminTool cp - <No nam =0l x|

File Buld Help

Auth I Rules I IKE I IPSec L3P |5E:I:tin|;|s I License I

Wiew local security policy and edit if need

Local security policy:

GlobalParameters § -
Title = "This L3P was automatically generated by TSP YPH Clien
Version ="2.1"
CRLHandlingMode = BEST_EFFORT

LOAPSettings |
ResponseTimeout = 200
HoldZanneckTimeout = A0
DropConnectTimeout =5

IdenkityEntry auth_idenkity_ 010
Distinguishediame *= CertDescription
Subject *= COMPLETE,"1.2.540.113549, 1.9, 1=sup

J
J
CertDescription local_cert_dsc_D1§
Subject *= COMPLETE,"1.2.540,113549,1,9, 1=suppi@s-terra
i

-
1| | b

[ Use custom LSP Advanced. .. | Refresh LSP I

Make package... | Exit

t dykz dz220¢

Local security policy 1 f sdzjLSPrp Isj S MMistsosdz W stedzOls j§

UsecustomLSPi EMlsOdzso § O { stsets WdzOy GO §jtej Cdz6 yojls o
Wstedsdtetso Odzedw L SP.

RefreshLSPT € dztstf € © H dzw  thSPdats sk jdefpfetuntepad | i cy H dzw
slssptg@zdy IsjSbkhj2 Cod¥dekteOydd f dL d&3j dzj dzd v oz .
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Advanced - € dztstf € © o ' LAdvar®ed kIPREItings H dzv  dzOMistets2 € d teOfmh dt
MfdMCO f OtLEPBj stetso

Advanced.SPSettings
Chts BCds SltBieOy O s fQfighj g jtBRE R2d A fIsfjfifsLh dj L dzOq
Cslstster j sy dgs lstej HOCIdteso Ols! d bkMlsOdse dls! L dz
Bl jHddzgjdzr o fwils! ctelzf{.

Advanced LSP Settings x|

| Mame | Yalue -
- Global settings
CRL handling mode BEST_EFFORT
Refuse inbound TCP connections False
Log level defaulk

+ IKE settings
LDAP settings

Server address Mone
Canneck timeouk 0
Response timeouk 200
Hold connection bimeout )
Drop connection tineouk =
- SNMP settings
SHMP polling Mone
Trap receiver 1 Mone
Trap receiver 2 More
Trap receiver 3 Mone
- DPD setkings
Use DPD True
Idle duration (seconds) A0 b
Response duration 5 -
[ T e 2
« | LIJ
Trap receiver 2 ﬂ
Second trap receiver setkings.
[
Edit... | Set defaulks | Accept | Cancel |
t dMkzais ¢

Jodzs MsHjteydl 4 WEkdSydsdOd df j Cdsfsd:

Edit -Cdetsf CO o' L 59 O SISO sH@izird e joHTOH | dzj dadzts 2 J
CjHOCkdto Odzd™ lSter 8 Oj sMW ISOC Y j "G Hs 52
2O o' HJjdzj dedets? MistetsC | .

Setdefaults -C dztsf SO Hdzw EMISOdzseo € L dzOyjded?2 5 kd3
f4ted d3j dedz’ = .

Accept-C dzsf €O Hdzv L OC tor Is odwj dis StsoisQe jfin Ch tdshdftdo@sds jCodzdz"
LdzOyj ded?2 ff jtej osj dadz = .

Cancel -C dzsf €O Hdzw L OGSt sdw Cdz0 BjL Mo tcOdz dz
LdzOuj ded 2 §Jtej ogj dedz’ 7 .
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Globalsettings

CRLhandlingmode

) jtoj d3j dzdzO" L OHOj iydd dMysd Lso Odd™ CRH. d S o
1 6d dzO >k QEsHERi W o 2 j sy SCdzs HdW o' BSO L dzOUj da
My dm¢ O:

CRL handling mode X

CRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Value: |EEST_EFFORT =]

Set default | Ik I Cancel

tdmzazas ¢
Il sLdisydzr § L dzOyg ded w:

e DISABLE-ftcd fteseo jteC ] MjtelsdWde OO MfdmMse lsL
sSBtcOB OIS 9 0] IsMmw

e OPTIONAL-Mf S kLo Odd §HfHksdE jeHtsbsd €t
ik td Brd fejHizMmlsOdss dzj dz g dzd f tkiEzuj dz ( d
SBd3j 2O d Wod jlsw Hj2Mmlse ks h dds

e BEST EFFORTi fjf  fsC tlstsL o Odzgdz’ & Mmjtelsd¥ S Otso
feco j©S) Mjesdi SO0 bod St o Itd hekyo,,
Clsls tjydd ©lsdd yCQPEGONAL Isjsdsic CRUEEER j s B ' Is!
fsdkyj dz § shiej H i LDAPE | finais(ls wstds S @ sECdg)] . dzd
dmfsd LEzjlshY § bd&sdyOdd:® .

e ENABLET Hdzw Efmf jh des?2 fHtetso jtcCd Mjtelsd¥WdE OO B
SlstsL 9 Odzdz" = Mjtelsd¥ S Olstso .

1 dz0 Y j Al f3ts dzy O BEST_EFFORT.
Il M BCdO HAdY ttjHOSCIsdiotseo Odedw f jtoj d3j dedz" = d d3j & Is
e Setdefault’ Cdestf SO Hdzw EfMmkOdatso dzj dad W L dzOyj dedwv f s
§ 4t &34 dedets?
e OKiCdetsf SO Hdzw LOCte skd¥w ©CdO f MshtOdsj ded j &
f J 3 dzdzts 2 .

e Canceli Cdasf CO Hdzv LOCtWr sdv BCdzO BjL MhtecOdzj oz
fjtej Bj dadzts? .

RefusanboundTCPconnections

1 OHOj s B S dtets FEPH toj MM hdEfR . RMSd L 2jsMw ¢ OC
sceOddujddj S Hj2flsody. ltd wjHOCkdEse Oddd 1§t
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Refuse inbound TCP connections x|
Refuse inbound TCP connections ;I
Default Yalue = False

[
% False
" True

Set default | Ik I Cancel |

tdmzaas ¢

] jtej Sy yOlsjdzr dsjjls Ho O fsdzsyj dd™:

e TRUE-EZdzgd ylstsy OjIsfmw  j dEP-ROS FlsumBB dqd dzj dedvw , J
pRBHYAN B LEd O] lso j-ipE 0w ddglr dzdp'i TRPYdd
dL o dzj .

e FALSE-dzj ftesdL otsHdlsmw ddsd WO def = Hi§REeiEHR). § &
£ d3ts dzy O dzd & .

1 dz0 y J i fizts dzy OBAd SE.

i
.

Log level

] OH Oy jisC 2z o jrtzc © H AV MEOL kI I, Mo WL OdzdaDAP M) H sfyls
fjtee j ok, M {USH gJsdkldsg fatfj 5, SBLOBBICE2 MjtsdW d¢
MshtcOdzj PiidicdH@REMIS | Bdzr &5 M8 'l d g OS s eso Odzq
fsweodvksmy ¢ dats:

X

Enable log messages only with the specified level or higher
¢ “default” value means the severity From agent sektings)
Defaulk Yalue = "default"

elu=y M
setdefauk |[ ok | cancel
tdmizdass
1 2Oy dzd § 5 Tlmlefamittzy Grdalstyjtddyjjls fip's " ) ststs o dzv
foslstC sdd ese Odzd i B @dzts &5 P dzdz' SBttingst {_t5 GRF@NLS |
IKE settings

Default port

) Stels HdzY fIKEslSEGstedE@ 2 BEHjls dMitsd LseOd 5 k&t
L dzOyj-dgq jzts §  ud Mmdzts  dI.6558F. O ) Cle@swigQizd § 5508 Bts dzy O dzd &

JCdes HAzv o' BBKBO L dZOYjdzdv f stelsO:
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Default port Xl

Defaulk IKE port ;I
Defaulk Yalue = 500, Min Yalue = 1, Max Yalue = 65535

Set default | (0] 4 I Cancel |

tdmizaas ¢

Send packet retries

sszdyjMmisets s IKEFEOC fIslho dzf Hteb dgfstp ats | & Oty Jzd J
udmdzs dL  HJ Ot CaOsde@arifizs dB0e d&d ©

JCdes Hdzw EMisOdetseo € L dzOyj ded v :

Send packet retries

X
Mumber of the IKE send packet retries ;I
Default Yalue =5, Min Yalue = 1, Max Value = 30

I

Yalue; I E:l'
Set default | Ik I Cancel |

tdmkzasst

Initialretrytime(secnds

1 Oyodz: dzf 2 dadzlsjtco Oz ot d3j dad d3d Y H 2 HKESIOS g dz'sazd
fOtlsdzgj e (9 MijCkdHOR). [ Mdzd Blkejl dzaj §tsdkzyj d
LOftesf M dzOj sy fsolsttedzs d ddalsjtco Oz BiHE
FoJdzdydeoOjlsmw o dquas® e @udO oG ldadls do Oj Isffwv o Ho O fc
e dzi BEHjIs fdkzkyid tslse jls ddzd
e LdOYjddj ddasjtcoOdzO I B Eizpb r Oy datf ¥ mBa xizj r «
foolstedsr §| ffrilsCd BEHEI ftesHsd)y Ol v M dd
CsdzdyjmMeats s ss@Odg) dzg sMB8gudzj packet retr|
]l sL 3y detsj EqzOdatg Jedyd mMdzs dL.5. H  GOQL S&fQ f 1. 2 &3ts dzy ©
[ Cdes Hdzw EMlsOdzseo € d dzOYOdz desets ddzlsj tco OdzO 9o tej 3
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Initial retry time (seconds) El

Initial number of seconds between IKE send packet retries ;I
Defaulk Yalue = 1, Min Yalue = 1, Max Value =5

. 1 —
Yalue: I 1] -
Set default | Ik I Cancel |

tdmizaas ¢

Max retry time (seconds)

[ OSMd 3BOdz' dz" 2 d dzls | topHOaz fotdmjluijtaind degli § SHIKEsC OdRd 1§
fOCjlstso ff Otcls dzj tofzf dzh iy 1§ lie O R dedidtsx jretry tidg©dg jj dizdhj j

YJ @3 L dzOInjtjpldgdyiti me, Iss ftcd L Oc tcMakrgtrytinedz? e ztcOyd d
ftcdmeo Od o OJ Is mMmitiaLrelzPty indzd § | L B3y deB Y d dzlz i def dzts d L
HdOY OULBRO 1 dzOyj ded § 80. Iz d3tsdzyOdzd ¥

JCdets Hdzw EfmMksOdeso € BOC M BOdz! detséts ddzlsj tco OdzO 9 te

Max retry time {(seconds) El

Maximurm number of seconds bebween IKE send packet retries ;I
Defaulk Yalue = 30, Min Value = 1, Max Yalue = 60
Le

. N
Yalue: I & -
Set default | Ik I Cancel |

tdmizdss<

Maxsessionduration(second3

[ OCMd &30dz! dz" 2 ddzlsjteo Odz otc] tKE(zd GpPSC & GeE®FWsHI MM
L dzOyj-dgd fztsy uydmazs L HJOfOLEBdRO 10. -800. [ § dz® y4 d
9" BSKO L dzOyj ded W :

Max session duration (seconds)

X
Maximum IKE session duration (seconds) ;I
Default Yalue = 60, Min Yalue = 10, Max Yalue = 300

I

Yalue; I | :ll
Set default | Ik I Cancel |

tdmkzaast
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Maxsessiondnitiatedatonce

[ OCMd BOdz! dets] Ctsdzdyd Misets GH dso-igj g dzdzetsH detlzd ytf g B 2
fOtlsdyltassodstsy dats | EqzOoday fedud dzs 110000 Of Pdz@ WP dzd §
Pdiisdzyo@as [Cdzs Hdzw o7 BStcO L dzOyJ deqd v :

Max sessions initiated at once x|

Maximum kokal number of the IKE sessions initiated ak once ;I
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 10000
=l

. -]
Yalue: I 5| |
Set defaulk | Ik I Cancel |

tdmizaass

Maxrespondesessionswitha partner

J OCd 3O dz dzts HCtSSfcliaffnisi sttt tc | 3y mlatlyf Btso, § HBSYBN J di3'
Etcs? Misp tedzkdkdzj Okzls | dzls d WfdOyafdalgjotdOidglzr d9 S Oygfmlse j &
sOCdd3 f Otls dzj tots G3ISAKMB SAlzg OB H s drsSC 5 ML HOj s Sl
ISAKMP SA, HOdzdzr 2 Olstedelzls §jtjMsOjls Hj2fMlseatse Ols! .

I 5L di3tsy dzsj  :4g0Odats fzdid Mdzs L2 0i.d O RO iaRd jl . § 0. & dsts dzn
[Cdets Hdzw bkEMlsOdatse §d L dz@yj dad v :

Max responder sessions with a partner x|

Maximum number of the IKE exchanges with a single peer while ;I
been responder
i

Defaulk Yalue = 20, Min Yalue = 1, Max Value = 20

. -]
Yalue: I 20| -
Set defaulk | Ik I Cancel |

1 dmk aas ¢

Max blacklog sessions

"yjteds 2 My dMsS"  f toj H dzO DaROls jO&enifldiServiod f tfldsY O Lts Ists Is
sBMdzzy d o"Ovdgdede .2 M dMsC " di3d dskdzd-fl KEf sso sEEOf Btols
dZOr SHW M dafmw o " Uj tpdedy Oy dify Gejo"ts KE-filp] By ¢ ! dats 2
ddzdyddtctse Odedets 2 fts Miststetsdz’ ff Otelsdzj 460", Y f ©dzls2dzj g €
Max blacklog sessions Iz fls O dz0 o dzd] s@zjsls tc O L totg H dptsiedds - d3 jKEzdz" ~

sB di3j detso, d deddaid @bk ji dids EW d U dtftedstm ICdgditiy, C tf SO " d &3
o" Yjtedz 2 MEdMEOYHd MdjHizs " jdi3 dzj KEOdEBOL Qf f
tcOL toj h jEaidztho to ] BKESE B] dgco Hdzv HOdzdzse s ff Otelsdzj 6O
sCtokzedzj dad j &3 o tedgjalz, h Y dissts H s f tslkdElEteGSY LSO tdy M j d
HOdzdz' 5 f Otcls dzj tots 3.

[ M2 dey hBAER yssdz $ 5 § Otelsdzj to L OdesMdlsmw o " yjtedy 2 f
L dzOuj dzdj ©OLtjh j dzdzr 7 5 H dzKEUsEdkjj dils® (g s dstisrirf ®sR d
Edgjd h Ols! MW o Ho O cuER) O st O & P jsdzd Wdztis Bfisj dzO
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