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J ggfquZchW 2O dMmMfsd Lo 0ded] fsctoOBRBAdSEE {f to

Jdyd daz@ vd ffsedd dzd § f to 56 tc O 3R ABEc] ts S e IfSdls @ | tof
2.1.0.2 (dzO0 hdtagduaF.) Ré )¢ stewditls@®dfded ¢ & d 6 dzOC
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2. [ BdBBh Y82y 2 ~sWtsd

) o5 H ESPY/PN Clientff toj H dzOL dzO Y j dz fi dtivq dz'O8 @Y f & O
feclssC sdse TEPAR] 2 flilso O

1 O dls O IO CBPCQUePtNs iz j Miso dzw j Isw o tOBRE O d3d Y H Iz ¢
fMis OdzH Otc ldRsec: | KE/

e Security Architecture for the Internet Protocol i RFC2401
e |P Authentication Header (AH) i RFC2402
e |P Encapsulating Security Payload (ESP) i RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) i RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) i RFC2407.
l ctse e Odzdzdz” 2 f to s HCliehtlis B G S J W RN O Is:

e LONdk bLOWJCO &0 CRGHdd" ObissaBded M lsj o
{6 f Gl tPeas &B &q / IREezESP

e OkljdsdW¥dsOyds ftd LsoOkjdv d Oklsjdlsd ¢

e §OCjlbdzzy Wdd swOYds bLwOWdSO f dmMisd L s 0
LOCtdkso s Miljotsets d btOdhfselsdscts keso

e B i EEElsEC st Odsd

e K OdzdL Oyd® L OHOdzdets?2 HIdMydf dzdder oL Oddi3sH ] 2
d/ ddzd LOhdlk ktcO¥YdEO) HdW COYHBGELS L OMNdhH
LOHOdzdzs 3 L Oh dh jdzdzsd3 ey dd3dy Itsdz €8 Hdzw L O
udmdzi d Hdzv dBRsBddz d2f » T BEbBd cse 5 oL Od B

e Gjckddkj Bz Miss2CsMmis! L OMdlsr kO SO

e BOMSdiesallk OHEBjMd & fohmstOdhlss L ONdH O] &
O S 0) .

Ifmd tIsd WEdSydd sfdhr o0 lsmw o WO22dzj LESSCOdz dets?
Local Security Policy) . [ ¢ Odz! dzOW Utsdzq’lsq’QHOJ e gL @ ) dgts fislg & 1 6
MsiHddzj ded 2L Bfclzef HE@EPOSC dJ BzgMif fsdz! L s Ols! sIsCter Is'
ez OdzcscPbdflsy sdfL s0 Ols! HdzW COYHBGEB dL Mt H

1 sHECl CAentqiPiNsd Lijls o COyjMmlsaj odajhdaj2 Stodt

B dB dzq fiptg Lrffiflstodsf Sy EBE 2 L ON dlsr dJdW s BAdHEE (& s
32", ©OL©OBlOddgs, CssdHi'0ddj?2 "adcdod

#s1 R "s@lff B8] OdzdL 2] s telstidfdRtngte@y dud MEd) Odetste
o 1 [uyu 2-8N-4 W tctse Gedadn d W tctse Odzdelj -
e JJuU [ -BMHMACT yj dztsfls dztsfyls: H Odadz’ R
e JJuU t -B4OAz& tstellshdB tets 9 O dgd W

e JJuU t B4, 10fuvuv-2001BMsttdBdtetso @dzdsplg b ¢
Ldzj € Istetsdfiidists o 52 f sH) did (A
e GjdzjOYds MAzzyO®22drr 7 ydmi d.

CSP VPN Clientw 9 dz¥ j sfqw fJtesHES Istsd3 H divs df 3 tdstfo Oy d oo dztdsastsl3
fMd3r Mdzd, ubt sddsdStkz d dOmMstes2¢d ttjydise 1 Ists¢
OHBJdded MIstcOlststc ddzd OH MBI ded MIstcOIststc B jL 5§ OMdasmis d
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.uomyefeets?2Y B o9BdHY
2 Isftcdzylskz? dzff sz

1 totsH ESPSVPNCliente ¥ §f 2P j dz Hdzv TMdzj H Hfed?Ods sSEHE@3: 59 7 A
e MS Windows Vista (32-bit) Business SP1 Russian Edition
e MS Windows XP Professional SP2 Russian Edition.

ltesHB&B GBI Misdds M Ctedf Istsc te OW dsugjdigShdd®zB . §f dzO ¢ d dz0 d&zd
cOL tcOB 5ls ©dzdlf ®Bdlzd j 2 -s"[d I & dzO dz

] csHBEOB GIEOstctc | 2B EZESIKfc®r M Milsjoer d3d OHOY Is] tc Od3C
f SHH] toy task s défloading

I yofmlsd tjoddL OVRF/IKEEsEEC 5 @ig 8 dotsjdgdsd d3j Misd d3
Cisco I0S v.12.4.

Il yomlsd EHOM] dzdese 5 disdzd Iststed dze O Ite ths EsGskD d3 fnfls O df f
fnCiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n sH W CidcdyVosks s fyls O
VMS 2.3.

) esH B&B &) Misdd MeTekatPROZE2KzgToken PRO 64k ff etsd L o SHMlse O
¢ s &3y OAledidin.

CSP VPN Client
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4. MY ymtdsysn § 2§ ¢ dz2
) Mis{ s e2ds IsEgBHdR § St
e dtpr a3t d§f G B IzY d3Y

) totsH ESPPN Clientf to j H dzO L iz@e( tds 2 O R'sdef Aste Ols d o dz' 7 Mg bsj
] Sd&ZOC O Wt o OCdRE MibkwWh  cd@dzOcdOkj dzj dedej { t5 iz |
BjLsfOfMdsimisd Sttf kol itzs 2SPRY/PNClient @ Gt Ws@sdits O dz

KOCdd BBEOL BA, Ykt OH dBddzdCiEstaOustsads o] dzEsdf Chyjdisdh IS t
f j o) Mm@ dzdz’ 2 dPOzfTissOE® G2 5 H dzv SO HS®ES jfdz2Y , § g
GOMStEs2 Cd HdAv fftsco fise Osfiwyh j e HEdy dshlsd &agd

ltesyj M ¢ sHictsip@ded 1 d tcts¢ @RipdB dg = dzdzts 6 § SzO € BBO IS §
ftosdLotsHdIsMw Mdzj HEE h dd3 SBteOL 5.

OH B lstcO st BjL 5§ OMdshisd §sdkzyOjls OH&Jdk]nstols
febH G IB@®L d3j " j dzdzts ¢ Blieny SC{OuSTPlsocdy” | d3mheHES dHAATFSAs O s © t
bilsOdzOs dzdo Ojls 2O fMotj s SRy “lsjtej OHMBYd]MsEOls
coltsodls Hd fod Lo Oljdv ddiksOddy ydadds 2 § O j

RN sdz' te gz fifls Odztso dzj dedfzss j MG e g §f 2O lsCter sT 7 € dz
fsd Lso Olj dzv, Ctedsj ots?2 MjtelsdW d AN Ot sl s of sk
BJLEBY OMdesMmisd, #itzyHt Pipdetizdzizs sz L 59 Olsj dzw, OH dBd dz
ddzils Odzdzw ydtsdzdzr 2 §# OCjls fsdz L s Olsj dzw .

HisLHOM]] ddflsOddy ydisuuaseis] ¢OCEison jf fislee dv j sfw  H
e Mitsd Lo Oddj cwOWdujmMSsets ddisjtehj2mo
e dMitsd Lo Oddj kisdddlsmake msQdmedzs? MistesS d

fsd LsoOdedj CwOWdUjMCses ddzsjteh j2MO Hdzw it
Lsf Omdesmisd, §J eftsdzOdz! dzde lsdp@igiiy ta s jsCdzdefs cfifsts L HO® dids
iz L sofPlsdtftsdz L so Odedj A3 MjtelsdW Jz®bBse slsCter Ist A
J HEZMls O dzls(e telf) Ldzdg” & j Sdgiz¥(Pueshared Keys) s f ) ® dzis ezO o

SHOtSts9 C O ddemMls Odzdzw yd s dedetsgts f OC i sO M f sd3tsh +

[ dzZv ML HOddw dJdeflsOdzdzy ydosdadetsets f OCjIsO f@®dz L 59 O
Click Installation, € tsldasjte@rd L 2 j v ) §sdsh: s Elsdddks' ¢ sd
make_inst .exe. GCIsO ElsddzdlsO i dfifoudsd] did 19 G dndaskjej dzdrds t . €

U ndzsdzs e f tpisiyg e dsd tetseo Odedw  f jJ e dzOdz! dz" = d dzinls O dz
fsdz L5900 jdzj?2 M dMfsd L soOded] &3 figjdtefls W d € Olsso s
ftoj HzMiIs Odztf g zPdzarj B j dFz¥Pyeshared Keys) JlzIs d dzd Is T

make_inst .exe s dMOdzc@IJol SHEBISS9 C O ddzinls Odzdzw y d ts dzdzts 6 t5
ftojHEMmIls Oddeezafdz] dedz yORBd ( Prdé g v ®&r dndy j tizOgos/y/ts of C
ddzmls Odzcdzy yd tsdzdzis e s f OC jlsO f tsisC ter Ish) Els & jids fyl©aki dedz

1 jtejH dMfsd L so Oukpjing.etels hdzfldz0 BT 5@ ML HORO d L
WO2dz o Isj € Mists as €& Ok W@ @EiSL 5§ O fdzts s @ dzd j

CtdW et Oy d s daAfsd is0 GLOXBOGL HOdzd | dzsC Oz dzts2 sz |
BiLtsf Ofmdetsiisd. std¥decktoOoydsdadz 2 % 02 d"

Il sdz L 59 Olsj dz¢, Ml tsazeizj tzttz’ F sHdzv dzj 65 OH d3d dzd Mls te O
fj et dA@ed@dzdzr 2 ddefls Odzdzy ydtsdede” 2 § OCjls, (€8BS dL o S+
VPN ClientdzO fMotsj d3 Stsdif ' s Isjte] .

[Okzfjtj2Hdls] §¢ fSHEBlBaC,] ©OBBUYUJEE o) MO OH &J

R
B J
i
i tc
"1
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5. (fJHfEzfcdzB MmBofhy
B dz22 sRtigmBo y dif teB Is

dbHBJddMisteOlsste B J L 51 Ofdzts sk lsBDdzGeodsd] D CRs dff + ¢ Is j t6
HdMmlstcpasEBsidzd dzd Mis tc Ols d £8E VPN @liént Adrsinistrator Package,
cOL &3 h j dzdzr 2 Cle@ SGOdEHENIsSOs HIMIstcdBEZIsdoa O { IstEs
e setup .exe T Es d dzdi 190 &z Wifidows Installer
e setup .ini T dzOMIstesj ydzr 2 ¥ 02 dz, drjupex8 sH A" 2 H dzv
e sysdlls .cab T RteOded dzd " j Tilig,ls j dijdas - s H § dizd 3 dals @W
e wversion .txt TlsjSCMmsseor 2 WO2dz MmMoyfjicon@CED o jtcmd

e VPN_CLIENT_ADMIN.msi i MSI-8 O LdQizfn Is O dzdAMBI 5 Mi€roSoft
Installer)

e VPN CLIENT_ADMIN cab i 7 tc O dzgd ddd@2jdzs dzq j dzls ©

RdAdzMIs Odzdzw ydw OHBJded MistcOlsdo detse s feDf jelgedn L O 2ME OJ
HdMIlstedB zIsd e O.

1ted LOfEMS ) ddhsodde " ydd OH&dddhstOlsds et § OF
fiedcdzOh jdzdj s € o dzfls Oczdzy yqd:

i CSP VPN Client AdminTool (sc) Setup |3 =
L

Welcome to the CSP VPN Client

7 AdminTool (sc) Installation

Wizard

[t iz strangly recaommended that you exit all Windows programs
before running thiz zetup program.

Click. Cancel ta quit the zetup pragram, then cloze any programs
wou have running. Click Mest to continue the installation,

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under law,

Yerzion: 3008776 sc

< Back | Mest > I Cancel

t ik dzss

Il BSdzj M kjSbtd [ dyd dzL dsdzdzse s w56 dzOh j dzd v  f 51
f sdzts ) j dacfgpt thellicenseagr eement " WMiEOFSO MYt HsMisk Y dzts:

CSP VPN Client
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i CSP ¥PN Client AdminTool (sc) Setup o [m] S

License Agreement

Y'ou must agree with the licenze agreement below to proceesd.

Hacromuee Jenressmuorsoe O OTIATISHE ONpegeIlAeT ¥EIIOEHA MOITOIES OF AHFLT
FAKOHEO IpHobperersoro opogyeTa 3T VPN (ganee - Hagems) Komesrmma
[Tomes0EaTermen [ dEEE e CER I FOPEARTIe CERR IEaT0nd). [TpemaeTon HacToAIETD
JIeaTeHFHOMHOTD (OMTANE I ARTASTC A BOFMEeRHAR Tepegada [] oiEs o aTermo

He ORI TR EE D, HeTle( e Ak A6 MBI I A TTOMET OF arEa Hzgemmen,

[Tog Hegemier moMraaeTCA KOMITIEES MATepHATEHED: 00 eXTOE (T 0T} AMMEEDE M, ITHH
HATELL, ATOIAPATHELE CpefCTE, HOCKHTETeH I 0pMAITIOL, KO8 I 0TE AMMEE DL

T OFVETOE, AOKYMEHTAIRE B IIeTaTHOH B AIeKTHOHHOH § ophay) BREI QB B
Crierpdemarpoo KonrmesTa Hegema,

Hzmemre MOFeT BRIFOHATE KOLOIOHEHTE] (IR OTH AMMEEIE H AIOIAPATHEIE CPefeTE,

HEIH OPMATHOMHELE HOCHTEIE M ITH0Wes] OT THETERY 10 CTABIEECOE . K OHeHE T

[Tommes oEaTeNE IO AT IIfI AR HA MCIIONES 0F A e ITED KOMIIOHEHT HA OCHOER - I
TTrrrrorrmres v vr TTerrrmrmrsmrrrre mr i mrrr srar s T T T AT T AT ST SR, PSS AR TS PRI RS ML T -

| accept the icense agreement

{+ | do not accept the license agreement
Wize Installation \wWizard®

Rezet | < Back et = Cancel

t dmk @&ts ¢

l7"BtOIs! fO0fCEEHplsCEigs@®izEo dzj dz OH d3d ded MIstc Ols d o dzr 2
CdzOadh iz Browse:

i'.g!,! CSP ¥PM Client AdminTool {=c) Setup

Destination Folder

Select a folder where the application will be installed.

T he *Wize Installation “izard will install the files for CSP YPM Client &dminT ool [zc] in the
following Falder.

Toinstall into a different folder, click the Erowse button, and zelect another falder.
Yaou can chaose not ta install CSPWYPH Client AdminT oal [22] by clicking Cancel ta exit
the YWize [nztallation 'Wizard.

" Destination Falder

:%Program FileshCSP WPH Client AdminT ool sch Browse |

"Wise |nstallation ‘wizard®

¢ Back | Mest » I Canicel

t dmkz &ts ¢
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[ dzv dZOYOkO ftesyj MmO ddmisOdzdzy ydd dzOxy Ol! ¢ dzOse h

i'él‘ CSP ¥PN Client AdminTool {sc) Setup

=101 x|

Ready to Install the Application

Click. Mest to beqin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wise |nstallation Wizard®

¢ Back | M et > I Caricel

t dmMkz dets €

R&ZHIC Olstste fsyj MO ddafyls Odzdz yd d :

{5 CSP ¥PN Client AdminTool {sc) Setup o ] S

Updating System

The features you selected are curently being inztalled.

Initializing...

Wise |nstallation Wizard®

Caricel

t k&S

CSP VPN Client Copy r i-Teha CSE20820®
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Rdzffls Odzdzw ydw L Oo jteh j dzO, dzOy Ols! CdzOoadhkz Fini sh:
i'-L'!:I‘ CSP ¥PN Client AdminTool {sc) Setup o [m] S

CSP VPN Client AdminTool (sc)
has been successfully installed.

Click. the Finigh button to exit thiz inztallation.

¢ Back | Finizh I Canzel

t dmk @zts €

Ll Odats o df dgdpdZY MlsteOlsdoder 2 §0OCjl Msfissdls dL fMdjH
s 516 dzj th @ O

e make_ inst .exe i ElsddzdIs O Ctsd@3OdzH dzts?2 MstesCd Hdzv M
ddzmlsOdzdetlzgd s W O2 20O § sdz L 59 Olsj dzw

e pkg maker.exei zlsddzdtsO¥ dyj MSsets ddzlsj oW j 2 MO H dzw
ZsC Odz! des?2 fsdzdlsdSd, dzsCOdz' dgr 1 dZ2OMmbstetsj € d
ftsdz L soa Olsj dzv, € lststcOmakepihst texed jls Eklsd dzdlskz

o version .txt ilsjCflsser 2 WO2d, MsHicERBGOI2 ojwid.
e ofMfcdscOls) d dil j it 0Rdr ®8jMyfjyjdd” OB’
) Of @@ntisH jtey dls Shdse dr j % 02dr ddzils Oczdzw sts5t60:

e VPN_CLIENT_WIN2K.msi i MSI-B O LdQizf Is O dzdAM8I & Mi€roSoft
Installer)

e VPN CLIENT_WIN2K. cab T - tc O dzd ddd@2jdz&s dzd J dzls O
e sysdlls .cabin®dzd dzdh j Mmdhk,j dsitg 58 -~ s H § dyd J dals @V
] Of SEXftsH j ey d s

o Mzzy jBdZ j WO2dr , dzj 5B SEXQE] ¢ ex@udipn stipes 6§ d
feclsslsamfent, L OHOYhdn § OwLOd) Is GSFX-0El d 8OMY OF

s dis | BdzOvsysBO XA H j oy dls W 02 drr CWEHY isd i@y & lsj Mq
"sted-§ B 23.

e sc_gost.dll
e sccrypto.dll
o etsdkd! I d Hts.
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6. 1 EmM2eWw k! BWEYSEDA

vj R dsdBseatys j M j udo Ojls Okkjdsd¥dcoyds, hd¥ese Oc
%O biete dzj f j tPjfHOQg Gsjs

[dv o) OdzdL Oydd {dn WiedGjydRr tsy § dg® dosts ff § dzdzd Is § dz'
qdz steBOydY, CulsswoOv f shKBo dvd s 2t iSO Malfeakl
e zOMse OdzdzOY sdzdlsdC O L Ohdlsr .

[ dzv Ok jdsd¥ dCoOydd oL Od di3tsH j 2 Mikhdzjsthedrns Higlaic s dz
dzj CslsstcOW OklsjdasdW ds OydtsdzadzOw d daW¥ stedzOyd v .

BOCE?2 OkljdsdizE Oddl stedBOYdj 2 dBsyjls BT IS :
e fjHEMsOdse dj ddzr 2 ( tcPreshajedey)dsr 2 ) § dzs y (
e MittkdW SOl MisOdH Otls® m. 5009.

RABJ B Ismw dzj Cslsister | BEeteOdzd yj dzdvw f tod tGOBISlSJ fh 0O
(Extensions) , Cwlstste’ | i3 uijder C0O0¢ Ctdlsdydz l IsOsB
te®h dqtoj dzd?2 MjtelsdWdqC OO, Ctlstste’r j BERHEI teomtjtsLdzo
ltesHECIstsdz, JMmdzd E dedn sznlsOdztssdz;dz ftedL d&zOC Ctcdls
BkHEkls ftdmkzlsMmMisoso Ol: Htked] Oomh dtej dzdvw, daj ¢
Ctedlsdydze" j, b SO§ sBsHNI lslsq’Wtsfl;Olqﬁfr]tjiz,tsdzJ L 59 Odz. [ Mdz
slsmizismlselzjls o kOBd&JYj, dts wWodvjkmw dzj Ctedisd ydz
dmf sdzr L 2 Ismw .
Name OID value

Subject Key Identifier 2.5.29.14

Key Usage 2.5.29.15

Subject Alternative Name 2.5.29.17

Issuer Alternative Name 2.5.29.18

Basic Constraints 2.5.29.19

Name Constraints 2.5.29.30

CRL Distribution Points 2.5.29.31

Authority Key Identifier 2.5.29.35
Jidmodzdw L dzOyd dzd?2 d ftsdzdzr 2 MfdmMse Certificate
HsGC Zd3d dzlsi Rfp@tods2ed.rg/himli/rfc5280#section-4.2).

CSP VPN Client
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7. 1fiJHifEfcdzB 2tslskzsd
cBd zBlskEB B gy 5!
dzdzw h Pidshargdeyg s
toff deff | + v (hdk@inBR Iz ¢

szt tesdL o sdz! dzOW  f sdzj H s osCdejulz! ddissifjlsls BB AR!Is Lo ff d i)

gL HOIY fto] HEMSOAasE fzRwzigipPreshared Key) d3ts ) dzts 6 OL dz" d3q
MY SMceuOARE .2 f EiPYEMods Y02z d* ks ftesdL o sd dzkz
ftshdjHse Olsj dz dzatsmis! Mg dso sdztso .

RBBY Cddu@ dzsd¥ S Olstste, Memsswh d2 dL &OBJHENS IR B
d Htdy jd dzOyddzOls! mw M dzOK'Y.dziOY e degyiteC o ©  d dzd

lted d3j yQdpdlgd: ftcj HizMmis Odets o dzglzdzdej HC & dzt d EPH BQlste s S O d3o
fJdtejdtsin 9 Isjdzj Cdz¢ yo sBbkHjls § ©j-DIYIs@EAfjdz sHp 2 d3w
otsLOOIO d fjtejdo tsis@HOOH el J)isHetslIstsa Cj Htoj HEzMISC
f Otclsdzj 6O HEBdydzr B'Is! dMitd LtsesOdr +1Isd Mmddze sdzr

RABY o] HIzils @dzts edatz judRdztsldn f sz L k2§ Isiyw :
e ftod fSHEBEBOC)] JdMsOdd ydsdbsects §0Sjlk0 f

e fted MLHOd dsCOod dt?2 (BHdsdSd BJL T Ofd
9 Mistc zAUtNtethgdPr e shar ed o OlttdBlklsj Sharedl K

eSLHOd] ddmlsoOoddy ydosddtsets § O0¢jIs0 f Sdde €405 dzw
L IsOf ts9:

e OHABJdd MistcOtste BjL s OfdesMmisd ddzd §sdz' L 59 Ols
ftoj HEMlSOdatse dzj dadz” 2 € dzv y

e OHBdddMiscOEBdENISd SfttiHjdvjls HdY fsd Lt
fsdzdlsdsclz BjLY OMmdshisd d(fd3Od@snd ©1O04Adzdjjj o
sl Odz' Haz@Is S d B L OMmdesmisd. sEHddekzteOydts
"1 SHGEBIks9 SO ddmlsOdzdzw ydtsdedetsets f OC jIsO i f s
ddzls j e ) 2 fn0O"

e OHBddzd MistcOIstste BJ LS OMdesMmisd dz0 Mo tsj d@3 OB S
make _inst .exe dL C OlOdzsc © OH dgd dzddflg tstfOis tef ls dfiais dzts d3
Mz yOj BEHj I 8" HOdt Ml jydtdf tists@h § sR0O.d
SBWLOIjd degs ECSOLT 90jIsfqw 3w ddzfls Odzdzw y d s dz
dqd&z3v JtejHEMIsOdztse dzj dzdztsets € oz yO, Cdz6 y ddzd W
s sdizZOdmake_inst .exe 9 { Issd3j MEBUPI MdiHke hdj s yc
(f sHtcBifashOz®d dzs ) [ ded ff dethke Gnst.exe"):

make_inst .exe -0 SFX file _path -I LSP_file _path
Tkn <Preshared _key name>{ -kv <Preshared _key val >|
- kvf <file _path _Preshared _key val >}

o f SHIGHES dzj dfddzfifds O dzcdzw ydtsdzeder 2 W O2dz MsH jtey dls dMm
f otsH LOSBEPN Client, ff j tefts dzOdz’ dz' gzts GO iy deke] S df b
BjLBYOMizel dd MistcOlststc Bj L s OMdesMmisd ¢ jtej HO
fsHEBIsso dzj dzgdz 2 ddzmMlsOdzdzw ydsdedz" 2 § OCj s, Mt

d dzils Odzdzeteg g s W ©O2 dzO.

CSP VPN Client

Copy r i-Teha CSE20820® 18



CSPVPKlient3.0 wuW dzf ¢ jlskaf Bjd2s2lskfe Yy fMB

8. GB byytsem?2y tef J H
sz BABBY Y20 s HY

dzin! k' dz?2 dzdzw h B dz?
Y M2 2 dzBlzB dzg?2 ) I
2

(
?
!
(
W d3nakeinst

NGO NG

ZOtdy foHEtlsse Cd ddafls Odzdzw yd s dzdzats
Mssttsd dzO@ lCtrilsr & Cd¥ yOr ( fJ

fsd Lo Oljdv, Msslkejlsiisolksh g2

{fdhjdB 4

42

Av]

5, dad BSOS dals JE0MREg j2 dzj 6 d d3i J s Mdztsy dekz ¥
N dls

dZW

H® iy

Oklsj dalsdw d yd
uj CtojIsdg” 2 € oz
d

d

O]

ZOR sH dIsfipw
Colsstesdy MisH v Mmdzlzy j B R@Y ¢ dztzly5 8 @Oy f WizW ¢ e O
dzj 5B A tSHJ BOW sply Mid wyjdftymisdsmlsd ¢ dz yO. € Ilstsl
Wodw jlsMW COOdsScd % 02 dses?2 MdMmsj d . wjCtejlsd
ZdBts o ¢ G,ddefpIsdzjptey O2 dzj, Stlsster j ©OL dBgj " OF sfw  dzC
odzj Ndgj d3 Szt yj o sd3 datsf g dedsizj SdsQeffistaizfizbgdiskeh dzt o Jo .

yj 20tedd lddyoOsksmw Isjd, Skt MSLHOjl Cd¥ yjolks
LsoOljdk" d &0 COCtd Cd* yjotsd dsigdlsj &zj ©OL
tojlsdgr 5 Szt ysds sz’ L s9oOlsjdzv, otsL Bsy dzgO d dzd dz
Is d

o

B
j to
H

COO fodf cib@sgwy s ds P, Csfdelzjlshny ddd

Y
f tsdz
md ¢
md te wq

fnj ¢ sdzr &5 Cdzt ysdz ots otej d3W ddzgMlsOdzdz? ydd dz0© € s
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o

t¥yMmMe+ € byytsem?2¢C

adw s MsLHOdE Cdz¢ yjoeos?2 §Otr, Wsttdd
SO ftsdz L 59 Olsj dzv 1 tots cprdo. ts H Wdffn W Is@sHdzi3 o discdsir
Ctoj IstdD 1dAIRL dBeylsifyy dzO@ o dzgj N dzj d3 S dz¥ yj o sz
] 1 ot dipy jdek@s fudd s S delsj2dzi 6 d MJ Ctej ks
dtsdzdzr 2 W 0O2dz, { tcdf tetdogds $BCz HNjHSS Isfotg dsofnjlsHe jddz
P Plsgedzy d MJjCtejlsdesets Cdzt yo ot otej d3w
d EKBB\PREEERgO Csif silsjtc] tfhogzdastss Olsj dzw
sj2dzgjtc d WO2dz ff MjSCtejlsder 5 €zt ytsdg M H
g Hij2Mmlsodw OH dsdf ddifiuissténdslefts f @& Bl jlsis Bz My §

MOttt BjLsfOMdsnsd §skzy0jls sk O
YqcOol fsd LsoOljdv  Sttdjot?2 Mmjtlsd
O (CACertficar)] ! C My selsdse Odzdz’ j o ¥ 02 dzr
OdrdsHgs dzls | 2 dzj to iyl ffjdestoysflz dzd B & € sdzlsj 2 dz

juny

O g2 0=3
B = = L > B
QETORH
(OF = NORay
o
= R
-0

=g nI =S
o g«
=

gI=EI3oT =3
7
ot
o
&
§

)
=
o,
23
g

0 F=cz0o ¥
T &.0—.0—.0—. T

t©

qzdfMstcOtte BjL s Ofdshisd SftejHjdYjls Hd
fskdsdSk BjLLBA)OMAORHEL 6 OJ Is(in dag @' t 102 Edlzd j
IsC Odz dzts?  f tsdzd Is d Sfts dz¥i o dsf tO@aifstideds. 2 % 02 dz

e OHBJdd MistcOIstste BjL s Ofdesmisd 2O Meotsj diz OB s
make _inst .exe.l BwBfydwo 1 Ists?2 CBREROdHT ESOLT™ 9 0] st
ddhsodzdzy ydsddztse s W O2d&zO, k! ¢ dzs¢ od dztsd
Md clsd¥ S Ok, (USB R ¥ Gzl XRjAOO fid M € teg Is dzr
Cdzs ysdz dzO@ Ctsdif s Isjted fsdz' L tso Olsj dzv d d3gztdzd O dz
Csdzls j2dzj 6O d WO2RAEZO fp MjCtejlsder &3 Szt ysg k¢
2O SR slsjtcj §dz Ltso Olsjidavd i Cog\ B dzdes 53 My 4§

e ifMdzd ftcd YsHGEIsseCj ¢ dzBls@atiedz? vz t&dzdizts & © 2 2
M Ctejlsde d3 Cdzs ysds dzj o ¢ dzé yOls! da d dzinls O dzdz
floed sHfftesolifiidEslse jlsMisoadw MitlsdW dS OO d f
fsdz LsoaOlsjdzv, des LOHOL! Cfidteseo Odedj ¢Cts
C dzv ysteld o dzfls O dzdzw N Glignt, C SRsts \BD dzH |
make_inst .exe 2C OL " 9 O Is fiff' ts Hstf SjRefcdzd s O s d i O dzO
} tod dzts ) § dwdf df dadhke Anst.exe™):

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

- kf Secret _Key_ Path

{[ -skp Secret _Key_ Password ]|

[ -skpf file _path _Secret Key Password ]}

{[ -up USERcert _container _password ]|

[-ufp file _path _USERcert _container _password ]}
ics Source _container __name

- kfs Source _Secret _Key Path

e jMdzd ¢ted {§ t5H cdmivtspdtydzdeidzifds QMO iz oBttzHHdjlds' W
CsfJesoOdzedj Ctsdalsj20dzj €O d M Ctej lsdesets § dz
O LOofBgEdestslse jlsmsadw MjtesdWde OO d fmj ¢
fsdz Ltso Olsj dzv, mlake inst Sexedg@da jr o @M layfigvy :

- ucpkgcopy on

I chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}
- kaf Secret _Key_ Path _ADMIN
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o MEM Mok ls Htcked] HBYtdddlsjd drj tfydd
fteslstsC sdzd tetse Odedey fff "ahls ©ERXPN Glignt &£ SW 02 dz
C:inst_client_log.txtz € OL jlseh® i yd

-a /l* C\inst _client _log .txt /i

SHGSI G qgelipdzO dzvy ydsdzdzr 2 % 02 dz MsH ey dls di
s H EOSBPN Client, § j e dzOdz dz' gzts 20 fizly dsteR] s af S Iz
jLsfOmdshlsd, uot®MQdisdew 2 Cpjselyd S Ol § s dz
fr &2 52 B Mistsy sdztsy j dzdw € sdzlsj 2 dzj 6 @Od % 02 &
SdiYf ¢ L soRBEES sdzlsj 2dzj e d Mj St lsdzr 2
dzfls O dzczw y f ts daplzt Bd OB Olsste B jL 5§ OMdesmlsd
sd Lo Olsj dz 1§ t5H clasOseonvdy) doidzdan 2 g Qofdes 4

L JdisOddy ydoddscts % 02 0, Csdsj2djc0
Sdz Ltso Olsj dzv dz® o dzj " dzj a5 € dzv U o 5 aizd dptish dfls § o
SHdEEE Jdhsodey ydehkbases % 02 &z0.

O SO 0 P WSk

Mstsed judesOf 3 | ds@tsdisQdEkesis o sy Mg JJ
tcOBtSIsT, ©or o tsHMdkdninst ologi. &R M tcd COYHBA MtsL HOdzd d
d dzfls O dzdz¥ \y d s dedpske st g dt@ f j e f dMr)o OJ Ismw
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82 1 E2fmMyf<¢ Isyytsem?2¢

uSLHOd]] Cdvyjos?2 fOL' J Wethkdese Oddj L Ofsmo
fsd Ltso Olsj 2 § totsq LisoOHsMedch'ds @Hj gdslidOi dzs ls o dzd 1§ &

CodRf' “bjtt) fod LeoOlsjdv. Jtd {ksd Sodlsj2djt d
COL&Bjh O IsMw dO® 3 jfMsCed HdMS) St&Ef’ “lsj0 §cd L
dp SL By 20 e jCO Moslse jsMisody Mmjtlsddk OO0 {
Ccfdeso Odedj Ctdalsj2daj 6O  WO22kO f MjStejlsdy &5 S dz

Mz yo] dai ftesdLotsHdlsmw.
[ J2MlsadY OHBJddMistcOIststc® B jL Y Ofdesmisd 5 1 Istsd3kz

e OHBJhMsOst BjL Y OMdsnisd Jddod §sd Lo Ols
fsd L so Olsj dAvdzdfmgy sifoQusz W stdRdekzjls L Of s
fjesdi SO0 fod LcoOlsjd. usLHOdE 2 LOf®
PHsMmlsse jews h jets yj deste® Mjesd¥dcOlse. I tod
fMjStjlsdy & Sz ysds sz L o Olsj dzv ©OL dgj h O Is

e OHBJdzd MistcOLtstc v sOshjy jojcocls yj dstcO s
LOfesik MBSLHOjI dsCOd dr 2 Mjtksd¥ds ol §sd
WOdd sttedjots? Mjtldyds Ol HFuteth®isse jtows h jg
Certificate) s ©OC 3 j 1 MY stesdolzjksmw o WO2d ¢HEB]dd
fskzEyOjls SBOdY ¢YOKO s OH®BJddMscOsEO H 6

e OHBdddMstcOlsEas ML SH@HHj &Y jls HEY (sd Lo C

fesddsdil BjL Y OMdshisd MOy ®L00dddid o
dztsC Odz dets? fsdzdlsdSd B LS OMdshmld. stdidck

e OHABJdzd Blet®L s Ofdesisd dzO Moetsj 3 teOBBYJ BB
make_instexe.l tSfydwns 1 lsts?2 CSBOdHT ECOLT 9 0OjIsmw
¥ 0240, k! ¢ dsCOd dsdikkz mMjtlsdW Ok d «
LSP,dd3" Ctdelsj2dejcO@ d WO2dz0 M Mmj Stgjlsde dzg € oz
fsdz LsoOlsj dzv, dsCOd dzr § dzOMstets2¢d d HIG.
MiCtejlsdgr d@f Szt ysdz Z2COL " 90OjIsfmw §tsdzder 2 f Ezls!
fsdz! L so OB dzO deralfe inst .exe 2¢ OL ' 9 O Is fiffv 5 HstYf 3y dits
Elsd dzg@netdd dtsy JudsfdddzdgiEke inst.exe"):

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

- kf Secret _Key_ Path

{[ -skp Secret _Key_Password ]|

[ - skpf file _path _Secret _Key_ Password ]}

{[ -up USERcert container _password ]|

[-ufp file _path USERcert _container _password ]}

fih jMsoksls Hiked) HGfsddadls]d d j sfydd,
floslsts sdzd 3B Oz tdzd 2 Co\ingtOZldnt _log . txt f tod
d dzfpls © dzdZSR\\MVPY ClientzC OL " 9 Oj sfqw s ydw:

-a /l* C\inst _client _log .txt /i

e f SHCG SIS0 dzgefiphdzO BzdzW ydtsdedz” 2 W O2dz MisH jtey dls dMm
f tetsH ECSBPN Client, f j temtsdzOdz! dz' gzts Gz0O iz dstei Isdff ¢ Iz
BiLGYOMdesMmisd, ¢ fMmjtesd¥deOls d dzs¢ Ood dzF 2
M 2z 2 o Mssf sdzsy j ddw ¢ sdzs oP? djids Q tsdis W 02 oz
fsdz L so @Pls ggdetlzd MistcOlsste B j L 5 OMdzsMmisd e HO
fsHGESIse dzj dzdzg” 2 d dzfls Ofgzedn lsyHsdafi?2 2d f O H dgts G 5
ddzils Odzdzw yd s dzdztsc s % ©2 dzO.
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I'fnj Mtsed juEeO]) i3' | =@t dzisQdipkkdsivt o §tetsyj Mg JJ
tcOBtslsT, o' 9 tsHimMdkdnist 9 logv. &R ff e C Oy HBAER MtsL HOdzd d
d dzfls O dzdzw y d 5 dzdaske st M dz@ § jtsj f dMr)e O smw
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9. vfdjiBB2y sy lsdztf d3t d
ItslskzB By Y2 ss! y
fJtfcimydeytstsy

[ d&zv ML HOddw JdifloQdgdawsyd sidady Btsdz) "sets ydmdzO f tsd
SHdzs o toj RicdetedzOc O Isw Is BAYVSAR dds o @ o Ol duid S dzi ks d dz
make_instexe. 1 Odzj i Y d MO BAT-WRRGESHdz/IsHY d ydzr = fMydj dzOted .
Csfigf ! 6 Isjted OHBJAddMtcOIssc® H B dy OO B @ O st oH O dzO
fsdz LspDisjtz | sisBL f Of B{HOY,F flrs s sitc™ g Odfod)w o dzj dzd

f sdz' L s9 QIOjfdejdyjad €\@n client, o dzf D1 §\tpn_client\alice d
c\vpn_client\bob ( @ Oy dzts, ylstsB"™ dzj B '™ fz2BY)t. & Mis & WsrFdRdz s H S5 H
dzji ¥ dls WdlRedzert, O 1OCYJ HdV dgj Sclster o Myjcedicd j o
Isp.txt d pwd.txt ( f Otctzg@ C sSdals j 2 dzj to) .

wyj Z0ted? 1 Issd fMyj zOtedd Sdalsj 2dzj er f) Mj Stejlsdy dsd
qsj ¢ ls f kfls ©26 dfEOUaSBE-W02 dzr ¢ dzOfi @fsffdzioL 5o Ols j dzj 2
d &3 dajpdglientexe. §1OY C OR { 5dz! dzjsyp @lis j diag e de Isdgf ¥jq S Ols T .

RMYsd L zj IChM] BB S OLSPH dvn degdj & (k' L 5o Olsj dzj 2

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET LSP_PATH=c: \ vpn_client \ Isp.txt

SET CA_PATH=c:\ vpn_client \ ca.crt

for Ir % TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe - ¢ %CA_PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEX %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end

echo Mak e installations complete
RN sdz L 2 sw Mdzj HEzE hdj dOMistes?2 C d:

TEMPLATE DIRT f Of,C G0 € tsls stdftds2H fdRffSafls L 5 DIs) tzls! Hisdzy j dz
BJL fttsBj dzso .

MAKE_INST PATH §f k£ 1§& Is d dzoidkg_inst.exe.
CONTAINER_NAME i d 3¢ tsdgls j 2 dzj 6O
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LSP_PATHi § €58 h JLSP.
CA PATHi §f zls! h g @M slsdW dC Olskz.

i’ d HOdjj "Makein@allsionSdsmipigle" 58 5L dZOYOj s by jh dat
9 j toh j t4Ahkerrorddcured"' 1 ylsts ftetsdL sh dzO0 tsh dB C O.

H
o
Yj dzOte.d 2R B szt L b jisOeieay h oCHsjdgls j 2 dzj ese ) Mj S tej Isd
& yOhd ofMmjn f.8dydbmeOdSE-tEp2 & ¢ zOfi @fshy o

sdz L 5o Olsj dzj 2 vphdiient.exedsPogH 8 s dz' L 55 O gfijz ECA
jelsd¥% s OKSPd fo ¥

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ cont ainer

SET CONTAINER_PASSWORD=somepwd

for Ir W TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe -C %%i\ ca.crt - u %%i\ localcert.crt - uc
%CONTAINER_NAME%p %CONTAINER_PASSWORD%%%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto :end

echo An error occured

exit
:end
echo Make installations complete

1Ber g dzOMmtets?2 € d:
CONTAINER_PASSWORD i 5B " 2 ff Otetsdz .

4 yJ dzOte.d IJj3 k& Mndas@dwd duyde dzO0tc d tdet2 sz yOJ d3" § W O2 dzf
SH O] B 2d i3] d=@ugme.exe ( ¢ msername Mtseo f GsH Gnj d d3j dzj O3
fsdz L tso Olsj dz2 M§ 52401 =iczexdsE dffob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D:\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%
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for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -c
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_PASSWORD846%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
H]j BFX DIRTf Of @0 S slsstelzt C dZzOHEILMY §dZEyojidiir i W 0O2

1

4YyJ dzOte dl2" fAsdzdz™ j IsTyw  § tod rlsd ~ylsisl diz frpdzdftpyljo dz@ ©O¢ i 52,

f O §pdz L t5o10tst] mialrdzd Is j dz' dzts parlty, d Ish) S¥HQtaly O d 2 f Otets dz
Ctsdzlsj 2dzj 6O HdzvW HOdzdzse 5 ff EdBGCLHED @lOPdEV .2 sk jL Slot
EfMis OdzO o dzd & © ESP VPNs®ienkzcfLls f sHGE tsSlstso dzj dzdzsets H dzv  dzj Gt
dd&mlsOozdzy yd sdedese s ¥ 02 dzO, Ists sdz BEHjIs MlsOeadls! mw
cimyvpn( fp ftetss § dztsd3) :

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
%%~fi\ pwd.txt  -1% %-~fi \ Isp.txt -a"INSTALLDIR= \"c: \myvpn\"™) &

(if errorlevel 1 goto err)
goto :end

err

echo An error occured
exit

:end

echo Make installations complete
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10. {fJHfzfcedzB 2tslskzB d
cBdzyzB Is tof daff | + W
2y MmMay CisB

U Isd dzgfdg Omaker.exe f tcJ H EMIsOo d&zW jIs OH Bddzd MistcOlsstelz B Jj L 5
GteOW dud MS d2 d ddipg e Q v HAw S Odz! dets?2 fsdzdisdSd B L
ZOMmMistesj € f tc &WANeCIlsiGe nCt SORiEAdigAfUSHO dzdzw i @ Czglzls @ sH dzv
fsdz L s Olsj dzw .

lted fsHetslstsaCj dJdmMlsOdzdzy ydsddtsets OS¢ jIsO fsdz L s
Preshared Keysc s OW¥ d yd MS d2 ddzlsjteW j 2 Gtoj HsMIsOoadzw jIs ot
MSLHOdzdz 2 Cdz¢#y dqL WO d&zO dzdets 9 jMmisd jet f € dzO

g jQtbde 2 Cdzty fsdz L soaObjdzv, Mstske jlmMksolkzenhd2 sl
By jls ZOSBHdI! Mw o Ctdalsj2dzjtej (MlsOdzH Otelsdz 2 M
stsdzls j 2 dzj 6 MsHjty dls Mdzky jBdeze Sz ydokzs ddeW ste
WO dztse 52 MmdMmisj di3r . 5 tjddstd 2 IstEzteds IS dOQ el Mte s B T Is
XTkanlSthSdS HdMSEJ dzdets dzO o dzj b Hizf figf £l QU5 B ts dzdztlats i ¢ dzY
eToken H 1o .

Hyj ZOtedd Glddyoslshv kjd, Skt MELHOjls Cd¥ yjolkze
fsd Lco Olsjd" d O S OCEd C gy s o] Gz ls ff ) O @
MjCtjlsdy o3 Sz ysds §sdz L 5o Olsj dzv, oL By O ddzd o
fjelsdW¥ (SO0 fsd LsoOlsjd d MjCtejldses §ds yo o
WO kO, Ctfdtkzjlmw ddd djls Stdlsj2ldjte d ¥Y02d& f
q’dzfr]lsOdzdeCum’dlesz‘G)lsth fsdz L s9 Ols j dzv .
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101 { Y Me+ € Isyytsem2¢ tff jH
2slskze dzdzy y2f ssf Hf toB dz
Pytskz2-2dByYy23S¢ Iskzfm

Ifj Hj2fbodw ft5 MSLHOd]® Sdsyjet?2 §Otr, ¥Wstdd
fjtesdi S OO fod LcoOlsjd fadL o sHYIsfdd j dBdzt i
WO2dz ) MjCie] lSdidghSd®slsigy dzO o dzj " dzj d5 S dzt U o 55
HdMS jlj. OHBIdMsEOst BjL Y OMdsnisd §sdzyo]ls
Cdzs ysds sz L soOlsj dzv dz® HdMCjlsy, o tsiolimsiadels O dz
Cdalsj 2 daj o fyfj SWeidsddz fifs € oz s d3 o  d dzf Y Gedrdzy wdsts dzdp teds o)
sslse jlsflsodw Mjeld¥dcos0 d MjCijlsdses Cd¥ yO d
OCy | MCsfduseOl! Coddsj2dzjte  WO2dz MjStejlsdy d

dlzd HtkEB2 Cdz* yj o2 detsipfisgvard dats o6 3% d dzfy
[fdhjd Hj2msadw OHdBddzdMistOEEO BjL 5§ OMdtshisd

e OHBJddMstOtte BjLsf OMdsnsd §skzydjlks sl O
fMjeld¥dC Ol fod LcoOjd" d Cstedsj os?2 Mmjwelsd
Uj delstc @ (CACertfitae)d { €M stols d tc ©F Gizdz’ | dsiz W
fjtejHOjlMY Cdilsj2dzjte U Q20 Hig ff§jjdstgj Is dz" o3

e OHMB3ddzd MIstcOIststc BQYLEAIYCOENdES fiiddfd ded sz st OW d yJd M
Start T Programs i CSP VPN Client AdminTool sc i Package
Maker

e M fodsh:s cOWdujMSitsets ddalsj teW jdasif® JOH d&3d dzd
SftejHjdVjls HdW fd Lo Oljdv dsSod dkzs ft
ECOL 90jls dkw ddzhmlsOdzdaw ydsdizsets % 02 &0, f§k
fj tols d W qoieERIsCzdz! dz' | JO s 8 j dzv jIs o C dzs yOls' ¢

dzs UBKzs jQdzj e d W O2dz f quQ{tdafnlS@fdmingdtﬁs@ﬂzﬂsg

&z, ftosotsHdls! deaf qhblss'o dedizls j TEiztely d W 02 &z

tod Isdgr 3 odps wzdigls O dzdzv yd d .C S PO f'\vPdibzdCol |9efrmt :
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102 1 2 € Iyytsem2¢ tf j H
2slszBdizdzy y2f ssf HYf toB dz
BWEYBE222dB Y2 3¢ Iz Mm

4L HOdd ] Cdzs yjos?2 fOtr d Wetoddioso Odedj L Of tetsmO
fsdz Ltso Olsj dzv  fOsiERHLdpdHsMdOifsMs tets oy B j L 54 Offdats s d o dzo
CoBf ! slsjtej ftsdz LsoOljdzv. 1ted {lstsd3 Ctdzlsj 2dzj to d
COL BJ N OsIsMw dz20 3 jMsStd3 HdMS )] &O SR s kjtej §ts
dzp 5L B3y 20 ftetse j S O Mssle jlsMise v  idp@s IsS dftfs! Gslsi))  ta,
OH®Bd dzd flstcOltstc®, d Ctf dtetso Odzdj Ctsdzlsj 2dzjtc® ) N J
desmdlsj dz2 dgj HtesdLotsHdlsmw.

ri2fmsadY OHBJdMscOs®LO B Lt OMdshisd & {Issdk

e OHBJdd MistcOIstste BjL s OMdesMmisd ddzd §sdz' L s9 Ols
fsd Lo Olsj 2" UjoLk#0 jilo tkdzéd ¥ st iz Bdzd P to
s C Ol clsd¥ S OO fsd LsoOlsj dv. sl HOMM ;
Mjttojte EHsMsto jtews h jats yjdsted MjtsdWds ol
WO2dz ) MjCtejlsder &8 Szt ysds teOL dj " O Isfypw  dz0
fsdz L s9 Olsj dzv

e HBJhdMsOstt v d&O Mjtojtej kHBMsss jtews h
LOf ek MBLHOjls dsSOd dr 2 Mjelsd¥dc ol §td
WOdd sttdzjo? MjtlsdWds Ol Eutet®ise jtws h j o
Certificate) s O¢ % j { ¢Mfswlsdeizj lsmw o W2 dzpfipisigld dzd
fskkyOjls 8O {Id Mjtsd¥dS0kO s OHddJddMmls

e OHBdddMIstcOIsste BJ LY OMdzsMisPH UzDSE BY Isj Hls § tdzd3if
GteOWdui MEsets ddzlsj e § 2 MO:
Start T Programs i CSP VPN Client AdminTool sc 71 Package
Maker

e M fodsh!s OV dud MEtsets @llisjctcl j 2 is® O®) elald)ded
SftejHjdvjls HdzY fod LsoOlsjdv dksCOd dezy s
ECOLT 90l di¥ ddhmsOoddy ydosddsets % 02 z0, {k
MjtlsdW ddVs £, tsdzls j 2 dzj 6O d %W O2d&zO M MjSte] lsdz «
fod Lsoa Olsj dzv, dzsC Odz WO sde@iiigjcs8 C O S ¢ tc.
OV dujMmMitsets ddasj W j2MO, OH®B]dMstOste fi
WOo2dz. (1 OBlsO ) cOWduimMSdd ddalsj teW j 2 sy s
"leowvdud mMEd?2 ddalsg W j2Mm”

SHG BIsts9 dzgefipdzO tzdzv yd sdzdz 2 W O
5 H ECSBVPN Client,  dzts € Otfizts detf kadjSL ks
telsdWdCOls fsdz L soaOljdzv
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1031 MBr2h ylsdzZ2 € 2k May ¢

1tod L Of M€ jpkglzisakaizdexe ( T 1 M 1§ totsc 6 OCBEAVPN
Client AdminTool sc - Package Maker)tslsC tc' o ®f g0 o Hzts & 3"

| 0o ZOY WS dhO fjHMsOodY jls ees?2 HJOESEB B
fisL HOAIPIS ' Hj OIs! &S Od dzf | dz@fdiistOXELf | Shsz RO & @

%ESP ¥PN Client AdminTool sc - <No nam = 0] x|

File Buld Help

auth |Rues | kE | psec |L5P | Settings | License | RNG container |

Set authentication method parameters

¥ Use Certificate " Use Preshared key

| B
Ilser certificate File: I J
|
|

A Certificate file:

User container MName:

[~ Puwd: I

User key File Mame: [ Pwd: I
Ilser identity  Tvpe: IDeFault j '-.-'alue:l

[ Use key file from admin computer [T Use container From admin computer

Admin container name: I J [T Puwd I
Admin key file Mame: I J T Pud: I

| Copy container

Source cankainer name: I [T Ewd: I

Source key File name: I

Make package. .. | Ezxik

t dmk dzts €

stcsdzgj Istsets, 6 dzOo dzOW W istcdgO MH jteydls [ jdeg d HoJ
] CZzOHCd ¢ dzOo des? Wistedsr ftoj HdzOL dzOyJ dz" :
e AuthiHdzv L OHOddw Mitsmse O ®EHlsj dsdWdeoOoydd Mmls
e RulesiHdY LOHOdY fttOodd Mjlsjos? BBKOBBISJ
e IKEiLOHOddj 1§ OtcOfRF Jsmdsdzj dzkE
e IPseci L OHOdzd j ¢ OteddthsjcHsd dzj dad 2
e ISPiftosmdiclste d tjHOSIsdtoseo Oded ] dztsC Odz! dats?2

e SettingsiL OHOddj 1 Of @RS s sl v MELSP st 2
 d3ts dzy O dzd ¥

e LicenseiL OHOdzdj (OO Istese [ dyj der dd
e RNGcontaineri L OHOdzd §j € todf Is sRNGSA Wsciials,j i Sy det© .
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fidzg fsHjtydls :Isted ttOL HJ &zO
e { OLHjd Blijlle Mdzj HiZE M ] Htej Hdzsy j ded W :

e NewProjecti 5l5C " 0 Oj Is dzso s i ubtds] WHIDE Misso &3
W s te 3G je OMh d twlpoed p RS slssesd B P L OF d HOC
EflsOdzsso dzj dzdz’ 5 § OOk scOdRd ofs oC dzOHC OR

e OpenProjecté i slsCtcr 9 OjIs Mmikh jMseks hd2 (il
e SaveProjecti M tc Oy S KM mMsmMisittefd§ s®IsCter sr 2 WO

e Save ProjectAsé TiMtsntcO S EMisMistsy ety SISO o EZS0OLC
w02 dz.

e Exiti or m BHGUH L
e {OLHjd Build d&kjjls BHdts ftojHdztsy jdad ] :

e Make packageé T ftsL H @gefgls © dzdzw Q d % EAeds H KSR EPN
Client ( 0 dz0 dzts ¢ d y ddtakelpdpteafes..]). "

e { OLH]jd&z He lsptft giysy §gvdzd
e Contentsi 9" L™ o Oj blelpsi§fcfisls j d3¥ ) O Is Ganmtdaitstlz 15 ¢ dats «
e Indexi o’ L' 9 Qj Hlelpsifcfifpls j &3 ) OC Ishidextzr &3 ¢ dets 3

o Aboute i slsCter 90jIs Cdets, MBHJty Ohjji dzOL 9 Oda
desdi3j o6 Mt d, StfdqteOlls d dtsetslsdf ¢sdif O

ANz dzS yd sdzOoaf Cafj € dzts

e MakepackageT S detsf €O Hdzw ML HOded W d dzgfyls O dzdzv y d ts da
fsdz L so Olsj dzv

e Exit-or" f BHGUH L

1031 mffidze 2 detf i3Sy Y d&' y toff dgy €

I i (oW duj MSset ,ofdbEEER HOsosHdlshY ez Oy C g
fsHj oy O! § Oyl cE@p@nod] d BoESSdyp it sd Mg HEo
dedzstedelky Isimw .

[dzv ofMjn HikedDo jfrisiged WrBddo sd Wodvjlshv L doyd
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104 | dzdsB J dzB Aut hent i cat i

] CZOWEhd tcj HdzOL dzOYj dz©@ Hdzv o BStcO @I IssHO Oklsj dzls o
dgHj dzZlsd¥ dSC Oydesdzdz" = HOdzdzr = dz LsoaOPdzw. 1 SHH] 6
Okzlsj dzlsd W O dHf s HBEST ) J tols d WAMAs@isizh Otcls Pdzei. 50 9

ftcj HEMIsOdzse dzj dzdzts G )5 ¢ @(Rreshajedadey) B G s

1041 1 Wk k22 dB Y2y tm?2 toff deff i 2

)6 Okbkjdsd¥dcoydd Mmstsd ftd §skshd mjesdyds
fjtej € dzy y@lisjdatey | alzdCprtifidesee

&5 CSP ¥PN Client AdminTool sc - <No name: = 0] x|

File Build Help

puth |Rues | ke | tpsec | 5P | Settings | License | RG container |

Set authentication method parameters

¥ |Use Certificate " Use Preshared key
A Certificate file: | CiCert_signalicacert.cer |
User certificate File: | i\ Cert_signaliclient)cert.cer |

Lser conkainer Marme: ICll'.CEFt_Si';Inar'.':"E”t [ Pwd: I

User key File Marme: I R I
User idenkity  Tvpe: IDistinguishedName j Yalue: ICN="-"F'|"'-| F341

¥ Use key file from admin computer ¥ Use container From admin computer

&drmin container narme: I'::".':EF'I_Si';ll'la"'.di' |_I [ Pwd: I
Admin key File Mame: Il'l-3|".E|iE|'lt".kE‘.-“-PE‘ o | T P I

r oy container

Source conkainer narme: I [T Ewd: I

Source key file name: I

Make package... | Exit

t dmiz &ts ¢

16 {ssd MsOdsswishmw HeMisky dr & H:dkY L Of dzdzj ded W

e CA Certificate fle T4 tsdzj H dzvd dp dreis@ DO ts to dz i
mMd clsdWafdg @ismistse j tow s h jTeusted\GA Gasificare),(
tcOLdgj dedesd s dgO S s ! & Is j tRjd3W O HY PR ddrfo 1o t€ @b O |
mMiBvY d tsdzde 2 fkls: ¢ 1lstsdzk WORWf. zPr ®b @8
Cdesf[S.d] slsCter 9 O Is MWts IsstS teldsdy s déisO 2odz Bl Ols !
fd olsd Wafdgt Qs IstedIsj W stedzOls s OC d'on wWtdsddiIQ o tOL
LOf Sdzdzw | 3" .1 stirpdrjs20Is j dz! dzts Hdzv L Of sdzdzj dzd v .
e User certificate fle T dd¥ O dz@ztsf) Odd3RST M j tels d W=d§ O'ls
fodz Ltso @@ dgf h j dedetsets dzO@ C tsdsf + & Isljtdedgy OH d3d dzd
BWLOIsjd dzts Hdzv L Off sdzdzj dzd v .
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User container Namei d d3v Ctsdzlsj 2dzj 6©@, MBHJtey O jEts
d My jeds?2 dd¥stedoydd, &syjls MtHjtey Ols:
Mitsd¥deOlo fGcliplsOtza Osdzts| .tcOR dfyy " Q siziflg ) 2 dzj
Hisdzy dets o Cdzt yOls! d k! ¢ dgj Bzldg@zjS s s ls
BWLOIsjd dets Hdzv L Off sdzdzj dzd W

User container Pwd i f Otetsdzr ¢ C.tsdzlsj 2 dzj telz

User key file Nameiddzw WO2d&z0 f MjSCtjlsdy dg € dz¥ ytsdz
ZO CodiRf! slsjtey fdz LsaOlsjdzw . [ fdzd 1t ftd
Mudls™ o Ols! Mw d u fedtsdzlsl jORdg WO .Mj C e Isde” o € dz® yt
l Codgfi'te!® OH B dzd MistcOls st O, Iss 1 Ists § sdzj B dzt

User keyfile Pwdi f Otetsdz? ¢ WO2dzk M MmjCtejlsder o € dzt y

User identity Typeilsdf dHjdelsdWdCOyddedets?2 d dz¥ tstcd3
fitej Mr zOj d3s?2 § Otelsdzj sz §fted MsLHOddd L O dh
[BWLOKjd dz 2.1 fs@Ag Odgfslatg OHPIL haf2f M dMsS M

fpdzj Hize M da3d L dzOUJ ded W o3 :

e Defautio SOyjfmlseaj dHJjdzsd¥W JC OBt § Otclsdzj tolz
Hy2Mlsoadls|P@Hde’jdn ,Miz®@MEBItstetsdy kMisvBNzs e dzj dz C
Client

e Distinguished Namei © GCOyjMmlsej dHj dklsdW JSOLBtc® f O
9" fr dzOIs+ Mw LdzOYJistedity Vdlsue, fHEdtcsPj Ishvw
LOf sdzdgw Jj Isfyw Sulbje@ f iindedejlsdf W d ¢ Ols©, | Mdzd Gdats

e Emaillieo SOyifmlse] dHJjdsd¥ S OtstcO® § Otclsdzj tslz
LdzOud dedd dLidefitiydal beer S clstesjy Myl e O Is
mailtcOMh dj dgd clsdW S OO, JjMdd tds OB L OH

e FQDNio® COvVYJjMmisej dH jfd@sdizld®sstd jls o' fr oo
LdzOuj dzdj HG®R] dedzscts g 3 ddentitgVisa lsuGe | LS tf lassimt
ff]gdlészSOJISfUYDNSCIG-Ofrﬂ“tSidENMQiZ‘JF‘SdeQOLSO, d mdzd tsd
L H s.

e IPVAAddri e S OUffMiasd¥ S OttO § Oklsdzj oz B EH
L dzOyj dzd j dLideftiydva | Ueer Cshstes WR-dzv j Isiw
OHtejMsd, ECOLOdd &8 o ©OMN diej dedd M telsdw
jMdzd sdz Ok L OH Odz

User identity Value TdH j dalsd® S OydtsdedzOW  dgW¥ tstedzsOy d "
fjtej M zOQROdz) iz HEMsky ds Istsd €5 Hdv ylsj
Qo lstsBOIsd yj Mk Misddols E dHj dzsdW S Ot L
fMudls" o 0j 3" &5 dL MM telsd COIsO ftsdz L s Olsj dzw .
BsdRj dzls 9" BO Isdf O dqHJdsd¥ S Oltste®. 14§ toj
dzj 5B A SHJ Bsdgtsls? duagdyj dedj HOdzdesets fsdzv. 1 O

Use key file from admin computer 1 EfMlsOdzso C O 1 Istsegts W dzOy
L dzZOy0OjWMsO2 dylsits Mj Stej Isder ds G dzé ytsds M S sy 6 Is,
BzHjls tOLBJNMNjdz o ddzilsOdzdzy gapts dedz'dzy + ¥ BF dz.j
OHBdddMseREft®a | fz@se jtcC O Mtslse jlsMisadw Mmj
fsdz L so Olsj dzv d Mt Otc Bl5 GzpVd@) s dgloj 2 dzj 6 ©

L O4 @ fif s dzw Agdfiin container name, Admin key file name, Admin key file

Pwd.)l ted d dzfls GCCEEANVPN ClibntW 02 dz M fMj Ctojlsde d3 ¢ dzs yt
cOL B p BOBHESCISO.

Use container  from admin computer T Z2MlsOdzso § O L Istsegts W dzO
sL dZOy0jls, ylsfp ddyjdatzjjd, dzj 2eC O L Admiazomtziner nafnts, dzj

M SR ¥ilsjtcO OHeRHZ]ld sts@Usdsich®j dz o d dzffls © dzdzw °
lted d dzfinls OCUBE&VRNCHent S sdzlsjjt? da zH jIs MEsfdiese Odz ¢
fl d d3j dzj donthireeName.t j S sd3j dzgh 2§ Ismw  dzj EMiIsOdzO9 dz
Wdazoy ¢, JiMmMdzd COdZOdz HisMIsOo € d ddzils ©dzdzw y d ts dz

Admin container namei 3w Ctsdzlsj 2 dzj €O dzO S 4 ¥ Is ] tc

OHBJddd MistcOIstste© H dzv  teftsGaj dgi dad dzd W teds o J ¢ d
ddzinls Odzdzw yd tsdzde’ 2 W O2 dz.
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e Admin key file namei ddzv WO2d&zO M MmjCtejlsde d3 € dz¥ yYtsc
OH B dzd MistcOlststce® Hdz¥ f tEfts scjOH JZled' V) dfdws e t6 € d
d dzhmls Odzdzw yd sdedz’f M d2O Iz S toj Isdz" 2 Sz y dzOn sH I

e Admin container Pwdi §f Otets dz'ts dfls j 2fiplzjfiigjleC to j Isdzr .d3 € dzt ytsc
e AdminkeyfilePwdi f Otetsdz? ¢ WOIdzkz M Mj Ctej Isder o5 ¢ dz 1

e Copy container TkMlsOdkztoa CO L Issets WdzOYCO L &ZOYOJ |
d dzfls O dzdBR\\MPY Clientdz® S sd3f* s Isjtej §sdz! L tse Olsj dzw
fteseo jHjdes S5 qieseo Odedj € tsdzlsj 2 dzjstdfpurdg o d3j dzd
containername, o SCBdzlsj2dzj 6 M d d3j dzsiy, contaived L O dzdz' d3
Name. stfdtetsoa Odegdj WO2RdzO M MjCtejlsde d3 € dz¥ yts
fl dd3j daj a3, k¢ OLSouzdzkegsfilonantfets dzjy ©2 dz fy d d3j dzj o3,
ZC OL Odzdzr d3 o ke fidedXlpmey s ¢ gz toj Isdz" 2 Cdzvs y tOL o3
W0o2dj .

e Source container Named d3w Ctsdzlsj 2 dzj 6e© dzO S BB ¥ Isj te
Cslstster 2 BEHjIs Ctsfdtetsoa Ols! igw o s otej kY d dzfls

e Source container Pwdi ff Ote tsSdz'ts dzls | 2 dzj tc k2

e Source key file namei ddBZ3W ©2dzO0 f MJj Ctejlsder diF Bgzey s d3
ftsdz LsoOlsjdzv, Cwlstster 2 BRHjIs Ctsfdtetse Ols! mw

10411 uBofbke Is d&f sky§ sy MeTd@n

{ Mdzd € sdilp jMRjdEits] Isdz" d3 € dzeda@ST dkerh; tc @ dzd IRy ciondajner

Namelz € ©a O Is Efoken :\ 1222, G H 22171 ddisv SCdalsj2zpts @ Mdzz yO
fsdmM¢ Ctsdalsj2dzi 6O thMEh jMlsodw jIsmw dz0O eMmjn HBME
sdizj esd3 Mydletoke®bk @22 T f sdMS Ctdlsj2dej O tsfmizh jfmls
stsCjdzgj M EZCOLOdzdzr d3 detsdlzd etsd3 Mudls™ 9 Olsj dzw . 1 tsd3d t6
1 =y containerPwdo € Oyd Mlseo j f Otogtizlr & C O s dRENGT tddafm we
ss¢ j dzlz

[fdd WO2d ) MjStejlsdy &5 C v ysds ( RteOda h d syw  dzj o
©OL d3j h jelipkalg® S5 o fkeydile N&mer 8 Of Isdipken: \ 1111,

GHjI111 T dk" W OGP did Ctoj s dz' .dy £ uzd @ Odzd v detsdsj 6O fy
fs5dMC ECOLOdEZses W02 &0 shihjmlsedyjlshy d&O ofmjn
bsCjdzO f desdsj esds Mudlr e Olsj dzv §sdME WO2&O f M
ksd S5 dz0 k€ OLIO didtsy kisytile Pwatz S OL ™ 0 O sfw o d3j dzdets ¢
LOh % totso Odzedets 5z PIN@ Xsclz ,C @5 tscjj dzbz .

l1ted EMmlsOdztso dzj dzd ehntdindz@gni-a®min computer (dz0f s dzdzd d3, ylst { t
Ctsdzls je2 dgi d Bj dzj o5, kS Odrdrdzdataier pamé, & Gzj d@ fls v o

q dzfls O dzdzw y  ts dzdz’ 2d dAPL Atz RSBYVPHCfientf tsd Mo sHdls C Y diot
1 Is sE tsdzls j Qadzj Qets dzls, | 28] Qo O dzdzUskr contaifids Majme) H ts dzy dz'

or fsdzdzgv Is! Mw fdzj HEzs h ] Efmdse dw:

e | f tsdAfdmincontainernamelz¢ OL " 9 © SkAgY cd@j telzj " j dz@zr 2
eToken (etoken 1:\1222)

e | f tsdijsercontainerNameH tsdzy j dz B' Is! ECOLOdz §CBBdalsj 2 dzj
9 COlOdscj W O2 dfida ®itainfry finlcnty’

e | {f sdk)sercontainerPwdH tsdzy jdz B Is! EZCOLOdz §fOtetsdzr ¢

1 tod EkflsOdzse dzj dzd cronaided £ ©F Cd defy [SCSE BN it
fesdmisEffdttse Odzad j Stdzlsj 2 dzj ©0O M) dStjcdzgodtainerz ¢ OL O dz
name, 9o Ctdzlsj 2dzitc f d d3J dziPsr, contaived Na@ezdz' sdts fod tdfttode) dzd
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WO2d&0 g MjCtejlbdyr &5 Szt ysds BlzHjls ftetso jHjdats L W
Source key flenameo W O2 dzdd) dzd BBz & OL Odedz" Reydile § asmzg , U fg azd
MjStejlsdz 2 Cdz¢t Yy tcOHdgjd jdrlz ots ddpRlszjf)w fMdzj Hizs P dj Lk

1 f ts d8purce container Name z € OL ' 9 © fsidzgy ,2cddj tel3j " j diz@zr 2
eToken (etoken 1:\1222)

1 tsdilser container NameH tsdz) J dz B ' s/ dalizjS 0dzjOtelz StsOL a3 M
o COOdsc] W02 dba matainers flcyntg’

1 § tsdk)sercontainerPwdH sdzy j dz BM Is¢ EZCOLOdz § Otetsdzr €

( Mdedf tsdfpurce key flenameL OH Odz W O2dz M fj C(eg dzjde” o5 € «
Codzlsj 2dzj 6O) , tcCTaghh jldadzr @ (il N mer Hisdzy j dz
Bfils! L OHO@dWVWWOQXXMRs 52 Mmdmisj d3d

lted LOHOddd WO2AEZO M Mmi ¢ Boprtedeeydde o ytsdz o
fsHEEOLE®R] 90 jIsmw, ylss tdz L O dh j dz ey fdes dzj d3,
Pwd.
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1042 1% kY k212 dB yPreshaéiey tof dztf | 2

l1ted Oklsj dzlsfd iNdsSsBEdz §fted fsiEsh d ol HEzMIsOdzso dzj dzdzts
fited Cdzt yoOlsj dz2 o HrasklkredKegzdj Us e

&5 CSP ¥PN Client AdminTool sc - <No name: = 0] x|
File Build Help

puth |Rues | ke | tpsec | 5P | Settings | License | RG container |

Set authentication method parameters

" |Use Certificate ¥ Use Preshared key

Key name: kel

" From kevboard:

Key body: 1234567590qwertyuiol=,, ;I

™ From file:

ke file name: I - |

User identity Type: IKE‘:-"ID j Walue: Irtu|
Make package... Exit
tdmkz &ts ¢

sdzj HEE N dj fTodv MisOdsewilsfy HsMiskzfd &3d Hdzv L Of s
e Key nameid &3¥ f toj H zMis Odzts o dfjsdzdztOdsty df ddg" RO . Ot O d3d
[ dzv 9 9BHO ftjHEMISOdSe dzj dedztse s Cdzs yoO dd3d J smw  f J

e Fromkeyboardi ff t6j H Zfnls Odzts 0 dzjdalzdprdds S dzsjdplsd M ¢ dzO
lteddii y@dpflgd: ftej HEzMISOdztse dzj dedz 2 G dzé Yy L OHC
MstesC OB, Iss COYHTN 22 §]jt]dsfy O ddj pfaziq o &dzw
fnd dzo s O BG- MH) G dzo sazodacOls O d H jtcjotsHO € Otcj
fted fsHeltsoC] ftjHEMISOdss dzj dzdzse s € dz¥ y
dmf sdz’ L soa Odzr {Isd Mmdd3e tsdz" .

e Fromfilei f t6j HzMls Odzts o dzjmagdfls? o Vge¥spw dL W O2 d&zO
ZC OL Odzdz" dKeypfilethasndzj

e User identity Type i sdtf dHjdaelsdWdSOyddadats?2 d dat tstcds
fitej M zOj B2 f Otelsdzj ek fted ML HOd]d L O dh
[BWLOLjd d 2 f0tcORilstec. 1 tdzj MHjtydls or f
fpdzj Hize M da3d L dzOuJ ded W o3 :

e Defaulti o S OydfRigazlsd¥ JfOBEPigls mlzH)r dzOIs! MW
Hi2Mlsoadlsj @Hde'jf ISR’ s lsjtcO, dO Ctlststotsds
VPN Client
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e IPV4Addri e SCOydfmlsej dHJjdsd® S OtstcO® § Otols dzj te
OHtFHMISE slsste’ 2 dzizy des L Qerd@tisValug' f sdzj " Us

e KeylDio €Oy fmlsej dH jfRécditla CeCAsidd o Mr dzOIs ! fr
fsimdzj Hse Ols j dz! desfls! d, dzoCasiEsDte BYj L dzlHadss jLdE
i s dzjser'ldentity Value".

e User identity Value TL dzOyj dzdj dHJ dzsd¥ ¢ Olststc O, 9o 9t
1 OlcOd3j Istc sBW L Olsj dz/ dzr 2.
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105 | dzdsB J dzB Ru |l e s

]l 5 o C dROlasiiZis  dzts MtsL H O9 @ldsio,OIste j, H ®HIOEEZY Is!  f O d dzO

LONdlsT koW d¢Co.

) 600 d O dzzy dzs ©OMY sOEOl! o MIqdMSj o §SEWHC

Hsd dats ZORsHl! MW Aslkw Br GHokS §©0s dds.

fc0o d &z i DS @2 e fatps(ls sy O Isfw .

EESP ¥PN Client AdminTool sc - <No nam 0] x|
File Build Help
futh  Rues |E | mpsec |Lsp | Settings | License | RNG cantainer |

add rules

Rule lisk:

Local IP | Partner IP Services | Ackion

10.0.10.17 192.165.15

add. .. Edit. .. | Remove I

Make package. .. | Exik

f dmkzdas ¢

sdesf € Lkf tcOo dzj ded v :

e AddiorL " 90jls tCdts, o (ks ftesdLotsHdlsMmw
Editi or L' 90jls w{dt®©Chditctso Odedw o Hj dzj dzdetsets

e Remove-zHOdzjdzedj of Hj dzj dedetséts fte@QoaddzO B j L
MsHjtey dlsMy Itsd 5 SHds fOs dds, Ikt ftod f
9" HOds MM jdzdd 5 dzj oatsL sy dzsisd LOSCSEts

ZH O jlshw)

fjtejdijhOjlsmw O SHdzk MlssySk o8jth,

od ft&TQYEAEGS 0 ftcOoddOsBhs @l HeoddPsEew HE j
Stodds jfifO0e dzd o Ols! MW § OwOd ste’ L OC SIz@8 & OMO GE J
LIsdddd qJ fOwORBjlstcOBBd o ftwOoaddzyj Hts dzOR sy Hj dad
d

Upifted dzO) Olsdd 1 Ists?2 CdesfSd of Hj dzj dzdetsj

Downi fted dzO) Olsdd 1 Iss?2 CdesfCd orf Hj dzj dzdetsj
fjtejhdQj smvw dz0 BHdzk MistesySlk oddL, kd&jde h O
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CSPVPKlient3.0 uW dzf ¢ jlskza g

Bjd2s2lskfmeBlzf MB

1051 v djBts2 )y

2 My

J BdZE2 MY ¢ B 52 )

4L HOd2d] d ttjHOSCIkdtetse Odzd j f tcrAd/EfitFOU Iff ds,t5 U  ldstsi tef tds jfh
9r L " 90jIsfwAdl dzdzBdit 58 o ¢ RGesC |
x|
Set rule parameters
—Local IP Addresses —Partner IP Addresses
= any £ any
% Custom ' Custom
IP Address | Subnet Mask, | IP Address | Subnet Mask, |
10.0,10.17 255,255.255.255 192.1658.15.0 255.255.255.0
Add. .. | Edit. .. | Remaove | Add. .. | Edit... | Remove |
—Services and Protocals — fckion
i any " Pass
% Custom " Drop
Y= [Farts I ¥ Protect using IPSec
HTTE Client - Tunnel IP Addresses of IPSec partner:
Protocol TCP (0., 65535)-(0,,65535) |- lse random IP Address order!
10.0.11.1 wl
10.0.11.7
Du:uwnl
add. .. | Edit... | Remaove | Add. .. | Edit... | Femove |
ik I Cancel |
tdmEz dek ¢
[ JOdztse s 5] dui§jdgtds Riu IteB dzOMisd Hdz¥ L OHOdzedWw f tcOo d dzC

e Local

VPNEflstes?2 flse © qdzd §sHmjlsd,
[ B d&zOMls

IP - Addresses T o

dasd §Is

LIsts? tsB dzOMIPMPHUsQ i@ IsiAEE O dz! dzts
ZzO0 Cslstster j BEH
fjtejCds yOlbjdz M Hobkd"w {5zt

o Anyidiisdz L 2] IsmiP-Odetcg 2

e Customi filsOdztse dIsfiyw

HisMis iz dz'IR¥D HSE jdBsO  Holzw d3 @ frp Sisaf-

fsHmilsd
e Partner IP-Addresses 19 {1 Ists? 5B dzOMIP HUcQ HN®@* e g2y
fsHmilsd ¢ Otclsdzj s, dzO Ctslster §j ©OMftesmMisteO
e Services and Protocols T B dZOfMils* Haw O Oalz = MJj tco dMm
ftoslbsCtsdkzse, d2O Ctbtstr j tOMftesmMistcOdzw j Isfw
e Action T9 1Ists?2 wBdZOMISd L ORF®Y dgindzy HB2MNis® dijj Is
stcO¥W Sk 1 Istsets fftcOo ddzO.
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sdzsfSd k§tcOn dzj dzd W :

RBJ

[ dzZftsL H O dzdHvO Cdfls etg SIP-Odztfy MO R~ MIsO ( fsHMjlsd
o tsB dzQotrll YPrAddresses d Partner IP-Addresses z s Odeso d s+ j to ]
f sdztsy jCdafoin f € dzSAdE dE&Hdite ' L 9 Ols + AddtEditiFsAddress (f d Mz dets €
oy l[Sfr]dch Md lsj o O 285@28HR28D, l4ct® oLdBH Q- BKbigy Ml B 1B fiply
A d

12) .

Addioar L' 9 Oj P atdfedptsl dzv o PEOHEB | MO d HBOMCd - syl
fsHfdjls

Editio" LM 90jl ®Id®OCHkdwss Oded™w o' HJ dzj dedets?2 L O
Remove-ZH Odzj dzdj o" Hjdzj dedzs?2 L OfdMmMd BJL L Oftsf

Up,Downi C detsf S Hdzw dL o dzgj dedv ftoedstcdlsjlsO or
OHtj MO f Otlsdzj 6O.

BIBE2 pfnyIsB 2 dzBlsdz?2 toff jIsy k2 «

) d d&3OMm!
i Cdzs 4O

3 ®). dzd
BT Is! dgkdzj o' .

Add IP Address x|

IF &ddress: I m . o . 1w . 17

Subnet Mask:l 255 . 255 . 255 . 255

K, I Cancel |

tdmizdas <

RBJ B2 lHspyiizheldH 12 3¢ iy & ¥ dpf d3B

] tBd&OMIsd a®i®r vt oeovl s EkMlsOdadsojddis ! of jftdgaSairsgrozd J
Cdesf Addd ' L 9 Ols!AddsSerdte ( d i)z &k ¢

Add Service
i Service:
i~ Protocal: IOther I Murnber: I
Local Ports —————— Partner Porks

From port: I From park: I
To pork: I To poark: I

(0] 4 I Zancel |

fdmMezdas ¢
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| ©AddService ddj il §jtjCde yOlsjd f Holkdw (¢t

Service ifted EkMmlsOdseCj §jtej S dzf dgDsj iz 2§ tets 3y
flsOdzso d s v |SerdiveS 6 §lsEtgts] MsHjydls o' §f OH O
ftojHSftjHJjdjdedg 2 dzj tojHOCIKdEE] B 2 My dmse
dgzy dets of BteOIls! daglzydetsy L dzOyjdedjy o dzoOy O+ ¢

Protocol ifted EMlsOdzso € fitej Gzt yolsjadzw o 1 1Ists
MlisOdeso wWismw o fmJ §Ieddace (| Ffipsdy ¢ fsidM8j o 52 ftesls
o' BdtOjlsmw dL or §f OH O h Nueker B H jE OO o IO GO I4 ds
9" otsHdIs! Mw desdBj tc o' BicOdzdzse s f eslsB8C sdzO.

G Bidelz § Ofstco qleso Odzdzs e 5 RIBYS b @ dzig§ O OEA g
eSO SOC 3] oL dsyds zSOLOdk]j HJOfO

9 (mBlster i {Iss 9oL @3 Past) tc j H dz@zOdRy] dZz@ e &ldzd v
fstelstse dz0 dzZsC Odz dzgsds € ts a3 * Poksji torj dzy GH GsBERO fiy Is
fstelsse dzO € s ' v lis j ety Ezofipastis Gniperl. OH O j sfw  f St
ddzd HdOfOLBdz fstelsse dL L Otej L j6553pjctso Odzdzts @
1 2Oy dzdj o ppsridgdzFdz® me T s &kjdz hj ddzd t©Oe dz
ff tsdzj poft.o

Add Service x|

" Service: I j

@ protocol: (SN | Mumber: IE'

Local Ports —————— Partner Parts ————

Fram pork: I':' Framm park: I':I
To pork: I 65535 To port: 65535

K, I Cancel |

tdmkzdas ¢

s MBS fjHdkOCOj & R:Mmikjorn Mitodmse

HTTP Clienti e fj § OC jls' f sl dzOZICR) § sl ( § St
Codf! “Isj 0 § Oklsdz O

HTTP Serveri o fjj § OC jIs' { odisisl ®dzO0dzdCR) §sels( § s
6 0d descts Cdf! “IsjtcO

LDAP Clienti o f}j § OBHEISSS EdaPH ECP] dzO( i) 380tels ( § 5t
Cdif ' “sjcO § Otelsdzj 6O

LDAP Serveri o fyj § OC jlIsr  tcdsislisT s pfzOdz@ (CR) 38Pctels ( ff
ZsC Odz! desets St s Isj tcO

LDAPS Clienti 8 jj § OC j 57 1 todbistsS b jz0dz@ CR) 63pstels ( § s
Cdif ' 5sj O § Otelsdzj teO

LDAPS Serveri o fpj § OC jIs' 1 todbistsS & fz0dz@ CR) dpstels ( § t
ZsCOd dzscts Shf! 5] 0

RTELNET Clienti e fjj § OS j ' 1 tedislst &z0kz@CR) 147 tkls (
Cdif ' ssjteO® § Otclsdzj tcO

RTELNET Serveri ey § OC jlsr { tedislisfC dsilz0dz0 CHR) 1G/stels (
ZtsC Odz! detsG 5 A B * 6 Is

SMTP Clienti 8 fjj § OC jls' { todisis dz0dz@ CR) 2% skls ( St
CoBf! “Isj 0O § Oklsdz 6O
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e SMTPServeriofj §OC I’ { todsisisC dizO0dkzdCR) 2% skils( §
EZsC Odz dzgsEts CEdBf ! “Isj 0O

e SMTPClienti o fyj §OCjIr f tedEisist dizOR@CR) 23 stels ( § St
CBf! O fBtelsdj tcO

e SNMPiofj §OCjkr féiskTEEORZOOR) 14l ( § sl O
ZsC Od dzgsEts CdBf ! “Isj 60

e SNMPTrapiofj §0OSjl' sk EizOZOOR) 18ctls ( § S
Cdif ' “sjtcO § Otclsdzj tcO

e TELNETClienti 8fnj f§ OSCjls' 1 todsislis’C dsjzOz@CMR) 23 tstels ( 1 |
Coikfj 6B f Owlsdzj 60O

e TELNETServerioflj §OCjls' ftoslssCsdzO TCP dHEMNJ
S Od dzgsets SCEdBY ! “Isj 60

e DHCPClent-ofjj §0OCjlk’ fslssSsdO UDP, dHEhdj ¢
fOtlbdzj €O d ofj §OSjkr fskssSsdd UDP, dHE
Cdif ' 5] ©O0.

e DHCPServeriofnfj fOCjlsr ftoskkssdzO UDP, duizh dj
f Otclsdzj 6© d ofmj HO0Cjlr ftesksttsdzO UDP, dHE
CBf ' 6 Isj tcO.

e dMBC fjHEOCO i 8 Milkjorn (ks sdse
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

t d HOSC Isd teBoHQidAjjdzdas e 5 Mjteo dMO ddzd (T esSlSERSdEZO ff teisc
Service, ftseo §f OH O h jAdg Skrvide.C dzts d3

RBJ B2 g )EfipazacR d3y

10HOddj Hj2fsodw o 0o ddgs® HOHY Iss D ezz® M ¢ ts
tdmedyfesdL osHdlsmy ftod fosdshd §jtwj cd yolsjdv M

e Passi fesfEMCOls! Milkjos?2 kwOWdS BjL hdicssd
e Dropidzj fesfbkmCOl: Mmjkjos?2 kwOWdS

e ProtectusingIPseci L Oh dh @Qsisj o2 IstcOW JC.a(iNsgWisi@o Ols
stcOW S LOMNdMh OjIsfimw oy HE ¢Cdzdzj delstizdizdzdOilze PI®
f Otelsdgj 6©® (1l sy jls Brils! OHtejf ddalsj teW j 2 fiy
LOMNdh O h jets fsufpjls!:, o Ctbttets? dORBHJIMW
Jqdzls jteW j2 MO Cdzdj dzels©) . | tejLbkd O] 1 Istets
fjtej Szt yolsjdzv o 1 st  sdzBddfgdzhj sdz@ ez 8 jj dina
sC dafldIPAddress (f MMk dss S C OR-Glstej i ddelsj oW j 2 MO, H
Cclstesets BEHils ftsMistesj dz Iskzdedgj dz2 Hdzw ff Otels

dzz dzj o r d3.
#dd IP Address x|
IP Address: I w .0 ..
(8] 4 I Cancel |
tdmezdas ¢
[ By des EZ2COL OROHEPfes CSlstster 7 oL B3s)y des § sMistets
Mfdm<d ooy dts LOMYsdsydls! o (B8HYRS] 2" MNHPdedt jf
Modsr 2 or MsCd2( ffdzd sdzd sSgilsOdzs ! §oomistesdls! Isizdzdzj dz
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fjteor &3 COLOdzder &5 OHtj Misds o f BIIHS Y, ( EBESEBELL o ks
ot 3 Islkdzdzj dz d ds @ e Do fofic jlsi dBOL dzOUj dz'  H dzv L
ftedetdlsjlsO OHtjMmses o MmYfdmsj.

RMY tsdz! L zWAdE, Bzt f Detpte, OHte j MO o M dMtsS dRsy dets HisB O o
tcjHOCIdetseo Ols! d EHO&vIS: dL MfdMm¢O.

Use random | P Address order Tftcd EMmlsOdsso Cj L Istsegts W dzO) C O [
f Otclsdzj €O BEZHJjIs 9rBdOls: v dL MEdMEO MdzEyoO? dzf &3
fsmMstesdls! Iskdedzgj dz2 M L Isdd3 OHtej Msdz, Mmdzj vz h g2 Is
SOCyJ MdzEyO2dzr 3 Bt OL 5.
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10.6 | dzdsB J dzB | KE

Jils2 0CFONC] BYB]H] Gk WObBE | (U bd0q eqlshy
L H OEAKKP SA.
F CSP VPN Client AdminTool (sc) - <Ho name _ o] x|
File Build Help

Auth I Rules IKE |IP5EC I LSP I Settings I License I RMNG container I

Set IKE parameters
IKE proposals list:

Encryption | Inteqgrity | Group |
MOCT 23147-89 MOCTP 34.11-94 MODP_1536

MOCT 2314739 MCTP 34.11-94  MODP_1024
MoCT 2814789 MCTP 341194  MODP_758

Down

L |
BN

Mode: IMain j
LifeTime of TKE SA
[| 28300 sec| 0 Kb 0 IPSecSA
Make package... | Exit
tdmMkzass ¢

IKE Proposals list Tz stew His R g d Mfs® | h deEYfjskzdiRed sted s skz.
9 jtrndzj 2 Mbtesytj &O-sHOEHY MY GgGHzey Ftzd s BHisds
Encryption T ftejHd&ZOGOj d3F | Odzctstcdlsdyy P} ictk®@ O kMY OB 5
sHddz esMMd2Med?2 CtodflssectOW dyjmMed2 Odetstedls d3:

e J[uyv 28A-LEBEMMd2MCI2 SCtdfbscwOWdyi MSd2 Ode
fioj HilsOo dzj dedz” 2 o € ts dZLSPY Iz GSEE4TBICRROL-KPERH C j
CBC-65534

Integrity Tftcj H&ZOCOj 3" | Odzetstedlsdir ftese jteCd yJj dzsMmlisc
sHddz esMmd2MCd?2 CStwdflstscteO¥ dyjMEd?2 Odze sted s d3:

e J1fuu { BAuMMNIINCd? Ctdibsceolduj MSd2 Od
fioj HilsOo dzj dedz” 2 o € tsdZLSPY Iz GSAIAHIFICPROL-AZOH € j
65534.

RBBj 20 Odzcstedlsdsse h qiitoseo Odzgdvw § OCY Gdzee’ § ftetso j o€
fMudlsr o O Isfw adfintodk @ MizOL OL Bj " j dedzsc 5 o (CORVPH  otsH
Client AdminToolsc. | dzv dL d3j dzgj dedw ddsj teH Qs ts B k5 g5 © ¢ g 58 5
Ll W02dz, GfdmMPlisBkeOsttOOH PddY ddijd Ode tstedlsd
admintoolini’ ,d § jtejLOfEMisdls! cLOWdujmMSd2 dqdasj el j2M.
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Group i f Ote Od3j Iste" Mg DOdMdz@ tzeZ O i3 :
e MODP 768-. ctkzff®dbsp7@89 Otcd Odzls Odrg tsiadafl3OAAD ) v

e MODP 1024-Gtcf § © Bdlk622 90tdOdzls Oekzd stedls BO
Mj dzdzdz0 dzO)

e MODP 1536-Gtekzf f © BdEK5868 o OtdOdids O tstedls RO
Mmj dzdzdz0 dzO) .

Modeitej ¥ d 3 sB R d20 dde stedZdOYyd i 2 5 f OOBRBKEROR L O ¢
RBJJIs HOO L dzOyd ded v :

e Mainio {lstd 6] padl HOWs AKEYfEddasigs d Hdv or
d Me&oOmsse Odzd ™ .

e Aggrio i bktd ©iyddi § Otlsds ©lf j olkEdodidsEffS ds s d
MY o MEdg),* P O MO 2 o NECER of taftiagd bjliss ¢ 5 e
o' HOJbMY 58 1lstds | gl fity ) OFbd sl dCOydd
i sde L 2jsmw § o] H Iz lseOrdaste G disia] o Hizis dals g% o €
KeylD, Ists Htsdjdz M sd L sAJYlessifpy kstsd S toj )

LifeTime of IKE SA (sec)iotej 3w o MjCkdzH On, IIBAKMPYA dzdj €t
BEZHjls Mih jhise ks PHzts i g vl dlzd 31 d ) dsL &0z04 29 GG

295.1 j S s3] dzgH 2 | 3 ji 2880 USjIcdifigits j o fntsP o wdg TAlsT Isd d dzts o ¢
fots] § 8@y j dELidz@y@lg s, o t6j BMIsIAdRY 56 tcOdzdzipjsd@®. Mistes
dej Hsf EfMsd B3O, BOS COC ftod MsLHOddd JdhlsOdkkzy ydts
mMetsedkdy B BhdBSC .

LifeTime of IKE SA(Kb) i ¢ OL T 90jls BiI jdg HOdzdzr = o € ddztss
4ty HOI! figls ®tdERpdR'SA0 ML H®O dAdES O~ G HBAKMP SA.

Il sL dii3tsy datsy 0 WP uefs flzd Y d Mdzs  dQ.. 4RHABT208. (540 d3j dzH 2 § d3ts §
L dzOyjiddSislststets] orf MIsOodzj dzts fted BlsCte Isdd detseo s ts
Ylsts BBl jd3 HOdzdzr = o CddzbE BB BOL MdkicsBREDISA d@.dz Is O
fted MSLHOddd ddzMlsOdzdzv ydtsdedetsets W O2dzO BERZHjI o' H

IPsec  SAT € tsdzd U jIRpEcesSS, LHsOdzdz & o o OBAKMP S W dZBwFdzd j O
sL dZOYOjls, yls tPset SAlFj jEsoaxizd U j dats .

s dzsfUpdDowntf to j HdzOL dgOyj dz" HdzvW EfstewWHsydo Odedw Mt
ftedstedljlstk.
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10.7 | dzd3B jseze | P

HOdzdzts?2 9 C dzOHEC ] L OH O¢IBRsEe tHotxdadjls doRQBESdEID difts ® O dzd 2
NYHT 2 dL SCsbster n jMmls! (o JESPH Y S@1cOf 5 Orzd @ L

sdmMrtsHdls Mt kzOMseo Odedy d o' BStc St tcj sdzsets dz
Hils dmf sdo dzMs 910N dfs'r St OW EO H AW SHdzS?2

P CSP VPN Client AdminTool (sc) - <No name N [=l

]

co

1 Otclsdzj oz dzOf tcOQo dzw jIsw M dmMse dzOBSteHKE ftoj SBOL
i te

B Lz

File Buld Help

‘Auth |Rules |IE  TPSec |isp | Settings | License | RNG container |

Set IPSec parameters
IPSec Proposal list:

AHIntegrity | ESPEncryption | ESP Integrity |

Maone MILILL MCTP 34.11-94

Mone MoCT 2814789 Mone

Maone MOCT 2814789 MCTP 34.11-94

MCTP 34.11-94 None Mone

MCTP 34.11-94 TOCT 2814789 Mone

MCTP 34.11-94 TOCT 2814789 MCTP 34.11-94 Up |

Down |

Group: IND PF5 j ¥ add Proposals with AH

LifeTime of IPSec SA
|7| 3600 sac | 4508000  Kh

Make package... Exit

tdmezdas ¢

IPsec Proposal list Tk steWHYjdedzr 2 MydmMsS kOBt  tojt
or fmMr &zOj 3" = f Otelsdzj sz Hdzv Msc ZzOfYysdgvdagd v . 1 tod § B3
o' fsdzdew j Isw EfswvHtsydeoOodzdd MydmeoO 5 ftedstedlsy
AH Integrity iTftej HdzZOG OJ d3F § (QAxicoty tdaflefdzry J fitts Mfstdaslts Y ts dzlz ¢
RAB4 dIsmw HOO L dzOyy ded Vv :

e Nonei Odze stedlsds ftetso jteSd yJj dzsfisdetsfmisd dzj 1§ tod ¢

e 1 [uU34119%-6EMMd2MSd?2 Cwdflsceo¥dyimMSd?2 Od
ficj HlsOo dzj degdz” 2 o € tsdZLSPF I GSAIAHIF4CPROL-HEBH S j
HMAC-254.

ESP Integrity Tftei HZOGCOj] 3" | Odetstedlsdyy ftese jteCd yd dzts
ESP.RA3j j sy Hoe O L dzOyj ded W :
e Nonei Odze stedIsd3s ftetseo jteSCd yJ dzsMmlsdesmisd dzj 4§ tedc
e 1 JuPp3411lM-csmmd2Mecd?2 CtedflsscteOVWdyud MSd2 0Odz

fojHflsOo dzj detizf A L B O 6 LIPY C GBABATIPACPROL-HO6-
HMAC-65534.
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ESP Encryption T ftej Hd&ZzZOcOj d5F | OdzetstedIlsdd h dWteseo Odedw 1 (
ESP:1 t6j HdzZOG Oj Ismw Itsdz! ¢t5 SHddz tesMMd2Med?2 Ctodflstsc
e Nonei Odzé stedIlsd3 M d ESPHEHA O dzdevy d3j dzv j Is fyw
e Nulli OdstedIsds fted d3gj dgwlis+ , dets dzj P dWtetse Ols!

e J[uyv 28A-LEBMMd2MCI2 CtdfbscwOW¥dyi MSd2 Ode
ftojHMsOo dzj dzdzr 2 o S s dzLIPY I BSOH4VEOCRROL- K286+ € j
CBC-254.

RBBj 20 Odkzcstedlsdsse h dii tso Odzgd" §OCjlsse d fteso jteC
Mudlsr o O Isfyw adiin todl QMikzOLE OL Bj " j dgdzgsc s o YCORMUPH § tetsH
Client AdminToolsc. | dzv dL d3j dzgj dedw dd3j dz Odzetste s dsiso  dzj 5B
L ssls W ORHA MOdzdz” 2 " 9 SlE@OIE | dzPH Odzed™W ddzjdz Odze sted Is 3
admintool.ini",d f j ®f kfmisdls! cteOWdyjmMed?2 ddalsjteW j2 M.

Add Proposals with AHT f ted bEfMisOdtsaCj 1 Istsets WdzOYCO or o fs)

waming X

AH integrity is not applicable to connections over NAT.

i,
Are you sure you want to add proposals with AH integrity to
proposal list?

La | HeT I

tdmezads¢
[dzs L dZOYOjls, ylsts flstssd ¢1NAl MHOMEICHES] & 0t
L] POt M o LTCEPEBDEISO. | AHwssiCigdi ydo Ojls § e
Oklsj dasd ydesiilsd d yJ dzNATEREC S O jHisO HjCssm ,j GDizls j dals d 4
) sfdzj dzOx OYpSH SaBd &4 sMv tesmMMd2mMSd2 Swdflsscto
SCR341194-H96-HMAC-253.

Group i f O OBj Ister Mg Odzdz® teekdg®, o' M ZOj &' j ¢ Otsls dzj tokz
fMtsc zOMmso Odzd v :

e NOPFSitsff y@rPSdzj oCdzs uj dz0 d fted mMIAcaE®OMBo Odzd d
sB g dz [-f) WhEBOAZO dzj o.1 & @G20 ] B IR O dz0
Bitejlsmw dL § BRG] dedzsc s

e | BOdzdz" | Gz fr L dOyorls, yPw ffiscddzhisls O
dzseo ™ 2 tsB (3] daj dafidBOdzO olPsec@RWBBN jIs M sdz L 59 C
SHA&ZO L cthkf{f:

e MODP 768-. ctkzff-©dktsp768800tdOds Odcttedlsio
Mmj dzdzc3O dzO)

e MODP 1024-Ctzff © Bdlk022 o OttdOdls Odze tstedls o3
Mj dzdzcBO dzO)

e MODP 1536-ctokzff O BdlsE5868 o OtdOdlds Odze sted Is o3
Mmj dzdzd0 dzO) .

LifeTime (sec)iotej 3w o MmJj S kdzH OR, WsesJAwzdzdjs C SlststesCt
mMizh jmMlsetseo Ols! . | 5L &gy detsj 0 de@ ugs dzdlj. 4 204 BT 295. s dzO

1 Stz deH Iz j Bis ji 360020 U EA Gtets | § ) ls © Uzpodsaits] tossts j C Is C
1 EMmsovw MistesC O, dC sOEBdFL ZOYO s dzj 5S¢ iPeedfAj dzdzts
Tdzj HBY EMsE@WTN@AC ML HOdedd ddzils Odzazw yd sdzedetse s W O2 oz
fMstseh jddj BB BhdBS|.

LifeTime (Kb) iS¢ OL"™ 90jIs tsBi jd3 HOdzdzr = o CHffjasBORIEOR,
Msstctsdzr o tcOESedEA. SHEaSES Y dzts jT yjddfsyij dagdiffdzs L HdC
0..4294967295.1 j S5 dzH iz | BB ji 46 @OQPd] | Cslsstes] o' MisOo ¢
skCter lsdd dsoscet s ¢IlsOylsty dsoeyjjde jH Ddzds L ~dz0ey CLj dsdzt
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56t 0ded Ul ™ 1 fiflsdigj S & s O0ec fsL HOded d  d dzfls O dzdzv
W02 0 BLEHjl o' HOMS Mttseh jddj tB shdeS,.

s desfUpdDowntf to j Hdz2OL dzOyj dz" Hdzv Ef steWHtsYydo Odedw M d
fedstedlsjsk.
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108 [ § dzB 5t 5BY tof B32 22 dzB

Il 5 o ¢ deORIfitgsMdzOIste d o GjOSTpd tedz jtdsiipw  dzs € Odz! dzOW § sdzd Is
Hdzv fsdz LtseaOlsjdzv, BftjHjdzj dedzgOW o ftejHT HEA R o

gkh jmMsokjls Ho O iy ddBBO twOBSIsr M LSP
e Widd3 OolssBOIJyUl MSEsets Wisted3Jeso Odzdw L SP
e toidd ttkzydssets L OHOdzdw LSP.

1081 e L23dz BekzfdzBz2h yIsdzf v =~ f

Il tixdh sGalgHEB®8c s W stodid tcts o Oasfom LERY dzP y s s O didts & dzj
ZsC Odz! dzO%W fsdzdlsdC O BJiLBYf OMdshisd Wsttddlzj sy d
Rules, IKE, IPsecd tOfMmh dtcj dzdzr = § OtcORjIstctso, L OHO9 Oj 3" n
9" L' 9 Oj d3ts dz Avdateffl.C 152

B CSP ¥PN Client AdminTool sc - <No name o [m] S
File Build Help

futh I Rules I IKE I IPSec L3P |Setl:ings I License I RMG l:l:untainerl
Wiew local security policy and edit if need

Local security policy:

GlobalParameters § -
Title = "This LSP was automatically generated by 5P YRR Clier
Yersion = "2, 1"
CRLHandlingMode = BEST_EFFORT

LOAPSettings |
ResponszeTimeout = 200
HoldConnect Timeout = 60
DropConnectTimeout = 5

IdenkityEntry auth_idenkity_01(
Distinguishediame *= CertDescription
Subject *= COMPLETE,"CHN=\PN R.3410 Client (sign:

J
i
CertDescription local_cert_dsc_01(
Subject *= COMPLETE, "CM=\PM R3410 Client (signakure onl’
i

-
1| | 5

[T Use custom LSP Advanced. .. | Refresh LSP I

Make package. .. | Exik

U dmEds

Local security policy 7§ sdzjlSPrp Isj SMistsottsdz WistcdzOls j

Use custom LSPikmMisOdzsoa €O 1 Istsets WdzOY SO §jted Cdz¢ yoOj s
Wtstedsdtetso Odedw L SP

Refresh LSPi C dzsf € © H dzv B8Pt sskjdepgetudtgpad | i cy H dzv
SlstsBtcOysjjdRdz j 2 CtdWdekzteOydd f dL d&3j dzj ded v o3 .
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Advanced -C dzsff € O o' LASvar®ed 5SPABEItings H dzv  dzOMistes2 ¢ d twWOMh d
MfdmMCO fOLEPR] stese

Advanced.SPSettings

Clsts BCdzts tSlstsBteOy Ojls ttOMmh dte jLBRE 2djr s ff§ C L flziomyjj dizif
Colstste’ | By dets tStcj HOCIdese Ols: o EMsOdse dls! L dz
Bl jHddzgjdzr o fwils! ctelzf{.

{6 dzts

Advanced LSP Settings x|
| Mame | Walue -
- ialobal settings
CRL handling mode BEST_EFFORT
Refuse inbound TCP connections False
Log lewvel default
+ IKE settings
- LDAP settings
Server address Mone
Connect timeout ]
Response Lirneouk 200
Hold connection krneouk &0
Drop connection Lireout =]
- SMMP settings
SMMP palling Mone
Trap receiver 1 Mane
Trap receiver 2 Mone
Trap receiver 3 Mone
- DPD settings
Id=e DPD True
Idle duration (seconds) a0 b
Response duration g5 -
MNekvis~- =]
« | _"I_I
Trap receiver 2 ;I
Second krap receiver sethings.
=
Edit... | Set defaults | Accepk | Zancel |
tdmkzas ¢

MesHjteydl 4 WekdSydosdOd d' j SdsfSd:

Editi Cdzsf €O or L8900 BEdzO Hdzw to] H QQely didg tsladasdxd v
[Cdzs tjHOCkdietse Odzgd™ tlsCter 9 OjMw KOSy 1o
"B hgz@ T v dzj e BC ] .

Setdefaults 1 C dzsf € O Hdzv EMlsOdeso Cd L dzOyJ ded?2 5 L
g4t d3j dedzr - .

Accepti Cdesf SO HdzW L OCter sdw S dz0O M fpsh tc Odzj dzq
LdzOyj dzed?2 § Jtoj d3j dade’ = .

Canceli Cdztsf SO Hdzv L OCter sdwvw GLdPdzBded 2 Mtsh tcOdzj
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Globalsettings

CRLhandlingmode

) jtoj d3j dzdzO" L OHOj iydd dMysd Lso Odd™ CRH. d S o
1 t6d &zOy Ols JEfitlCEasa @) kM SCdzs HE? gLBEBLPOH EOY  da
My dm¢ O:

CRL handling mode X

CRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Value: |EEST_EFFORT =]

Set default | Ik I Cancel

tdmiz das ¢

I sL sy dz" § L dzOyJ ded W :
e DISABLEi fted ftetso jtSj MjtsdidsOo Mfdmss Gt
sSBtcOB OIS 9 0] IsMmw

e OPTIONALT M dMs¢ lssL 9 Odeder = MJjtelsdW ¢ Olstsa dmt
Mz yoOj, J Miadj isdfmiBOdase dzj dz ddzd ¢ sdzzyj dz (
flesyjlKEnge d3j 20 d wedzw jIsfw Hj2Mflsolze h d3

e BEST EFFORTi M dMts¢ ©lstsL 9 Odedz' » MjtelsdW¥ dS Olsse d
ftoeso jtcC ] MijtlsdWdS OO Istsdz S5 9 Ibtsdg Mz yoj
Hi2Mlsakzs hdds. Cltsls toj ) dd3 APEIMAUB | EMCRUss t6]
By jls BrIs! fisdzzyuj d § s HBAPK i B)aity d3 tstide SRS todz@
LdzOyjdedj dMmMfsde LEzjlsmw 5 kZisdyOdsd:s .

e ENABLET Hdzw Efmf jh dzts?2 fHtetso jtcCd MjtelsdW¥WdqE OO s
SlstsL 9 Odzdz" = Mjtelsd¥ dC Olstso .

1 20 j iz §its dzy O dB&EST_EFFORT.
I MESdz0 Hdzw jHOSkdese Odzdw  jtoj dBj dzdzr 7 dagjs s Iste

o Setdefaulti C dztsf SO Hdzw EfMlsOdzso dzj dedw L dzOyj dedvw
{4t d3j dedats 2

e OKiCdzsfCO Hdw LOCE kdw SCdO f) MSHtOdz) dad j
fjtej Bj dadzts? .

e Canceli Cdasf CO Hdzv L @Gter nds'h tctOWUa@zd v o B tc O dadats «
f4tc] d3j dzadats 2 .

RefusanboundTCPconnections

1 OHOjIs BdSS dtets FEPHN toj MM hdEfR . RMESd L 2jsMw ¢ OC
sceOddujddj S Hj2flsody. ltd wjHOCkdEse Oddd 1§t
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Refuse inbound TCP connections x|
Refuse inbound TCP connections ;I
Default Yalue = False

[
% False
" True

Set default | Ik I Cancel |

tdmzaas¢

] jtej Sy yOlsjdzr dsjjls Ho O fsdzsyj dd™:

e TRUET-Zdzd Ylstsy Ojlsmvw 1 j FEP-ROS RlsHiyB g d dzj dad v,
oRBHYHd®B)LEAD 5O) flso j-ipes On ddgl dzhiny TCP
qddyddwsoe Odedz" 4 dL odzj .

e FALSEi dzgj fttsdLotH MY ddC OCdR H Y20 tzjzdl j dzf o
2 f3ts dzaf © dz

1 dz0 y j i ik ts dzy O dE4LSE.

Log level

10HOjls bttso jdz o0y dsiisd fsssCtddtkj d 7 mse'ls
e lsdvmddyls j dsdzr dsq, fl.DAPHfijledatjtadg , S Mo W L Odzdz’ ESPf § to
d fsdbyjddjd, GBLOBskSs? MjosdidC 0Pkl § YBchE
lted ©jHOCKkdEsoOddd §Wodv,jlshmw ©Cdts:

x|

Enable log messages only with the specified level or higher
(“default” value means the severity from agent settings)
Defaulk Yalue = "default”

value: -
Sek default | K I Zancel
tdmMkzads ¢

oY) dzd j f 5 idefmitlzy Cldisflestsjtads)jls figuztsh O dzt tzts & tizw
totsls ts € ts dzdffitetizty Bffr jralzd B Is O o dzvo jestocCEREtiNgsp sdzj Sever it

IKEsettings

Default port

) stels Hw (ISl EGEEGT 2 BkHjls (Misd Lo Od 6 kot
L 2Oy jidadjjdzs § ud Mozts d.65566. O ) eO\FQizd j 1§ & 509.03ts dzy O dzd &

JCdes Hdzv o' BBKBO L dZOyJ dzdv f stelsO:
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Default port Xl

Defaulk IKE port ;I
Defaulk Yalue = 500, Min Yalue = 1, Max Yalue = 65535

Set default | (0] 4 I Cancel |

tdmizaas ¢

Send packet retries

sszdyjMmisets Y IKEFEOC §Islho df Pmisdiydedets§ = Odatg Jzd J
udmdzs di  HJ Ot CaOEde@afiizts dB0A dad ©

JCdes Hdzw EMisOdetseo € L dzOyj ded v :

send packet retries x|
Murber af the IKE send packet retries ;I
Defaulk Yalue = 5, Min Yalue = 1, Max Valus = 30
=

. -
Yalue: I 3 -
Set default | Ik I Cancel |

t dmizdss s

Initial retry tim¢seconds)

1 OyoOdzt dz" 2 dadzlsj o Odz atej a3 ded 3 Y H 2 HKEd IOStG dz'sdd
f OQtclsdzgj ez (9 MiSEdHOR). [(Mdd lejl di {(tdkkzyjd
LOftetsf § sfr dzOjlsmw ftsolststedzs  ddzlsjtcoOdz a3 yHiEz
Foj dzd ydoe 04 Isfmw Isos IsH ed@lizlstg @ao@.dz Slzo j dzd ydo Oj Isfqw o H o C

e dzj BRHjI fodkzyjd skojls dddq

e LdOyYjdedj ddalsjtcoOdzO I B tizpb 1 Oy y dztf ¥ mBa xzj
fsobtstedz” | fsfrisCd BEHEL ftotsHisdy O! v My o
Csdzdyj Mlsoa s § sd dzjslf€ ZEO wisdgdsyf Send packet

Il L d3tsy detsj 0 upPugfs fled 3 Mdzts dL.5. H d O4OQ) s&EQ f 6 1.z d3ts dzy C
[ Cdes Hdzw EMlsOdzso € d dzOYOdz detsets ddzlsj tco OdzO o tej 3
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Initial retry time (seconds) El

Initial number of seconds between IKE send packet retries ;I
Defaulk Yalue = 1, Min Yalue = 1, Max Value =5
=

. 1 —
Yalue: I 1] -
Set default | Ik I Cancel |

tdmizaas ¢

Max retry time (seconds)

fd 3O0dz dz" 2 ddigisdede od®jdz oltc jf tso Iststedz 3d IMESY " Is ¢ Od3d
JIsse f Otclsdzj telzmdzp oy i Iz Can RJ- dedidtscjretry tida©da jj dizdnj J

L dzOInjtjpldgdfyiti me, Iss ftcd L Oc tcMakrgtrytinedzW e ztcOydd
fno Od o O] Is MnitiaLrelzPtiy ndzd j | 5L dg®@deEa]jj dzsj ydmdzs diL
fOUSBO 1 &zOYJ dzd § i 80. 2 s dzy O dzd

dts Hdzw EMlsOdsa $q BOSMddOd dscts ddidsjteo OkO oo

Max retry time {(seconds) El

Maximurm number of seconds bebween IKE send packet retries ;I
Defaulk Yalue = 30, Min Value = 1, Max Yalue = 60
Le

. N
Yalue: I & -
Set default | Ik I Cancel |

tdmizdas<

Max session duration (seconds)

[ OCMd BOdz! dz" 2 ddzlsj tco Odz o tcj KE (zd @@ E &
LdOyj-dgd jzsy uudmdzs dL HdOfOLtsdzZO 10. .18
9" BSKO L dzOyj ded W :

o=
%
o
&
==
=
o<

Max session duration (seconds)

X
Maximum IKE session duration {seconds) ;I
Default Walue = 60, Min Yalue = 10, Max Yalue = 300

I

Yalue; I | :ll
Set default | Ik I Cancel |

tdmkzasst
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Maxsessiondnitiatedatonce

[ OCMd BBOdz! detsj] Stsdzdyj Mlso s tsH datso-igj figf) delets H detled @ fif §f B 2
fOtls dzy letsw d3tsy detsj I wgpP uefs glzd 1 d dzs  dL.1060 Of Pdz®@ugPdzd j
Edsdzyod@gs [ Cdets Hdzw or Btste® L dzOyj ded v :

tdmezaast

Maxrespondesessionswitha partner

| 0Cd BOdz dets Hetasaiaffnis et tc | o33 mlatlyf s § ctso sSHJ-&3" = VP
EMmistcts? Mise dedsdzindzi Olzls | dzls d WidOyafsatigjotOidgz d§ S Oyg Mmise j
sOCdd § Otels dzj tots d3ISAKMB SAlz§f OB HIZs dzsC 5 ML HOJ Isfqw K sls
ISAKMP SA, HOdzdz' 2 Obtedebkls fjtejMmMlsOjls Hj2Miso s Ols! .

I 5L i3ty dzsj i U ged U HEEOsE® 1. . 20. 1 dzOi|goded §
[Cdzs Hdzv EMbOdtse & d L dzOyj ded v :

f dmkzaas ¢

Max blacklog sessions

"vyjtodzr 2 Mydmst" 4 toj H dzO DaR@s QEenialddServid® ! € Osists s
sBMdzzy do Odzd W) . " v J tefiz” Ptc dnjlflsf MEsKE-P aifskifdly s § Otsls
ZOrsHWh dafw o " yjtedssdz My M j " .IKEMjfipdod WO ¢ Jjteots
ddzd yddtotse Odgdets?2 Mt fMiststesdz § Otclsdzi c©®,  Otclsdzj to T
Max blacklog sessions iz fiyls O dz0 o dzdff én@zjsls tc O L tog H detsieddd BzdiER

sBd3j deseo, ddzddzd@lmlizjidids G¥ d y f ©tcdsCajdetssdlz, C f sIO h Jd3 o
"W teds 2 MedMEOY HEsR Mdzj Hize M j d3 dzj IKEORIdgE BOL Qd fi) tets
tcOL toj h jEaidztho to ] BKEmSE B dgco Hdzv HOdzdzse s ff Otelsdzj 6 O
sCtolzc dzj dggf geesh & Mlststosdzz, o ff dztsls! IKEsIs tf Gitafifs@ tsfp L OFff
HOdzdzr &3 ff Otels dzj tets d3.

[ M2dey "BE&ER ylssdz! ¢ts § Otclsdzgj 6 L Odesmdlsmw o " yJj tedgr 2 f
LdzOyj dedj tOL 1t jdedegr = tsH detdlEtesjBddzjj ddalste ffdag ts dstisHir] ®'tsm d
Edzj dz' M Ols' fpw  eofmdzp OF cBERf O ff stsdzts Oo j toh j dgd Wdztls Bfi3j dzO
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