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ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ 
ʦ ʧʨʘʚʝ ʧʦʣʴʟʦʚʘʥʠʷ ʇʨʦʜʫʢʪʦʤ  

CSP VPN Client 

ʧʨʦʠʟʚʦʜʩʪʚʘ ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ" 

 
 É   2003 - 2010  ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ". ɺʩʝ ʧʨʘʚʘ ʟʘʱʠʱʝʥʳ. 

 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʘʢʦʥʥʦ ʧʨʠʦʙʨʝʪʝʥʥʦʛʦ 
ʇʨʦʜʫʢʪʘ CSP VPN Client (ʜʘʣʝʝ - ʀʟʜʝʣʠʷ) ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ (ʬʠʟʠʯʝʩʢʠʤ ʠʣʠ ʶʨʠʜʠʯʝʩʢʠʤ 
ʣʠʮʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʃʠʮʝʥʟʠʠ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʇʨʦʜʫʢʪʘ, ʷʚʣʷʶʱʝʡʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ 
ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ). ʇʨʝʜʤʝʪʦʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ 
ʚʦʟʤʝʟʜʥʘʷ ʧʝʨʝʜʘʯʘ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʝʠʩʢʣʶʯʠʪʝʣʴʥʳʭ ʥʝʧʝʨʝʜʘʚʘʝʤʳʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʥʠʷ 
ʀʟʜʝʣʠʝʤ. 

ʇʦʜ ʀʟʜʝʣʠʝʤ ʧʦʥʠʤʘʝʪʩʷ ʢʦʤʧʣʝʢʩ ʤʘʪʝʨʠʘʣʴʥʳʭ ʦʙʲʝʢʪʦʚ (ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʦʩʠʪʝʣʝʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʢʦʜʘ ʧʨʦʛʨʘʤʤʥʳʭ ʇʨʦʜʫʢʪʦʚ, ʜʦʢʫʤʝʥʪʘʮʠʠ ʚ ʧʝʯʘʪʥʦʡ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʘʭ), 
ʚʢʣʶʯʝʥʥʳʭ ʚ ʉʧʝʮʠʬʠʢʘʮʠʶ ʂʦʤʧʣʝʢʪʘ ʀʟʜʝʣʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ɸʛʝʥʪʘ ʟʘʱʠʪʳ (ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ 
ʥʘ ʧʝʨʩʦʥʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ) ʠ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʮʝʣʷʭ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʟʜʝʣʠʷ ʚ ʧʨʦʯʠʭ ʩʠʩʪʝʤʘʭ ʠ/ʠʣʠ ʚ ʠʥʳʭ ʮʝʣʷʭ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʢʦʤʧʦʥʝʥʪʳ (ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ ʠ ʧʨʦʯʝʝ) ʦʪ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʧʨʘʚʘ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪ ʥʘ 
ʦʩʥʦʚʝ ʃʠʮʝʥʟʠʡ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʡ ʵʪʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ 
ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʚ ʧʦʣʥʦʤ ʢʦʤʧʣʝʢʪʝ ʧʝʨʝʜʘʝʪʩʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʘ ʫʩʣʦʚʠʷʭ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ ʷʚʣʷʶʪʩʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʠ, ʧʨʠ ʥʘʣʠʯʠʠ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʟʘʱʠʱʘʶʪʩʷ 
ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʠ ʠʤʫʱʝʩʪʚʝʥʥʦʤ ʧʨʘʚʝ ʥʘ ʦʙʲʝʢʪʳ 
ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ. 

ʋʩʪʘʥʦʚʢʘ ʀʟʜʝʣʠʷ ʧʦʩʣʝ ʧʨʝʜʲʷʚʣʝʥʠʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʪʝʢʩʪʘ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ 
ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʩʦʛʣʘʩʠʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ 
ʚʩʪʫʧʣʝʥʠʝ ʝʛʦ ʚ ʟʘʢʦʥʥʫʶ ʩʠʣʫ, ʧʦʩʣʝ ʯʝʛʦ ʥʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪ. 
433 ɻʂ ʈʌ ʠʤʝʝʪ ʩʠʣʫ ʜʦʛʦʚʦʨʘ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʇʨʦʠʟʚʦʜʠʪʝʣʝʤ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-
ʊʝʨʨʘ ʉʠʕʩʇʠè). 

ʇʨʠ ʥʘʣʠʯʠʠ ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʳʤ ʠ ʧʦʣʥʦʤʦʯʥʳʤ 
ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠʣʠ ʚ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʘʭ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ 
ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʪʨʝʪʴʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ. 

ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʲʝʜʠʥʷʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ (ʢʦʤʧʣʝʢʩ) ʚ ʧʨʦʮʝʩʩʝ 
ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʢʦʧʠʨʦʚʘʥʠʝ, ʫʩʪʘʥʦʚʢʫ ʠ ʵʢʩʧʣʫʘʪʘʮʠʶ ʚʩʝʭ 
ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʧʦʩʪʘʚʣʝʥʥʳʭ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʪʦʣʴʢʦ ʚ ʩʦʩʪʘʚʝ ʨʘʙʦʪ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ. ʂʦʧʠʨʦʚʘʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʫʩʪʘʥʦʚʢʘ ʠ ʵʢʩʧʣʫʘʪʘʮʠʷ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪ 
ʷʚʣʷʶʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ ʘʚʪʦʨʩʢʠʭ ʧʨʘʚ ʢʘʢ ʇʨʦʠʟʚʦʜʠʪʝʣʷ, ʪʘʢ 
ʠ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ (ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʷʭ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ ʪʨʝʪʴʠʭ 
ʧʦʩʪʘʚʱʠʢʦʚ). 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʨʘʤʢʘʭ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʪʦʣʴʢʦ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʀʟʜʝʣʠʷ ʠ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʴʰʝʝ 
ʢʦʣʠʯʝʩʪʚʦ ʵʢʟʝʤʧʣʷʨʦʚ ʀʟʜʝʣʠʷ. 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʀʟʜʝʣʠʝ ʚ ʬʦʨʤʘʭ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 
ʪʨʝʪʴʠʤ ʣʠʮʘʤ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʶ ʠʣʠ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʥʳʤ ʚ ʣʶʙʦʡ ʬʦʨʤʝ ʢʦʤʧʦʥʝʥʪʘʤ ʀʟʜʝʣʠʷ ʧʫʪʝʤ 
ʧʨʦʜʘʞʠ, ʧʨʦʢʘʪʘ, ʩʜʘʯʠ ʚʥʘʝʤ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʚʟʘʡʤʳ ʠʣʠ ʠʥʳʤʠ ʜʨʫʛʠʤʠ ʩʧʦʩʦʙʘʤʠ ʦʪʯʫʞʜʝʥʠʷ. 
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ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʜʠʩʘʩʩʝʤʙʣʠʨʦʚʘʪʴ, ʜʝʢʦʤʧʠʣʠʨʦʚʘʪʴ (ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ 
ʙʠʥʘʨʥʳʡ ʢʦʜ ʚ ʠʩʭʦʜʥʳʡ ʪʝʢʩʪ) ʧʨʦʛʨʘʤʤʳ ʠ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʀʟʜʝʣʠʷ, ʚʥʦʩʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ 
ʠʟʤʝʥʝʥʠʷ ʚ ʙʠʥʘʨʥʳʡ ʢʦʜ ʧʨʦʛʨʘʤʤ ʠ ʩʦʚʝʨʰʘʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦ ʀʟʜʝʣʠʷ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ, ʥʘʨʫʰʘʶʱʠʝ 
ʈʦʩʩʠʡʩʢʠʝ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʥʦʨʤʳ ʧʦ ʘʚʪʦʨʩʢʦʤʫ ʧʨʘʚʫ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ.  

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʩ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ ʠ ʜʝʡʩʪʚʫʝʪ ʥʘ 
ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʩʨʦʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʟʜʝʣʠʷ.  

ʅʝʠʩʧʦʣʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ɿʘʢʦʥʘ 
ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ "ʆ ʧʨʘʚʦʚʦʡ ʦʭʨʘʥʝ ʧʨʦʛʨʘʤʤ ʜʣʷ ʵʣʝʢʪʨʦʥʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʘʰʠʥ ʠ ʙʘʟ 
ʜʘʥʥʳʭ" ʠ ʧʨʝʩʣʝʜʫʝʪʩʷ ʧʦ ʟʘʢʦʥʫ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʆʛʨʘʥʠʯʝʥʥʳʝ ʛʘʨʘʥʪʠʠ, 
ʩʦʩʪʦʷʱʠʝ ʚ ʪʦʤ, ʯʪʦ 

1. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʭʦʜʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠʣʠ ʣʶʙʳʤ ʪʨʝʪʴʠʤ ʣʠʮʦʤ 
ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ ʂʨʠʪʠʯʥʘʷ ʇʨʦʙʣʝʤʘ, ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè) 
ʦʙʝʩʧʝʯʠʚʘʝʪ: 

ʘ) ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʥʳʤʠ ʩʧʦʩʦʙʘʤʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ ʂʨʠʪʠʯʥʦʡ 
ʇʨʦʙʣʝʤʳ ʠ ʦ ʩʧʦʩʦʙʘʭ ʝʝ ʫʩʪʨʘʥʝʥʠʷ 

ʙ) ʙʝʩʧʣʘʪʥʦʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʀʟʜʝʣʠʷ, ʚ 
ʢʦʪʦʨʳʭ ʫʩʪʨʘʥʝʥʳ ʂʨʠʪʠʯʥʳʝ ʇʨʦʙʣʝʤʳ. 

ʇʨʠʤʝʯʘʥʠʝ 1. ɻʘʨʘʥʪʠʡʥʦʝ ʦʙʷʟʘʪʝʣʴʩʪʚʦ 1 ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʤ ʦʧʨʝʜʝʣʝʥʠʠ: ʂʨʠʪʠʯʥʘʷ 
ʇʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʀʟʜʝʣʠʝ, ʚʩʣʝʜʩʪʚʠʝ ʦʰʠʙʢʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʥʝ 
ʚʳʧʦʣʥʷʝʪ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʠʤʝʥʥʦ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, ʯʪʦ 
ʧʨʠʚʦʜʠʪ ʢ ʥʘʨʫʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠʤʝʯʘʥʠʝ 2. ʆʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʘʨʘʥʪʠʡʥʳʤ ʦʙʷʟʘʪʝʣʴʩʪʚʦʤ 
ʧ.1ʙ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʦ ʟʘʧʨʦʩʫ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦ ʤʝʨʝ ʨʘʟʨʘʙʦʪʢʠ ʦʙʥʦʚʣʝʥʠʡ. 

2. ɽʩʣʠ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʙʥʘʨʫʞʠʪ ʚ ʪʝʯʝʥʠʝ 90 (ʜʝʚʷʥʦʩʪʘ) ʜʥʝʡ ʩʦ ʜʥʷ ʧʦʩʪʘʚʢʠ ʀʟʜʝʣʠʷ 
ʜʝʬʝʢʪʳ ʚ ʩʦʩʪʘʚʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʣʠ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ, ʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ 
ʥʦʩʠʪʝʣʠ ʙʫʜʫʪ ʟʘʤʝʥʝʥʳ, ʘ ʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 90 ʜʥʝʡ  ʧʨʝʪʝʥʟʠʠ 
ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʠ ʠʟʜʝʣʠʷ ʠ/ʠʣʠ ʜʝʬʝʢʪʘʤ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ  
ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʠʭ ʛʘʨʘʥʪʠʡ ʧʦ ʧʦʩʪʘʚʢʝ, ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ 
ʩʦʦʪʚʝʪʩʪʚʠʶ ʀʟʜʝʣʠʷ ʣʶʙʳʤ ʪʝʭʥʠʯʝʩʢʠʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʩʪʘʥʜʘʨʪʘʤ ʠ ʫʩʣʦʚʠʷʤ. ʕʪʠ ʚʦʧʨʦʩʳ 
ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʣʘʩʪʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦʩʪʘʚʱʠʢʘ, ʩʝʨʪʠʬʠʢʘʮʠʠ ʀʟʜʝʣʠʷ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪ 
ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ, ʜʦʛʦʚʦʨʦʚ ʦ ʧʦʩʪʘʚʢʝ, ʪʝʭʥʠʯʝʩʢʦʤ ʩʦʧʨʦʚʦʞʜʝʥʠʠ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ ʠ 
ʨʝʛʣʘʤʝʥʪʠʨʫʶʪʩʷ ʚ ʨʘʤʢʘʭ ʦʪʜʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ (ʚ ʨʘʤʢʘʭ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʠ ʝʩʣʠ 
ʧʨʦʪʠʚʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ) ʥʝ 
ʨʝʛʣʘʤʝʥʪʠʨʫʝʪ ʚʦʧʨʦʩʳ ʪʝʭʥʠʯʝʩʢʠʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʧʨʦʯʠʭ ʚʦʟʤʦʞʥʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ ʠ ʚʦʟʤʦʞʥʳʭ ʤʘʪʝʨʠʘʣʴʥʳʭ, ʬʠʥʘʥʩʦʚʳʭ ʠ ʧʨʦʯʠʭ ʧʦʪʝʨʴ ʂʦʥʝʯʥʦʛʦ 
ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʝʩʴ ʧʝʨʠʦʜ ʵʢʩʧʣʫʘʪʘʮʠʠ 
ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ. ɼʝʡʩʪʚʠʝ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ 
ʧʨʝʢʨʘʱʝʥʦ ʧʦ ʨʝʰʝʥʠʶ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ 
ʫʥʠʯʪʦʞʠʪʴ ʚʩʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ, ʩʦʜʝʨʞʘʱʠʝ ʢʦʜ ʠ ʧʨʦʯʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 
ʀʟʜʝʣʠʷ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʚʥʫʪʨʝʥʥʠʭ ʥʦʩʠʪʝʣʷʭ ʀʟʜʝʣʠʷ. ʇʨʝʢʨʘʱʝʥʠʝ ʜʝʡʩʪʚʠʷ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʧʦ ʠʥʠʮʠʘʪʠʚʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʝʪʩʷ ʦʜʥʦʩʪʦʨʦʥʥʝʡ 
ʜʦʙʨʦʚʦʣʴʥʦʡ ʘʢʮʠʝʡ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʝʜʤʝʪʦʤ ʜʣʷ ʚʟʘʠʤʦʨʘʩʯʝʪʦʚ ʠ ʜʨʫʛʠʭ 
ʭʦʟʷʡʩʪʚʝʥʥʳʭ ʦʧʝʨʘʮʠʡ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʠʩʪʝʤʥʘʷ ɹʠʙʣʠʦʪʝʢʘ GNU libc ʷʚʣʷʝʪʩʷ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤ 
ʇʨʦʜʫʢʪʦʤ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʙʝʟ ʢʘʢʠʭ ʣʠʙʦ ʤʦʜʠʬʠʢʘʮʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʣʠʮʝʥʟʠʝʡ "The GNU General Public License" (http://www.gnu.org/licenses/licenses.html). 

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Microsoft 
Corporation ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

Sun Solaris ʠ Java ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Sun Microsystems, Inc ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ 
ʩʪʨʘʥʘʭ. 
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Cisco, Cisco PIX Firewall, Cisco IOS Router, CiscoWorks, CiscoWorks VPN/Security Management 
Solution, CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX 
Firewall ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Cisco Systems ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

ʀʟʜʝʣʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʘʧʠʩʘʥʥʦʝ ʕʨʠʢʦʤ ʗʥʛʦʤ (Eric Young. 
eay@cryptsoft.com) 

ɼʨʫʛʠʝ ʥʘʟʚʘʥʠʷ ʢʦʤʧʘʥʠʡ ʠ ʇʨʦʜʫʢʪʦʚ, ʫʧʦʤʷʥʫʪʳʝ ʚ ʥʘʩʪʦʷʱʝʤ ʃʠʮʝʥʟʠʦʥʥʦʤ ʉʦʛʣʘʰʝʥʠʠ ʠ ʚ ʩʦʩʪʘʚʝ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʀʟʜʝʣʠʷ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʤ ʢʦʤʧʘʥʠʡ. ʋʧʦʤʠʥʘʥʠʝ ʥʘʠʤʝʥʦʚʘʥʠʡ, ʇʨʦʜʫʢʪʦʚ, ʪʦʨʛʦʚʳʭ ʤʘʨʦʢ ʪʨʝʪʴʠʭ 
ʦʨʛʘʥʠʟʘʮʠʡ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʝʬʦʨʤʘʣʴʥʦ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʥʠ ʧʦʜʜʝʨʞʢʦʡ, ʨʝʢʦʤʝʥʜʘʮʠʝʡ ʣʠʙʦ ʨʝʢʣʘʤʦʡ. 
ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè ʥʝ ʥʝʩʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʠʭ ʇʨʦʜʫʢʪʦʚ. 

 

ʅʘʧʝʯʘʪʘʥʦ ʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ 

ɿʘʢʨʳʪʦʝ ɸʢʮʠʦʥʝʨʥʦʝ ʆʙʱʝʩʪʚʦ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè 

124498, ʛ. ʄʦʩʢʚʘ, ɿʝʣʝʥʦʛʨʘʜ, ʧʨʦʝʟʜ 4806, ʜ.5, ʩʪʨ.20 

ʊʝʣʝʬʦʥ: +7 (499) 720-69-28 

ʌʘʢʩ: +7 (499) 720-69-28 

ʕʣ.ʧʦʯʪʘ: information@s-terra.com 

http://www.s-terra.com 

 

mailto:information@s-terra.com
http://www.s-terra.com/
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1. ʆʙʠʦʙʰʞʦʡʞ ʡ ʭʬʦʣʯʡʡ ʈʩʧʝʬʣʫʙ 

ʇʨʦʜʫʢʪ CSP VPN Client ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ ʧʨʦʪʦʢʦʣʦʚ ʩʝʤʝʡʩʪʚʘ 
TCP/IP. 

ɿʘʱʠʪʘ ʪʨʘʬʠʢʘ CSP VPN Client ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʨʘʤʢʘʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ 
ʩʪʘʥʜʘʨʪʦʚ IKE/IPSec: 

 Security Architecture for the Internet Protocol ï RFC2401 

 IP Authentication Header (AH) ï RFC2402 

 IP Encapsulating Security Payload (ESP) ï RFC2406 

 Internet Security Association and Key Management Protocol (ISAKMP) ï 
RFC2408 

 The Internet Key Exchange (IKE) ï RFC2409 

 The Internet IP Security Domain of Interpretation for ISAKMP (DOI) - 
RFC2407. 

ʇʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ CSP VPN Client ʦʙʝʩʧʝʯʠʚʘʝʪ: 

 ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʥʘ ʫʨʦʚʥʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ/ʰʠʬʨʦʚʘʥʠʷ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ 
ʧʦ ʧʨʦʪʦʢʦʣʘʤ IPSec AH ʠ/ʠʣʠ IPSec ESP 

 ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʟʣʘ ʩʝʪʠ 

 ʧʘʢʝʪʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʦʣʷʭ 
ʟʘʛʦʣʦʚʢʦʚ ʩʝʪʝʚʦʛʦ ʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʝʡ 

 ʩʦʙʳʪʠʡʥʦʝ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ 

 ʨʝʘʣʠʟʘʮʠʶ ʟʘʜʘʥʥʦʡ ʜʠʩʮʠʧʣʠʥʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ (ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 
ʠ/ʠʣʠ ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ) ʜʣʷ ʢʘʞʜʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʜʦʩʪʫʧ ʚ 
ʟʘʜʘʥʥʦʤ ʟʘʱʠʱʝʥʥʦʤ ʨʝʞʠʤʝ ʪʦʣʴʢʦ ʜʣʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ, ʚ ʪʦʤ 
ʯʠʩʣʝ ʠ ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ 

 ʨʝʛʫʣʠʨʫʝʤʫʶ ʩʪʦʡʢʦʩʪʴ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ 

 ʤʘʩʢʠʨʦʚʢʫ ʘʜʨʝʩʥʳʭ ʧʨʦʩʪʨʘʥʩʪʚ ʟʘʱʠʱʘʝʤʳʭ ʩʝʪʝʡ (ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ 
ʪʨʘʬʠʢʘ). 

ɺʩʝ ʵʪʠ ʬʫʥʢʮʠʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP- Local 
Security Policy). ʃʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪ ʢʘʢʠʝ ʠʟ ʩʝʪʝʚʳʭ 
ʩʦʝʜʠʥʝʥʠʡ ʩʣʝʜʫʝʪ ʟʘʱʠʱʘʪʴ, ʘ ʢʘʢʠʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʢʨʳʪʳʤʠ, ʢʘʢʠʝ 
ʨʝʞʠʤ rʠ ʘʣʛʦʨʠʪʤ rʟʘʱʠʪʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʩʦʝʜʠʥʝʥʠʡ. 

ʇʨʦʜʫʢʪ CSP VPN Client ʠʩʧʦʣʴʟʫʝʪ ʚ ʢʘʯʝʩʪʚʝ ʚʥʝʰʥʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʙʠʙʣʠʦʪʝʢʠ ʩʨʝʜʩʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉʂɿʀ) "ʂʨʠʧʪʦʇʨʦ 
CSP 3.0" ʠʣʠ "ʂʨʠʧʪʦʇʨʦ CSP 3.6", ʨʘʟʨʘʙʦʪʘʥʥʝr ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP" ʨʝʘʣʠʟʫʝʪ ʨʦʩʩʠʡʩʢʠʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ: 

 ɻʆʉʊ 28147-89 ï ʰʠʬʨʦʚʘʥʠʝ/ʨʘʩʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ 

 ɻʆʉʊ ʈ 34.11-94 HMAC ï ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ 

 ɻʆʉʊ ʈ 34.11-94 ï ʘʣʛʦʨʠʪʤ ʭʵʰʠʨʦʚʘʥʠʷ 

 ɻʆʉʊ ʈ 34.10-94, ɻʆʉʊ ʈ 34.10-2001 ï ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʧʨʦʚʝʨʢʫ 
ʵʣʝʢʪʨʦʥʥʦ-ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ (ʕʎʇ) 

 ʛʝʥʝʨʘʮʠʶ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

CSP VPN Client ʷʚʣʷʝʪʩʷ ʇʨʦʜʫʢʪʦʤ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʪʦʤ 
ʩʤʳʩʣʝ, ʯʪʦ ʧʦʣʠʪʠʢʫ ʠ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʦʚ ʵʪʦʛʦ ʇʨʦʜʫʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪ ʩʠʩʪʝʤʥʳʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ. 
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2. ʋʩʞʚʧʛʙʦʡʸ ʦʙ ʚʙʠʧʛʴʞ ʨʤʙʫʭʧʩʥʴ 
ʡ ʪʧʛʥʞʪʫʡʥʧʪʫʵ 

ʇʨʦʜʫʢʪ CSP VPN Client ʚʳʧʫʱʝʥ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʙʘʟʦʚʳʭ ʧʣʘʪʬʦʨʤ: 

 MS Windows XP Professional SP2 Russian Edition 

 MS Windows Vista (32-bit) Business SP1 Russian Edition. 

 

ʇʨʦʜʫʢʪ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows XP Professional, 
ʩʦʚʤʝʩʪʠʤ ʩ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʦʡ "ʂʨʠʧʪʦʇʨʦ CSP 3.0", ʨʘʟʨʘʙʦʪʘʥʥʦʡ 
ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

ʇʨʦʜʫʢʪ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows Vista (32-bit) Business, 
ʩʦʚʤʝʩʪʠʤ ʩ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʙʠʙʣʠʦʪʝʢʦʡ "ʂʨʠʧʪʦʇʨʦ CSP 3.6 build 5009", 
ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʢʦʤʧʘʥʠʝʡ "ʂʨʠʧʪʦ-ʇʨʦ". 

 

ʇʨʦʜʫʢʪ ʨʘʙʦʪʘʝʪ ʢʦʨʨʝʢʪʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʩʝʪʝʚʳʤʠ ʘʜʘʧʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ 

ʧʦʜʜʝʨʞʠʚʘʶʪ " task  offloading ".  

ɺ ʯʘʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ IPsec/IKE ʠ ʠʭ ʨʘʩʰʠʨʝʥʠʡ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ 
Cisco IOS v.12.4.  

ɺ ʯʘʩʪʠ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ 
ʩ CiscoWorks Monitoring Center for Performance 2.0.2, ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ CiscoWorks 
VMS 2.3. 

ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ eToken PRO32k ʠ eToken PRO64k ʧʨʦʠʟʚʦʜʩʪʚʘ ʢʦʤʧʘʥʠʠ 
Aladdin.  
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3. ɹʫʩʡʚʬʫʴ ʙʬʫʞʦʫʡʭʡʣʙʯʡʡ 

ʊʝʭʥʦʣʦʛʠʷ IPsec ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʰʠʬʨʦʚʘʥʠʝ ʠ ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ 
ʥʘ ʫʨʦʚʥʝ ʧʝʨʝʜʘʚʘʝʤʳʭ IP ʧʘʢʝʪʦʚ.  

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʪʠʭ ʬʫʥʢʮʠʡ ʪʝʭʥʦʣʦʛʠʠ IPsec ʥʝʦʙʭʦʜʠʤʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ  
ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʧʦʩʪʘʚʣʷʝʪʩʷ  ʧʨʦʪʦʢʦʣʦʤ IKE: ʢʣʶʯʝʚʦʡ ʤʘʪʝʨʠʘʣ ʠ 
ʩʦʛʣʘʩʦʚʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʟʘʱʠʪʳ. 

ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʭ ʩʪʦʨʦʥ ʧʨʦʪʦʢʦʣʫ IKE ʥʝʦʙʭʦʜʠʤʘ 
ʥʝʢʦʪʦʨʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʘʷ  ʠʥʬʦʨʤʘʮʠʷ. 

ʊʘʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʤʦʞʝʪ ʙʳʪʴ: 

 ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ (ʨʘʟʜʝʣʷʝʤʳʡ) ʢʣʶʯ (Preshared Key) 

 ʩʝʨʪʠʬʠʢʘʪ ʩʪʘʥʜʘʨʪʘ ʍ.509. 

 

ʀʤʝʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʠ ʨʘʙʦʪʝ ʩ ʨʘʩʰʠʨʝʥʠʷʤʠ ʩʝʨʪʠʬʠʢʘʪʘ 
(Extensions), ʢʦʪʦʨʳʝ ʧʦʤʝʯʝʥʳ ʢʘʢ ʢʨʠʪʠʯʥʳʝ. ɺ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥ ʩʧʠʩʦʢ 
ʨʘʩʰʠʨʝʥʠʡ ʩʝʨʪʠʬʠʢʘʪʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʨʘʩʧʦʟʥʘʚʘʪʴʩʷ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ 
ʇʨʦʜʫʢʪʦʤ, ʝʩʣʠ ʫ ʥʠʭ ʫʩʪʘʥʦʚʣʝʥ ʧʨʠʟʥʘʢ ʢʨʠʪʠʯʥʦʩʪʠ TRUE. ɽʩʣʠ ʚ ʩʝʨʪʠʬʠʢʘʪʝ 
ʙʫʜʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʜʨʫʛʠʝ ʨʘʩʰʠʨʝʥʠʷ, ʥʝ ʫʢʘʟʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʠ ʟʘʜʘʥʥʳʝ ʢʘʢ 
ʢʨʠʪʠʯʥʳʝ, ʪʦ ʪʘʢʦʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ. ɽʩʣʠ ʞʝ ʨʘʩʰʠʨʝʥʠʝ 
ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʪʘʙʣʠʮʝ, ʥʦ ʷʚʣʷʝʪʩʷ ʥʝʢʨʠʪʠʯʥʳʤ, ʪʦ ʦʥʦ ʠʛʥʦʨʠʨʫʝʪʩʷ, ʠ ʩʝʨʪʠʬʠʢʘʪ 
ʠʩʧʦʣʴʟʫʝʪʩʷ. 

 

Name OID value  

Subject Key Identifier 2.5.29.14 

Key Usage 2.5.29.15 

Subject Alternative Name 2.5.29.17 

Issuer Alternative Name 2.5.29.18 

Basic Constraints 2.5.29.19 

Name Constraints 2.5.29.30 

CRL Distribution Points 2.5.29.31 

Authority Key Identifier 2.5.29.35 

 

ʆʧʠʩʘʥʠʷ ʟʥʘʯʝʥʠʡ ʠ ʧʦʣʥʳʡ ʩʧʠʩʦʢ Certificate Extensions ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ 
ʜʦʢʫʤʝʥʪʝ RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2). 

 

http://tools.ietf.org/html/rfc5280#section-4.2
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4. ʈʩʧʯʞʪʪ ʨʧʝʜʧʫʧʛʣʡ 
ʨʞʩʪʧʦʙʤʵʦʧʜʧ ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ 
ʨʙʣʞʫʙ ʨʧʤʵʠʧʛʙʫʞʤʸ 

ɺ ʵʪʦʡ ʛʣʘʚʝ ʦʧʠʩʘʥʦ ʢʘʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʪʦʚʠʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʠ ʧʦʵʪʦʤʫ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ  ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʦʩʠʪ 
ʦʟʥʘʢʦʤʠʪʝʣʴʥʳʡ ʭʘʨʘʢʪʝʨ. 

ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʩʩʯʠʪʘʥ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʚʥʫʪʨʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ. 
ʇʦʣʘʛʘʝʤ, ʯʪʦ ʚ ʪʘʢʠʭ ʩʝʪʷʭ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ʇʦʵʪʦʤʫ, ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʟʨʘʙʦʪʘʥ 
ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʬʦʨʤʠʨʫʝʪ 
ʧʝʨʩʦʥʘʣʠʟʦʚʘʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʦʥ 
ʧʨʦʠʟʚʦʜʠʪ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʳʝ ʩʦʛʣʘʩʫʶʪʩʷ ʩ ʝʛʦ ʜʦʣʞʥʦʩʪʥʳʤʠ 
ʦʙʷʟʘʥʥʦʩʪʷʤʠ. 

ɼʣʷ ʧʦʜʛʦʪʦʢʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʝʦʙʭʦʜʠʤʦ 
ʠʤʝʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʣʶʯʠ ʣʠʙʦ ʩʝʨʪʠʬʠʢʘʪʳ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʠ  ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʧʠʩʘʥʥʫʶ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ (ʨʘʟʜʝʣʷʝʤʳʭ) ʢʣʶʯʝʡ (Preshared Keys) 
ʧʦʜʛʦʪʦʚʢʘ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣ ̫ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʧʦʣʥʦʩʪʴʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʧʦʜʛʦʪʦʚʢʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 
ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʦʜʥʦʤʫ ʠʟ ʜʚʫʭ ʩʮʝʥʘʨʠʝʚ.  

ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʪʢʨʳʪʦʤʫ ʢʣʶʯʫ ʩʝʨʪʠʬʠʢʘʪʘ, 
ʥʘʭʦʜʠʪʩʷ ʚ ʢʦʥʪʝʡʥʝʨʝ. ʂʦʥʪʝʡʥʝʨ ʠʤʝʝʪ ʩʣʦʞʥʫʶ ʩʪʨʫʢʪʫʨʫ, ʛʜʝ ʢʨʦʤʝ ʩʝʢʨʝʪʥʦʛʦ 
ʢʣʶʯʘ ʩʦʜʝʨʞʠʪʩʷ ʩʣʫʞʝʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʠ 
ʮʝʣʦʩʪʥʦʩʪʠ ʢʣʶʯʘ. ʕʪʦʪ ʢʦʥʪʝʡʥʝʨ ʥʝ ʷʚʣʷʝʪʩʷ ʢʘʪʘʣʦʛʦʤ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 
ʂʦʥʪʝʡʥʝʨ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ (Registry) ʠʣʠ ʥʘ 
ʢʘʢʦʤ-ʣʠʙʦ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ ʜʠʩʢʝʪʝ, ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ 
eToken ʠ ʜʨ.  

ʉʮʝʥʘʨʠʠ ʦʪʣʠʯʘʶʪʩʷ ʪʝʤ, ʢʪʦ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʘ ʢʘʢʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ c ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʟʤʦʞʥʘ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʫʝʪʩʷ ʠʣʠ ʥʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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4.1. ʈʞʩʛʴʢ ʪʯʞʦʙʩʡʢ 

ɺʩʝ ʜʝʡʩʪʚʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʬʦʨʤʠʨʦʚʘʥʠʶ ʟʘʧʨʦʩʘ ʠ ʩʦʟʜʘʥʠʶ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʉɸ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʟʘʧʠʩʳʚʘʶʪ ʥʘ ʚʥʝʰʥʠʡ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣ,ɹ ʥʘʧʨʠʤʝʨ, ʜʠʩʢʝʪʫ 
ʠʣʠ eToken. ʀʥʩʪʘʣʣʷʮʠʷ ʩʯʠʪʳʚʘʪʝʣʷ ʦʧʠʩʘʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ ʚ ʨʘʟʜʝʣʝ 
"ʀʥʩʪʘʣʣʷʮʠʷ ʚʥʝʰʥʝʛʦ ʩʯʠʪʳʚʘʪʝʣʷ ʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʠʥʬʦʨʤʘʮʠʠ ʚ 
ñʂʨʠʧʪʦʇʨʦ CSP 3.0". 

ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʢʦʧʠʨʦʚʘʥʠʝ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʦʜʥʦʛʦ ʥʦʩʠʪʝʣʷ ʥʘ ʜʨʫʛʦʡ, ʥʘʧʨʠʤʝʨ, ʚ ʈʝʝʩʪʨ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ.  

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ ʩʣʝʜʫʶʱʠʝ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ 
(Trusted CA Certificate), ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʝ ʚ ʬʘʡʣʳ. ɽʤʫ ʧʝʨʝʜʘʝʪʩʷ ʠ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʦʧʨʝʜʝʣʷʝʪ ʧʨʦʚʦʜʠʪʴ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʫ 
ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʦʚʘʪʴ ʠʣʠ ʥʝʪ 
ʢʦʥʪʝʡʥʝʨ, ʠ ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʩʦ ʩʩʳʣʢʦʡ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʠ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ 
ʥʦʩʠʪʝʣʝ, ʥʘʧʨʠʤʝʨ, eToken. ʂʦʥʪʝʡʥʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʧʝʨʝʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʧʦ ʟʘʩʣʫʞʠʚʘʶʱʝʤʫ ʜʦʚʝʨʠʷ ʢʘʥʘʣʫ ʩʚʷʟʠ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʧʦʣʫʯʠʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʧʨʦʠʟʚʦʜʠʪ ʫʩʪʘʥʦʚʢʫ ʇʨʦʜʫʢʪʘ CSP 
VPN Client ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ. 
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4.2. ɻʫʧʩʧʢ ʪʯʞʦʙʩʡʢ 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʨʘʟʤʝʱʘʶʪʩʷ ʥʘ 
ʞʝʩʪʢʦʤ ʜʠʩʢʝ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʥʝʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʦʚʘʥʠʝ 
ʢʦʥʪʝʡʥʝʨʘ ʠʟ ʈʝʝʩʪʨʘ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ.  

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ ʩʣʝʜʫʶʱʠʝ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʬʦʨʤʠʨʫʝʪ ʟʘʧʨʦʩ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʉʦʟʜʘʥʥʳʡ  ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ 
ʎʝʥʪʨʘ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ( ʈʝʝʩʪʨʝ ) ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʜʨʦʙʥʦ ʵʪʦʪ ʧʫʥʢʪ ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 
"ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ çʂʨʠʧʪʦʇʨʦ CSP 3.0ò  

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʉɸ ʥʘ ʩʝʨʚʝʨʝ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʧʦ ʧʦʣʫʯʝʥʥʦʤʫ 
ʟʘʧʨʦʩʫ ʩʦʟʜʘʝʪ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʵʢʩʧʦʨʪʠʨʫʝʪ ʝʛʦ ʚ 
ʬʘʡʣ. ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate) 
ʪʘʢʞʝ ʵʢʩʧʦʨʪʠʨʫʝʪʩʷ ʚ ʬʘʡʣ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʙʘ ʵʪʠ 
ʩʝʨʪʠʬʠʢʘʪʘ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʟʘʜʘʝʪ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ 
ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʇʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʩʦ ʩʩʳʣʢʦʡ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ.  
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʧʦʣʫʯʠʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʧʨʦʠʟʚʦʜʠʪ ʫʩʪʘʥʦʚʢʫ ʇʨʦʜʫʢʪʘ CSP 
VPN Client ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ. 
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5. ɼʞʦʞʩʙʯʡʸ ʣʤʷʰʞʛʧʢ ʨʙʩʴ ʡ 
ʭʧʩʥʡʩʧʛʙʦʡʞ ʠʙʨʩʧʪʙ ʦʙ 
ʪʞʩʫʡʭʡʣʙʫ ʨʧʤʵʠʧʛʙʫʞʤʸ ʪ 
ʡʪʨʧʤʵʠʧʛʙʦʡʞʥ "ʃʩʡʨʫʧʈʩʧ CSP" 
3.0" 

ɼʣʷ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʝʜʩʪʚʘ Microsoft Windows. ʆʧʠʰʝʤ ʵʪʦʪ ʧʨʦʮʝʩʩ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ.. 

ʐʘʛ 1: ʫʩʪʘʥʦʚʠʪʝ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP 3.0". ʋʩʪʘʥʦʚʢʘ ʵʪʦʛʦ 
ʇʨʦʜʫʢʪʘ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ʋʩʪʘʥʦʚʢʘ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP". 

ʐʘʛ 2: ʠʥʩʪʘʣʣʠʨʫʡʪʝ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʧʨʠʤʝʨ, ʈʝʝʩʪʨ. ʕʪʘ ʠʥʩʪʘʣʣʷʮʠʷ ʦʧʠʩʘʥʘ ʚ 
ʇʨʠʣʦʞʝʥʠʠ ʚ ʨʘʟʜʝʣʝ "ʀʥʩʪʘʣʣʷʮʠʷ ʢʣʶʯʝʚʦʛʦ ʩʯʠʪʳʚʘʪʝʣʷ ʈʝʝʩʪʨ ʚ "ʂʨʠʧʪʦʇʨʦ 
CSP 3.0". ɼʣʷ ʨʘʟʤʝʱʝʥʠʷ ʢʦʥʪʝʡʥʝʨʘ ʥʘ ʜʠʩʢʝʪʝ ʪʘʢʘʷ ʠʥʩʪʘʣʣʷʮʠʷ ʥʝ ʥʫʞʥʘ. 

ʐʘʛ 3: ʟʘʧʫʩʪʠʪʝ Microsoft Internet Explorer (ʈʠʩʫʥʦʢ 1). ɺ ʧʦʣʝ Address ʫʢʘʞʠʪʝ ʘʜʨʝʩ 

ʩʝʨʚʝʨʘ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʟʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ certsrv  (Certificate Service), 

ʥʘʧʨʠʤʝʨ, http ://10.0.232.15/ certsrv / . 

ʇʦʣʘʛʘʝʤ, ʯʪʦ ʥʘ ʩʝʨʚʝʨʝ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥ ʇʨʦʜʫʢʪ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP 3.0". 

ʐʘʛ 4: ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʚʳʩʚʝʯʠʚʘʝʪʩʷ ʠʤʷ ʫʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʮʝʥʪʨʘ ï ʚ ʥʘʰʝʤ 
ʩʣʫʯʘʝ S-Terra Center CA.  ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Request a certificate ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Next: 

 

ʈʠʩʫʥʦʢ 1 
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ʐʘʛ 5: ʚʳʙʝʨʠʪʝ ʬʦʨʤʫ ʨʘʩʰʠʨʝʥʥʦʛʦ ʟʘʧʨʦʩʘ ï ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ 
ʧʦʣʦʞʝʥʠʝ Advanced request ʠ ʥʘʞʤʠʪʝ Next: 

 

ʈʠʩʫʥʦʢ 2 
 

 

ʐʘʛ 6: ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʠ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʚʦʩʧʦʣʴʟʫʝʤʩʷ 
ʬʦʨʤʦʡ, ʢʦʪʦʨʫʶ ʧʦʣʫʯʠʤ ʜʘʣʝʝ. ɼʣʷ ʵʪʦʛʦ ï ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʝʨʚʦʝ 
ʧʦʣʦʞʝʥʠʝ ʠ ʥʘʞʤʠʪʝ Next: 
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ʐʘʛ 7: ʟʘʧʦʣʥʠʪʝ ʬʦʨʤʫ ʨʘʩʰʠʨʝʥʥʦʛʦ ʟʘʧʨʦʩʘ, ʧʦʢʘʟʘʥʥʫʶ ʥʠʞʝ (ʈʠʩʫʥʦʢ 4). ɼʘʜʠʤ 
ʥʝʢʦʪʦʨʳʝ ʧʦʷʩʥʝʥʠʷ ʜʣʷ ʝʝ ʟʘʧʦʣʥʝʥʠʷ: 

 ʚ ʨʘʟʜʝʣʝ Identifying Information (ʀʥʬʦʨʤʘʮʠʷ ʦ ɺʣʘʜʝʣʴʮʝ ʉʝʨʪʠʬʠʢʘʪʘ) 
ʚʥʝʩʠʪʝ ʜʘʥʥʳʝ ʦ ʚʣʘʜʝʣʴʮʝ ʩʝʨʪʠʬʠʢʘʪʘ. ɺʦ ʚʩʝʭ ʧʦʣʷʭ ʵʪʦʛʦ ʨʘʟʜʝʣʘ 
ʨʘʟʨʝʰʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʣʘʪʠʥʩʢʠʝ, ʥʦ ʠ ʨʫʩʩʢʠʝ ʙʫʢʚʳ, ʢʨʦʤʝ 
ʧʦʣʷ Country/Region, ʦʥʦ ʚʩʝʛʜʘ ʩʦʜʝʨʞʠʪ ʟʥʘʯʝʥʠʝ RU. 

 ʚ ʨʘʟʜʝʣʝ Intended Purpose (ʆʙʣʘʩʪʴ ʧʨʠʤʝʥʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ) ʠʟ 
ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ Client Authentication Certificate 

 ʚ ʨʘʟʜʝʣʝ Key Options (ʆʧʮʠʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ) ʚʳʙʠʨʘʶʪʩʷ ʦʧʮʠʠ ʜʣʷ 
ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʨʘʟʤʝʱʝʥʠʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ. ʅʫʞʥʦ ʩʜʝʣʘʪʴ 
ʩʣʝʜʫʶʱʠʡ ʚʳʙʦʨ: 

 CSP (ʊʠʧ ʂʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ) ï ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʝʨʠʪʝ Crypto-
Pro GOST R 34.10-2001 KC1 CSP 

 Key Usage (ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʡ) ï ʜʣʷ ʚʳʙʦʨʘ ʪʠʧʘ ʢʣʶʯʘ ʧʦʩʪʘʚʴʪʝ 
ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʦʜʥʦ ʠʟ ʪʨʝʭ ʧʦʣʦʞʝʥʠʡ: Signature ( ʜʣʷ ʧʦʜʧʠʩʠ), 
Exchange (ʜʣʷ ʦʙʤʝʥʘ), Both (ʜʣʷ ʧʦʜʧʠʩʠ ʠ ʦʙʤʝʥʘ) 

 Key Size (ʈʘʟʤʝʨ ʢʣʶʯʘ) ï ʨʘʟʤʝʨ ʢʣʶʯʘ. ʇʨʠ ʚʳʙʦʨʝ ʘʣʛʦʨʠʪʤʘ GOST R 
34.10-2001 ʜʣʠʥʘ ʢʣʶʯʘ ʚʩʝʛʜʘ 512 

 ʇʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Create new key set (ʉʦʟʜʘʪʴ 
ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʥʦʚʦʛʦ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ): 

 ʥʘʧʨʦʪʠʚ ʧʨʝʜʣʦʞʝʥʠʷ Set the container name (ʋʩʪʘʥʦʚʠʪʴ ʠʤʷ 
ʢʦʥʪʝʡʥʝʨʘ) ʧʦʩʪʘʚʴʪʝ ʬʣʘʞʦʢ 

 ʚ ʧʦʣʝ Container name (ʀʤʷ ʢʦʥʪʝʡʥʝʨʘ) ʚʚʝʜʠʪʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ, ʚ 
ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʙʝʟ ʫʢʘʟʘʥʠʷ ʢʣʶʯʝʚʦʛʦ 
ʥʦʩʠʪʝʣʷ, ʚʳʙʨʘʪʴ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʜʘʣʝʝ. ɺ 
ʠʤʝʥʠ ʢʦʥʪʝʡʥʝʨʘ ʨʘʟʨʝʰʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ ʠ 
ʮʠʬʨʳ. 

 ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ ʧʦʣʦʞʝʥʠʝ Use existing key set ʥʝ ʙʫʜʝʪ 
ʧʨʦʠʩʭʦʜʠʪʴ ʛʝʥʝʨʘʮʠʷ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʫʞʝ 
ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ: 

 ʚ ʧʦʣʝ Container name ʚʚʝʜʠʪʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʫʞʝ ʩʦʟʜʘʥʥʳʤ 
ʨʘʥʝʝ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

 Enable strong private key protection ï ʥʘʧʨʦʪʠʚ ʵʪʦʛʦ ʧʨʝʜʣʦʞʝʥʠʷ ʥʝ 
ʚʳʩʪʘʚʣʷʪʴ ʬʣʘʞʦʢ 

 Mark keys as exportable ï ʧʦʩʪʘʚʴʪʝ ʬʣʘʞʦʢ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ 
ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʦʜʥʦʛʦ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ 
ʥʘ ʜʨʫʛʦʡ, ʘ ʪʘʢʞʝ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʦʚʝʩʪʠ 
ʧʨʦʚʝʨʢʫ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ 

 Export keys to file ï ʵʪʦʪ ʬʣʘʞʦʢ ʚʳʩʪʘʚʣʷʝʪʩʷ, ʝʩʣʠ ʥʫʞʥʦ 
ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʢʣʶʯʠ  ʚ ʬʘʡʣ. ʄʳ ʵʪʦʪ ʬʣʘʞʦʢ ʥʝ ʚʳʩʪʘʚʣʷʝʤ, ʪʘʢ 
ʢʘʢ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʨʘʟʤʝʱʘʝʤ ʚ ʢʦʥʪʝʡʥʝʨʝ 

 Use local mashine store (ʀʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʦʝ ʭʨʘʥʠʣʠʱʝ) ï ʚʩʝʛʜʘ 
ʚʳʩʪʘʚʣʷʡʪʝ ʵʪʦʪ ʬʣʘʞʦʢ  

 ʚ ʨʘʟʜʝʣʝ Additional Options (ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ): 

 Hash Algorithm ï ʚʳʙʨʘʪʴ GOST R34.11-94 

 ʜʘʣʝʝ ʫʩʪʘʥʦʚʦʢ ʥʠʢʘʢʠʭ ʜʝʣʘʪʴ ʥʝ ʥʫʞʥʦ. 

ʇʦ ʵʪʦʤʫ ʦʙʨʘʟʮʫ ʟʘʧʦʣʥʠʪʝ ʬʦʨʤʫ ʟʘʧʨʦʩʘ ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Submit (ʧʦʩʣʘʪʴ 
ʟʘʧʨʦʩ): 
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ʐʘʛ 8: ʚʳʙʝʨʠʪʝ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ, ʥʘʧʨʠʤʝʨ Registry, ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʢʦʥʪʝʡʥʝʨʘ 
ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʠ ʥʘʞʤʠʪʝ ʆʂ. ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʣʫʯʰʝ ʨʘʟʤʝʱʘʪʴ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ (eToken), ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ 
ʪʦʣʴʢʦ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ʈʠʩʫʥʦʢ 5 
 

ʐʘʛ 9: ʜʣ̫ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʛʝʥʝʨʘʪʦʨ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʧʨʦʩʠʪ ʥʘʞʘʪʴ 
ʣʶʙʫʶ ʢʣʘʚʠʰʫ ʠʣʠ ʧʦʜʚʠʛʘʪʴ ʤʳʰʢʦʡ: 

 

ʈʠʩʫʥʦʢ 6 
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ʐʘʛ 10: ʟʘʜʘʡʪʝ ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʠ ʥʘʞʤʠʪʝ ʆʂ: 

 

ʈʠʩʫʥʦʢ 7 
 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʣʶʯʝʚʘʷ ʧʘʨʘ ï ʦʪʢʨʳʪʳʡ ʠ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯʠ ʩʦʟʜʘʥʳ. ʉʝʢʨʝʪʥʳʡ 
ʢʣʶʯ ʨʘʟʤʝʱʝʥ ʚ ʢʦʥʪʝʡʥʝʨʝ ʥʘ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ Registry ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ. ɸ ʥʘ ʦʩʥʦʚʝ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ 
ʎʝʥʪʨ ʩʦʟʜʘʩʪ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʎʝʥʪʨ ʩʨʘʟʫ ʩʦʟʜʘʣ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʨʠʩʣʘʣ ʦʙ ʵʪʦʤ 
ʫʚʝʜʦʤʣʝʥʠʝ (ʈʠʩʫʥʦʢ 8).  

ʐʘʛ 11: ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʷ Install  this  certificate .  ʉʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ ʧʦʣʫʯʝʥ ʠʟ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʨʘʟʤʝʱʝʥ ʚ ʢʦʥʪʝʡʥʝʨʝ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ, ʚ ʥʘʰʝʤ ʧʨʠʤʝʨʝ ï ʚ Registry.  

 

ʈʠʩʫʥʦʢ 8 

 

ʇʦʩʣʝ ʨʘʟʤʝʱʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʢʦʥʪʝʡʥʝʨ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

ʈʠʩʫʥʦʢ 9 
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ʉʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʠʟ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʜʨʫʛʠʤʠ 
ʧʫʪʷʤʠ, ʥʦ ʧʨʠʚʝʜʝʥʥʳʡ ʚʳʰʝ ʥʘʠʙʦʣʝʝ ʫʜʦʙʝʥ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʪʨʝʙʫʝʪʩʷ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʢʦʥʪʝʡʥʝʨʘ ʚ ʬʘʡʣ, ʧʦʵʪʦʤʫ ʧʝʨʝʡʜʠʪʝ ʢ ʨʘʟʜʝʣʫ 
ñʕʢʩʧʦʨʪʠʨʦʚʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʬʘʡʣò. 

 

 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʨʧʤʵʠʧʛʙʫʞʤʸ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 20 

6. ɼʞʦʞʩʙʯʡʸ ʣʤʷʰʞʛʧʢ ʨʙʩʴ ʡ 
ʭʧʩʥʡʩʧʛʙʦʡʞ ʠʙʨʩʧʪʙ ʦʙ 
ʪʞʩʫʡʭʡʣʙʫ ʨʧʤʵʠʧʛʙʫʞʤʸ ʪ 
ʡʪʨʧʤʵʠʧʛʙʦʡʞʥ "ʃʩʡʨʫʧʈʩʧ CSP 
3.6" 

ɼʣʷ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʦʟʜʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʝʜʩʪʚʘ Microsoft Windows. ʆʧʠʰʝʤ ʵʪʦʪ ʧʨʦʮʝʩʩ 
ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʐʘʛ 1: ʫʩʪʘʥʦʚʠʪʝ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP 3.6". ʋʩʪʘʥʦʚʢʘ ʵʪʦʛʦ 
ʇʨʦʜʫʢʪʘ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ʋʩʪʘʥʦʚʢʘ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP". 

ʐʘʛ 2: ʠʥʩʪʘʣʣʠʨʫʡʪʝ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʧʨʠʤʝʨ, ʈʝʝʩʪʨ, ʠʩʧʦʣʴʟʫʷ  ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ 
CSP 3.6". ʕʪʘ ʠʥʩʪʘʣʣʷʮʠʷ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ʀʥʩʪʘʣʣʷʮʠʷ ʢʣʶʯʝʚʦʛʦ ʩʯʠʪʳʚʘʪʝʣʷ 
ʈʝʝʩʪʨ ʚ "ʂʨʠʧʪʦʇʨʦ CSP 3.6ò.  

 

ʈʠʩʫʥʦʢ 10 
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ʐʘʛ 3: ʟʘʧʫʩʪʠʪʝ Microsoft Internet Explorer. ɺ ʧʦʣʝ Address ʫʢʘʞʠʪʝ ʘʜʨʝʩ ʩʝʨʚʝʨʘ 

ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ  (ʈʠʩʫʥʦʢ 10) ʠ ʟʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ certsrv  (Certificate 

Service), ʥʘʧʨʠʤʝʨ, http ://10.0.232.7/ certsrv / . 

ʇʦʣʘʛʘʝʤ, ʯʪʦ ʥʘ ʩʝʨʚʝʨʝ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥ ʇʨʦʜʫʢʪ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP 3.6". 

ʐʘʛ 4: ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʚʳʩʚʝʯʠʚʘʝʪʩʷ ʠʤʷ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ï ʚ ʥʘʰʝʤ 
ʩʣʫʯʘʝ S-Terra Center CA. ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʦʟʜʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ òRequest a certificateò (ʈʠʩʫʥʦʢ 10) 

ʐʘʛ 5: ʚʳʙʝʨʠʪʝ ʨʘʩʰʠʨʝʥʥʳʡ ʟʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ï ʧʨʝʜʣʦʞʝʥʠʝ ñadvanced 
certificate requestò (ʈʠʩʫʥʦʢ 11) : 

 

ʈʠʩʫʥʦʢ 11 
 

ʐʘʛ 6: ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʬʦʨʤʳ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʚʳʙʝʨʠʪʝ 
ʧʨʝʜʣʦʞʝʥʠʝ ñCreate and submit a request to this CAò (ʈʠʩʫʥʦʢ 12): 

 

ʈʠʩʫʥʦʢ 12 

http://10.0.232.7/certsrv/
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ʐʘʛ 7: ʟʘʧʦʣʥʠʪʝ ʬʦʨʤʫ ʨʘʩʰʠʨʝʥʥʦʛʦ ʟʘʧʨʦʩʘ, ʧʦʢʘʟʘʥʥʫʶ ʥʠʞʝ (ʈʠʩʫʥʦʢ 13). 
ɼʘʜʠʤ ʥʝʢʦʪʦʨʳʝ ʧʦʷʩʥʝʥʠʷ ʜʣʷ ʝʝ ʟʘʧʦʣʥʝʥʠʷ: 

 ʚ ʨʘʟʜʝʣʝ Identifying Information (ʀʥʬʦʨʤʘʮʠʷ ʦ ɺʣʘʜʝʣʴʮʝ ʉʝʨʪʠʬʠʢʘʪʘ) 
ʚʥʝʩʠʪʝ ʜʘʥʥʳʝ ʦ ʚʣʘʜʝʣʴʮʝ ʩʝʨʪʠʬʠʢʘʪʘ. ɺʦ ʚʩʝʭ ʧʦʣʷʭ ʵʪʦʛʦ ʨʘʟʜʝʣʘ 
ʨʘʟʨʝʰʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʣʘʪʠʥʩʢʠʝ, ʥʦ ʠ ʨʫʩʩʢʠʝ ʙʫʢʚʳ, ʢʨʦʤʝ 
ʧʦʣʷ Country/Region, ʦʥʦ ʚʩʝʛʜʘ ʩʦʜʝʨʞʠʪ ʟʥʘʯʝʥʠʝ RU. 

 ʚ ʨʘʟʜʝʣʝ Type of Certificate Needed (ʊʠʧ ʪʨʝʙʫʝʤʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ) ʠʟ 
ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ Client Authentication Certificate 

 ʚ ʨʘʟʜʝʣʝ Key Options (ʆʧʮʠʠ ʢʣʶʯʝʡ) ʟʘʜʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʩʦʟʜʘʚʘʝʤʦʡ 
ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʨʘʟʤʝʱʝʥʠʝ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʙʨʘʪʴ 
ʩʣʝʜʫʶʱʠʝ ʦʧʮʠʠ: 

 ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Create new key set (ʉʦʟʜʘʪʴ 
ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʥʦʚʦʛʦ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ) 

 CSP (ʊʠʧ ʂʨʠʧʪʦʧʨʦʚʘʡʜʝʨʘ) ï ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʝʨʠʪʝ Crypto-
Pro GOST R 34.10-2001 KC1 CSP 

 Key Usage (ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʡ) ï ʚʳʙʦʨ ʪʠʧʘ ʢʣʶʯʘ ï Signature (ʜʣʷ 
ʧʦʜʧʠʩʠ), Exchange (ʜʣʷ ʦʙʤʝʥʘ), Both (ʜʣʷ ʧʦʜʧʠʩʠ ʠ ʦʙʤʝʥʘ) ï 
ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ Both 

 Key Size (ʈʘʟʤʝʨ ʢʣʶʯʘ) ï gʨʠ ʚʳʙʦʨʝ ʘʣʛʦʨʠʪʤʘ GOST R 34.10-2001 
ʜʣʠʥʘ ʢʣʶʯʘ ʚʩʝʛʜʘ 512 

 ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ User specified key container name, 
ʯʪʦʙʳ ʟʘʜʘʪʴ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

 ʚ ʧʦʣʝ Container name (ʀʤʷ ʢʦʥʪʝʡʥʝʨʘ) ʚʚʝʜʠʪʝ ʠʤʷ ʢʦʥʪʝʡʥʝʨʘ, ʚ 
ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʙʝʟ ʫʢʘʟʘʥʠʷ ʢʣʶʯʝʚʦʛʦ 
ʥʦʩʠʪʝʣʷ, ʚʳʙʨʘʪʴ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʜʘʣʝʝ. ɺ ʠʤʝʥʠ 
ʢʦʥʪʝʡʥʝʨʘ ʨʘʟʨʝʰʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ ʠ ʮʠʬʨʳ 

 Mark keys as exportable ï ʧʦʩʪʘʚʴʪʝ ʬʣʘʞʦʢ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ 
ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʦʜʥʦʛʦ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ 
ʥʘ ʜʨʫʛʦʡ, ʘ ʪʘʢʞʝ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʦʚʝʩʪʠ 
ʧʨʦʚʝʨʢʫ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ 

 Export keys to file ï ʵʪʦʪ ʬʣʘʞʦʢ ʚʳʩʪʘʚʣʷʝʪʩʷ, ʝʩʣʠ ʥʫʞʥʦ 
ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʢʣʶʯʠ ʚ ʬʘʡʣ. ʄʳ ʵʪʦʪ ʬʣʘʞʦʢ ʥʝ ʚʳʩʪʘʚʣʷʝʤ, ʪʘʢ 
ʢʘʢ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʨʘʟʤʝʱʘʝʤ ʚ ʢʦʥʪʝʡʥʝʨʝ 

 Enable strong private key protection ï ʵʪʦʪ ʬʣʘʞʦʢ ʥʝ ʚʳʩʪʘʚʣʷʝʤ 

 Store certificate in the local computer certificate store (ʀʩʧʦʣʴʟʦʚʘʪʴ 
ʣʦʢʘʣʴʥʦʝ ʭʨʘʥʠʣʠʱʝ) ï- ʚʩʝʛʜʘ ʚʳʩʪʘʚʣʷʡʪʝ ʵʪʦʪ ʬʣʘʞʦʢ  

 ʚ ʨʘʟʜʝʣʝ Additional Options (ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ): 

 Hash Algorithm ï ʚʳʙʨʘʪʴ GOST R34.11-94 

 ʜʘʣʝʝ ʫʩʪʘʥʦʚʦʢ ʥʠʢʘʢʠʭ ʜʝʣʘʪʴ ʥʝ ʥʫʞʥʦ. 

ʇʦ ʵʪʦʤʫ ʦʙʨʘʟʮʫ ʟʘʧʦʣʥʠʪʝ ʬʦʨʤʫ ʟʘʧʨʦʩʘ ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Submit (ʧʦʩʣʘʪʴ 
ʟʘʧʨʦʩ): 
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ʈʠʩʫʥʦʢ 13 
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ʐʘʛ 8: ʧʦʷʚʣʷʝʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ (ʈʠʩʫʥʦʢ 14), ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Yes, ʯʪʦʙʳ 
ʧʨʦʜʦʣʞʠʪʴ: 

 

ʈʠʩʫʥʦʢ 14 
 

ʐʘʛ 9: ʚʳʙʝʨʠʪʝ ʢʣʶʯʝʚʦʡ ʥʦʩʠʪʝʣʴ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ, ʥʘʧʨʠʤʝʨ, ʈʝʝʩʪʨ, ʠ ʥʘʞʤʠʪʝ ʆʂ. ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʣʫʯʰʝ ʨʘʟʤʝʱʘʪʴ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ (eToken), 
ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʪʦʣʴʢʦ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ʈʠʩʫʥʦʢ 15 
 

 

ʐʘʛ 10: ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʜʘʪʯʠʢ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʧʨʦʩʠʪ ʥʘʞʘʪʴ ʣʶʙʫʶ 
ʢʣʘʚʠʰʫ ʠʣʠ ʧʦʜʚʠʛʘʪʴ ʤʳʰʢʦʡ: 

 

ʈʠʩʫʥʦʢ 16 
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ʐʘʛ 11: ʟʘʜʘʡʪʝ ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʠ ʥʘʞʤʠʪʝ ʆʂ: 

 

ʈʠʩʫʥʦʢ 17 
 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʣʶʯʝʚʘʷ ʧʘʨʘ ï ʦʪʢʨʳʪʳʡ ʠ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯʠ ʩʦʟʜʘʥʳ. ʉʝʢʨʝʪʥʳʡ 
ʢʣʶʯ ʨʘʟʤʝʱʝʥ ʚ ʢʦʥʪʝʡʥʝʨʝ ʚ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʈʝʝʩʪʨ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ. ɸ ʥʘ ʦʩʥʦʚʝ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ 
ʎʝʥʪʨ ʩʦʟʜʘʩʪ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʎʝʥʪʨ ʩʨʘʟʫ ʩʦʟʜʘʣ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʨʠʩʣʘʣ ʦʙ ʵʪʦʤ 

ʫʚʝʜʦʤʣʝʥʠʝ. ʇʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Install  this  certificate  ʩʝʨʪʠʬʠʢʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ ʧʦʣʫʯʝʥ ʠʟ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʨʘʟʤʝʱʝʥ ʚ ʢʦʥʪʝʡʥʝʨʝ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ, ʚ ʥʘʰʝʤ ʧʨʠʤʝʨʝ ï ʚ Registry.  

 

 

ʐʘʛ 12: ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʎʝʥʪʨ ʩʨʘʟʫ ʠʟʜʘʣ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʨʠʩʣʘʣ ʦʙ 
ʵʪʦʤ ʫʚʝʜʦʤʣʝʥʠʝ (ʈʠʩʫʥʦʢ 18). ɺʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ñInstall this certificateò, ʯʪʦʙʳ 
ʧʦʣʫʯʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʨʘʟʤʝʩʪʠʪʴ ʝʛʦ ʚ 
ʢʦʥʪʝʡʥʝʨʝ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ. 

 

ʈʠʩʫʥʦʢ 18 
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ʐʘʛ 13: ʧʦʷʚʣʷʝʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ (ʈʠʩʫʥʦʢ 19), ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Yes, ʯʪʦʙʳ 
ʧʨʦʜʦʣʞʠʪʴ: 

 

ʈʠʩʫʥʦʢ 19 

 

 

ʐʘʛ 14: ʝʱʝ ʨʘʟ ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʠ ʥʘʞʤʠʪʝ ʆʂ 
(ʈʠʩʫʥʦʢ 20): 

 

ʈʠʩʫʥʦʢ 20 

 

 

ɺʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʩʧʝʰʥʦ ʨʘʟʤʝʱʝʥ ʚ ʢʦʥʪʝʡʥʝʨʝ 
ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ (ʈʠʩʫʥʦʢ 21). 

 

ʈʠʩʫʥʦʢ 21 

 

ʉʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʠʟ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ ʠ ʜʨʫʛʠʤʠ 
ʧʫʪʷʤʠ, ʥʦ ʦʧʠʩʘʥʥʳʡ ʟʜʝʩʴ ʥʘʠʙʦʣʝʝ ʫʜʦʙʝʥ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʪʨʝʙʫʝʪʩʷ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʢʦʥʪʝʡʥʝʨʘ ʚ ʬʘʡʣ, ʧʦʵʪʦʤʫ ʧʝʨʝʡʜʠʪʝ ʢ ʩʣʝʜʫʶʱʝʤʫ 
ʨʘʟʜʝʣʫ. 
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6.1. ʖʣʪʨʧʩʫʡʩʧʛʙʦʡʞ ʪʞʩʫʡʭʡʣʙʫʙ 
ʨʧʤʵʠʧʛʙʫʞʤʸ ʛ ʭʙʢʤ 

ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ ʈʝʝʩʪʨ ʥʘʭʦʜʠʪʩʷ ʢʦʥʪʝʡʥʝʨ, , 
ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʵʪʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ. 
ɼʣʷ ʵʢʩʧʦʨʪʠʨʦʚʘʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʘʡʣ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʐʘʛ 1: ʟʘʧʫʩʪʠʪʝ ʧʨʦʜʫʢʪ "ʂʨʠʧʪʦʇʨʦ CSP" ï ʇʫʩʢ ï ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ 
ï ʂʨʠʧʪʦʇʨʦ CSP 

ʐʘʛ 2: ʚʦʡʜʠʪʝ ʚʦ ʚʢʣʘʜʢʫ ʉʝʨʚʠʩ ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʇʨʦʩʤʦʪʨʝʪʴ ʩʝʨʪʠʬʠʢʘʪʳ ʚ 

ʢʦʥʪʝʡʥʝʨʝé  

 

ʈʠʩʫʥʦʢ 22 
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ʐʘʛ 3: ʜʣʷ ʫʢʘʟʘʥʠʷ ʢʦʥʪʝʡʥʝʨʘ ʧʦʩʪʘʚʴʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ ʂʦʤʧʴʶʪʝʨʘ 
ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʆʙʟʦʨé 

 

ʈʠʩʫʥʦʢ 23 
 

 

ʐʘʛ 4: ʚ ʦʢʥʝ ʩʦ ʩʧʠʩʢʦʤ ʢʦʥʪʝʡʥʝʨʦʚ, ʨʘʟʤʝʱʝʥʥʳʭ ʚ ʈʝʝʩʪʨʝ, ʧʦʩʪʘʚʴʪʝ 
ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʧʦʣʦʞʝʥʠʝ ʋʥʠʢʘʣʴʥʳʝ ʠʤʝʥʘ ʠ ʚʳʙʝʨʠʪʝ ʢʦʥʪʝʡʥʝʨ, ʚ ʢʦʪʦʨʦʤ 
ʣʝʞʠʪ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʠ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʈʠʩʫʥʦʢ 24). ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ ʆʂ: 

 

ʈʠʩʫʥʦʢ 24 
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ʐʘʛ 5: ʚʳʙʦʨ ʢʦʥʪʝʡʥʝʨʘ ʧʨʦʠʟʚʝʜʝʥ, ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Next: 

 

ʈʠʩʫʥʦʢ 25 
 

 

ʐʘʛ 6: ʩʣʝʜʫʶʱʝʝ ʦʢʥʦ ʧʦʢʘʟʳʚʘʝʪ ʧʦʣʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ 
ʉʚʦʡʩʪʚʘ: 

 

ʈʠʩʫʥʦʢ 26 
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ʐʘʛ 7: ʚʳʙʝʨʠʪʝ ʚʢʣʘʜʢʫ Detail ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Copy to Fileé 

 

ʈʠʩʫʥʦʢ 27 
ʐʘʛ 8: ʚ ʦʢʥʝ ʚʠʟʘʨʜʘ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ Next: 

 

ʈʠʩʫʥʦʢ 28 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʨʧʤʵʠʧʛʙʫʞʤʸ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 31 

ʐʘʛ 9: ʫʩʪʘʥʦʚʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚʦ ʚʪʦʨʦʝ ʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʚ 
ʬʘʡʣ ʪʦʣʴʢʦ ʩʝʨʪʠʬʠʢʘʪ ʙʝʟ ʩʝʢʨʝʪʥʦʛʩ ʢʣʶʯʘ ʠ ʥʘʞʤʠʪʝ Next: 

 

ʈʠʩʫʥʦʢ 29 
 

 

ʐʘʛ 10: ʚʳʙʝʨʠʪʝ ʬʦʨʤʘʪ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ ï DER encoded binary X.509 (.CER) ʠ 
ʥʘʞʤʠʪʝ Next: 

 

ʈʠʩʫʥʦʢ 30 
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ʐʘʛ 11: ʫʢʘʞʠʪʝ ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʵʢʩʧʦʨʪʠʨʫʝʪʩʷ ʩʝʨʪʠʬʠʢʘʪ, ʠ ʥʘʞʤʠʪʝ Next: 

 

ʈʠʩʫʥʦʢ 31 

 

ʐʘʛ 12: ʵʢʩʧʦʨʪʠʨʦʚʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʘʡʣ ʟʘʢʦʥʯʝʥʦ, ʥʘʞʤʠʪʝ Finish. 

 

ʈʠʩʫʥʦʢ 32 
 

ʕʢʩʧʦʨʪʠʨʦʚʘʥʥʳʡ ʚ ʬʘʡʣ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 
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7. ʈʧʝʜʧʫʧʛʣʙ ʣ ʡʦʪʫʙʤʤʸʯʡʡ CSP VPN 
Client 

ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

 MS Windows Vista (32-bit) Business SP1 Russian Edition 

 MS Windows XP Professional SP2 Russian Edition. 

 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ʇʨʦʜʫʢʪʘ CSP VPN Client ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʜʦ 
ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ: 

 ʫʩʪʘʥʦʚʠʪʴ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP 3.6", ʝʩʣʠ ʦʥ ʝʱʝ ʥʝ 
ʫʩʪʘʥʦʚʣʝʥ. ʋʩʪʘʥʦʚʢʘ ʦʧʠʩʘʥʘ ʚ ʨʘʟʜʝʣʝ "ʋʩʪʘʥʦʚʢʘ ʉʂɿʀ "ʂʨʠʧʪʦʇʨʦ CSP" 

 ʝʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩʪʦʨʦʥ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ 
ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘʭʦʜʠʪʩʷ ʥʝ ʥʘ ʜʠʩʢʝʪʝ, ʘ ʥʘ ʜʨʫʛʦʤ 
ʚʥʝʰʥʝʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ, ʪʦ ʝʛʦ ʧʦʜʢʣʶʯʝʥʠʝ ʦʧʠʩʘʥʦ ʚ ʨʘʟʜʝʣʝ 
"ʇʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʢʣʶʯʝʚʳʭ ʩʯʠʪʳʚʘʪʝʣʝʡ (ʥʦʩʠʪʝʣʝʡ)". ɿʘʪʝʤ 
ʠʥʩʪʘʣʣʠʨʫʡʪʝ ʩʯʠʪʳʚʘʪʝʣʴ ʵʪʦʛʦ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. ʊʘʢʘʷ ʠʥʩʪʘʣʣʷʮʠʷ 
ʠʟʣʦʞʝʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ ʚ ʨʘʟʜʝʣʝ ñʀʥʩʪʘʣʣʷʮʠʷ ʚʥʝʰʥʝʛʦ ʩʯʠʪʳʚʘʪʝʣʷ ʠ 
ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʠʥʬʦʨʤʘʮʠʠ ʚ "ʂʨʠʧʪʦʇʨʦ CSP 3.0". ɽʩʣʠ ʞʝ ʢʦʥʪʝʡʥʝʨ 
ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʥʘʭʦʜʠʪʩʷ ʚ ʈʝʝʩʪʨʝ, ʪʦ ʵʪʦʪ ʥʦʩʠʪʝʣʴ ʢʣʶʯʝʚʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʫʞʝ ʠʥʩʪʘʣʣʠʨʦʚʘʥ. 
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8. ʁʦʪʫʙʤʤʸʯʡʸ CSP VPN Client 

ʋʩʪʘʥʦʚʢʘ ʇʨʦʜʫʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʟʘʧʫʩʢʦʤ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, 
ʧʦʜʛʦʪʦʚʣʝʥʥʦʛʦ ʠ ʧʝʨʝʜʘʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʶ. 

ʀʥʩʪʘʣʣʷʮʠʷ ʜʦʣʞʥʘ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʭʦʜʠʪʩʷ ʥʘ ʜʠʩʢʝʪʝ, ʪʦ ʜʠʩʢʝʪʘ 
ʜʦʣʞʥʘ ʙʳʪʴ ʚʩʪʘʚʣʝʥʘ ʚ ʜʠʩʢʦʚʦʜ.  

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʬʘʡʣʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʠʥʩʪʘʣʣʷʮʠʷ ʧʨʦʠʩʭʦʜʠʪ ʚ ʦʜʥʦʤ 
ʠʟ 3 ʨʝʞʠʤʦʚ, ʢʦʪʦʨʳʡ ʙʳʣ ʚʳʙʨʘʥ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ: 

 ʨʝʞʠʤ basic ï ʦʩʥʦʚʥʦʡ ʨʝʞʠʤ, ʥʝʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ ʩ ʟʘʧʨʦʩʦʤ ʥʘ 
ʠʥʩʪʘʣʣʷʮʠʶ, ʚʘʨʠʘʥʪ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 ʨʝʞʠʤ normal ï ʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ 

 ʨʝʞʠʤ silent ï ʥʝʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ ʙʝʟ ʟʘʧʨʦʩʦʚ. 

ɽʩʣʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚʢʣʶʯʠʣ ʢʦʧʠʨʦʚʘʥʠʝ 
ʢʦʥʪʝʡʥʝʨʘ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʚʥʝʰʥʝʛʦ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ ʚ ʜʨʫʛʦʡ ʢʦʥʪʝʡʥʝʨ, 
ʥʘʧʨʠʤʝʨ, ʚ ʈʝʝʩʪʨ, ʪʦ ʢʦʧʠʨʦʚʘʥʠʝ ʧʨʦʠʟʦʡʜʝʪ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ CSP VPN 
Client. ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʢʦʧʠʨʦʚʘʥʠʷ ʨʘʟʤʝʱʝʥʦ ʚ ʨʘʟʜʝʣʝ "ʂʦʧʠʨʦʚʘʥʠʝ 
ʢʦʥʪʝʡʥʝʨʘ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ". 

ɺʩʝ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʝ ʩʦʙʳʪʠʷ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʙʫʜʫʪ ʟʘʧʠʩʳʚʘʪʴʩʷ 
ʚ ʬʘʡʣ, ʢʦʪʦʨʳʡ ʟʘʜʘʣ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʦʢ ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ ʠʣʠ ʨʘʙʦʪʳ ʇʨʦʜʫʢʪʘ ʫʩʪʨʘʥʠʪʝ ʠʭ 
ʠ ʧʦʧʳʪʘʡʪʝʩʴ ʧʦʚʪʦʨʥʦ ʧʨʦʚʝʩʪʠ ʠʥʩʪʘʣʣʷʮʠʶ ʇʨʦʜʫʢʪʘ. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʩʙʦʝʚ ʚʦ 
ʚʨʝʤʷ ʨʘʙʦʪʳ ʇʨʦʜʫʢʪʘ ʧʝʨʝʟʘʛʨʫʟʠʪʝ ʢʦʤʧʴʶʪʝʨ, ʥʦ ʝʩʣʠ ʧʝʨʝʟʘʛʨʫʟʢʘ ʥʝ ʫʩʪʨʘʥʷʝʪ 
ʧʨʦʙʣʝʤʫ ï ʦʙʨʘʪʠʪʝʩʴ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ ʧʦ ʘʜʨʝʩʫ mailto:support@s-terra.com. 

ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʧʨʦʠʩʭʦʜʠʪ ʦʪʢʣʶʯʝʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʝʨʚʠʩʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩ IPsec ʠ IKE ʠ ʧʝʨʝʚʦʜ ʝʛʦ ʚ ʩʦʩʪʦʷʥʠʝ Manual. ɺ Windows XP ï ʵʪʦ 
ʉʣʫʞʙʘ IPSEC, ʚʥʫʪʨʝʥʥʝʝ ʥʘʟʚʘʥʠʝ ʢʦʪʦʨʦʡ PolicyAgent. ɺ Windows Vista ï ʵʪʦ 
ʉʣʫʞʙʘ çʄʦʜʫʣʠ ʢʣʶʯʝʡ IPsec ʜʣʷ ʦʙʤʝʥʘ ʢʣʶʯʘʤʠ ʚ ʀʥʪʝʨʥʝʪʝ ʠ ʧʨʦʪʦʢʦʣʘ IP ʩ 
ʧʨʦʚʝʨʢʦʡ ʧʦʜʣʠʥʥʦʩʪʠè (ʚʥʫʪʨʝʥʥʝʝ ʥʘʟʚʘʥʠʝ ï IKEEXT). 

ɺ Windows Vista ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʰʪʘʪʥʦʛʦ FireWall ʩʝʨʚʠʩʘ (ɹʨʘʥʜʤʘʫʵʨ 
Windows). ʇʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚ Windows FireWall ʜʦʙʘʚʣʷʝʪʩʷ ʥʦʚʦʝ 
ʧʨʘʚʠʣʦ: 

 ʧʨʘʚʠʣʦ ʜʣʷ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ 

 ʠʤ ̫ï CSP VPN Service ï UDP allowed (predefined) 

 ʧʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ 

 ʜʝʡʩʪʚʠʝ ï ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ 

 ʧʨʦʪʦʢʦʣ ï UDP (ʚʩʝ ʧʦʨʪʳ) 

 ʧʨʦʛʨʘʤʤʘ ï ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʬʘʡʣʫ vpnsvc.exe 

 ʩʣʫʞʙʳ ï ʧʨʠʤʝʥʷʪʴʪʦʣʴʢʦ ʢ ʩʣʫʞʙʘʤ 

 ʧʨʦʬʠʣʠ ï ʚʩʝ ʧʨʦʬʠʣʠ 

 ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ - ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʕʪʠ ʥʘʩʪʨʦʡʢʠ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ï
ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ï ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ï 
ʇʨʘʚʠʣʘ ʜʣʷ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ. 

mailto:support@s-terra.com
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8.1. ʉʞʟʡʥ basic 

 

ɺ ʆʉ Windows Vista ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 33). 
ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʠʥʩʪʘʣʣʷʪʦʨʘ ï ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʈʘʟʨʝʰʠʪʴ. 

 

ʈʠʩʫʥʦʢ 33 

 

 

ɿʘʪʝʤ ʚʳʜʘʝʪʩʷ ʟʘʧʨʦʩ ʥʘ ʠʥʩʪʘʣʣʷʮʠ ʁCSP VPN Client (ʚ ʆʉ Windows XP ʵʪʦ ʦʢʥʦ 
ʧʦʷʚʣʷʝʪʩʷ ʧʝʨʚʳʤ): 

 

ʈʠʩʫʥʦʢ 34 
 

 

ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ɼʘ ʧʨʦʠʩʭʦʜʠʪ ʫʩʪʘʥʦʚʢʘ ʇʨʦʜʫʢʪʘ: 

 

ʈʠʩʫʥʦʢ 35 
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ʇʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʩ ʠʥʜʠʢʘʪʦʨʦʤ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ: 

 

ʈʠʩʫʥʦʢ 36 
 

 

ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʚ ʆʉ Windows Vista ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 37) ʩ ʟʘʧʨʦʩʦʤ ʥʘ 
ʫʩʪʘʥʦʚʢʫ ʜʨʘʡʚʝʨʦʚ. ɺʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ï ɺʩʝ ʨʘʚʥʦ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ ʜʨʘʡʚʝʨ. 

 

ʈʠʩʫʥʦʢ 37 
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ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʚ ʆʉ Windows XP ʠ ʝʩʣʠ ʨʝʘʢʮʠʷ ʩʠʩʪʝʤʳ Windows ʥʘ ʫʩʪʘʥʦʚʢʫ 

ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʨʘʡʚʝʨʦʚ ʫʩʪʘʥʦʚʣʝʥʘ ʚ ʧʦʣʦʞʝʥʠʝ ʇʨʝʜʫʧʨʝʞʜʘʪʴ (ʇʫʩʢ ï 

ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ -  ʉʠʩʪʝʤʘ ï ʉʚʦʡʩʪʚʘ ʩʠʩʪʝʤʳ-  

ʆʙʦʨʫʜʦʚʘʥʠʝ ï ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ ï ʇʨʝʜʫʧʨʝʞʜʘʪʴ), ʪʦ ʚʦʟʤʦʞʥʦ 

ʧʦʷʚʣʝʥʠʝ ʦʢʥʘ (ʈʠʩʫʥʦʢ 38) ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩ VPN Filter. 
ʊʘʢʠʭ ʦʢʦʥ ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ ʥʝʩʢʦʣʴʢʦ. ɼʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ 

ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ɺʩʝ ʨʘʚʥʦ ʧʨʦʜʦʣʞʠʪʴ ʚ ʢʘʞʜʦʤ ʠʟ ʵʪʠʭ ʦʢʦʥ: 

 

ʈʠʩʫʥʦʢ 38 
 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʷʚʣʝʥʠʷ ʪʘʢʦʛʦ ʦʢʥʘ, ʫʩʪʘʥʦʚʠʪʝ ʨʝʘʢʮʠʶ ʩʠʩʪʝʤʳ 

Windows ʥʘ ʫʩʪʘʥʦʚʢʫ ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʨʘʡʚʝʨʦʚ ʚ ʧʦʣʦʞʝʥʠʝ ʇʨʦʧʫʩʢʘʪʴ (ʇʫʩʢ ï 

ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ -  ʉʠʩʪʝʤʘ ï ʉʚʦʡʩʪʚʘ ʩʠʩʪʝʤʳ-  

ʆʙʦʨʫʜʦʚʘʥʠʝ ï ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ ï ʇʨʦʧʫʩʢʘʪʴ). 

 

 
ʇʦ ʦʢʦʥʯʘʥʠʠ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 54) ʩ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʨʧʤʵʠʧʛʙʫʞʤʸ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2010 38 

8.2. ʉʞʟʡʥ normal 

 

ɺ ʆʉ Windows Vista ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 33). 
ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʠʥʩʪʘʣʣʷʪʦʨʘ ï ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʈʘʟʨʝʰʠʪʴ. 

 

ʕʪʦʪ ʨʝʞʠʤ ʷʚʣʷʝʪʩʷ ʜʠʘʣʦʛʦʚʳʤ ʨʝʞʠʤʦʤ. ʆʪʢʨʳʚʘʝʪʩʷ ʩʪʘʨʪʦʚʦʝ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩ 
ʧʨʠʛʣʘʰʝʥʠʝʤ ʢ ʠʥʩʪʘʣʣʷʮʠʠ: 

 

ʈʠʩʫʥʦʢ 39 

 

 

ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ Next ʙʫʜʝʪ ʦʪʢʨʳʪʦ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʉʦʛʣʘʰʝʥʠʷ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ ʧʦʣʦʞʝʥʠʝ " I  accept  the  

license  agreement "  ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʢʥʦʧʢʘ Next :  


