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OH®BJdzd flsteOlstste ddzd OH B dzd MisteOlstste B j L 5 Ofdasmlsd
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2.uoMmyoetfeets?2Y BB 9oBJd{
2 s cdipldsiazi?

] totsH ESPSVPNCliente r f 2h jdz Hdzw Mmdzj HE¥E P dR BOLtSa "™ n f dzOlI
e MS Windows XP Professional SP2 Russian Edition
e MS Windows Vista (32-bit) Business SP1 Russian Edition.

1 o H BIszE yd sded i istaif 6D o dzjfdad\indpws XP Professional,
Mtse d3j MM Efsls sc tc OW pyfjsfipEdsMsit€d §f Is CSR3N", e OL tc OB 5B O dzdz

¢ s i3 O daftg R iflistdsts
1 otsH CzslzC yd sded tf ista Y 5D o dzjfdedVindpws Vista (32-bit) Business,

Mtso d3j MG ey Is 5 ¢ tc O BB jAYISEI tEd § Is BECISR3H5 build 5009,
tcOL tc OB ts & @GdBifizd Js2tc d tf)Istdsts

l csH OB B IEOStcte ] 2B BB * 6 IsjtcOn M Milsior &3d OH O Is
f SHH] toy task s défloading

I yofmisd tjOoddL OVWSe/IKEEsEEC a8 dtsqHdgfsd di3j Misd i3 M
Cisco I0S v.12.4.

I yoOmisd BkHOdMj dzdzts G St telf3s dagflds@slded{igliss % ifftc b tr & B dijj dzds ¥ d3
fmCiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n SH W CigcdjVosks s ls O
VMS 2.3.

1 tetsH Ip&ls d3j MieThkn MRO32kd e To REGAkPctsdL o sHMIso O € sd3f Od
Aladdin.
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3.1 Em2evkz! BWEYSE2A

vj R dsdBseatys j M j udo Ojls Okkjdsd¥dcoyds, hd¥ese Oc
@O ktto dj fj WR)HOQe Bjsdr. o

[dzv ) OdzdL Oydd {lsdn Weedbjygen 6y § d® dists g dzdzd Is | dz'
qdz¥ SeBOydY, CulssOv f Mlikao d gistpl o 5 thBlsS B
fis¢ zOMEso OdzdzO" §sdzdlsdC O L Oh dlsr .

[ dzv Ok jdsd¥ dCoOydd oL Od di3tsH j 2 Mikhdzjsthedrns Higlaic s dz
dzj CcslssteOW OklsjdzlsdW d ¢ Oyd tsdzdzO W ddaW stedzOydw .

v OS2 Okl dzls d YA GpdiOdgdig 2 Bsy ils B Is!
e fojHEMIsOds dzj dzdz’ 2 ( tcPreshajedey)dsr 2 ) € dz¥ y (
e Mjtlsd¥ GO Ofgls©® m. 5009 .

RAZj ¢ Ismvw dzj S Blstste’ | BeteOddyd dzdvw fted twWOBtslsy M 60O
(Extensions) , SCwltster j §fd3iydidr ¢0¢ Cwdlsdyde j. 1 IsOB
cOMmh dqtoj ded?2 Mjtelsd¥W JS OO, Ctlsste’ j] BRHEIS t©OMf SL d
ltesHEZSCIstsd3, | fydzdizjlolz dfcend L HBPLO dgteod Is d ydesmisd TRUE. ¢
BzuEkls ftedfmkzlmsotso Ol Htokzedj tw©WOMh dqtojddw, daj ¢
Ctodlsduyder j, bt IsOCt2 MjtesdW SO dzgj BwBsyjl Br Is!

skmMkzlsMisezjls o IsOBd&dyj, dzs dato dfvejdsEned talizjjCladpiis d widz' f
dmf sdz’ L lzj Ismw.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

dzdw L dzOyjdzd? d §odzdzr 2 My dMmsE Certificate

{1dmo
HsC Zd3d dzlsj Rfp@tods2ed.rg/himli/rfc5280#section-4.2).

CSP VPN Client
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4. 1 MY ugysysH § 24 ¢ dz?
ey Misy 5B d3t BF AP { Astsl
tcBdzyzB tff d3t d§ ¢ B Iz

I 1?2 c¢dOoj BfdMOds COC OHBdk{MstOlsE B jL
qdzils Odzdzy yqsdzdzr 2 §OC ks d silssdz {50 dd¥ tste kO
SLdZOCSdBdls] ®@Cdgrjk. m Ot

& m

1 otsH ESPVPN Clientts OfMydlsOdz Hdzv dizls tbg) Gzfstlzetf Stc®Isd o no
] OGO justs o OCHR fjikws fsd Lso0ljd daj dd3j gl
BjLsfOMdshisd § sl stcols i &dzs ESAVPK Glient & Gu ts Grigkls O dz
kOCd & 5B tc @HEE kb Okt BjL s Ofdshisd Csef sl
fJtemMsdzOdzd L s Odztlzy J ts dfd@§RiOsdz H dzv =D . HsAOEs jfdzv . 1 tod
fetsdLddss HzOMIstes2 $ d Hdzv 4 tsldiptoepiiLjsdeiy M) j e HEGdd
sBWL Odzdzs iyls W o&q .

s O
yd

[ dzv I sHeBlssCd d M O&zdgsQd faedese 59 Olsj dzv  OH d3d ded M ls
gdzj stej iz fisOdetso dzj dedfes 5 R s W d€ Ols' ©lsCter Isr 7 € dz¥
d &zZsC0d gk fsdzdsdSk B j L t{©OdgUsinGddzs ¢ t j it dpinoEzaze
1 ted My sdz! Ldw aeQ dzdz iy Is © dzis(o telx) Ldztgr BV j Sogz¥(Pueshared Keys)
fsHEBIEe C O { jdedyitplsDoirz HasfEGstRiplds dz! L 5 ©fply 'dzj fls o dzv j Is i
f sdzdzsfyls! 8 OH i3 dzd Mistc Ols 5 te ts 3.

lted dMisd LsoOddd Mjtlsdy¥dsOtse lsCter Isr 8 ¢ dzs yj
fOC O fsd LsoOlsj dzv wMEh jMmise dv jjsany 5 HdsBE
djCtejlsde 2 Cdzpy fsdz Ls9aOjdzv, Mtstslse jlsMmlsoalzs h d2
RZORtsHdIsMwY o StsddsjRdgjtejddzj ils Mdztsy deze fMsckCikzck

Cdze yoO MmMsHjtey dlsimw Mmdzizy j B dzOW dda stedsOydw, dzj sBRts
Yyj smlsdetsms s € demddls | Tdgj tc dzj vwodzw jlsqw COOdzsEe B
stdzls j2dzjte By Jjls dzOrsHdI! Mw dzO dRe§ishyrd dzge@ ¢ dzt yJ
QOQ-&CfOBBtS odgj hdgj &3 € dzt U o sy il dslgzzg Is to tz@izts dsd3§ tz®
eToken H tc.

HYyj dz0ted d tslsdzd yoOs Ismw ss\jop 6 IstisO tilts L W Isdzts T dz! dats G |
fsd Lo Oljdv d d&O SOSt& § ds uj o tsdg Mk fed dsjdalzjds tOL
Cdzt ysdz ftsdz’ LsoOlsjdzv, oL BsYdO dqdzd dzjls ftetse jtof
fsd Lo Oljdv d MjStejlsdscts Cd¢ yo, St geldigsitdd
ot oatj 3w ddeMlsOdzdzw ydd 20 SR ' s lsjtej Yod L s Olsy
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41. tyMec+ € byytsem?2C

HJ ? odw ft MSLHOd® GCdz¢ yjot?2 fOr, Wstedid
sdWwd SO ftsdz LisoOlsjdzv ftesdLotsHWIsMW OH d3d ded
tej Isds” 3L Oz fyts dg@aidg of & dzs y 3 detisi dils | dzO terf iy Bej Is
Token.R defls O dzdzw ydw Mmudls™ @ Olsts dztizts 85 if W@ Ptz dz |
dzfnls O dzdzW yd W o dzgj " ded ¢ % dznw dedrdeidgiloghdate @y d d

tedf sts) te®. CSP 3.

fi

]l 1l MyldgBEdap ftotseo jtcC O Mslse jlsisedw MmjtlsdWd
MjStejlsdesegts Cadzé YO ot otej 3" ML HOddw ddzifls Odzdzw yd
C tsdzls j 2 dejmtefds cfifs dztiz@d B e tz6 52 ,, a0 fitcgdiEilicts j 3Y ks Odzts
d
r

m
¢

O =9

J
te
¢
e

=—o‘\5h\5hL_

m
d
d
4
R
S

J

s

A ls Odzczy yd sdzdzsc s W 02 dzO atf®s fdgwsf * 6 bjto) fd LB
j2fsodY OHMBdddMistcOssEO 5 | ssdz fyj &Otds fdj

e OHBIddMstcOIssts BjLBY OMdesMisd § sdzyoOjls tsls OH
Milsd¥dS Ol §sdz L s9 Olsj dzv ufi sCustisdzjj setlY O jstdls d ¥
(Trusted CA Certificate), + S Mff stelsd tctso Odzds’ jte jon OVi@s2dolrr . [ o3k
Ctdalsj 2dzj o T Mj € tojolstgp gz Sgizedastindy Isdp@iz)

e OHBdddMstOIssts B PH BN AT dL 50 Ols j dzv  dzs € O dz!
BJLEBY OMdesmisd, dzsCOdz' dz' §j dOMbstes2¢d, BfwLjHJ
2O fMtslse jlsMisedj Mjtlsd¥ d¢ Ols GsodOIdy j Cotadgdls detsi clsts
Csdzlsj2dzj e, d MBLHOjIs ddeMmlsOdzdzw yd sdzdzr 2 W 02 az

o Y BSHGEItso dzgefiplizO &zdzv yd sdzde” 2 W O2dz Msujteydb dmy
1 stsH@CSB VPN Client, § j tefsdzOdz! dz dzts €zO figly dstsf Isff S 2
BJLBY OMmdztsMmisd, dzsCOd dz@r 2 Ml §f @k Mmts MmMmr
Cdalsj 2dzj 6O M) MjCtejlsdy dg Szt s f scz! L 59 Ols j dz
dbHBJddMstcOIstste BJ LY OMdesMmisd §jtej HOJ I sdz L
ddzmsOdzdzwy yd s dddgzas BilstfOCd B, dL  d dzfls Odzdzy y d s dedzts @ 15
Cdalsj 2dzj 6@ M) MjCtejlsdy o3 Szt s sz L 5o Ols j dz
desmdlilsj dzj , ,dF0kprcg tRgzlej 2 dzj tc HBdzy jdz BT Is! fJjtejH
fs LOMdzEy do Os M jdse HBse jtedw COdzOdzz fmaw L d.

1 sdz LsoaOlsjdzr, §sdzzyde ddzmilsOdzdzw yd tsdides Q1 GESE: | Is,
VPN ClientdzO Mo tsj d3 S tsd3f+ v Isj teyg .
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42. 1 2fMmyf ¢ byytssem?2¢C

eSLHOd]] CfdBtrjods2W steddeso Odzdj L OfsMO dzO dsC O
fsd LsoOlj k" fesdLosHYISMY OHBJdIMsEcOstEEdg B L
CoRf' “bjtt) (od LcoOlsjdv. Jted {lbtd Csdlsj2dzj e M
NiMCtd HAMS ] Codf: “lsj O 328 dzt of tsazPHsp dr0O. e siol§ tod
sslse jlsMisodw Mjekd¥dcO0s0 od LsoOlsjdv d MjCty
Cdalsj 2 i PO Mk yOj daj fesdLosHdlsmw.

ri2fmsad™ OHBdddMsEOsLO 5 Ltk Myj Zoted* Mdj

OHdB3d dzd st Olsste B jL 5§ OMdesisd dlsidte jf s dz'tsie s |
fMELHOjl Cds yjobkt 0Otk d Wsttkdokzjls L Of tetsfy
fsdz L 5o @s) 820 dzdz’ 2 LOf tetsfy f tsH sl tsegv tc WizO" jing t
Aj dZste® Mmjtelsd® dCOltse. 1ted {lstsds Ctdasj 2dzj e M
fodz Lso Olsjdzv tOL dBj " O Is W d3dzts gt § P dzfn Gets dz0S dzs
Codi3f! slsjte] folcubBOBREd sl fzdtls sfdmod o
"l idziteOydw Cdzgyjoets?2 fOter d Wttthkdtetse Odzdj L
fsdzl L sSof@lsfiaftsdz) L So Odzd j d&3 ¢cstediflss) es CSP 3. |

OH d3d dzd M ls tc O ldifsitde ouiplcsdg® 50 j ok e @@ § s  sdzlz yj dzds
LOf sk MSLHOjIs dstod d' 2 Mjtksd¥deols §sd
WO2dz. sBtodzj o s2uHftsjntslsd Y dc™U @ Hz|s @ @sted CA Certificate)
sOCyj 1 C¢Mitstlsdqtezjlsmw o WO2dz. ¢HNBIREGBstBlYs
Mdelsd¥dS OO tslIs OHBJddMistcOIssttO d b

OH d3d dzd MiIstc Ols s Mis L HAOO Mo 5 3 Uc@w @jag' d3 d3j Mis §
ftsd Lso Olsj dzv d&sC Od gt §tsdzdlsdCk BjL 5 Ofdts
MsLHOjIs ddmMisOdzdy yddzdzr 2 W O2dz Hdzw ftsdzr L ts9 O

f SHGSIS 5o dzgliptz Gzdzy y d ts dzdz’j o3 Y B2 df fff tswezdz j dgr 2 St
] 6tsHE@GCSB VPN Client, 1 j s dzOdz' dz' gzits G20 gy st Ssoff S Iz
BjLBfOMdesmisd, dsCOd d' 2 Mjsd¥ds ok Mt M
Cdzsj2dzj 6O ) MjStejlsdy & Czv ysds §sdz L tso Olsj dz
OHBJdzd MsteOlstste B j L 5§ Ofdzts 51§ dze § Jf t5H 1€ B Jsls o iy dizdar
d defls Odzdzw Y s ddgas BIsOCEl, L GHdSE s d dziyls Odzdz 4y

1 sdz Lsoa Olsjdzr, sdzzyde ddzmilsOdzazw yd tsdids @1 GESE: | Is,
VPN ClientdzO Mo tsj d3 S tsdi3f ' v Isj teyg .

CSP VPN Client

Copy r 5TehaCSE200200 12



CSPVPNClient3 . 0. uW d&zfcfjlskcy tof &5t df ¢Blzy dsv

5. Ity MmMByYy2y dzdiwhyacf
~ Mdz feBts2)y dBtcf
sy Mk g1 df BB zY d3y
2 Istoff
3.

ir)
&3
LdT ¢mBhydsf M

2
B
d3

0

Fdzv ¢jdzj 8Oydd Sz yjots?2 §Otr djetstddstts @dsOtieef Ols j &
By dzs MY sdz' L ts oMikosoft Witdpwsfilfed® j &5 L sl § ey M dz
Cdf ' “Isjtei fd Lo Olsj dv

Z OC ffsnd FlptsctcOBRBd 2 1 tesHEZSIS ws)1R "stdfilst) tets
ltosHEC SO S dMOdONlsO0de®a HQ dais ) RSP .stedf Iss) t6fs

700G dauzils Odzdzd telz2Isj S czv yjots?2 desfdlsjdzr, &0 Cthtkt
fd Cto lsde” o3 Uz O @IS 52V ,, 1 2P Hts FdsjOe d dzMmts O dzk® az@ v o

1 tod dztsy j tz@ ¢ j tzig dzfls Oz yd W MO dzlsyg O daiste o " stedf st
CSP3.0 .1 dz¥ tOL Bj " j zifwOCtz@sy g jIsj KOS OW ddzils O dzdz

Z 0O&: L Of & fjMidrdsoft Internet Explorer ( Mz @RS §f sdzj Adxyg d BQFHste jHE O
Md co pre®OMistse j eNf Zf&@® d | O dzdroelsfle  (Certificate Service),
dzO {f to d dgifpte://10.0.232.15/ certsrv /.

] 5O 0Oj &, ybt &0 fjcd oBjiRER EHk@dhkisdd@jcd CSP
z0c¢ o4 sW o do Niglslgm Mo j ud ed@gvls fipH sMists oy JodkBith | ea®" j o3

fndzkz y @rgrra€enter C A . [ dzv % stecdzd to sz geth s s fdsdii Q s Ols §
fsmMisOo’ Isj §jtoj ¢ dz¢ y OReguast a certififate dzts yzP ozdz§ Is Next:dzts ff € Iz

<} Microsoft Certificate Services - Microsoft Internet Explorer -10| x|
J File Edit ‘“iew Faworites Tools  Help o
J.ﬁ.ddress @] http://10.0,232, 15 certsrv] j Ge

Microsoft Certificate Services - 5-Terra Center CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client,
or other secure program. Once you acguire a certificate, you will be able to
securely identify yourself to other people over the web, sign your e-mail
messages, encrypt your e-mail messages, and more depending upon the type
of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
& Request a certificate
" Checlk on a pending cerificate

Mext = | ;

tdmezdzts €
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720G 95:Bjtedlsy Whttdkkz wOMh (EEipdesls) Of i@ ds YOls j
f ts dzts ¥ jAdsginced requestd  dz@dIsNiext:

Microsoft Cedificate Services - S-Terta Center CA

Choose Request Type

Flease select the type of request you would like to malke:

' ser certificate request:

E-Mail Protection Cerdificate

& Advanced request

Mext = | LI

tdfk @ss

Z0¢ HBdlz" & jdzj 6Oydd Sc¥ uyj2 J Ysehdiese OddY L Of G
Psteds?, Colsstlkd f &k ydiEshoan jis] e j dsdcwEols j d
fsdztsy § ded 4 dNexlzOX d3d Is §

Microsoft Cedificate Services - S-Terra Center CA

Advanced Certificate Requests

You can reduest a cerificate for yourself, another user, or a computer using one
of the following methods. Mote that the policy of the certification authority (CA)
will determine the cerificates that you can obtain.

& Submit a certificate request to this CA using a form.

¢ Submit a certificate reguest using a basetd encoded FRCS #10file or a
renewal request using a basetd encoded PRKCS #7 file.

¢ Request a certificate for a smart card on behalf of another user using the
Smart Card Enrollment Station.
You must have an enraliment agent certificate to submit 2 request for another wser,

Mext =

L |

t dmkz &ts ¢
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Z0cG L0 sdetetfls i3z e OMh dtoj dedetse s L O to ¢ figfGn, z dfistE § ADLH @ dizizl
dzj Sslsster j fowWidei dedw Hdzv jj L Of tsdzdzj dad W :

e 9 tOL Hgntkgjng Infdrmation ( R dg¥ StedZBOYdw s 1 d&zOH J dz' y4 s
odzj Mdlsy HOdzdz § B 9 dZOHjdz yd MjtelsdW¥ deoOlso. 1
cOLijh OjIsmy My sdz' L s Ols! dgj Itsdzr €5 dzOIs d dzfy
f tsd@ountry/Region, des oafMjcdcHO MsRtey dls L dzOyj dzd j

e 9 O H jlughded Purpose ( [ B dzOMls! ftod d3j dgj dedw Mmj telsd¥W d¢
o' f OHOs N jets fiedHE PH dzts gGiatrdAjithentication Certificate

e 9 ©OLHJ OtionKE yydd 6jdej eOydd Cdzs yi?2) orsBdteO
GJdgj eOydd €Cdzt ydioets?2  Oter d tecOLn dgphdasdzadnt JfiggOdsts
fMdzj HEE N d2 o' B!

e CSP (udf stdfltEficcoOf @y @O) | ¢ ChffSFicE © o'
Pro GOST R 34.10-2001 KC1 CSP

e Key Usage (RMitd itcdOdal'is€d® ysdgi§ Ols§ dz¥g yO
fjtejSdz® yoOlsjdzr o BHdzs dL Istej n o)y, ded 2 :
Exchange (Hdv tBdj dO), Both (Hdv §tHf dMmc

e Key Size (t OLtefgLedsiCtelzs uddlod® o B tstc jJCGOSTR tstc( Is ¢
34.10-2001H dzd dzO@ S dz6¢ yO oMieHO 512

o 1 MO toj C dzv yolsj dzz o Ywdzsyjdzedy Create n
EMlsOdzso € d HdzW dzsasq®) ij Ctoj sdesets €

o dzO{ tc tStiste[joH dzts ) Setdbg ¢ontainer name (L Mis Odztso dIs+  d d3w
Codzels j 2dzj 60) sMlsOo Isj W dkzOy ¢

e 9 { tdnjainername ( R d3W § B dzlsojo?jdajddR)y) € tsdzlsj odzj t6 O
Colsstesdy BEH | B E@UREHIguda ECOL Odedw € dz¥ ud
dzsfmdls j daw BtcOls! € dz¢ yJ sBtzH jdsts fif folg jHdlzthy | dzts H
dqazj ded Ctsdalsj2dzj 6O OLELjMOjlsmw M tsdz' L ts9
ydgwtr .

lted EMlsOdso € 4 toj & dzt WeO®dxistidmykeysset Hzfs dzis i i gzl J

ftosdmMrsHdIsY 6 jdgj eOydw Cdzs yjots?2 Oter, O E

fpzh jMisezs M d2 ¢ €delg JsHalzjdge C gz fyfs d3:

e 9 f tCdnjainername9o 9 jHdIlsj dd&3w SCtsdzlsj2dzjtc® i )y
cOdzj 4 MJ Ctejlsder d3 ¢ dzv yYtsaf3

e Enable strong private key protectioni dzOff ctslsdo 1 Issets ftoj HdztsY
or MlsOo dzw Is! W dzOy €

e Mark keys as exportablei f sfpls©@o ! Isj W dz
Metsfg®ls! Codzlsj2dzj s M MmJ €

OyB¢, Yyl sy C

JStejlsdz &5 € dzs ysdz M
ZO Htkzets?2, O LOCY] ot otej di3W MtsL HOded W d def
ftose jtoCEZ Ml jlsMisadwy fMjtelsd¥de OO §tsdz Lt
)

e Exportkeystofilei t stsls W dzOy ¢ rfnlsO@o dzv j Isfgw , j fd
L e stelsdteso Ols! Sz yd o WO2d [r 1l
COC MjStjlbdy 2 Cdz#y ©OLAB]NOjd&3 8 Sdalsj 2d

e Uselocal mashinestore ( RMYf tsdz L 59 Ols! dzsC Odzp G ¢ H © tc O dac
9" MlsOoadw2Ilsj 1 Istsls ¥ dzOy ¢

e 9 ®©OLHJdzj Optodsi(tstotmdrded Isj dz' dzr § Sfydd) :
e Hash Algorithmi o ' B tc @BST R34.11-94
HOdzj J EmMkOdzso sC dedC OCdr HJ dzOIs! dzj dzzy dzts.

It 1 Issdsz SBWOL Yz L Of sdzded s W steltmit( PHEHEHO!  dzO
LOf tetsfm) :
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Advanced Certificate Request =

ldentifying Information:

Marme: Iuaer_qa

E-Mail: |

Company: IS-Terra CsP

Department: ICenter Devel

City: IMDSCDW
State: I

Country/Hegion: IRU

Intended Purpose:

|Client Authentication Certificate j

Key Options:
CSP: | Crypto-Pro GOST R 34.10-2001 KC1 CSP Rd
Key Usage: © Exchange © Signature & Bath

P hin:512 N
Key Size: I512 Mgz LEommen key sizes: 512 )

@ Create new key set

¥ Set the container name

Container name: |asdighjkl

" Usze existing key set

" Enable strang private key protection

¥ Mark keys as exportable
™ Export keys to file

¥ Usze local machine stare
You must be an adrministrator to generate
a key in the local machine store,

Additional Options:

Hash Algorithm: | GOST R 34.11-94 =]
Cnly wsed to sign request.

™ Save request to a PKCS #10 file

=

Attributes: -
4 3

Subrmit =

t dmMkzdets €
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706 o8:Bjtedlsj Cdz yjots?2 desmdlbyodr HdOROd dsj & j Bzel g i ¢
M MdCtedlsde o3 Cdzt ysds d deOy Bdlsy [s. 1 yddwnes BJLE
Cdzs Ytsdg dzzyh § ©OL Bj " Ols' catoken)dzj € des Btetz@ g B ji gz C to
bsd' €65 £ fsd Lo Olsj dw .

i =
GIE=!  Insert empty carrier media
asdfghikl.

—Details

Readers: Carrier media inserted:

Skatus:

Ik I Cancel Details <

t dmk &ts ¢

Z0OG HM¥z G jdgjteOydd Cdzt yjoeots?2 fOter 6 jdej cOIststec fydzlz Yy
zts Bz CdzOoadhkz ddzd fsHoade Ok d3r h Cts2:

Biological random-number generator x|

Prezs any key or move mouse. ..

(NANNNNN NN NRNNNNNNE

Cancel |

t Iz ézs €

CSP VPN Client
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Z0¢ (OHDIH Ottsd! &O Stdlsj?2dzjte @ HePY tygls gz fss C dzv yts

Fleaze, zet pazswaord on produced container
azdfghikl.

{* Change pazsword

Mew pazsword: I

Confirmation; I

[~ Save password

Cancel | Detailz »» |

t iz dss

vOdd SBLOL A, Cidylagi@way 2 OfsGnj Stejlsdr 2 Cdzv yd M
Cdzs Y OLMBINjdz o Cisdzlsy?dzj tcRegide®dz® dz€ 5 g3h s els jizis fd Is |
fsd LsoOlsjzv d LOMNdh jdz fOtetsdzj 5. ¢ 20 Ghdese § 15
Ajdiste ML HOMIs Mjebd¥ SOl (sd L so Olsj

VHEsfllsse jtews h d2 A jdelste McOLE MsLHOEZ MjtlsdWds Ols
zo j Htsd3dzj ddd g @16 ¢

z0dl:e " B J teffftis ji H dzts yigstddl v this certificate .o jtelsdWdt Ols

fsdz Lso Olsjdzv BEHJIs favdzhyjeds dALj dplsHtdCh lofs otgjiOL o34 M J dz
fd Ctoflsde” d3 € dz¥ ytsds, boRE@SN &3  ted &BJ o]

Microsoft Cedificate Serices - S-Terra Center CA

Certificate Issued

The certificate you requested was issued to you.

E‘;ﬂ“‘ Install this certificate

t dmiz &ts ¢

) Sfydzj ©OLB)MjddY fjesdidCok0 (sd LsoOlsjdy o ¢

Microsoff Certificate Services - 5-Terra Center CA

Certificate Installed

=

Your new cerificate has been successfully installed.

tdmkz &ts ¢

CSP VPN Client
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VB @sL 50 Olsj dzv sy dets § sdzzydls: dL uvHGhsse j
, dets ftedo jHjdeder 2 o7 hj deOdBBdZjj EZHBGB] da
Odzdw d dzfls Oczdzy ydtsdzdetscts W O2 z0O f sdz' L ts9 Ols

Ol fd LsoOIsjd" dL Ctdasj2dzjteOz o W 02 dz,
Jicso Odzd i Mitlsd¥ dS OO fsd LsoOlsjdv o W

5
G NI
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6. r Yty M Y2y dzid"hycf
~fmMdz22 My ecBts2y dBtEf
sy M2 c2dzkz B d3t d{
2Istclf d34 t M1
3

?
PRRANS,
st d T ¢ e Lyds

.6

Fdzv ¢jdzj 8Oydd Sz yjots?2 O’ sk sy s g dedy Wi
fsdz L 5o Olsj dzv gty dzgs  d fy Visrd=oft Vired@vs. | § it jj e ls s ® s o s
T hRf “sjtt) fod Lo Olsj dv.

ZOd:zflsodgls] fscwcORBd 2 )} esHECl 64s) R kO B O}
) 66HECKO 5§ dMHOdadOneOde®a 3Q dzis1 R " stdflss) s CSP"

720@ ddhlsOdddtk2ls] Cd¥yjos?2 dshdljd , @O (st
fd Stedlsde” 3 € dz¥ ysds § sdz' 1 § g @ldsjtedinyy, tsadgQ it dgitaa] § IS5 tot
CSP36" . GO d dzfislyf @ dgRaDfivg tizie @efnls O dzdzy yd ™ M dzs ug O s § tzw
{ iifpste stedfists] tats CSP 3. 6

<3 Microsoft Certificate Services - Microsoft Internet Explorer O] x|
J File Edit ‘Wiew Faworites Tools  Help ,',"
J.ﬁ.ddress @1 http:ff10.0.232. 7 [certsry j L

Microsoft Certificate Services -- 5-Terra Center CA

Welcome

LIse this VWeb site to request a certificate foryour Web browser, e-mail client, or
other program. By using a cerificate, you can werify your identity to people you
communicate with over the VWeb, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CREL), or to wiew the
status of a pending request.

For more information about Certificate Services, see Certificate Services
Documentation.

Select a task:
FEeguest a cerificate
Yiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CEL

L<|

tdmkzdast
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Z O&8: L Of & fijMiddsoft Internet Explorer. | f s dAfdress 2 &1 sQH teptco j tc O
VHsMisse j te§ tzls §& Mz adsqL Of & s ld ¢ dzcpitsly  (Certificate
Service), dz0 {f tc d, dgiipte://10.0.232.7/ certsrv /.

l 5kOCOj &, ylsts d&O fjd oBj BRI RS bl 6 ek 8.62) @S P

206 94 :fswodoh jdimw 6Cdfdd faijspao jlsfiwite] cdhAjjdsizls t
fpdzlz yWSargrraCenter CA. 1 dzv W stedzdtctso Odedw L Of etsMO dzgO MtsiL
fsdz L sea Olsj dzv o' B j tedRequestiategrtificdtisoyi j dofplzj ABOC

Zz0G6 o:Bjtedlsjy w©WOMh diej dedz" 2 L ©OF te 5 fy dztzgfgdiipgideds & o ¢ Ols
certificate requesto(t d ik adts:€

<} Microsoft Certificate Services - Microsoft Internet Explorer -10| x|
J File Edit ‘Wiew Fawvorites Tools  Help -."'
J.ﬁ.ddress @ htkp:ff10.0,232, 7/ certsey [ certrqus, asp j 50

Microsoft Cerificate Semvices - S-Terra Center CA

Request a Certificate

Select the certificate type:
Web Browser Certificate

E-Mail Protection Certificate

2Jr, submit an advanced cerificate request.

[

t Mk das ¢

Z0OG Hedzw fsdzEy] dzdv Wistedir Wsttdddotseo Odzgdw L OftetsMO O
ff tod H dzts yffreate And submit a requestto this CAOt ( Mz d&x ¢

<} Microsoft Certificate Services - Microsoft Internet Explorer 10| x|
J File Edit ‘Wiew Fawvorites Tools  Help -."'
J.ﬁ.ddress @ htkp: f10.0,232, Flcertsey/certrgad, asp j 50

Adva

Microsoft Certificate Services - S-Terta Center CA

nced Certificate Request

The p
one o

Create and submit a request to this CA .

olicy of the CA determines the types of certificates you can request. Click
f the following options to;

Su

bmit a cerificate request by using a base-64-encoded CMC or PKCS

#10 file, or submit a renewal request by using a base-64-encoded PRCS #7

file.

tdmkzdzas ¢
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70¢ L70f 5@l Bz tOMh disj dedzsc 5 L Off to § fiyf @ 2 AMRES O L O dzdzk
FOHdd dzj Slstster j f§widgj dgdw Hozw jj L Of 5czdaj ded W

e 9 tcOL Wgnttying Information ( R dz2¥ StedBOYdw s | dZOH j d&z' yd &
odzfflsy HOdzdzr | B 9 d&ZOHjd& Yy Mitld¥dcOlO. It
cOLtcjhOjlsmyw dMfsd L soOls! dzj Itsdz' €5 dzOIs d dzfp
f tsd@ountry/Region, des oafMjcdcHO MsRtey dls L dzOyj dzd j

e 9 tcOL Wypalpf Certificate Needed (u d §f Istcj Bfigjj tessEWsdELOIs O)
o' f OHOs N jets fiedHE PH dzts gGiatrdAjithentication Certificate

e o ©OLHKey@gtions((fydd Sz yj?2) LOHOs MY § OO ks
Czs yjos?2 §Oter o wLOLABjNjddj MjStjlsdscts ¢ ds
fpdzj H2E N d§ BYydd:

e isMisOoe! Isj  j toj 6 diasOGgadznewseyfet( 4 5L HOIs!
EMlsOdzso € d Hdzw desotsets MjCtojlsdesets € dzs yO)

e CSP (udf sttdiltfrsoO0fOy@O) |ty chffSdiic © o' E
Pro GOST R 34.10-2001 KC1 CSP

e Key Usage (rRMfsd L 40O jlsd @S JoPagtQur e ( H
fsHfdmMdhange (HdY tBRjd&O), Both (HddY St
s § toj ¢ dz8 y @ lsjdazy jRded |

e Key Size (t{OLgiitc 8¢ dztste@) CGRETRSE. IDRM1
Hozd 20 Sz yO ofMjGHO 512

e fMisOo! sj §jtj§ d¥ yOUsgrdpecified kdy satsineg ndsej
Yl L OHOL!' d&v Ctdlsj2dzjte® M MjStejldy & ¢

e 9 { tdnjainername ( R d3W § B dzlsojo?jdajddR)y) € tsdzlsj odzj t6 O
Cobstesdy BEH | B E@PREHgula ¢ OL Odedw ¢ dz¥ yJ ot
desfdlsj dav BtoOIls! Cdzs yj ots?2 detsfmdlsj dz/l edamjjds] ff
Csdzlsj 2 dzj Q) lacip ted O dz! L 59 Ols! kO ddzmMCdj BE

e Mark keys as exportablei7 f sfhls©Qo ! Isj W d&zOy ¢, yYlstsBr &Y
Mesfdetsa Olsy Csdalsj 2dzjte i MJCtejlsder d3 ¢ dzv ytse
ZO Htkzets?2, O LOCY] ot otej di3W MtsL HOded W d def
ftotso j o€ bzls fipldsasdse jMj elsdW S OISO ftsdz' L tso Olsj dzw
o Exportkeystofilei t Istsls ¥ &zOy ¢ or" MisOo dzvw j syw , j o

1L CMMf stclsdetso Ols! Cdzs yd o WO2dz [T 1Istsls W
COC MjCtejlsder 2 Szt y t6OLBjNOjdBB 8 Cwdalsj 2d
e Enable strong private key protectioni { s & dzOy tzf ' Mis Qo dz¥v j 3

e Store certificate in the local computer certificate store (R M sdz! L ts9 Ols !
ZsC Odzmr de®izd IZik ® N dH Anls O 9o dIsWEFO Y €

e 9 tOL Addidiinal Options ( 5 sdzdzd Isj dz' dz § ©fydd) :
e Hash Algorithmi o ' B tc @BST R34.11-94
e HOW) jOdeEpssS dzd S OC dR Hj dzOls! dzj dzkzy dzts.

15 I ks SB®OLYE L Ofsdddls] ¥cudgmit( pEGgEnd: d do
LOf tesf) :
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Advanced Certificate Request

ldentifying Information:

Marme: |uaer_test
E-ail: |

Company: |S-Terra C=P

Department; |Deve|npment

City: |h-'1|:|5t:nw
State: |

Country/Region: IRU

Type of Certificate Needed:

|Client Authentication Certificate j

Key Options:

@ Create new key set ' Use existing key set
CSP: | Crypto-Pro GOST R 34.10-2001 KC1 CSP =
Key Usage: © Exchange © Signature @ Bath
Key Size: I512 rLTaI;:E [common key sizes: 512 )

" Automatic key container name @ User specified key container name

Container Marme; ||::|:|nt_uaertest

¥ Mark keys as exportable
™ Export keys ta file

¥ Stare certificate in the local computer certificate stare
Stores the certificate in the local computer store
instead of in the user's cerificate store. Does not
Install the root CA's certificate. You must be an
adrinistrator to generate or use a key in the local
maching store.

Additional Options:

Reguest Format: & CMC © PKCS10

Hash Algorithm: | GOST R 34.11-94 =}
Oy wsed to sign request,

™ Save request ta a file

2l

Attributes: -
4 b

Friendly Mame:

Submit = |

tdmezdast

=]

[
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z0G f8sw o dzV j Isw § to] & i fntz A QizO0dRY Is§  Yesizts fulsts B *
ftiesHBdy dIs! :

Potential Scripting Yiolation =]

This Weh site is requesting a new certificate on your behalf, You should allow only trusted Web sites to request a certificate for waou.
. Do wou wank ko request a certificate now?

es | [x] I

t dmkz aAs ¢
zZO®@orBjtedlsy Cdz¢ yjos?2 desmdlsj dz@ , 9 C(tltstesds BEZzHJ
MjCtejlsda o5 Sz usds, zOfteddsit, tJjimlst, d dOX ddls
Ctsdals j 2dzj 6 M M) ¢ telzjus"dg' dic ALde jUis@ils 'dz dz0 o dipKenlgj oz dats i
Colsster 2 BEHjIs "tcOdedls! Mw Istsdz! €5 £ fsdz L tso Olsj dzw
x
0:09:54
?: BCTaEETE YHMCTEIN KARDYEEOH HOCHTEE
:|§ cont_usertest'
— CEEneHMA
YeoTpoicTea: B CTaENEHHEIA HOCHTE MR
CoCTOAHME:
AR AR LI
k. I OTrieHa CeeneHua <<
tdmMzass ¢
ZO0dOHdzw c¢jdzjteOydd S dz¢ yjoeos?2 §Ottr HOLYd¢ Mazzyo?2
CdzOoadh 2 ddzd ftsHe dc Ols! B3rhC2:

Kpvnrollpo CSP il
0:09: 56
EMOnorvdeckii AaTHHE CRYHaRAHEE YHCEn

HasMMaRTE KNAEMLK MK I'IEI:IEMEIJJ.EIHTE VEAZaTENE
MEIWH H34 3THM OKHOM 40 TExX Nop, NoKa KNHY HE E':.".ﬂ.ET
CozhaH...

Ir'-.lu:-ne|

OTHEHA |

tdmkzdss ¢
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ZOGCL IOHDIY Otetsdz? zO Stsdzlsj 2 dzj to @ HePY tygls gz fss § dzv yts

KpunTolpo CSP x|
0:09:56
(2} ¥CTSHOEMTE NApONk HA COZAAEAEHEIN KOHTERHED
. = n n
| cont_userkest”,
{* YiTAHOBMTE HOEEIA Napanb EM
HoBkIH naponk: I
M0ATEEpH AEHHE! I
OTHEHS | MoapobHee == |

tdmedst

vOCdd SBLOLd, LCEMNGoOWw2 (dEipj Ctjlsdr 2 Cd¥ yd M
Cdzté Y ©OL BN jdz o €1g4zsts Bdagetslyd s fz@lC SR Mists j to]

fsd LsoOlsjdv d LONdh jdz Otetsdzj B. ¢ dz© thdse | I
Ajddste ML HOM Mjtkdidcols fod Lo Olsj dv.

VHEsfilsse jtews h d2 A jdelste McOLE MsLHOEZ MjtlsdWds Ols
o jHtsdidzj dad § . 1 todfts o ddcfstadl |  this | sedificate MdelsdW¥ S Ols
fcdz! LsoOlsjdzv BEHJjI ftsdzEyjd dL vHsfistse jtewe h jeEis
Md Ctejlsde” d3 Szt ysdz, bDoRRGSY d3 f tod dzd to 4

ZOe2hHtsMisse jtews h d2 Ajdelste MeOLEZ dqLHOdZ MjtlsdW¥dS
Itsds o j HsRAindzdt@s C( | r B Y & { is dzts yihstal this certificated YlstsB '
fsdzzydls! MjtwelsdWdC Ol fsdz LsaOlsjdzv dL vHtMistse j te
Csdzlsj2dzj ey M Mmd Ctejlsde a3 € dz¥ ytsds.

<3 Microsoft Certificate Services - Microsoft Internet Explorer - O] x|
J File Edit ‘Wiew Favaorites Tools  Help -.1.’
J.ﬁ.ddress @htl:p:,|',|'1I:l.IZI.232.?,I'n:ertsrv,l'certfnsh.asp j (a0

Microsofi Cerificate Services -- S-Terra Center CA

Certificate Issued

The cerificate you requested was issued to you.

E'Q’* Install this certificate

tdmezdast
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z0d3:fswedvjlsmw (o] iz dpg | daPp dd sYps, ¢ datsts® iz
ftiesHBdy dIs! :

Potential Scripting Yiolation =l

This Weh site is adding one or more certificates to this computer. Allowing an untrusted \Web site to update your certificates is a security risk, The \Weh
! site could install certificates you do not trust, which could allow programs that you do nok trust o runoon this computer and gain access to wour data.

D wau wank this program to add the certificates now? Click Yes iF vou trusk this Web site, Otherwise, click Mo,

Ves | Mo I

tdmzdas ¢

204 )M t1OL ¢Ojcwdds] zO Cfyidisp baztez S dzOy gl [ s

(t dmkzaas¢
Kpvntollpo CSP jﬂ
. 0:09:56
[ 2 Y BEEAHTE Napone ANA KOHTEAHERS
== conk_userkest
EM

Maponk: I

I_ 3aN0MHHTE naponke

omens_|

tdmizdass

ITHOjlMY Meseh jddi, ulsts Mjtsd¥dcOlks fod Lo Olsj
fn Md Cted Isdzg" 3 dIMmdz@AES o3 (

Microsoft Cerificate Semvices - S-Terra Center CA

Certificate Installed

Your new certificate has been successfully installed.

t ik @is €
djtelsdWdeOls ftsdz L 859 Olsj dzw Bsy dzts f sdzkydlsy dL uvHTS
fzlswdd, des SfdmMOdede”" 2 LHJj M dOdetsdzjj kHEBj da
[ dzv ML HOddw ddzils Odzdz™ y d s dzddsste jsB W JOIQ igrO  ff Osfigtf = tisle (Otdst
Mdelsd¥dC Ol ftsdz LS9 OIsjdzy L Ctsdasj2dzj 6O o W 0O2 dz,
teOL Hj dzlz .
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6.1. S dzlstef Mz2 My ecB B2y Isy
tcf &3t JfeBlkzyddyY ¢ ~BEC

CoiRf! elsjte] fodz LsoOIsjdzv o Cdzt yjossd3 detsmdlsj oz
stster 2 MigHeseDVIE Off f sdz! L soa Olsjdzv  MmJjStejlsde 2 €
1L M stelsdteso Odzdw MjtelsdW¥W JEC OO o WOAdz o' § tsdzdz

AL Of EmBdy tslcls § Is CORYE) £H§ OMstcEd O] dz k§ ©0s dzj

m
o

A

0@ 052 HdmMC &ZOu folo fz0y BElsids ff WisMisssjls! MjelsdW ds
C sdzls j Xdzj 6]

CeoicTEa KpvnTolpo CSP 5[

AononHKTENEHD I ANrOpHTHE I BesonacHoCTE | Winlogon |
CIALHE I CIB0pY A0ESHHE CEpEHC

— KOHTERHED 3aKPEITOND KAHYS

3TH M3CTERS NOZEONAHDT CKOMNKMPOEATE HAM Y A43NHTE KDHTEﬁHEp
ZAKPBITOND KNHDYa C HOCKMTENA,

CKONMPOESTE KOHTERHED. . . ¥ AaNKTE KOHTERHED. ..

— CEPTHHMKATEl B KOHTEAHEPE 3AKPEITOND KAHIYS

JTOT MAcTep NOSEONAST NPOCMOTPETE CEpTHRHKATEI, Haxoa ALHECA
E KOHTEAHEDE ZaKPEITOMD KNHIYE, M YCTAHOBMTE HX B XPaHHIHLLE
CEPTHHMIKATOE,

| MpOCMOTPETE CEQTHRMKATEI B KOHTERHERE. .. I

— MHYHEIR CEpTHDMHIKAT

3TOT MACTER NOSEONAST CEASATE CEPTHRMIKAT ME thakna o

KOHTEHHEDOM S3KOBITOMD KAHIY4E, YCTAHOBHME 3TOT CEPTHMKAT B
XPAHHMHLLE,

WCTAHOEMTE MHYHEIA CEPTHRMEAT. .. |

—MaponK 3aKpEITEIX KAHHERA

3TH MAcTepa NOZE0NAKT M3MEHEHMTE Naponk (MMH-koaE) ZaKpeITE
KNHOHER MK Y ASNMTE ZaN0MHEHHEIE PAHES NaPOH,

l=MEHKMTE Napank. .. | ¥ AANKTE ZAN0MHEHHEIE NaPOnH., .. |

(4 | Cancel | Apply |

tdmezazas¢
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ZO@ HM" ESOLOdIY Ctdlsj2dzj 6@ ftsmisOo sj §jtej § dzs
d dzOy Bdlsj SCdetsf Sk [BLIEGE

CepTvdrvKaThl B KOHTEAHEPE 3AKPLITOrD KNH4Ya x|

KoHTefiHep sakpumoro Kmoua
BESAMTE MAM YHAKMTE KOHTENHED S3KPLTOrD KAoYa 408 Npock4oTpa g

CEQTHPMEATOE B 3TOM KOHTERHEDE

Wrana kniouesoro KEIHTEﬁHEFIEIZ

O&=op... |

BEEnEHHDE MMA 330.36T KADYEEDH KOHTERHER: Mo CEpTHRHEATY... |
" Monbsosatena
{* Komnborepa

Brigepure C5F onA nouWcka ENOYEERIR KOHTEHHEDOE:
Crypto-Pra GOST R 34.10-2001 KC1 CSP j

< Black | [iext = | Cancel I

tdmizdas<

oS dgs MIdMOtd Cdilsj2dzj eso, ©OL dgj N jdede” 7 o
JSdzs yolsjdzr o Ywsdztsyjdedy vdzdCOdz dg' § dd3j dzO d
dis M Ctejilsder 2 Cdzt¢ U d M jtteolshifRi@dieco Isgs@issjoz CL damYCrls) df

KpunTollpo CSP

Brifop KNHYEEOrD KOHTERHERA

z0d
git
dzj

(THIL=H

— B chkcke nokaseiEaTe:

r APy ¥ECTEEHHEIE MMEHS 0 ¥HHKaNEHBIE HMEHS

CMHCOK KNHIHEERIX KDHTEﬁHEDDB KOMNBHITERS!

CHHT.., = IZ'-"HHKaan:::e HMA |
PeecTp REGISTRY ), asdfFghikl

PeecTp REGISTRY!\cont_usertest

| Ok I OTHEHS

tdmkzaas ¢
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ZOb: 9" Biste Ctsdzlsj 2dzj 6O HtetsdL oNed:j dzg, dzOy d&3dIlsy € detstf §

CepTvdrvKaThl B KOHTEAHEPE 3AKPLITOrD KNH4Ya x|

KoHTefiHep sakpumoro Kmoua
BESAMTE MAM YHAKMTE KOHTENHED S3KPLTOrD KAoYa 408 Npock4oTpa g

CEQTHPMEATOE B 3TOM KOHTERHEDE

WA kAoueBora KaoHTekHHepE:
REGISTRY" \cont_usertest O&=op... |

BEEnEHHDE MMA 330.36T KADYEEDH KOHTERHER: Mo CEpTHRHEATY... |
" MNonesosarens
{* Eomnborepa

Brigepure CS5F onA noucka KNOYEERR KOHTRHHEDOE:
Crypto-Pra GOST R 34.10-2001 KC1 CSP j

< Back I MHext = I Cancel

tdmizaas¢

ZOB:MdzjHEzeh ji Cdts fsCOLr 90jls fsdw MmjtlsdW ds OlsC
dots2Mmlse O

CeptvdrKaThl B KOHTERHEPE 3AKPLITOrO KNHYA %|

CepTuduEaT and NpocHMoTpa
[pocHOTRUTE M BRIGEPMTE CERTHDMKAT ﬁg
Cepruguar: Iuser_test
CytreerT: |E=FILI, L=tozcow, 0=5-Tera C5F, OU=Development, CH=user_test
MocT AL ME: |E=E.-'1‘-.@s-terra.|:|:um, C=RU. L=toscow, QU=Center Certif, 0=5-Temra CSF,

DefcTEWMTENEH ITuesda_l,I, September 23, 2008 7:11:09 PM
HefcTEuTeneH no: IWednesday, September 23, 2009 7:21:09 PM
CepHiHLIR HamMep: |1 271 DS6E 0000 0000 0003

CeoiicTea
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t dindzt26

CSP VPN Client Copy r 5TehaCSE200200 29



CSPVPNClient3 . 0. uW d&zfcfjlskcy tof &5t df ¢Blzy dsv

Z20d: 9" B J tcaf SzOBelalkd dzO » d3ck Isigts COply to Fileé

Property Page Seleck Cerk 7] x|

General  Details |CertiFil:ati-:|n Path I

Show:
Field | Yalue -
E'-.-'ersiu:un W3
[F] serial number 13 71 d9 6b 00 00 00 00 00 03
[F]signature algorithm FOCT P 34.11/34.10-2001
Elssuer S-Terra Center C, S-Terra C...
E'u'alid From Tuesday, September 23, 2008, .,
E'u'alid ko Wednesday, September 23, Z...
ESubject user_kesk, Development, 5-Te. ..
(S Public key rOCT P 34.10-2001 (512 Bits) = |

Edit Prapetties. .. | Copy to File. .. |

t dmkzaas ¢
ZOMB:otsCdzj odL OteH O deBexikdlsj Cdatsf C Lz

Certificate Export Wizard X|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate krusk
lisks and certificate revocation lisks from a certificate
stare ko your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains infarmation
used bo prokeck data or to establish secure network,
connections, & certificate store is the swstem area where
certificates are kept,

To continue, click Mesxk,

= Bach I Mext = I Cancel

tdmezasst
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200 kfMsOdsodls) §jpbdos®ljsg §tsdsyjddj, ulsssr |
WO2dz bsd €5 MjebdWdC Ol BjL MNpEtjlsdsen §d¥ yo d

Certificate Export Wizard X|

Export Private Key
ou can choose to export the private kew with the certificate.

Private kews are password protected, IF wou wank ko export the private key with the
certificate, wou must tvpe a password on a laker page.

Do ol wank bo expart Ehe private key with the certificate?
i~ ¥es, export the private key

* ma, do not expaort the privake key

= Back I Mext = I Cancel

tdmizadass

20dO: o' B j tWftsg 5O dgd tels d W g DERse@coded binary X.509 (.CER) d
dzO ¥ d3cNiBxf:

Certificate Export Wizard x|

Export File Format
Cettificates can be exporked in a wariety of File Formats,

Select the format wou wank to use:

¥ DER encoded binary x.509 {,CER)

" Base-6¢ encoded ¥.509 . CER)

™ Cryprographic Message Syntas Skandard - PKCS #7 Certificates ( P7E)
[T Include all certifizates in the certification path i possible

£ Persomal Information Exchange - PKES #£12 (FFx
[T Include all certifizates in the certification path it possible
™ Enabile stromg proteckion (requires IE 5.0, M1 4.0 5P o, above)

[T Celete the private key it the export is successtul

< Back I Mexk = I Cancel

tdmkzaast
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z0dl: €Oy dlsyj

Certificate Export Wizard

File to Export

Specify the name of the File wou want bo export

X

File name:

CACertificates) CryptoPro36luser _cerkif.cer Browse, ., I

= Back Mext = Cancel

70d2:l Sy selsdetse Odzd j

Certificate Export Wizard

tdmizaass

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings;

File Mame ChCer
Expork keys Mo
Include all certificates in the certification path Mo
File: Farmat DER Er
J | -]

My elsdw d¢ OlsO Bbinisk.0O2 dz

X

= Back I Finish I Cancel

fdmezaas ¢

v W02 &0, o SCtbttr?2 {ChmftNesdLlzjls

L O¢C sday

(CMcklsdeso Odzdzr 2 o WO2dz Mjtelsd¥ S Ols fsd L 5o Ols
OHBd e s cOlsttsd HdW ML HOddY ddzhlsOdd yd s dzdzs &
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7.1 fjnfkdcdze @SPVRNS L

Client

1 esH ESPS/PN Clienttc OB ts IG5 HS t6 © o dzjt=ifdjjted® y d 5 dzdipls § d3

MS Windows Vista (32-bit) Business SP1 Russian Edition
MS Windows XP Professional SP2 Russian Edition.

I f) s10tdas 0 @ESB VPN Clientdz® S s ' “lsj 6] §sd L o Olsj

tej H
fsdzdzdls' Mmiziey ko O 4 sk jo2 fgds gi d v :

b flstedy s f to s G} iOsipcin® IR/ '] § Is fOSR36" ,  j Mz tsdz 6
EfMlsOdatso dzj dz. UL MlsOdeso COUL HEPMEOEZOOs uEOR K I gz d

imdakzlsj dsd% S Oydy fisttetsd tshkzh jMise dzv j sMw  dzC
Codelsj2dzjte M MjCtejlsde B3 Cazs ybh @OBBHHteE tsdsj
odgj hdgj &3 Szt yjotsds desimdlilsjdzj, Ists jets fftsHC dzs y
"1 tHCds yjdedj odzih dedm SCdzsujoera. MUl OIS dzj
d &z Odzdzd tez2Isj Mydls' o Olsj dz A Isus@ISO'E daf dgfj lp Bazds
dL dztsy piz@d dztsy j tz@ o H §i dzilzils O dzdzw yd W o dzj " dzj ¢ 5 fyc
Cdzs yjotsets diasiutsg@Ud ¢ tedfIsts) b AP »J. S sdzlsj 2
) MiStjlsd B € dzs YisiBj MAOB IS dilsliwls sdzsdls j dzr & dz
d dz¥ s to 5O df dflzitisyOjdzdzd te ts 0 O da.
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8. & tsls kz B AZBPVRRClient

MsOdbeE®@ CtsMizh jMlsodzw jIsw L OfEMEsd3 ddeMmils Odzdzw y d

SHEGIstso dzj degdesets d f Jjtoj HOdzdese s OH 3 dzd Mistc Ols s te 5 O3

dzZmis Odzdzw ydvw HBdzy 20 fesdLotHdl! M fsdz L 59 Olsj dzj

H d3d dzdldrsEstded

( Mdzd Ctsdzlsj 2dzj .6 M

Htsdzy dzO BT Is!¥ 9 flsO
0]

9
1l sfdzj LOfEMCO W 0O2 ESP \WPCliert fidsdastpdedy d W f tetsd iR SH O
dL 3 wiyddise, 9% Blc®ua3d dzg fldzac Ols sHetsds S § s

ddzfils Odzdzw yd s dzdztsc s ¥ 02 dzO:

e jiydd Hasdidaso dzs? dag JuabEcOCIsdo dzOY bkflkOdase § O
dddOdzdzy yds, o0ttdOdds 5 Edisdyodz:®

e iNdd noqddbf cOCIsdo &zOW EkMlsOdsa ¢ O
e iy dd siiddjefnitlsjcOCIsdo zOY bkMisOdesoa CO BjL L Ofte

[ Hdfdtctf s H ¢ €l§ s af dzfiyds @d s RO O OH di3d dzd Miste Olstste o € dz¥ yd
Cdzls j 2 dzj 60 1y fj S te jdiy deedig dz€ apy nasdgfige] dr o e 52 C tsdzls j
@O tod &l o Miststs Ctsf dtetso Odzd j G tetsdL 52 ICAVPN  f tetsy j f
Client. 1 sHttsBdets] fidmodedd ¢ tof didc@onQidiEdffd tda<CrL Qlglgdh jj dzts
Ctodzls j 2dzj 6O ftod.  dzls Odzazw yd d "

I el ¢ tddiptzs 'ds g §tod J(OEMEPE@EMpEgEZls L Of M o O
o WO2d, Ctlbowr2 LOHOdEZ OHBJddMiseOlssts ftod MELHO
fsd L tso Olsj dzw .

ltegtsL dzd S detso jdadd Bh dBtsS ot ot divie sfhdRiflds@ndzdeOyzfds j d
d s 02k jMm!' §tolsttdts N itiswGdnisde df difidsvCodedz™daddd ) ¢
o] B COBGBESE, GjL Okl dls] Codf' ¢Isjt, ds j mdzd
f totsB ddj tsffztc Ols dols jfifdzlz y B 2 ff 5 H H | tomadtafsughdst @ Sterta,cdmiz

1 tod d dzfinls COERVPNEIENt ] s MR sHdls ¢ ds yjddj MlsOdzh Ots
fMow L OdedPse fIKE)]  J tcj © sH | ¢ sMaaualfn tidasvs Xi2d i Is ts

4 ZBYAPSEC, o dzkzlstcj dzdzj j dzORobc@Admht) \Winsltsws Wssdi L Is ts

t# dzlz Y B[ @s Hez dzd  ClEBeCcw jd2v B d3j dzO C dzt yOd3d o R ARl todzj Is
ftotso j oS 52 § BH zd dzliztis figls dzdzji JKEBEXD)L o9 O dzd |

] Windows Vistaf tesd L 8 sH dIsfw dzO fi) lFiewallinQ tch lsf@lOdztt d s O dzH BO
Windows) . 1 tod [ QIPEBEMACidnto Windows FireWallH 5B O9 dzw j Isfypw  dzts o t5,
ftcOo d dzts:

e ftcOoddzs Hdzw ontHWHMN R tsHGC dz¥ yj ded 2

e ( d3¥ CSP VPN Service i UDP allowed (predefined)

e ftcOoddzts o ¢ dz¥ yj dets

e HJj2MmisiotfQiL tej " dIs' f sHC dz¥ yj ded §

e folsEWUBRA afnj fstclsr )

e foG@dREEzdZ 2  k2ils! ¢ Efls Odpswvaejedzdzs Bz ¥ 02 dzlz
o MazzyBfted dsj dzgv s+ tsdzr S5 ¢ Mdzzy B O3

ftosW ddzdny ¢ tetsW ddzd

sMisOdzt dzr § §-AtesO dgjdfsstelry © dzd ¥ .

v
g
R
O]

i Ctejsdzg" B Sz ysd®3 f sdz L 59 Olsj &z
dzj 20 9 HIMECBOtSH.

Clsd dzOMbstets2Cd iy dts § shdskicjls! MdjHEEhdd sBKO
¢ H di3d ded s tc d cisted@iddgfQiMindtows & toj Y ddzd ftseor M j dadzetsi2 B L 15
l1tcOoaddzO Hd&zwW ontHWHh R ftsHGC dzs yj ded 2.
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8.1. ) L Radic

1 [ #Windows Vistaf tclf i ls © dzBIPVPN Cliente ' H O j tsSdgsd iz @&k ¢
1 iBBatsHd B ©OL toj h @dzezv Isitdtf @Bf G ddsdem 4 toj H dztsy j ded i [ C

x

o
@ Heono3HaHHAA NPOrPaMMa XOYET NOMYYHTb AOCTYN K 3STOMY KOMNLIOTERY

He sanyckaiTe 3TY NPporpaMMy, ECnW Bl HE 3HEETE, OTKYAE OHE MMM HUKOr 43 HEe
MCNonNb30EanM ee,

normal_dient.exe
W3naTenk HeMsBECTEH

= OTMeHa
A HE 3HEKD, 0TKYAA E3ANACH 3Ta NPOTPEMME M 384YEM OHE HYHHE,

i=» PaspemmTb
A A0EEPAKD 3TOM MporpaMMe. A 3H3KD, OTKYAS 0Ha, MK 00Naa&kD oNbIToM e
WCMONE30BaHMA,

w | CeeneHWA

KoHTpone yueTHex samucei (UAC) noMoraeT npegoTEpaTHTE HECAHKLOHWPOBaHHEIE
W3MEHEHMA Ha KOMMBIOTEPE.

tdmizaass

1 Olsjd3 91" HOJ sy dzfig O dedDBR|FROC| i e nt Wigdows KRl Ists 8¢ dzfs
fsweodwjlsmw it &) :

CSP ¥PN Client Setup ]

:{J 5P WPM Client 3.0,8819 cp) installation is ready to begin, Do wou wish ko continue?

Aa I HeT |

tdmkzads ¢

) sfydzj dzOY O dasTEwdls kighkO@ssC O

CSP ¥PN Client Setup

I

tdmkzasst
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Iswodw jlsfpw tsCdes M dqdzHdSC Obtesdy ftoesyj MMO d dzfls O dz
{i5 CSP ¥PN Client {cp) Setup N

Updating System
The features you zelected are currently being installed.

Time remaining: 10 zeconds

Wise lnstallation wWizard®

Cancel

tdmizass ¢

) od  d dzfls O dzdzWipdjosls \distaffes W o dzv j Is fip v feSamsts fif L Of s Mtsds
EfsOdsoCl HE02o jtso. ITBiGjdisQe dis, Bigdse dgEaldls ' 1

x

® He yoanocs NpoBEPAT b KEOATENA 3THX OpaiBEpOB

<» He ycTraHasnMBaTh 3TOT OpaiBep
MNpoeepeTe Beb-yzen uaroToBUTENA 0DOpYA0BaHMA HE HANW4YKME 0OHOBNEHHEIX
APaHBENOE ANA 3TOMD YCTPOIACTES.

=% Bce paBHO YCTAHOBAT b 3TOT gpansep
YCTaHaBNWEBAITE TONBKO TE ApPaiBepkl, KOTOPEIE NaNYYeHE C Befi-yana unu
KOMNEKT -AMCKE M3roTOBMTENA 000pyA0BaHMA. HENOANMMCEHHEIE ApaiBepEl M3
APYrMX MCTOYHMKOS MOMyT OKAZETECA BPEAOHOCHEIMK NPOrDEMMEMIA,

- | MokasaTe NoapofHOCTI

tdmkzass¢
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) 6d  d dzfyls @gdzWindodis XP 4 M dzd  to j P MWigtiows dz@ fls O dzs o € I
dzj § SH Y | THOGRY of jrE)tsd dzts 0 dzj dzO o tlfj tsickztditg) AHF TS

1 Offstes? 9 @dzj dz' b tcOo ezgf tpl§ § is@o 52 flso O frd fMls j dsr
IestczHsoiOzgpf dMr 0 Oded] HicDBY HitEE ] YOS L @3tsy dzis

f W o dzjscdiod iz @85 ¢ HYfdryH Is o j to yify i@tz @ Wafs | tc WPR Fijter.
50CdR BCtd dsyjls fawvedl: Mw dzj MSd Ct5. [ dv et
BZOY B ls | ICHuEs ftEQo dets § wBH SN Fils'ds L L R ¢ 6d

YCTaHoBKa obopy J0BaHWA

' "_., [MporpattHoE OOECAEYEHHE, YCTSHAEMMEASMOE LNA;
L

WEM Filker Minipark

HE TECTUPOBANOCE HA COBMECTHMOCTE C Windows P, |
MNogpofHes 0 Takok TECTHROEIHMM. |

YcTraHoBKa 3TOr0 NPOrpaMMHoOro oGecneYyeHusa MoxXeT
HApYWHTE pabory cHoTemu. Microsoft pexomennyer
MNPEKPATHTE YCTAHOBKY M 06PATMTLCA K NOCTABUWMEY
NpoOrpamMmMHOro ofiecneyeHys sa BEPCHER, NpoWEneR
NpoOBEPKY HA COBMECTHMOCTL.

Bce pagHOo Npogon#uTe | | lMpekpaTTE YCTAHOERY I

tdmezaas¢

[ d2v B¢ d¢ yscgdzs ML is™ o dzj dzdV kOC et HY @GO, bzl O
Windows dz@ fi)ls O dztizp § & H THOER onf t tf s dzts 3} Jedsd 2 S Ols' i (1 k!
1 Oftes? ¢ @dzj dz' k1 tcOo ezgf tplf § is@o 52 flso O frd fls j ds'
[BStzHSo O dMr o Odzdj HIcDEH)EHS Ol ) .

1 5 QG d i ESPHBNS liefto T H O Is i dirfldas §(
feinkft] 1B jdfBeE- sHddismisd fitjL OctkL ¢ sfjttoyd

CSP VPN Client
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8.2. ) L Rodamal

1 [Windows Vistal tef fiyls © dz€@IPVPN Cliento r H O j isMdgtsd fn kz @& €
1 dBBAattHddBs ttOLih dls! Liof B % ddsdem I4f Gedpdavddstsitg @zd § t C

Clsls iydd Wodv kMY HJOdscEBo ™ &3 oy ddsd. [ISCir
ftodcdzOh jdzd j &5 & d dafyls Odzdzw yd d :

tdmizaas ¢

1 sfdzy dzOy Olse'x € dasf K dls slsCter s ¢ dip] dedd ©Odede®Oc th) |
g4t56 dzOh jdzdw. 1 t6Mmdzj EMisOdese ¢ d 1 ecgedtdzahg Ols j dzw o
license agreement "B LkH jls HtfMiskzfet® ¢ dzsif ¢ O
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