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ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ 
ʦ ʧʨʘʚʝ ʧʦʣʴʟʦʚʘʥʠʷ ʇʨʦʜʫʢʪʦʤ  

CSP VPN Client 
ʧʨʦʠʟʚʦʜʩʪʚʘ ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ" 

 
 É   2003 - 2009  ɿɸʆ "ʉ-ʊʝʨʨʘ ʉʠʕʩʇʠ". ɺʩʝ ʧʨʘʚʘ ʟʘʱʠʱʝʥʳ. 

 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʘʢʦʥʥʦ ʧʨʠʦʙʨʝʪʝʥʥʦʛʦ 
ʇʨʦʜʫʢʪʘ CSP VPN Client (ʜʘʣʝʝ - ʀʟʜʝʣʠʷ) ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ (ʬʠʟʠʯʝʩʢʠʤ ʠʣʠ ʶʨʠʜʠʯʝʩʢʠʤ 
ʣʠʮʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʃʠʮʝʥʟʠʠ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʇʨʦʜʫʢʪʘ, ʷʚʣʷʶʱʝʡʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ 
ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ). ʇʨʝʜʤʝʪʦʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ 
ʚʦʟʤʝʟʜʥʘʷ ʧʝʨʝʜʘʯʘ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʝʠʩʢʣʶʯʠʪʝʣʴʥʳʭ ʥʝʧʝʨʝʜʘʚʘʝʤʳʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʥʠʷ 
ʀʟʜʝʣʠʝʤ. 

ʇʦʜ ʀʟʜʝʣʠʝʤ ʧʦʥʠʤʘʝʪʩʷ ʢʦʤʧʣʝʢʩ ʤʘʪʝʨʠʘʣʴʥʳʭ ʦʙʲʝʢʪʦʚ (ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʦʩʠʪʝʣʝʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʢʦʜʘ ʧʨʦʛʨʘʤʤʥʳʭ ʇʨʦʜʫʢʪʦʚ, ʜʦʢʫʤʝʥʪʘʮʠʠ ʚ ʧʝʯʘʪʥʦʡ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʘʭ), 
ʚʢʣʶʯʝʥʥʳʭ ʚ ʉʧʝʮʠʬʠʢʘʮʠʶ ʂʦʤʧʣʝʢʪʘ ʀʟʜʝʣʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ɸʛʝʥʪʘ ʟʘʱʠʪʳ (ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ 
ʥʘ ʧʝʨʩʦʥʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ) ʠ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʮʝʣʷʭ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʟʜʝʣʠʷ ʚ ʧʨʦʯʠʭ ʩʠʩʪʝʤʘʭ ʠ/ʠʣʠ ʚ ʠʥʳʭ ʮʝʣʷʭ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʢʦʤʧʦʥʝʥʪʳ (ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ ʠ ʧʨʦʯʝʝ) ʦʪ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʧʨʘʚʘ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪ ʥʘ 
ʦʩʥʦʚʝ ʃʠʮʝʥʟʠʡ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʡ ʵʪʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ 
ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʚ ʧʦʣʥʦʤ ʢʦʤʧʣʝʢʪʝ ʧʝʨʝʜʘʝʪʩʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʘ ʫʩʣʦʚʠʷʭ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ ʷʚʣʷʶʪʩʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʠ, ʧʨʠ ʥʘʣʠʯʠʠ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʟʘʱʠʱʘʶʪʩʷ 
ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʠ ʠʤʫʱʝʩʪʚʝʥʥʦʤ ʧʨʘʚʝ ʥʘ ʦʙʲʝʢʪʳ 
ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ. 

ʋʩʪʘʥʦʚʢʘ ʀʟʜʝʣʠʷ ʧʦʩʣʝ ʧʨʝʜʲʷʚʣʝʥʠʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʪʝʢʩʪʘ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ 
ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʩʦʛʣʘʩʠʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ 
ʚʩʪʫʧʣʝʥʠʝ ʝʛʦ ʚ ʟʘʢʦʥʥʫʶ ʩʠʣʫ, ʧʦʩʣʝ ʯʝʛʦ ʥʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪ. 
433 ɻʂ ʈʌ ʠʤʝʝʪ ʩʠʣʫ ʜʦʛʦʚʦʨʘ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʇʨʦʠʟʚʦʜʠʪʝʣʝʤ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-
ʊʝʨʨʘ ʉʠʕʩʇʠè). 

ʇʨʠ ʥʘʣʠʯʠʠ ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʳʤ ʠ ʧʦʣʥʦʤʦʯʥʳʤ 
ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠʣʠ ʚ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʘʭ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ 
ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʪʨʝʪʴʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ. 

ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʲʝʜʠʥʷʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ (ʢʦʤʧʣʝʢʩ) ʚ ʧʨʦʮʝʩʩʝ 
ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʢʦʧʠʨʦʚʘʥʠʝ, ʫʩʪʘʥʦʚʢʫ ʠ ʵʢʩʧʣʫʘʪʘʮʠʶ ʚʩʝʭ 
ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʧʦʩʪʘʚʣʝʥʥʳʭ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʪʦʣʴʢʦ ʚ ʩʦʩʪʘʚʝ ʨʘʙʦʪ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ. ʂʦʧʠʨʦʚʘʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʫʩʪʘʥʦʚʢʘ ʠ ʵʢʩʧʣʫʘʪʘʮʠʷ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪ 
ʷʚʣʷʶʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ ʘʚʪʦʨʩʢʠʭ ʧʨʘʚ ʢʘʢ ʇʨʦʠʟʚʦʜʠʪʝʣʷ, ʪʘʢ 
ʠ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ (ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʷʭ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ ʪʨʝʪʴʠʭ 
ʧʦʩʪʘʚʱʠʢʦʚ). 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʨʘʤʢʘʭ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʪʦʣʴʢʦ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʀʟʜʝʣʠʷ ʠ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʴʰʝʝ 
ʢʦʣʠʯʝʩʪʚʦ ʵʢʟʝʤʧʣʷʨʦʚ ʀʟʜʝʣʠʷ. 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʀʟʜʝʣʠʝ ʚ ʬʦʨʤʘʭ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 
ʪʨʝʪʴʠʤ ʣʠʮʘʤ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʶ ʠʣʠ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʥʳʤ ʚ ʣʶʙʦʡ ʬʦʨʤʝ ʢʦʤʧʦʥʝʥʪʘʤ ʀʟʜʝʣʠʷ ʧʫʪʝʤ 
ʧʨʦʜʘʞʠ, ʧʨʦʢʘʪʘ, ʩʜʘʯʠ ʚʥʘʝʤ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʚʟʘʡʤʳ ʠʣʠ ʠʥʳʤʠ ʜʨʫʛʠʤʠ ʩʧʦʩʦʙʘʤʠ ʦʪʯʫʞʜʝʥʠʷ. 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʜʠʩʘʩʩʝʤʙʣʠʨʦʚʘʪʴ, ʜʝʢʦʤʧʠʣʠʨʦʚʘʪʴ (ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ 
ʙʠʥʘʨʥʳʡ ʢʦʜ ʚ ʠʩʭʦʜʥʳʡ ʪʝʢʩʪ) ʧʨʦʛʨʘʤʤʳ ʠ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʀʟʜʝʣʠʷ, ʚʥʦʩʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʨʧʤʵʠʧʛʙʫʞʤʸ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2009 5 

ʠʟʤʝʥʝʥʠʷ ʚ ʙʠʥʘʨʥʳʡ ʢʦʜ ʧʨʦʛʨʘʤʤ ʠ ʩʦʚʝʨʰʘʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦ ʀʟʜʝʣʠʷ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ, ʥʘʨʫʰʘʶʱʠʝ 
ʈʦʩʩʠʡʩʢʠʝ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʥʦʨʤʳ ʧʦ ʘʚʪʦʨʩʢʦʤʫ ʧʨʘʚʫ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ.  

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʩ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ ʠ ʜʝʡʩʪʚʫʝʪ ʥʘ 
ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʩʨʦʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʟʜʝʣʠʷ.  

ʅʝʠʩʧʦʣʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ɿʘʢʦʥʘ 
ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ "ʆ ʧʨʘʚʦʚʦʡ ʦʭʨʘʥʝ ʧʨʦʛʨʘʤʤ ʜʣʷ ʵʣʝʢʪʨʦʥʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʘʰʠʥ ʠ ʙʘʟ 
ʜʘʥʥʳʭ" ʠ ʧʨʝʩʣʝʜʫʝʪʩʷ ʧʦ ʟʘʢʦʥʫ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʆʛʨʘʥʠʯʝʥʥʳʝ ʛʘʨʘʥʪʠʠ, 
ʩʦʩʪʦʷʱʠʝ ʚ ʪʦʤ, ʯʪʦ 

1. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʭʦʜʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠʣʠ ʣʶʙʳʤ ʪʨʝʪʴʠʤ ʣʠʮʦʤ 
ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ ʂʨʠʪʠʯʥʘʷ ʇʨʦʙʣʝʤʘ, ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʀʟʜʝʣʠʷ (ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè) 
ʦʙʝʩʧʝʯʠʚʘʝʪ: 

ʘ) ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʥʳʤʠ ʩʧʦʩʦʙʘʤʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ ʂʨʠʪʠʯʥʦʡ 
ʇʨʦʙʣʝʤʳ ʠ ʦ ʩʧʦʩʦʙʘʭ ʝʝ ʫʩʪʨʘʥʝʥʠʷ 

ʙ) ʙʝʩʧʣʘʪʥʦʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʀʟʜʝʣʠʷ, ʚ 
ʢʦʪʦʨʳʭ ʫʩʪʨʘʥʝʥʳ ʂʨʠʪʠʯʥʳʝ ʇʨʦʙʣʝʤʳ. 

ʇʨʠʤʝʯʘʥʠʝ 1. ɻʘʨʘʥʪʠʡʥʦʝ ʦʙʷʟʘʪʝʣʴʩʪʚʦ 1 ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʤ ʦʧʨʝʜʝʣʝʥʠʠ: ʂʨʠʪʠʯʥʘʷ 
ʇʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʀʟʜʝʣʠʝ, ʚʩʣʝʜʩʪʚʠʝ ʦʰʠʙʢʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʥʝ 
ʚʳʧʦʣʥʷʝʪ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʠʤʝʥʥʦ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, ʯʪʦ 
ʧʨʠʚʦʜʠʪ ʢ ʥʘʨʫʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠʤʝʯʘʥʠʝ 2. ʆʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʘʨʘʥʪʠʡʥʳʤ ʦʙʷʟʘʪʝʣʴʩʪʚʦʤ 
ʧ.1ʙ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʦ ʟʘʧʨʦʩʫ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦ ʤʝʨʝ ʨʘʟʨʘʙʦʪʢʠ ʦʙʥʦʚʣʝʥʠʡ. 

2. ɽʩʣʠ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʙʥʘʨʫʞʠʪ ʚ ʪʝʯʝʥʠʝ 90 (ʜʝʚʷʥʦʩʪʘ) ʜʥʝʡ ʩʦ ʜʥʷ ʧʦʩʪʘʚʢʠ ʀʟʜʝʣʠʷ 
ʜʝʬʝʢʪʳ ʚ ʩʦʩʪʘʚʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʣʠ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ, ʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ 
ʥʦʩʠʪʝʣʠ ʙʫʜʫʪ ʟʘʤʝʥʝʥʳ, ʘ ʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 90 ʜʥʝʡ  ʧʨʝʪʝʥʟʠʠ 
ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʠ ʠʟʜʝʣʠʷ ʠ/ʠʣʠ ʜʝʬʝʢʪʘʤ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ  
ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʠʭ ʛʘʨʘʥʪʠʡ ʧʦ ʧʦʩʪʘʚʢʝ, ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ 
ʩʦʦʪʚʝʪʩʪʚʠʶ ʀʟʜʝʣʠʷ ʣʶʙʳʤ ʪʝʭʥʠʯʝʩʢʠʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʩʪʘʥʜʘʨʪʘʤ ʠ ʫʩʣʦʚʠʷʤ. ʕʪʠ ʚʦʧʨʦʩʳ 
ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʣʘʩʪʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦʩʪʘʚʱʠʢʘ, ʩʝʨʪʠʬʠʢʘʮʠʠ ʀʟʜʝʣʠʷ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪ 
ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ, ʜʦʛʦʚʦʨʦʚ ʦ ʧʦʩʪʘʚʢʝ, ʪʝʭʥʠʯʝʩʢʦʤ ʩʦʧʨʦʚʦʞʜʝʥʠʠ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ ʠ 
ʨʝʛʣʘʤʝʥʪʠʨʫʶʪʩʷ ʚ ʨʘʤʢʘʭ ʦʪʜʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ (ʚ ʨʘʤʢʘʭ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʠ ʝʩʣʠ 
ʧʨʦʪʠʚʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ) ʥʝ 
ʨʝʛʣʘʤʝʥʪʠʨʫʝʪ ʚʦʧʨʦʩʳ ʪʝʭʥʠʯʝʩʢʠʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʧʨʦʯʠʭ ʚʦʟʤʦʞʥʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ ʠ ʚʦʟʤʦʞʥʳʭ ʤʘʪʝʨʠʘʣʴʥʳʭ, ʬʠʥʘʥʩʦʚʳʭ ʠ ʧʨʦʯʠʭ ʧʦʪʝʨʴ ʂʦʥʝʯʥʦʛʦ 
ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʝʩʴ ʧʝʨʠʦʜ ʵʢʩʧʣʫʘʪʘʮʠʠ 
ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ. ɼʝʡʩʪʚʠʝ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ 
ʧʨʝʢʨʘʱʝʥʦ ʧʦ ʨʝʰʝʥʠʶ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ 
ʫʥʠʯʪʦʞʠʪʴ ʚʩʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ, ʩʦʜʝʨʞʘʱʠʝ ʢʦʜ ʠ ʧʨʦʯʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 
ʀʟʜʝʣʠʷ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʚʥʫʪʨʝʥʥʠʭ ʥʦʩʠʪʝʣʷʭ ʀʟʜʝʣʠʷ. ʇʨʝʢʨʘʱʝʥʠʝ ʜʝʡʩʪʚʠʷ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʧʦ ʠʥʠʮʠʘʪʠʚʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʝʪʩʷ ʦʜʥʦʩʪʦʨʦʥʥʝʡ 
ʜʦʙʨʦʚʦʣʴʥʦʡ ʘʢʮʠʝʡ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʝʜʤʝʪʦʤ ʜʣʷ ʚʟʘʠʤʦʨʘʩʯʝʪʦʚ ʠ ʜʨʫʛʠʭ 
ʭʦʟʷʡʩʪʚʝʥʥʳʭ ʦʧʝʨʘʮʠʡ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʇʨʦʜʫʢʪ ʉʠʩʪʝʤʥʘʷ ɹʠʙʣʠʦʪʝʢʘ GNU libc ʷʚʣʷʝʪʩʷ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤ ʇʨʦʜʫʢʪʦʤ ʠ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʙʝʟ ʢʘʢʠʭ ʣʠʙʦ ʤʦʜʠʬʠʢʘʮʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʣʠʮʝʥʟʠʝʡ "The GNU General 
Public License" (http://www.gnu.org/licenses/licenses.html). 

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Microsoft Corporation 
ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

Sun Solaris ʠ Java ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Sun Microsystems, Inc ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

Cisco, Cisco PIX Firewall, Cisco IOS Router, CiscoWorks, CiscoWorks VPN/Security Management Solution, 
CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX Firewall ʷʚʣʷʶʪʩʷ 
ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ ʢʦʤʧʘʥʠʠ Cisco Systems ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 

ʀʟʜʝʣʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʘʧʠʩʘʥʥʦʝ ʕʨʠʢʦʤ ʗʥʛʦʤ (Eric Young. 
eay@cryptsoft.com) 

ɼʨʫʛʠʝ ʥʘʟʚʘʥʠʷ ʢʦʤʧʘʥʠʡ ʠ ʇʨʦʜʫʢʪʦʚ, ʫʧʦʤʷʥʫʪʳʝ ʚ ʥʘʩʪʦʷʱʝʤ ʃʠʮʝʥʟʠʦʥʥʦʤ ʉʦʛʣʘʰʝʥʠʠ ʠ ʚ ʩʦʩʪʘʚʝ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʀʟʜʝʣʠʷ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʪʦʨʛʦʚʳʤʠ ʤʘʨʢʘʤʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʤ ʢʦʤʧʘʥʠʡ. ʋʧʦʤʠʥʘʥʠʝ ʥʘʠʤʝʥʦʚʘʥʠʡ, ʇʨʦʜʫʢʪʦʚ, ʪʦʨʛʦʚʳʭ ʤʘʨʦʢ ʪʨʝʪʴʠʭ 
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ʦʨʛʘʥʠʟʘʮʠʡ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʝʬʦʨʤʘʣʴʥʦ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʥʠ ʧʦʜʜʝʨʞʢʦʡ, ʨʝʢʦʤʝʥʜʘʮʠʝʡ ʣʠʙʦ ʨʝʢʣʘʤʦʡ. 
ɿɸʆ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè ʥʝ ʥʝʩʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʠʭ ʇʨʦʜʫʢʪʦʚ. 

 

ʅʘʧʝʯʘʪʘʥʦ ʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ 

ɿʘʢʨʳʪʦʝ ɸʢʮʠʦʥʝʨʥʦʝ ʆʙʱʝʩʪʚʦ çʉ-ʊʝʨʨʘ ʉʠʕʩʇʠè 

124498, ʛ. ʄʦʩʢʚʘ, ɿʝʣʝʥʦʛʨʘʜ, ʧʨʦʝʟʜ 4806, ʜ.5, ʩʪʨ.20 

ʊʝʣʝʬʦʥ: +7 (499) 720-6928 

ʌʘʢʩ: +7 (499) 720-6928 

ʕʣ.ʧʦʯʪʘ: information@s-terra.com 

http://www.s-terra.com 

mailto:information@s-terra.com
http://www.s-terra.com/
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1. ʆʙʠʦʙʰʞʦʡʞ ʡ ʭʬʦʣʯʡʡ ʨʩʧʝʬʣʫʙ 

ʇʨʦʜʫʢʪ CSP VPN Client ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ 
ʧʨʦʪʦʢʦʣʦʚ ʩʝʤʝʡʩʪʚʘ TCP/IP. 

ɿʘʱʠʪʘ ʪʨʘʬʠʢʘ CSP VPN Client ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʨʘʤʢʘʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ 
ʩʪʘʥʜʘʨʪʦʚ IKE/IPsec: 

 Security Architecture for the Internet Protocol ï RFC2401 

 IP Authentication Header (AH) ï RFC2402 

 IP Encapsulating Security Payload (ESP) ï RFC2406 

 Internet Security Association and Key Management Protocol (ISAKMP) ï 
RFC2408 

 The Internet Key Exchange (IKE) ï RFC2409 

 The Internet IP Security Domain of Interpretation for ISAKMP (DOI) - 
RFC2407. 

ʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ CSP VPN Client ʦʙʝʩʧʝʯʠʚʘʝʪ: 

 ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʥʘ ʫʨʦʚʥʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ/ʰʠʬʨʦʚʘʥʠʷ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ 
ʧʦ ʧʨʦʪʦʢʦʣʘʤ IPsec AH ʠ/ʠʣʠ IPsec ESP 

 ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʟʣʘ ʩʝʪʠ 

 ʧʘʢʝʪʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʦʣʷʭ 
ʟʘʛʦʣʦʚʢʦʚ ʩʝʪʝʚʦʛʦ ʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʝʡ 

 ʩʦʙʳʪʠʡʥʦʝ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ 

 ʨʝʘʣʠʟʘʮʠʶ ʟʘʜʘʥʥʦʡ ʜʠʩʮʠʧʣʠʥʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ (ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 
ʠ/ʠʣʠ ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ) ʜʣʷ ʢʘʞʜʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʜʦʩʪʫʧ ʚ 
ʟʘʜʘʥʥʦʤ ʟʘʱʠʱʝʥʥʦʤ ʨʝʞʠʤʝ ʪʦʣʴʢʦ ʜʣʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ, ʚ ʪʦʤ 
ʯʠʩʣʝ ʠ ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ 

 ʨʝʛʫʣʠʨʫʝʤʫʶ ʩʪʦʡʢʦʩʪʴ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ 

 ʤʘʩʢʠʨʦʚʢʫ ʘʜʨʝʩʥʳʭ ʧʨʦʩʪʨʘʥʩʪʚ ʟʘʱʠʱʘʝʤʳʭ ʩʝʪʝʡ  (ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ 
ʪʨʘʬʠʢʘ). 

ɺʩʝ ʵʪʠ ʬʫʥʢʮʠʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP- Local 
Security Policy). ʃʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢʠʝ ʠʟ ʩʝʪʝʚʳʭ 
ʩʦʝʜʠʥʝʥʠʡ ʩʣʝʜʫʝʪ ʟʘʱʠʱʘʪʴ, ʘ ʢʘʢʠʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʢʨʳʪʳʤʠ, ʢʘʢʠʝ 
ʨʝʞʠʤʳ ʠ ʘʣʛʦʨʠʪʤʳ ʟʘʱʠʪʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʩʦʝʜʠʥʝʥʠʡ. 

ʇʨʦʜʫʢʪ CSP VPN Client ʠʩʧʦʣʴʟʫʝʪ ʚ ʢʘʯʝʩʪʚʝ ʚʥʝʰʥʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʙʠʙʣʠʦʪʝʢʠ ʩʨʝʜʩʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉʂɿʀ) "LirSSL", 
ʨʘʟʨʘʙʦʪʘʥʥʦʝ ʢʦʤʧʘʥʠʝʡ "ʃʀʉʉʀ". 

ʉʂɿʀ "LirSSL" ʨʝʘʣʠʟʫʝʪ ʨʦʩʩʠʡʩʢʠʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ: 

 ɻʆʉʊ 28147-89 - ʰʠʬʨʦʚʘʥʠʝ/ʨʘʩʠhʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ 

 ɻʆʉʊ ʈ 34.11-94 HMAC - ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ -  

 ɻʆʉʊ ʈ 34.11-94 ï ʬʫʥʢʮʠʷ ʭʵʰʠʨʦʚʘʥʠʷ 

 ɻʆʉʊ ʈ 34.10-94, ɻʆʉʊ ʈ 34.10-2001- ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʧʨʦʚʝʨʢʘ 
ʵʣʝʢʪʨʦʥʥʦ-ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ (ʕʎʇ) 

 ʛʝʥʝʨʘʮʠʶ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

 
CSP VPN Client ʷʚʣʷʝʪʩʷ ʧʨʦʜʫʢʪʦʤ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʪʦʤ 
ʩʤʳʩʣʝ, ʯʪʦ ʧʦʣʠʪʠʢʫ ʠ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʦʚ ʵʪʦʛʦ ʧʨʦʜʫʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪ ʩʠʩʪʝʤʥʳʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ.  
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2. ʋʩʞʚʧʛʙʦʡʸ ʦʙ ʚʙʠʧʛʴʞ ʨʤʙʫʭʧʩʥʴ 
ʡ ʪʧʛʥʞʪʫʡʥʧʪʫʵ 

ʇʨʦʜʫʢʪ CSP VPN Client ʚʳʧʫʱʝʥ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʙʘʟʦʚʳʭ ʧʣʘʪʬʦʨʤ: 

 MS Windows Vista (32-bit) Business SP1 Russian Edition 

 MS Windows XP Professional SP2 Russian Edition. 

 

ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤʠ ʧʣʘʛʠʥʘʤʠ "LirSSL", ʨʘʟʨʘʙʦʪʘʥʥʳʤʠ 
ʢʦʤʧʘʥʠʝʡ "ʃʀʉʉʀ". 

ʇʨʦʜʫʢʪ ʨʘʙʦʪʘʝʪ ʢʦʨʨʝʢʪʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʩʝʪʝʚʳʤʠ ʘʜʘʧʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ 

ʧʦʜʜʝʨʞʠʚʘʶʪ "task offloading".  

ɺ ʯʘʩʪʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ IPsec/IKE ʠ ʠʭ ʨʘʩʰʠʨʝʥʠʡ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ ʩ 
Cisco IOS v.12.4.  

ɺ ʯʘʩʪʠ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʇʨʦʜʫʢʪ ʩʦʚʤʝʩʪʠʤ 
ʩ CiscoWorks Monitoring Center for Performance 2.0.2, ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ CiscoWorks 
VMS 2.3. 
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3. ɹʫʩʡʚʬʫʴ ʙʬʫʞʦʫʡʭʡʣʙʯʡʡ 

ʊʝʭʥʦʣʦʛʠʷ IPsec ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʰʠʬʨʦʚʘʥʠʝ ʠ ʮʝʣʦʩʪʥʦʩʪʴ ʜʘʥʥʳʭ 
ʥʘ ʫʨʦʚʥʝ ʧʝʨʝʜʘʚʘʝʤʳʭ IP-ʧʘʢʝʪʦʚ.  

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʪʠʭ ʬʫʥʢʮʠʡ ʪʝʭʥʦʣʦʛʠʠ IPsec ʥʝʦʙʭʦʜʠʤʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ  
ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʧʦʩʪʘʚʣʷʝʪʩʷ  ʧʨʦʪʦʢʦʣʦʤ IKE: ʢʣʶʯʝʚʦʡ ʤʘʪʝʨʠʘʣ ʠ 
ʩʦʛʣʘʩʦʚʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʟʘʱʠʪʳ. 

ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʭ ʩʪʦʨʦʥ ʧʨʦʪʦʢʦʣʫ IKE  ʥʝʦʙʭʦʜʠʤʘ 
ʥʝʢʦʪʦʨʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʘʷ  ʠʥʬʦʨʤʘʮʠʷ. 

ʊʘʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ  ʠʥʬʦʨʤʘʮʠʝʡ ʤʦʞʝʪ ʙʳʪʴ: 

 ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ (ʨʘʟʜʝʣʷʝʤʳʡ) ʢʣʶʯ (Preshared Key) 

 ʩʝʨʪʠʬʠʢʘʪ ʩʪʘʥʜʘʨʪʘ ʍ.509. 

 

ʀʤʝʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʠ ʨʘʙʦʪʝ ʩ ʨʘʩʰʠʨʝʥʠʷʤʠ ʩʝʨʪʠʬʠʢʘʪʘ 
(Extensions), ʢʦʪʦʨʳʝ ʧʦʤʝʯʝʥʳ ʢʘʢ ʢʨʠʪʠʯʥʳʝ. ɺ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥ ʩʧʠʩʦʢ 
ʨʘʩʰʠʨʝʥʠʡ ʩʝʨʪʠʬʠʢʘʪʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʨʘʩʧʦʟʥʘʚʘʪʴʩʷ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ 
ʇʨʦʜʫʢʪʦʤ, ʝʩʣʠ ʫ ʥʠʭ ʫʩʪʘʥʦʚʣʝʥ ʧʨʠʟʥʘʢ ʢʨʠʪʠʯʥʦʩʪʠ TRUE. ɽʩʣʠ ʚ ʩʝʨʪʠʬʠʢʘʪʝ 
ʙʫʜʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʜʨʫʛʠʝ ʨʘʩʰʠʨʝʥʠʷ, ʥʝ ʫʢʘʟʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʠ ʟʘʜʘʥʥʳʝ ʢʘʢ 
ʢʨʠʪʠʯʥʳʝ, ʪʦ ʪʘʢʦʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ. ɽʩʣʠ ʞʝ ʨʘʩʰʠʨʝʥʠʝ 
ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʪʘʙʣʠʮʝ, ʥʦ ʷʚʣʷʝʪʩʷ ʥʝʢʨʠʪʠʯʥʳʤ, ʪʦ ʦʥʦ ʠʛʥʦʨʠʨʫʝʪʩʷ, ʠ ʩʝʨʪʠʬʠʢʘʪ 
ʠʩʧʦʣʴʟʫʝʪʩʷ. 

 

Name OID value  

Subject Key Identifier 2.5.29.14 

Key Usage 2.5.29.15 

Subject Alternative Name 2.5.29.17 

Issuer Alternative Name 2.5.29.18 

Basic Constraints 2.5.29.19 

Name Constraints 2.5.29.30 

CRL Distribution Points 2.5.29.31 

Authority Key Identifier 2.5.29.35 

 

ʆʧʠʩʘʥʠʷ ʟʥʘʯʝʥʠʡ ʠ ʧʦʣʥʳʡ ʩʧʠʩʦʢ Certificate Extensions ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ 
ʜʦʢʫʤʝʥʪʝ RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2). 

 

http://tools.ietf.org/html/rfc5280#section-4.2
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4. ʈʩʧʯʞʪʪ ʨʧʝʜʧʫʧʛʣʡ 
ʨʞʩʪʧʦʙʤʵʦʧʜʧ ʡʦʪʫʙʤʤʸʯʡʧʦʦʧʜʧ 
ʨʙʣʞʫʙ ʨʧʤʵʠʧʛʙʫʞʤʸ 

ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʩʩʯʠʪʘʥ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʚʥʫʪʨʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ. 
ʇʦʣʘʛʘʝʤ, ʯʪʦ ʚ ʪʘʢʠʭ ʩʝʪʷʭ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ʇʦʵʪʦʤʫ, ʧʨʦʜʫʢʪ CSP VPN Client ʨʘʟʨʘʙʦʪʘʥ 
ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʬʦʨʤʠʨʫʝʪ 
ʧʝʨʩʦʥʘʣʠʟʦʚʘʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʦʥ 
ʧʨʦʠʟʚʦʜʠʪ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʳʝ ʩʦʛʣʘʩʫʶʪʩʷ ʩ ʝʛʦ ʜʦʣʞʥʦʩʪʥʳʤʠ 
ʦʙʷʟʘʥʥʦʩʪʷʤʠ. 

ɼʣʷ ʧʦʜʛʦʪʦʢʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʝʦʙʭʦʜʠʤʦ 
ʠʤʝʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʣʶʯʠ ʣʠʙʦ ʩʝʨʪʠʬʠʢʘʪʳ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʠ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʧʠʩʘʥʥʫʶ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ (ʨʘʟʜʝʣʷʝʤʳʭ) ʢʣʶʯʝʡ (Preshared Keys) 
ʧʦʜʛʦʪʦʚʢʘ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣ ̫ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʧʦʣʥʦʩʪʴʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʧʦʜʛʦʪʦʚʢʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 
ʧʘʢʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʦʜʥʦʤʫ ʠʟ ʜʚʫʭ ʩʮʝʥʘʨʠʝʚ.  

ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʪʢʨʳʪʦʤʫ ʢʣʶʯʫ ʩʝʨʪʠʬʠʢʘʪʘ, 
ʥʘʭʦʜʠʪʩʷ ʚ ʢʦʥʪʝʡʥʝʨʝ. ʂʦʥʪʝʡʥʝʨ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʬʘʡʣ ʥʘ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. 
ʂʦʥʪʝʡʥʝʨ ʟʘʜʘʝʪʩʷ ʠʤʝʥʝʤ ʠ ʧʘʨʦʣʝʤ. ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ ʧʘʨʦʣʷ ʠ ʧʫʩʪʦʡ 
ʧʘʨʦʣʴ. ɺ ʢʦʥʪʝʡʥʝʨʝ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʢʣʶʯʝʚʘʷ ʧʘʨʘ ʠʣʠ ʦʜʠʥ 
ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ. 

ʉʮʝʥʘʨʠʠ ʦʪʣʠʯʘʶʪʩʷ ʪʝʤ, ʢʪʦ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʟʤʦʞʥʘ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʫʝʪʩʷ ʠʣʠ ʥʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʚʦ ʚʨʝʤʷ 
ʠʥʩʪʘʣʣʷʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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4.1. ʈʞʩʛʴʢ ʪʯʞʦʙʩʡʢ 

ɺʩʝ ʜʝʡʩʪʚʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʬʦʨʤʠʨʦʚʘʥʠʶ ʟʘʧʨʦʩʘ ʠ ʩʦʟʜʘʥʠʶ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʉɸ. ʇʨʠ ʵʪʦʤ ʢʦʥʪʝʡʥʝʨ ʩ 
ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʠ ʣʦʢʘʣʴʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʨʘʟʤʝʱʘʶʪʩʷ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ, 
ʥʘʧʨʠʤʝʨ ʜʠʩʢʝʪʝ ʠʣʠ ʬʣʝʰ-ʜʠʩʢʝ. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʚʦʟʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʢʦʥʪʝʡʥʝʨ ʚ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ, ʧʨʠ ʵʪʦʤ ʙʫʜʝʪ ʧʨʦʚʝʜʝʥʘ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ. ɸ ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʥʦ 
ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʩ ʦʜʥʦʛʦ ʥʦʩʠʪʝʣʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘ 
ʜʨʫʛʦʡ ʥʦʩʠʪʝʣʴ.  

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ ʩʣʝʜʫʶʱʠʝ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ ʢʦʨʥʝʚʦʡ 
ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate), 
ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʡ ʚ ʬʘʡʣ ʠ ʢʦʥʪʝʡʥʝʨ, ʟʘʱʠʱʝʥʥʳʡ ʧʘʨʦʣʝʤ, ʩ ʩʝʢʨʝʪʥʳʤ 
ʢʣʶʯʦʤ ʠ ʣʦʢʘʣʴʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʵʢʩʧʦʨʪʠʨʫʝʪ 
ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʧʦʣʫʯʝʥʥʦʛʦ ʢʦʥʪʝʡʥʝʨʘ ʚ ʬʘʡʣ, 
ʠʩʧʦʣʴʟʫʷ ʫʪʠʣʠʪʫ getcert ʠʟ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʘʢʝʪʘ. ʕʪʠ ʜʝʡʩʪʚʠʷ 
ʦʧʠʩʘʥʳ ʚ ʛʣʘʚʝ ñʉʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʉʂɿʀ 
ñLirSSLò ʚ ʨʘʟʜʝʣʝ ñʉʮʝʥʘʨʠʡ 1ò 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ 
ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʚʢʣʶʯʘʪʴ ʣʠ ʢʦʥʪʝʡʥʝʨ ʚ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ, ʧʨʦʚʦʜʠʪʴ ʠʣʠ ʥʝʪ ʧʨʦʚʝʨʢʫ, ʢʦʧʠʨʦʚʘʪʴ ʠʣʠ ʥʝʪ 
ʢʦʥʪʝʡʥʝʨ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ, ʫʢʘʟʳʚʘʝʪ ʩʧʦʩʦʙ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʘʪʯʠʢʘ 
ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʠ ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʧʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʣʠʙʦ ʠʟ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʠ 
ʢʦʥʪʝʡʥʝʨʘ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ, ʣʠʙʦ ʦʜʠʥ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʧʦʣʫʯʠʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʧʨʦʠʟʚʦʜʠʪ ʫʩʪʘʥʦʚʢʫ ʧʨʦʜʫʢʪʘ CSP 
VPN Client ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ. 
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4.2. ɻʫʧʩʧʢ ʪʯʞʦʙʩʡʢ 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʘ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ ʬʘʡʣ ʩ ʢʣʶʯʝʚʦʡ ʧʘʨʦʡ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʮʝʥʘʨʠʠ ʥʝʚʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʩ ʞʝʩʪʢʦʛʦ 
ʜʠʩʢʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

ɼʝʡʩʪʚʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦ ʵʪʦʤʫ ʩʮʝʥʘʨʠʶ ʩʣʝʜʫʶʱʠʝ: 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦ ʩʚʦʝʛʦ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤ ʧʘʢʝʪʦʤ CSP VPN Client AdminTool (ls) ʜʦʩʪʘʚʣʷʝʪ ʠʟ ʝʛʦ 
ʢʘʪʘʣʦʛʘ ʣʶʙʦʤ ʜʦʩʪʫʧʥʳʤ ʩʧʦʩʦʙʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʪʠʣʠʪʳ 
rng _start , make_key _pair , make_pkcs 10, make_pkcs 12, 

pkcs 10_ info , checkcont  

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩ ʧʦʤʦʱʴʶ ʧʦʣʫʯʝʥʥʳʭ ʫʪʠʣʠʪ. ʩʦʟʜʘʝʪ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʬʦʨʤʠʨʫʝʪ ʟʘʧʨʦʩ ʥʘ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺʩʝ ʵʪʠ ʜʝʡʩʪʚʠʷ ʦʧʠʩʘʥʳ ʚ ʛʣʘʚʝ ñʉʦʟʜʘʥʠʝ 
ʩʝʨʪʠʬʠʢʘʪʘ ʢʦʥʝʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʉʂɿʀ ñLirSSLò ʚ 
ʨʘʟʜʝʣʝ ñʉʮʝʥʘʨʠʡ 2ò. ʇʨʠ ʵʪʦʤ ʬʘʡʣ ʩ ʢʣʶʯʝʚʦʡ ʧʘʨʦʡ ʨʘʟʤʝʱʘʝʪʩʷ ʥʘ 
ʞʝʩʪʢʦʤ ʜʠʩʢʝ 

 ʩʦʟʜʘʥʥʳʡ ʟʘʧʨʦʩ ʧʦʩʳʣʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ 
ʩʝʨʪʠʬʠʢʘʪʦʚ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʝʪ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʉɸ ʢʦʨʥʝʚʦʡ 
ʩʝʨʪʠʬʠʢʘʪ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (Trusted CA Certificate) 
ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʡ ʚ ʬʘʡʣ, ʠ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ, ʩʦʟʜʘʥʥʳʡ ʧʦ 
ʧʦʣʫʯʝʥʥʦʤʫ ʟʘʧʨʦʩʫ, ʪʘʢʞʝ ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʡ ʚ ʬʘʡʣ 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʟʜʘʝʪ 
ʟʘʱʠʱʝʥʥʳʡ ʧʘʨʦʣʝʤ ʢʦʥʪʝʡʥʝʨ, ʚ ʢʦʪʦʨʳʡ ʧʦʤʝʱʘʝʪʩʷ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʠ ʢʣʶʯʝʚʘʷ ʧʘʨʘ, ʠʩʧʦʣʴʟʫʷ ʫʪʠʣʠʪʫ make_pkcs12. ʕʪʦʪ ʰʘʛ 
ʦʧʠʩʘʥ ʚ ʛʣʘʚʝ ñʉʦʟʜʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʢʦʥʝʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʉʂɿʀ ñLirSSLò ʚ ʨʘʟʜʝʣʝ ñʉʮʝʥʘʨʠʡ 2ò 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʚʦʝʤ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʦʧʨʝʜʝʣʷʝʪ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ ʜʨ. 
ʠ ʩʦʟʜʘʝʪ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ 
ʧʨʦʜʫʢʪʘ CSP VPN Client, ʧʝʨʩʦʥʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʉɸ ʩʝʨʪʠʬʠʢʘʪ, ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʩʳʣʢʫ 
ʥʘ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ 
ʧʘʢʝʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʧʦʣʫʯʠʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ, ʧʨʦʠʟʚʦʜʠʪ ʫʩʪʘʥʦʚʢʫ ʧʨʦʜʫʢʪʘ CSP 
VPN Client ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ. 
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5. ʁʦʪʫʙʤʤʸʯʡʸ CSP VPN Client 

ʇʨʦʜʫʢʪ CSP VPN Client ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

 MS Windows Vista (32-bit) Business SP1 Russian Edition 4 

 MS Windows XP Professional SP2 Russian Edition. 

 

ʋʩʪʘʥʦʚʢʘ ʧʨʦʜʫʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʟʘʧʫʩʢʦʤ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, 
ʧʦʜʛʦʪʦʚʣʝʥʥʦʛʦ ʠ ʧʝʨʝʜʘʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʶ. 

ʀʥʩʪʘʣʣʷʮʠʷ ʜʦʣʞʥʘ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɽʩʣʠ ʢʦʥʪʝʡʥʝʨ ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʭʦʜʠʪʩʷ ʥʘ ʚʥʝʰʥʝʤ ʥʦʩʠʪʝʣʝ, 
ʪʦ ʦʥ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʫʧʝʥ.  

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʬʘʡʣʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʠʥʩʪʘʣʣʷʮʠʷ ʧʨʦʠʩʭʦʜʠʪ ʚ ʦʜʥʦʤ 
ʠʟ 3 ʨʝʞʠʤʦʚ, ʢʦʪʦʨʳʡ ʙʳʣ ʚʳʙʨʘʥ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ 
ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ: 

 ʨʝʞʠʤ basic  ï ʦʩʥʦʚʥʦʡ ʨʝʞʠʤ, ʥʝʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ ʩ ʟʘʧʨʦʩʦʤ ʥʘ 

ʠʥʩʪʘʣʣʷʮʠʶ, ʚʘʨʠʘʥʪ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 ʨʝʞʠʤ nor mal  - ʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ 

 ʨʝʞʠʤ silent  - ʥʝʠʥʪʝʨʘʢʪʠʚʥʘʷ ʫʩʪʘʥʦʚʢʘ ʙʝʟ ʟʘʧʨʦʩʦʚ. 

ɺʩʝ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʝ ʩʦʙʳʪʠʷ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʙʫʜʫʪ ʟʘʧʠʩʳʚʘʪʴʩʷ 
ʚ ʬʘʡʣ, ʢʦʪʦʨʳʡ ʟʘʜʘʣ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʦʢ ʚʦ ʚʨʝʤʷ ʠʥʩʪʘʣʣʷʮʠʠ ʠʣʠ ʨʘʙʦʪʳ ʇʨʦʜʫʢʪʘ ʫʩʪʨʘʥʠʪʝ ʠʭ 
ʠ ʧʦʧʳʪʘʡʪʝʩʴ ʧʦʚʪʦʨʥʦ ʧʨʦʚʝʩʪʠ ʠʥʩʪʘʣʣʷʮʠʶ ʇʨʦʜʫʢʪʘ. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʩʙʦʝʚ ʚʦ 
ʚʨʝʤʷ ʨʘʙʦʪʳ ʇʨʦʜʫʢʪʘ ʧʝʨʝʟʘʛʨʫʟʠʪʝ ʢʦʤʧʴʶʪʝʨ, ʥʦ ʝʩʣʠ ʧʝʨʝʟʘʛʨʫʟʢʘ ʥʝ ʫʩʪʨʘʥʷʝʪ 
ʧʨʦʙʣʝʤʫ ï ʦʙʨʘʪʠʪʝʩʴ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ ʧʦ ʘʜʨʝʩʫ support@s-terra.com. 

ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʧʨʦʠʩʭʦʜʠʪ ʦʪʢʣʶʯʝʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʝʨʚʠʩʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩ IPsec ʠ IKE ʠ ʧʝʨʝʚʦʜ ʝʛʦ ʚ ʩʦʩʪʦʷʥʠʝ Manual. ɺ Windows XP ï ʵʪʦ 
ʉʣʫʞʙʘ IPSEC, ʚʥʫʪʨʝʥʥʝʝ ʥʘʟʚʘʥʠʝ ʢʦʪʦʨʦʡ PolicyAgent. ɺ Windows Vista ï ʵʪʦ 
ʉʣʫʞʙʘ çʄʦʜʫʣʠ ʢʣʶʯʝʡ IPsec ʜʣʷ ʦʙʤʝʥʘ ʢʣʶʯʘʤʠ ʚ ʀʥʪʝʨʥʝʪʝ ʠ ʧʨʦʪʦʢʦʣʘ IP ʩ 
ʧʨʦʚʝʨʢʦʡ ʧʦʜʣʠʥʥʦʩʪʠè (ʚʥʫʪʨʝʥʥʝʝ ʥʘʟʚʘʥʠʝ ï IKEEXT). 

ɺ Windows Vista ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘʩʪʨʦʡʢʘ ʰʪʘʪʥʦʛʦ FireWall ʩʝʨʚʠʩʘ (ɹʨʘʥʜʤʘʫʵʨ 
Windows). ʇʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚ Windows FireWall ʜʦʙʘʚʣʷʝʪʩʷ ʥʦʚʦʝ 
ʧʨʘʚʠʣʦ: 

 ʧʨʘʚʠʣʦ ʜʣʷ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ 

 ʠʤ ̫ï CSP VPN Service ï UDP allowed (predefined) 

 ʧʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ 

 ʜʝʡʩʪʚʠʝ ï ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ 

 ʧʨʦʪʦʢʦʣ ï UDP (ʚʩʝ ʧʦʨʪʳ) 

 ʧʨʦʛʨʘʤʤʘ ï ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʬʘʡʣʫ vpnsvc.exe 

 ʩʣʫʞʙʳ ï ʧʨʠʤʝʥʷʪʴʪʦʣʴʢʦ ʢ ʩʣʫʞʙʘʤ 

 ʧʨʦʬʠʣʠ ï ʚʩʝ ʧʨʦʬʠʣʠ 

 ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ - ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʕʪʠ ʥʘʩʪʨʦʡʢʠ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ï
ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ï ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ï 
ʇʨʘʚʠʣʘ ʜʣʷ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ. 

mailto:support@s-terra.com
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5.1. ʉʞʟʡʥ basic 

 

ɺ ʆʉ Windows Vista ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 1). 

ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʠʥʩʪʘʣʣʷʪʦʨʘ ï ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʈʘʟʨʝʰʠʪʴ. 

 

 

ʈʠʩʫʥʦʢ 1 

 

ɿʘʪʝʤ ʚʳʜʘʝʪʩʷ ʟʘʧʨʦʩ ʥʘ ʠʥʩʪʘʣʣʷʮʠʶ CSP VPN Client (ʚ ʆʉ Windows XP ʵʪʦ ʦʢʥʦ 
ʧʦʷʚʣʷʝʪʩʷ ʧʝʨʚʳʤ): 

  

ʈʠʩʫʥʦʢ 2 

 

 

ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ɼʘ ʧʨʦʠʩʭʦʜʠʪ ʫʩʪʘʥʦʚʢʘ ʧʨʦʜʫʢʪʘ: 

 

ʈʠʩʫʥʦʢ 3 
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ʇʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʩ ʠʥʜʠʢʘʪʦʨʦʤ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ: 

 

ʈʠʩʫʥʦʢ 4 

 

ɽʩʣʠ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʙʳʣ ʚʳʙʨʘʥ ʚʘʨʠʘʥʪ User  biological  

initialization  on user  computer , ʪʦ ʧʦʷʚʠʪʩʷ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʥʘʜʦ ʚʚʝʩʪʠ 

ʥʘʯʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ (ʚʚʝʩʪʠ ʩʠʤʚʦʣʳ, ʢʦʪʦʨʳʝ 
ʚʳʚʦʜʷʪʩʷ ʥʘ ʵʢʨʘʥ): 

 

ʈʠʩʫʥʦʢ 5 

 

ʇʨʠ ʜʨʫʛʠʭ ʚʘʨʠʘʥʪʘʭ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʦʢʥʦ Random Number Generation ʥʝ 
ʧʦʷʚʣʷʝʪʩʷ. 
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ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʚ ʆʉ Windows Vista ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 6) ʩ ʟʘʧʨʦʩʦʤ ʥʘ 

ʫʩʪʘʥʦʚʢʫ ʜʨʘʡʚʝʨʦʚ. ɺʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ï ɺʩʝ ʨʘʚʥʦ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ 

ʜʨʘʡʚʝʨ. 

 

ʈʠʩʫʥʦʢ 6 

 

ɽʩʣʠ ʠʥʩʪʘʣʣʷʮʠʷ ʧʨʦʠʩʭʦʜʠʪ ʚ ʆʉ Windows XP ʠ ʨʝʘʢʮʠʷ ʩʠʩʪʝʤʳ Windows ʥʘ 

ʫʩʪʘʥʦʚʢʫ ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʨʘʡʚʝʨʦʚ ʧʦʩʪʘʚʣʝʥʘ ʚ ʧʦʣʦʞʝʥʠʝ ʇʨʝʜʫʧʨʝʞʜʘʪʴ (ʇʫʩʢ 
ï ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ -  ʉʠʩʪʝʤʘ ï ʉʚʦʡʩʪʚʘ ʩʠʩʪʝʤʳ-  

ʆʙʦʨʫʜʦʚʘʥʠʝ ï ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ ï ʇʨʝʜʫʧʨʝʞʜʘʪʴ), ʪʦ ʚʦʟʤʦʞʥʦ 

ʧʦʷʚʣʝʥʠʝ ʦʢʥʘ (ʈʠʩʫʥʦʢ 7) ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩ VPN Filter. 
ʊʘʢʠʭ ʦʢʦʥ ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ ʥʝʩʢʦʣʴʢʦ. ɼʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ 

ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ɺʩʝ ʨʘʚʥʦ ʧʨʦʜʦʣʞʠʪʴ ʚ ʢʘʞʜʦʤ ʠʟ ʵʪʠʭ ʦʢʦʥ: 

 

ʈʠʩʫʥʦʢ 7 

 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʷʚʣʝʥʠʷ ʪʘʢʦʛʦ ʦʢʥʘ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ 

Windows XP  ʚʦʡʜʠʪʝ ʚ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʦʜʧʠʩʳʚʘʥʠʷ ʜʨʘʡʚʝʨʘ: ʇʫʩʢ ï 

ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ -  ʉʠʩʪʝʤʘ ï ʉʚʦʡʩʪʚʘ ʩʠʩʪʝʤʳ-  

ʆʙʦʨʫʜʦʚʘʥʠʝ ï ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ, ʧʦʩʪʘʚʪɹʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ 

ʧʦʣʦʞʝʥʠʝ ʇʨʦʧʫʩʢʘʪʴ ʠ ʥʘʞʤʠʪʝ ʆʂ.  

ʇʦ ʦʢʦʥʯʘʥʠʠ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 19) ʩ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 
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5.2. ʉʞʟʡʥ normal 

ʕʪʦʪ ʨʝʞʠʤ ʷʚʣʷʝʪʩʷ ʜʠʘʣʦʛʦʚʳʤ ʨʝʞʠʤʦʤ. 

ɺ ʆʉ Windows Vista ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 1). 

ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʠʥʩʪʘʣʣʷʪʦʨʘ ï ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʈʘʟʨʝʰʠʪʴ. 

ʇʦʷʚʣʷʝʪʩʷ ʩʪʘʨʪʦʚʦʝ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩ ʧʨʠʛʣʘʰʝʥʠʝʤ ʢ ʠʥʩʪʘʣʣʷʮʠʠ (ʈʠʩʫʥʦʢ 8): 

 

ʈʠʩʫʥʦʢ 8 

 

ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ Next  ʙʫʜʝʪ ʦʪʢʨʳʪʦ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʉʦʛʣʘʰʝʥʠʷ. ʋʩʪʘʥʦʚʢʘ ʧʝʨʝʢʣʶʯʘʪʝʣʷ ʚ ʧʦʣʦʞʝʥʠʝ "I accept the license 

agreement " ʜʝʣʘʝʪ ʢʥʦʧʢʫ Next  ʜʦʩʪʫʧʥʦʡ:  
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ʈʠʩʫʥʦʢ 9 

 

ɼʣʷ ʫʢʘʟʘʥʠʷ ʧʘʧʢʠ, ʚ ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʧʨʦʜʫʢʪ, ʥʘʞʘʪʴ ʢʥʦʧʢʫ Browse  ʠ 

ʩʜʝʣʘʪʴ ʚʳʙʦʨ: 

 

ʈʠʩʫʥʦʢ 10 
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ɽʩʣʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʥʝ 
ʙʳʣʘ ʚʢʣʶʯʝʥʘ ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ, ʪʦ ʧʦʷʚʠʪʩʷ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ 
ʚʳʙʨʘʪʴ ʚʘʨʠʘʥʪ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ (ʈʠʩʫʥʦʢ 11). ɼʣʷ ʟʘʜʘʥʠʷ ʚʘʨʠʘʥʪʘ 
ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʦʜʥʦ ʠʟ ʪʨʝʭ ʧʦʣʦʞʝʥʠʡ: 

 Use biological  initialization  ï ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʘ ʠʥʪʝʨʘʢʪʠʚʥʘʷ 

ʠʥʠʮʠʘʣʠʟʘʮʠʷ ɼʉʏ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʜʫʢʪʘ CSP VPN 
Client. ʕʪʦʪ ʚʘʨʠʘʥʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 Use existing  value  ï ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ɼʉʏ ʫʞʝ 

ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʉʏ ʜʦʣʞʝʥ ʙʳʪʴ 
ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʜʦ ʥʘʯʘʣʘ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ, ʠʥʘʯʝ ʚʳʜʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

 Initialization  f rom special  seed  file  ï ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ɼʉʏ. 
ʅʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ. ʌʘʡʣ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥ ʩ 
ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ rng_start 
CSP VPN Client  AdminTool  ls \ rng _start . exe  - c - to  

seed _fil e. bin . 

ɽʩʣʠ ʥʝ ʫʢʘʟʘʪʴ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʫʢʘʟʘʪʴ ʥʝʚʝʨʥʳʡ ʧʫʪʴ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. ɼʣʷ ʢʘʞʜʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʜʦʣʞʝʥ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʪʜʝʣʴʥʳʡ seed ʬʘʡʣ. 

 

 

 

ʈʠʩʫʥʦʢ 11 
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ɽʩʣʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʨʝʛʠʩʪʨʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʃʠʮʝʥʟʠʠ ʥʘ 
ʧʨʦʜʫʢʪ CSP VPN Client ʥʝ ʙʳʣʠ ʚʢʣʶʯʝʥʳ ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʬʘʡʣ, ʪʦ ʧʦʷʚʠʪʩʷ 
ʦʢʥʦ ʜʣʷ ʚʚʦʜʘ ʜʘʥʥʳʭ ʃʠʮʝʥʟʠʠ ʥʘ ʧʨʦʜʫʢʪ: 

 

ʈʠʩʫʥʦʢ 12 

 

ʉʪʘʥʜʘʨʪʥʦʝ ʦʢʥʦ ʚʠʟʘʨʜʘ ʩʦʦʙʱʘʝʪ ʦ ʛʦʪʦʚʥʦʩʪʠ ʢ ʠʥʩʪʘʣʣʷʮʠʠ. ɼʣʷ ʥʘʯʘʣʘ 

ʠʥʩʪʘʣʣʷʮʠʠ ʥʘʞʘʪʴ Next : 

 

ʈʠʩʫʥʦʢ 13 
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ɼʘʣʝʝ ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʩ ʠʥʜʠʢʘʪʦʨʦʤ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ: 

  

ʈʠʩʫʥʦʢ 14 

 

ɽʩʣʠ ʙʳʣʘ ʚʳʙʨʘʥʘ ʠʥʪʝʨʘʢʪʠʚʥʘʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ ɼʉʏ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʦ ʧʦʷʚʠʪʩʷ  
ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʥʘʜʦ ʚʚʝʩʪʠ ʥʘʯʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ 
(ʚʚʝʩʪʠ ʩʠʤʚʦʣʳ, ʢʦʪʦʨʳʝ ʚʳʚʦʜʷʪʩʷ ʥʘ ʵʢʨʘʥ). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʬʦʨʤʠʨʫʝʪʩʷ 
ʫʥʠʢʘʣʴʥʦʝ ʯʠʩʣʦ ʜʣʷ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ, ʢʦʪʦʨʦʝ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝʚʦʟʤʦʞʥʦ 
ʧʦʜʦʙʨʘʪʴ: 

  

ʈʠʩʫʥʦʢ 15 

 

ʇʨʠ ʜʨʫʛʠʭ ʚʘʨʠʘʥʪʘʭ ʚʳʙʦʨʘ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʦʢʥʦ Random Number Generation 
ʥʝ ʧʦʷʚʣʷʝʪʩʷ. 
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ɼʘʣʴʥʝʡʰʝʝ ʧʦʚʝʜʝʥʠʝ ʠʥʩʪʘʣʣʷʪʦʨʘ ʟʘʚʠʩʠʪ ʦʪ OC ʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʦʧʮʠʠ ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ, ʦʧʠʩʘʥʥʦʡ ʚ ʨʘʟʜʝʣʝ "ʈʝʞʠʤ basic". 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʜʫʨʳ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘʞʘʪʴ Finish: 

 

ʇʦ ʦʢʦʥʯʘʥʠʠ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 19) ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 
ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

 

 

5.3.  ʉʞʟʡʥ silent 

ɺ ʆʉ Windows Vista ʧʨʠ ʫʩʪʘʥʦʚʢʝ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 1). 

ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʠʥʩʪʘʣʣʷʪʦʨʘ ï ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʈʘʟʨʝʰʠʪʴ. 

 

ɺ ʨʝʞʠʤʝ silent ʧʨʦʠʩʭʦʜʠʪ ʫʩʪʘʥʦʚʢʘ CSP VPN Client ʙʝʟ ʟʘʧʨʦʩʦʚ, ʥʦ ʤʦʛʫʪ 
ʧʦʷʚʣʷʪʴʩʷ ʣʠʙʦ ʩʠʩʪʝʤʥʳʝ ʜʠʘʣʦʛʦʚʳʝ ʦʢʥʘ, ʣʠʙʦ ʥʝʢʦʪʦʨʳʝ ʠʥʪʝʨʘʢʪʠʚʥʳʝ 
ʢʦʤʧʦʥʝʥʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʢʨʠʧʪʦʧʦʜʩʠʩʪʝʤʝ.  

 

ʈʠʩʫʥʦʢ 16 

 

 

ɽʩʣʠ ʙʳʣʘ ʚʳʙʨʘʥʘ ʠʥʪʝʨʘʢʪʠʚʥʘʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ ɼʉʏ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʦ ʚ 
ʩʣʝʜʫʶʱʝʤ ʦʢʥʝ ʥʫʞʥʦ ʚʚʝʩʪʠ ʥʘʯʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ 
(ʚʚʝʩʪʠ ʩʠʤʚʦʣʳ, ʢʦʪʦʨʳʝ ʚʳʚʦʜʷʪʩʷ ʥʘ ʵʢʨʘʥ).  

 

ʈʠʩʫʥʦʢ 17 

 

ʇʨʠ ʜʨʫʛʠʭ ʚʘʨʠʘʥʪʘʭ ʚʳʙʦʨʘ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʦʢʥʦ Random Number Generation 
ʥʝ ʧʦʷʚʣʷʝʪʩʷ. 
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ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʚ ʆʉ Windows Vista ʧʦʷʚʠʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 6) ʩ ʟʘʧʨʦʩʦʤ ʥʘ 

ʫʩʪʘʥʦʚʢʫ ʜʨʘʡʚʝʨʦʚ. ɺʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ï ɺʩʝ ʨʘʚʥʦ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ 

ʜʨʘʡʚʝʨ. 

ɽʩʣʠ ʠʥʩʪʘʣʣʷʮʠʷ ʧʨʦʠʩʭʦʜʠʪ ʚ ʆʉ Windows XP ʠ ʨʝʘʢʮʠʷ ʩʠʩʪʝʤʳ Windows ʥʘ 

ʫʩʪʘʥʦʚʢʫ ʥʝʧʦʜʧʠʩʘʥʥʳʭ ʜʨʘʡʚʝʨʦʚ ʧʦʩʪʘʚʣʝʥʘ ʚ ʧʦʣʦʞʝʥʠʝ ʇʨʝʜʫʧʨʝʞʜʘʪʴ 
(ʇʫʩʢ ï ʅʘʩʪʨʦʡʢʘ ï ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ -  ʉʠʩʪʝʤʘ ï ʉʚʦʡʩʪʚʘ ʩʠʩʪʝʤʳ-  

ʆʙʦʨʫʜʦʚʘʥʠʝ ï ʇʦʜʧʠʩʳʚʘʥʠʝ ʜʨʘʡʚʝʨʦʚ ï ʇʨʝʜʫʧʨʝʞʜʘʪʴ), ʪʦ ʚʦʟʤʦʞʥʦ 

ʧʦʷʚʣʝʥʠʝ ʩʦʦʙʱʝʥʠʷ ʈʠʩʫʥʦʢ 7. ɼʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʨʦʮʝʩʩʘ ʠʥʩʪʘʣʣʷʮʠʠ ʥʘʞʤʠʪʝ 

ʢʥʦʧʢʫ ɺʩʝ ʨʘʚʥʦ ʧʨʦʜʦʣʞʠʪʴ ʥʘ ʢʘʞʜʦʤ ʠʟ ʵʪʠʭ ʩʦʦʙʱʝʥʠʡ. 

 

ʇʦ ʦʢʦʥʯʘʥʠʠ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʧʨʦʠʩʭʦʜʠʪ ʧʝʨʝʟʘʛʨʫʟʢʘ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʳ ʙʝʟ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʝʩʣʠ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ ʙʘʟʘ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ, 
ʦʩʪʘʚʰʘʷʩʷ ʦʪ ʧʨʝʜʳʜʫʱʝʡ ʫʩʪʘʥʦʚʢʠ ʧʨʦʜʫʢʪʘ, ʪʦ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʚʳʙʠʨʘʝʪʩʷ 
ʚʘʨʠʘʥʪ ʩʦʭʨʘʥʝʥʠʷ ʥʘʡʜʝʥʥʦʡ ʙʘʟʳ. ɺ ʥʝʢʦʪʦʨʳʭ ʩʠʪʫʘʮʠʷʭ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 
ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠʣʠ ʥʝʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʝ ʧʨʦʜʫʢʪʘ. 

 

ɺ ʩʣʫʯʘʝ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʦʰʠʙʦʢ ʠ ʧʨʝʨʳʚʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʠ ʥʠʢʘʢʠʝ ʩʦʦʙʱʝʥʠʷ ʥʘ 
ʵʢʨʘʥ ʥʝ ʚʳʚʦʜʷʪʩʷ. ʕʪʠ ʩʦʦʙʱʝʥʠʷ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʧʨʦʛʨʘʤʤʦʡ ʆʉ Windows 
çʇʨʦʩʤʦʪʨ ʩʦʙʳʪʠʡè ʠʣʠ, ʝʩʣʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʳʣʘ ʫʢʘʟʘʥʘ ʦʧʮʠʷ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʚ 
ʬʘʡʣ, ʪʦ ʩʦʦʙʱʝʥʠʷ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ ʟʘʜʘʥʥʦʤ ʬʘʡʣʝ. 
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5.4. ʃʧʨʡʩʧʛʙʦʡʞ ʣʧʦʫʞʢʦʞʩʙ ʨʩʡ 
ʡʦʪʫʙʤʤʸʯʡʡ 

ɽʩʣʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʨʪʠʬʠʢʘʪʦʚ ʙʳʣʦ 
ʟʘʜʘʥʦ ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ, ʪʦ ʦʥʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ CSP 
VPN Client. 

ɽʩʣʠ ʥʘ ʤʦʤʝʥʪ ʠʥʩʪʘʣʣʷʮʠʠ ʥʝ ʩʫʱʝʩʪʚʦʚʘʣʦ ʢʦʥʪʝʡʥʝʨʘ ʩ ʪʝʤ ʞʝ ʠʤʝʥʝʤ, ʚ 
ʢʦʪʦʨʳʡ ʧʨʦʠʩʭʦʜʠʪ ʢʦʧʠʨʦʚʘʥʠʝ, ʠ ʢʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʘ ʧʨʦʰʣʦ ʙʝʟ ʦʰʠʙʦʢ, ʪʦ 
ʥʠʢʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʟʘʧʨʦʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʝ ʚʳʜʘʝʪʩʷ. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʢʦʥʪʝʡʥʝʨ, ʚ ʢʦʪʦʨʳʡ ʧʨʦʠʩʭʦʜʠʪ ʢʦʧʠʨʦʚʘʥʠʝ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ 
ʚʳʜʘʝʪʩʷ ʦʢʥʦ ʩʣʝʜʫʶʱʝʛʦ ʚʠʜʘ: 

 

ʈʠʩʫʥʦʢ 18 

 

 

ɽʩʣʠ ʥʘʞʘʪʴ "Yes", ʪʦ ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʦʥʪʝʡʥʝʨ ʙʫʜʝʪ ʫʜʘʣʝʥ ʠ ʧʨʦʮʝʜʫʨʘ 
ʢʦʧʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʧʨʦʜʦʣʞʝʥʘ. 

ɽʩʣʠ ʥʘʞʘʪʴ "No", ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʦʥʪʝʡʥʝʨ ʦʩʪʘʥʝʪʩʷ, ʘ ʧʨʦʮʝʜʫʨʘ ʢʦʧʠʨʦʚʘʥʠʷ 
ʙʫʜʝʪ ʦʪʤʝʥʝʥʘ. 

ɽʩʣʠ ʥʘʞʘʪʴ "Cancel", ʪʦ ʠʥʩʪʘʣʣʷʮʠʷ CSP VPN Client ʙʫʜʝʪ ʧʨʝʨʚʘʥʘ. 

ʇʨʠ ʢʦʧʠʨʦʚʘʥʠʝ ʥʝʜʦʩʪʘʶʱʠʝ ʧʘʧʢʠ ʧʫʪʠ ʢ ʩʦʟʜʘʚʘʝʤʦʤʫ ʢʦʥʪʝʡʥʝʨʫ ʩʦʟʜʘʥʳ ʥʝ 
ʙʫʜʫʪ, ʠ ʙʫʜʝʪ ʚʳʜʘʥʦ ʦʙ ʵʪʦʤ ʩʦʦʙʱʝʥʠʝ (ʚ ʨʝʞʠʤʝ silent ʩʦʦʙʱʝʥʠʝ ʥʝ ʚʳʜʘʝʪʩʷ). 

 

ʇʨʠʤʝʯʘʥʠʝ: ʝʩʣʠ ʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʠʩʭʦʜʠʪ ʚ ʨʝʞʠʤʝ silent, ʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʢʦʥʪʝʡʥʝʨ ʩ ʫʢʘʟʘʥʥʳʤ ʠʤʝʥʝʤ, ʚ ʢʦʪʦʨʳʡ ʧʨʦʠʩʭʦʜʠʪ 
ʢʦʧʠʨʦʚʘʥʠʝ, ʪʦ ʠʥʩʪʘʣʣʷʮʠʷ ʧʨʝʨʳʚʘʝʪʩʷ ʙʝʟ ʚʳʜʘʯʠ ʥʘ ʵʢʨʘʥ ʢʘʢʠʭ-ʣʠʙʦ ʟʘʧʨʦʩʦʚ 
ʧʦʣʴʟʦʚʘʪʝʣʶ. 
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5.5. ʈʞʩʞʠʙʜʩʬʠʣʙ ʧʨʞʩʙʯʡʧʦʦʧʢ ʪʡʪʫʞʥʴ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ CSP VPN Client ʚ ʨʝʞʠʤʘʭ basic ʠ normal ʦʪʢʨʳʚʘʝʪʩʷ ʦʢʥʦ, 
ʩʦʦʙʱʘʶʱʝʝ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

 

ʈʠʩʫʥʦʢ 19 

 

ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ Yes ʧʨʦʠʩʭʦʜʠʪ ʧʝʨʝʟʘʛʨʫʟʢʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʘ 
ʥʘʞʘʪʠʝ ʢʥʦʧʢʠ No ʟʘʢʨʳʚʘʝʪ ʦʢʥʦ ʙʝʟ ʧʝʨʝʟʘʛʨʫʟʢʠ. 



CSP VPN Client 3.0. ʉʬʣʧʛʧʝʪʫʛʧ ʨʧʤʵʠʧʛʙʫʞʤʸ 

CSP VPN Client Copyright É S-Terra CSP 2003 - 2009 26 

5.6. ʊʧʧʚʲʞʦʡʸ ʧʚ ʧʱʡʚʣʙʮ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʪʝʢʩʪʳ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʨʠ 
ʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client. 

ʊʘʙʣʠʮʘ 1 

 ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʇʨʠʤʝʯʘʥʠʝ 

25001 License check failed. ʅʝʧʨʘʚʠʣʴʥʘʷ ʣʠʮʝʥʟʠʷ 

25006 

RNG initialization failed. {Reason: 
<reason>.} Installation aborted.  

{RNG source file path: 
<RNG_source_file_path>} 

ʛʜʝ <reason> ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʠʤ ʠʟ 
ʩʣʝʜʫʶʱʠʭ: 

You must have Administrator 
privileges 

Can't open registry key 

Wrong registry key value 
 

Can't create/open registry key 
 

Initialization of utility failed 
 

Can't create/open mutex 
 

Can't set registry key value 
 

Can't regenerate initial value. You 
should create it first 
 

Bad command line 
 

Can't open 

Can't read initial value 
 

Can't write initial value 
 

Can't open initial value 
 

Illegal initial value. Try to create it first 
 

Can't create directory 

ɺ ʦʪʜʝʣʴʥʳʭ ʩʣʫʯʘʷʭ Reason ʤʦʞʝʪ 
ʦʪʩʫʪʩʪʚʦʚʘʪʴ. 

ʅʝ ʫʜʘʣʦʩʴ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ ɼʉʏ. 
{ʇʨʠʯʠʥʘ: <reason>} ʀʥʩʪʘʣʣʷʮʠʷ 
ʧʨʝʨʚʘʥʘ. ɼʣʷ ʚʘʨʠʘʥʪʘ ñfrom_fileò 
ʚʳʜʘʝʪʩʷ ʧʫʪʴ ʢ ʬʘʡʣʫ-ʠʩʪʦʯʥʠʢʫ 
<RNG_source_file_path>. 

<reason>: 

ʋ ʚʘʩ ʜʦʣʞʥʳ ʙʳʪʴ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʩʢʠʝ ʧʨʠʚʠʣʝʛʠʠ 

ʅʝ ʫʜʘʣʦʩʴ ʦʪʢʨʳʪʴ ʢʣʶʯ ʨʝʝʩʪʨʘ 

ʅʝʧʨʘʚʠʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ 
ʨʝʝʩʪʨʘ 

ʅʝ ʫʜʘʣʦʩʴ ʩʦʟʜʘʪʴ ʠʣʠ ʦʪʢʨʳʪʴ 
ʢʣʁʯ ʨʝʝʩʪʨʘ  

ʅʝ ʫʜʘʣʦʩʴ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ 
ʫʪʠʣʠʪʫ 

ʅʝ ʫʜʘʣʦʩʴ ʩʦʟʜʘʪʴ ʠʣʠ ʦʪʢʨʳʪʴ 
ʤʴʶʪʝʢʩ 

ʅʝ ʫʜʘʣʦʩʴ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ 
ʨʝʝʩʪʨʘ 

ʅʝ ʫʜʘʣʦʩʴ ʨʝʛʝʥʝʨʠʨʦʚʘʪʴ 
ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. ɺʳ ʜʦʣʞʥʳ ʝʛʦ 
ʩʥʘʯʘʣʘ ʩʦʟʜʘʪʴ 

ʅʝʚʝʨʥʳʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ 

ʅʝ ʫʜʘʣʦʩʴ ʦʪʢʨʳʪʴ ʦʙʲʝʢʪ 

ʅʝ ʫʜʘʣʦʩʴ ʧʨʦʯʠʪʘʪʴ ʥʘʯʘʣʴʥʦʝ 
ʟʥʘʯʝʥʠʝ 

ʅʝ ʫʜʘʣʦʩʴ ʟʘʧʠʩʘʪʴ ʥʘʯʘʣʴʥʦʝ 
ʟʥʘʯʝʥʠʝ 

ʅʝ ʫʜʘʣʦʩʴ ʦʪʢʨʳʪʴ ʥʘʯʘʣʴʥʦʝ 
ʟʥʘʯʝʥʠʝ 

ʅʝʢʦʨʨʝʢʪʥʦʝ ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. 
ʇʦʧʨʦʙʫʡʪʝ ʝʛʦ ʩʦʟʜʘʪʴ ʟʘʥʦʚʦ 

ʅʝ ʫʜʘʣʦʩʴ ʩʦʟʜʘʪʴ ʜʠʨʝʢʪʦʨʠʶ 

 

25007 

Existing RNG initial value not found or 
invalid. { 

Reason: <Reason>} Installation aborted. 

ʅʝ ʧʨʦʰʣʘ ʧʨʦʚʝʨʢʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ 
ɼʉʏ. 

ɽʩʣʠ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ, ʚʳʜʘʝʪʩʷ 
ʧʨʠʯʠʥʘ <Reason> (ʩʤ. ʧʨʝʜʳʜʫʱʝʝ 
ʩʦʦʙʱʝʥʠʝ) 

25009 
Copy certificate container failed. {Reason: 
<reason>.} Installation aborted. Source 
container path: <src>. Destination 

ʅʝ ʫʜʘʣʦʩʴ ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ. 
{ʇʨʠʯʠʥʘ: <reason>} ʀʥʩʪʘʣʣʷʮʠʷ 
ʧʨʝʨʚʘʥʘ. ʇʫʪʴ ʢ ʠʩʭʦʜʥʦʤʫ ʢʦʥʪʝʡʥʝʨʫ: 
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 ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʇʨʠʤʝʯʘʥʠʝ 

container path: <dst>, 

ʛʜʝ <reason> ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʠʤ ʠʟ 
ʩʣʝʜʫʶʱʠʭ: 

Bad command line 
 

Zero-length password 
 

Zero-length new password 
 

Can't find source container 

Can't read from source container 
 

Can't write to destination container 
 

Keystore data error. Possibly source 
container password is wrong. 

<src>. ʇʫʪʴ ʢ ʥʦʚʦʤʫ ʢʦʥʪʝʡʥʝʨʫ: <dst>, 

ʛʜʝ <reason> ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʠʤ ʠʟ 
ʩʣʝʜʫʶʱʠʭ: 

ʅʝʚʝʨʥʳʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ 

ɿʘʜʘʥ ʧʫʩʪʦʡ ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ-
ʠʩʪʦʯʥʠʢ 

ɿʘʜʘʥ ʧʫʩʪʦʡ ʧʘʨʦʣʴ ʥʘ ʢʦʥʪʝʡʥʝʨ-
ʧʨʠʝʤʥʠʢ 

ʂʦʥʪʝʡʥʝʨ-ʠʩʪʦʯʥʠʢ ʥʝ ʥʘʡʜʝʥ  

ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʢʦʥʪʝʡʥʝʨʘ-
ʠʩʪʦʯʥʠʢʘ 

ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʢʦʥʪʝʡʥʝʨʘ-
ʧʨʠʝʤʥʠʢʘ 

ʆʰʠʙʢʘ ʚ ʬʦʨʤʘʪʝ ʜʘʥʥʳʭ, 
ʭʨʘʥʠʤʳʭ ʚ ʢʦʥʪʝʡʥʝʨʝ. ɺʦʟʤʦʞʥʦ 
ʟʘʜʘʥ ʥʝʧʨʘʚʠʣʴʥʳʡ ʧʘʨʦʣʴ ʥʘ 
ʢʦʥʪʝʡʥʝʨ-ʠʩʪʦʯʥʠʢ 

25011 

Could not copy certificate container. 
Container with this name already exists.  
Do you want to remove existing container 
and copy the container from the 
installation package? 
(Press"No" to keep existing container and 
to proceed without container copy) 

ʅʝʣʴʟʷ ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʪʝʡʥʝʨ, 
ʧʦʩʢʦʣʴʢʫ ʢʦʥʪʝʡʥʝʨ ʩ ʪʘʢʠʤ ʠʤʝʥʝʤ ʫʞʝ 
ʝʩʪʴ. ʍʦʪʠʪʝ ʣʠ ʚʳ ʫʜʘʣʠʪʴ 
ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʦʥʪʝʡʥʝʨ ʠ ʩʢʦʧʠʨʦʚʘʪʴ 
ʢʦʥʪʝʡʥʝʨ ʠʟ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ? 
(ʅʘʞʤʠʪʝ"No" ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʭʨʘʥʠʪʴ 
ʩʫʱʝʩʪʚʫʶʱʠʡ ʢʦʥʪʝʡʥʝʨ ʠ ʧʨʦʜʦʣʞʠʪʴ 
ʙʝʟ ʢʦʧʠʨʦʚʘʥʠʷ)  

25017 

Product "<Product_name version>" was 
detected. 

You should uninstall it first before the 
installation. 

ɹʳʣ ʦʙʥʘʨʫʞʝʥ ʧʨʦʜʫʢʪ "<Product_name 
version>". 

ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʥʘʯʘʣʘ 
ʜʝʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʝʛʦ. 

 You must have Administrator privileges ɺʘʤ ʥʝʦʙʭʦʜʠʤʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʩʢʠʝ 
ʧʨʠʚʠʣʝʛʠʠ 

 This product needs Windows 2000 or 
higher 

ɼʣʷ ʧʨʦʜʫʢʪʘ ʥʝʦʙʭʦʜʠʤʘ Windows 2000 
ʠʣʠ ʚʳʰʝ 

25019 

The "<dll_path>" was wrongly marked as 
the previous GINA DLL. The system GINA 
DLL will be used instead. 

[Windows XP] 

ʌʘʡʣ <dll_path> ʙʳʣ ʦʰʠʙʦʯʥʦ ʧʦʤʝʯʝʥ, 
ʢʘʢ ʧʨʝʜʳʜʫʱʘʷ GINA DLL. ɹʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʥʘ ʩʠʩʪʝʤʥʘʷ GINA DLL. 

25020 

The previous GINA DLL "<dll_path>" was 
not found. The system GINA DLL will be 
used instead. 

[Windows XP] 

ʇʨʝʜʳʜʫʱʘʷ GINA DLL <dll_path> ʥʝ 
ʥʘʡʜʝʥʘ. ɹʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʘ ʩʠʩʪʝʤʥʘʷ 
GINA DLL. 

25021 
Driver "<driver_name>" installation failed. 
Product installation aborted. 

ʅʝ ʫʜʘʣʦʩʴ ʫʩʪʘʥʦʚʠʪʴ ʜʨʘʡʚʝʨ 
<driver_name>. ʀʥʩʪʘʣʣʷʮʠʷ ʧʨʦʜʫʢʪʘ 
ʧʨʝʨʚʘʥʘ. 

25022 

Product "<Product_name version>" was 
advertised. 

You should uninstall it first before the 
installation. 

ɼʣʷ ʧʨʦʜʫʢʪʘ <Product_name version> 
ʙʳʣʘ ʚʳʧʦʣʥʝʥʘ ʦʧʝʨʘʮʠʷ ʦʙʲʷʚʣʝʥʠʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ (advertisement). 

ɺʳ ʜʦʣʞʥʳ ʜʝʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʝʛʦ ʜʦ 
ʠʥʩʪʘʣʣʷʮʠʠ. 
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 ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʇʨʠʤʝʯʘʥʠʝ 

25025 
Windows Firewall setup failed. [Windows Vista] 

ʅʝ ʫʜʘʣʦʩʴ ʥʘʩʪʨʦʠʪʴ Windows Firewall. 

25026 You must have Administrator privileges. ɺʘʤ ʥʝʦʙʭʦʜʠʤʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʩʢʠʝ 
ʧʨʠʚʠʣʝʛʠʠ 

25027 Invalid RNG initialization method ɿʘʜʘʥʦ ʥʝʢʦʨʨʝʢʪʥʦʝ ʟʥʘʯʝʥʠʝ ʚʘʨʠʘʥʪʘ 
ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ 
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6. ʉʞʜʡʪʫʩʙʯʡʸ ʨʧʤʵʠʧʛʙʫʞʤʸ 

ʇʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʤʦʞʥʦ ʙʳʣʦ ʫʩʪʘʥʦʚʠʪʴ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʠʣʠ 
ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ. 

 

ʆʉ Windows XP 

ɺ ʆʉ Windows XP ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʆʉ ʧʨʠ ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ (ʩʤ. ʨʘʟʜʝʣ 
çʀʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪè) ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ 
(ʈʠʩʫʥʦʢ 24). ʕʪʦ ʦʢʥʦ ʧʦʷʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʠʥʠʮʠʘʣʠʟʘʮʠʠ VPN ʩʝʨʚʠʩʘ (ʩʤ. 
ʨʘʟʜʝʣ çɺʨʝʤʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ VPN ʩʝʨʚʠʩʘè). ʆʢʥʦ ʣʦʛʠʥʘ ʚ ʆʉ Windows XP 
ʧʦʷʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʨʝʛʠʩʪʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʇʨʦʜʫʢʪʝ ʠʣʠ ʦʪʢʘʟʝ ʦʪ ʥʝʝ. 
ʇʨʠ ʥʝʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ ʠʣʠ ʧʝʨʝʢʣʶʯʝʥʠʠ ʥʘ ʥʝʛʦ (ʩʤ. 
ʨʘʟʜʝʣ çʅʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪè). 

 

ʆʉ Windows Vista 

ɺ ʆʉ Windows Vista ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʆʉ ʧʨʠ ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʣʦʛʠʥʘ ʥʘ 
ʵʢʨʘʥ ʚʳʚʦʜʷʪʩʷ ʠʢʦʥʢʠ ʜʣʷ ʚʳʙʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʢʦʥʢʘ, ʦʪʦʙʨʘʞʘʶʱʘʷ ʪʝʢʫʱʠʡ 
ʩʪʘʪʫʩ ʇʨʦʜʫʢʪʘ CSP VPN Client ʠ ʦʢʥʦ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ (ʈʠʩʫʥʦʢ 20). 

ɺ ʆʉ Windows Vista ʧʨʦʮʝʩʩʳ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʠ ʚʭʦʜʘ ʚ ʧʨʦʜʫʢʪ ʥʝʟʘʚʠʩʠʤʳ ʜʨʫʛ ʦʪ 
ʜʨʫʛʘ. ʄʦʞʥʦ ʩʥʘʯʘʣʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʚ ʇʨʦʜʫʢʪʝ, ʘ ʧʦʪʦʤ ʚʦʡʪʠ ʚ ʆʉ ʠʣʠ 
ʥʘʦʙʦʨʦʪ. 

 

 

ʈʠʩʫʥʦʢ 20 
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ɺ ʦʢʥʝ ʚʳʙʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʈʠʩʫʥʦʢ 20) ʠʢʦʥʢʘ, ʦʪʦʙʨʘʞʘʶʱʘʷ ʪʝʢʫʱʠʡ ʩʪʘʪʫʩ 
ʇʨʦʜʫʢʪʘ, ʤʦʞʝʪ ʩʤʝʱʝʥʘ ʚ ʥʫʞʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ, ʝʩʣʠ ʝʝ ʧʦʣʦʞʝʥʠʝ ʥʝʫʜʦʙʥʦ (ʩʤ. 
ʨʘʟʜʝʣ çʀʟʤʝʥʝʥʠʝ ʧʦʣʦʞʝʥʠʷ ʠʢʦʥʢʠ ʪʝʢʫʱʝʛʦ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘè) 

ɺ Windows Vista ʦʢʥʦ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʷʚʣʷʝʪʩʷ ʚ ʠʥʪʝʨʘʢʪʠʚʥʦʤ 
ʨʝʞʠʤʝ, ʢʦʛʜʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʚʭʦʜʘ ʚ ʆʉ: 

 ʧʦʩʣʝ ʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ; 

 ʧʨʠ ʚʳʭʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʩʠʩʪʝʤʳ; 

 ʧʨʠ ʩʤʝʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ʆʢʥʦ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ ʙʫʜʝʪ ʚʳʚʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʧʨʠ ʟʘʧʫʱʝʥʥʦʤ VPN-ʩʝʨʚʠʩʝ. ɽʩʣʠ 
ʢ ʤʦʤʝʥʪʫ ʢʦʛʜʘ ʥʫʞʥʦ ʚʳʚʝʩʪʠ ʦʢʥʦ ʣʦʛʠʥʘ VPN-ʩʝʨʚʠʩ ʥʝ ʙʫʜʝʪ ʛʦʪʦʚ ʢ ʨʘʙʦʪʝ, ʪʦ 
ʇʨʦʜʫʢʪ ʙʫʜʝʪ ʞʜʘʪʴ 30 ʩʝʢʫʥʜ (ʧʦ ʫʤʦʣʯʘʥʠʶ) (ʩʤ. ʨʘʟʜʝʣ çɺʨʝʤʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 
VPN-ʩʝʨʚʠʩʘè). ɽʩʣʠ VPN-ʩʝʨʚʠʩ ʥʝ ʙʫʜʝʪ ʛʦʪʦʚ ʢ ʨʘʙʦʪʝ ʠ ʯʝʨʝʟ 30 ʩʝʢʫʥʜ, ʪʦ 
ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʩ ʧʨʝʜʣʦʞʝʥʠʝʤ ʧʦʚʪʦʨʠʪʴ ʧʨʦʮʝʩʩ ʣʦʛʠʥʘ (ʈʠʩʫʥʦʢ 21). 

 

ʈʠʩʫʥʦʢ 21 

 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʢʦʥʢʘ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘ ʠʟʤʝʥʠʪ ʩʚʦʡ 
ʚʠʜ (ʈʠʩʫʥʦʢ 22) (ʩʤ. ʛʣʘʚʫ çʆʪʦʙʨʘʞʝʥʠʝ ʪʝʢʫʱʝʛʦ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘè). 

 

ʈʠʩʫʥʦʢ 22 

 

ʇʦʩʣʝ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʆʉ ʠʢʦʥʢʘ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘ ʙʫʜʝʪ ʨʘʟʤʝʱʝʥʘ ʚ ʧʘʥʝʣʠ 
ʟʘʜʘʯ.  

ɽʩʣʠ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʣʦʛʠʥʘ, ʪʦ ʧʦʪʦʤ ʚʦʡʪʠ ʚ ʇʨʦʜʫʢʪ ʤʦʞʥʦ: 

 ʥʘʞʘʚ ʥʘ ʠʢʦʥʢʫ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘ ʚ ʦʢʥʝ ʚʳʙʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʚʳʙʨʘʚ 
ʧʨʝʜʣʦʞʝʥʠʝ Login (ʈʠʩʫʥʦʢ 23) 

 ʣʠʙʦ ʧʦʩʣʝ ʚʭʦʜʘ ʚ ʆʉ, ʥʘʞʘʚ ʥʘ ʠʢʦʥʢʫ ʩʪʘʪʫʩʘ ʇʨʦʜʫʢʪʘ ʚ ʧʘʥʝʣʠ ʟʘʜʘʯ 
(ʩʤ. ʨʘʟʜʝʣ çLogin/Logoutè. 

 

ʈʠʩʫʥʦʢ 23 
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6.1. ʁʦʫʞʩʙʣʫʡʛʦʴʢ ʩʞʟʡʥ ʤʧʜʡʦʙ ʛ ʈʩʧʝʬʣʫ 

ʇʨʠ ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʳ ʦʪʢʨʳʚʘʝʪʩʷ ʦʢʥʦ ʜʣʷ ʚʚʦʜʘ ʠ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʈʠʩʫʥʦʢ 24). 
ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʴ ʷʚʣʷʝʪʩʷ ʧʫʩʪʳʤ. 

 

ʈʠʩʫʥʦʢ 24 

 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ Change Password ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ 
ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

 

 

ʈʠʩʫʥʦʢ 25 

 

ɼʣʷ ʩʤʝʥʳ ʧʘʨʦʣʷ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʩʪʘʨʳʡ ʧʘʨʦʣʴ ʠ ʥʦʚʳʡ ʩ ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ 
ʧʨʘʚʠʣʴʥʦʩʪʠ ʥʦʚʦʛʦ ʧʘʨʦʣʷ. ɽʩʣʠ ʩʪʘʨʳʡ ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʪʨʠʞʜʳ ʥʝʧʨʘʚʠʣʴʥʦ, ʪʦ 
ʢʘʞʜʘʷ ʧʦʩʣʝʜʫʶʱʘʷ ʧʦʧʳʪʢʘ ʚʚʦʜʘ ʧʘʨʦʣʷ ʙʫʜʝʪ ʧʨʝʨʳʚʘʪʴʩʷ ʧʘʫʟʦʡ ʥʘ 
ʧʦʣʤʠʥʫʪʳ. 

ʇʨʠ ʫʩʧʝʰʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʧʨʦʜʫʢʪ ʟʘʛʨʫʞʘʝʪʩʷ ʣʦʢʘʣʴʥʘʷ 
ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʜʘʥʥʘʷ ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʠ 
ʥʘʭʦʜʷʱʘʷʩʷ ʚ ʙʘʟʝ ʇʨʦʜʫʢʪʘ. 

ʉʧʝʮʠʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ Log-off policy, ʢʦʪʦʨʘʷ ʟʘʜʘʝʪʩʷ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ, ʟʘʛʨʫʞʘʝʪʩʷ ʚ 
ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

 ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʚʚʝʣ ʩʚʦʡ ʧʘʨʦʣʴ 

 ʧʨʠ ʚʚʦʜʝ ʥʝʚʝʨʥʦʛʦ ʧʘʨʦʣʷ ʪʨʠ ʨʘʟʘ 

 ʧʨʠ ʦʪʢʘʟʝ ʦʪ ʨʝʛʠʩʪʨʘʮʠʠ (login), ʝʩʣʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ Cancel 

 ʧʨʠ ʚʳʭʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʩʠʩʪʝʤʳ 

 ʧʨʠ ʩʤʝʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʦʣʠʪʠʢʘ Log-off policy ʘʛʝʥʪ ʨʘʙʦʪʘʝʪ ʧʦ ʦʜʥʦʤʫ ʠʟ ʜʚʫʭ ʧʨʘʚʠʣ: 

 ʧʨʘʚʠʣʦ Drop All  ï ʫʜʘʣʷʪʴ ʣʶʙʦʡ ʪʨʘʬʠʢ, ʧʨʠʭʦʜʷʱʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

 ʧʨʘʚʠʣʦ Default Driver Poli cy (DDP)  ï ʧʦʣʠʪʠʢʘ ʜʨʘʡʚʝʨʘ ʧʦ 

ʫʤʦʣʯʘʥʠʶ, ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʦʜʥʦ ʠʟ ʜʚʫʭ ʟʥʘʯʝʥʠʡ: 

 ʧʨʘʚʠʣʦ Passall  ï ʧʨʦʧʫʩʢʘʪʴ ʚʩʝ ʧʘʢʝʪʳ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 
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 ʧʨʘʚʠʣʦ PassDHCP ï ʧʨʦʧʫʩʢʘʪʴ ʧʘʢʝʪʳ ʪʦʣʴʢʦ ʧʦ ʧʨʦʪʦʢʦʣʫ DHCP. 

ʊʨʘʬʠʢ DHCP ʧʨʦʧʫʩʢʘʝʪʩʷ  ʜʣʷ ʥʘʩʪʨʦʡʢʠ TCP/IP ʩʪʝʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ 
DHCP. 

ʇʦʣʠʪʠʢʘ Default Driver Policy (DDP), ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ, 
ʟʘʛʨʫʞʘʝʪʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

 ʧʨʠ ʦʰʠʙʦʯʥʦʡ ʟʘʛʨʫʟʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ï ʜʦ ʩʪʘʨʪʘ VPN ʩʝʨʚʠʩʘ 

 ʧʨʠ ʦʩʪʘʥʦʚʢʝ VPN ʩʝʨʚʠʩʘ. 

 

 

6.2. ʆʞʡʦʫʞʩʙʣʫʡʛʦʴʢ ʩʞʟʡʥ ʤʧʜʡʦʙ ʛ 
ʈʩʧʝʬʣʫ 

ʇʨʠ ʥʝʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦʧʳʪʢʘ 
ʣʦʛʠʥʘ ʩ ʧʫʩʪʳʤ ʧʘʨʦʣʝʤ (ʚ ʢʘʯʝʩʪʚ ʧʘʨʦʣʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʫʩʪʘʷ ʩʪʨʦʢʘ). ʇʨʠ 
ʫʩʧʝʰʥʦʤ ʣʦʛʠʥʝ ʦʢʥʦ ʩ ʟʘʧʨʦʩʦʤ ʧʘʨʦʣʷ (ʈʠʩʫʥʦʢ 24) ʥʝ ʧʦʷʚʣʷʝʪʩʷ. ʇʨʠ 
ʥʝʫʩʧʝʰʥʦʤ ʣʦʛʠʥʝ ʇʨʦʜʫʢʪ ʚʝʜʝʪ ʩʝʙʷ ʢʘʢ ʧʨʠ ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʣʦʛʠʥʝ - ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʦʢʥʦ ʟʘʧʨʦʩʘ ʧʘʨʦʣʷ.  

ʇʨʠ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʇʨʦʜʫʢʪʝ CSP VPN Client ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ 
ʣʦʛʠʥʘ ʥʘ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ. ɺʢʣʶʯʝʥʠʝ ʥʝʠʥʪʝʨʘʢʪʠʚʥʦʛʦ ʨʝʞʠʤʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʫʩʪʘʥʦʚʢʦʡ ʟʥʘʯʝʥʠʷ, ʦʪʣʠʯʥʦʛʦ ʦʪ 0, ʧʝʨʝʤʝʥʥʦʡ ʚ ʨʝʝʩʪʨʝ NonInteractiveLogin: 

HKEY_LOCL_MACHINE\ SOFTWARE\ VPN Agent \ NonInteractive Login.  

ʇʨʠ ʟʥʘʯʝʥʠʠ 0 ʙʫʜʝʪ ʚʢʣʶʯʝʥ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

 

 

6.3. ɻʩʞʥʸ ʡʦʡʯʡʙʤʡʠʙʯʡʡ VPN ʪʞʩʛʡʪʙ 

 

ɺ ʆʉ Windows XP ʠ Windows Vista ʤʦʞʥʦ ʟʘʜʘʪʴ ʚʨʝʤʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ VPN ʩʝʨʚʠʩʘ 

ʚ ʨʝʝʩʪʨʝ ʧʨʠ ʧʦʤʦʱʠ ʧʝʨʝʤʝʥʥʦʡ MaxServiceStartTimeout : 

HKEY_LOCL_MACHINE\ SOFTWARE\ VPN Agent \ MaxServiceStartTimeout  

ʕʪʘ ʧʝʨʝʤʝʥʥʘʷ ʟʘʜʘʝʪ ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ, ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ VPN ʩʝʨʚʠʩʘ 
ʢ ʨʘʙʦʪʝ. ɽʩʣʠ ʵʪʘ ʧʝʨʝʤʝʥʥʘʷ ʥʝ ʟʘʜʘʥʘ, ʪʦ ʧʨʠʥʠʤʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʨʘʚʥʦʝ 30 ʩʝʢʫʥʜʘʤ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʤʦʞʥʦ ʟʘʜʘʪʴ ï 600 ʩʝʢʫʥʜ. 
ʇʨʠ ʟʘʜʘʥʠʠ ʙʦʣʴʰʝʛʦ ʟʥʘʯʝʥʠʷ ï ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʚ 600 ʩʝʢʫʥʜ. 
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6.4. ʁʠʥʞʦʞʦʡʞ ʨʧʤʧʟʞʦʡʸ ʡʣʧʦʣʡ ʫʞʣʬʲʞʜʧ 
ʪʫʙʫʬʪʙ ʈʩʧʝʬʣʫʙ 

ɺ ʦʢʥʝ ʚʳʙʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʈʠʩʫʥʦʢ 20) ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ, ʦʪʦʙʨʘʞʘʶʱʝʡ ʪʝʢʫʱʠʡ 
ʩʪʘʪʫʩ ʇʨʦʜʫʢʪʘ, ʝʩʣʠ ʦʥʦ ʥʝʫʜʦʙʥʦ, ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʩ ʧʦʤʦʱʴʶ ʧʝʨʝʤʝʥʥʦʡ ʚ 
ʨʝʝʩʪʨʝ: 

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Authen

tication \ PLAP Providers \ {7026F7B9 - 3C2E- 4b80 - A62E-

69645BFF1190} \ Position  

ɿʥʘʯʝʥʠʝʤ ʧʝʨʝʤʝʥʥʦʡ Position  ʷʚʣʷʝʪʩʷ ʩʪʨʦʢʘ ʬʦʨʤʘʪʘ: 

<int_x>,<int_y>  

ʛʜʝ  

int_x ï ʮʝʣʦʝ ʯʠʩʣʦ, ʟʘʜʘʶʱʝʝ ʩʤʝʱʝʥʠʝ ʠʢʦʥʢʠ ʧʦ ʛʦʨʠʟʦʥʪʘʣʴʥʦʡ ʦʩʠ, 

ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ: 

0 - ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʟʘʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ ʫʯʝʪʦʤ ʨʘʟʥʳʭ ʧʘʨʘʤʝʪʨʦʚ 

ʧʦʣʦʞʠʪ.ʟʥʘʯ. ï ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʣʝʚʦʡ 
ʩʪʦʨʦʥʳ ʵʢʨʘʥʘ 

ʦʪʨʠʮʘʪ.ʟʥʘʯ. ï ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʘʚʦʡ 
ʩʪʦʨʦʥʳ ʵʢʨʘʥʘ 

int_y  ï ʮʝʣʦʝ ʯʠʩʣʦ, ʟʘʜʘʶʱʝʝ ʩʤʝʱʝʥʠʝ ʠʢʦʥʢʠ ʧʦ ʚʝʨʪʠʢʘʣʴʥʦʡ ʦʩʠ, 

ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ: 

0 - ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʟʘʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ ʫʯʝʪʦʤ ʨʘʟʥʳʭ ʧʘʨʘʤʝʪʨʦʚ 

ʧʦʣʦʞʠʪ.ʟʥʘʯ. ï ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʚʝʨʭʥʝʡ 
ʩʪʦʨʦʥʳ ʵʢʨʘʥʘ 

ʦʪʨʠʮʘʪ.ʟʥʘʯ. ï ʧʦʣʦʞʝʥʠʝ ʠʢʦʥʢʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʠʞʥʝʡ 
ʩʪʦʨʦʥʳ ʵʢʨʘʥʘ. 
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6.5. ɹʛʫʧʥʙʫʡʠʙʯʡʸ ʛʮʧʝʙ ʛ ʇʊ Windows XP 

ɼʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʫ MS Windows XP (ʥʝ ʧʦʷʚʣʷʝʪʩʷ 
ʦʢʥʦ Log On to Windows) ʚʳʧʦʣʥʠʪʝ ʥʘʩʪʨʦʡʢʠ, ʦʧʠʩʘʥʥʳʝ ʜʣʷ ʆʉ Windows XP ʧʦ 
ʘʜʨʝʩʫ: 

http :// support . microsoft . com/? kbid =315231  

 

ʆʧʠʰʝʤ ʜʣʷ Windows XP ʥʘʩʪʨʦʡʢʠ ʪʨʝʭ ʧʝʨʝʤʝʥʥʳʭ ʚ ʈʝʜʘʢʪʦʨʝ ʨʝʝʩʪʨʘ: 

 ʥʘʞʤʠʪʝ ʇʫʩʢ ï ɺʳʧʦʣʥʠʪʴ, ʚʚʝʜʠʪʝ reg edit , ʥʘʞʤʠʪʝ ʆʂ 

 ʚ ʨʝʝʩʪʨʝ ʚʦʡʜʠʪʝ ʚ ʢʣʶʯ 

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ WindowsNT\ CurrentVersion \  

Winlogon  

 ʧʦʩʣʝ ʜʚʦʡʥʦʛʦ ʢʣʠʢʘ ʥʘ ʧʝʨʝʤʝʥʥʦʡ DefaultUserName , ʚ ʦʪʢʨʳʚʰʝʤʩʷ 

ʦʢʥʝ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʚʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʘʞʤʠʪʝ ʆʂ 

 ʜʚʦʡʥʳʤ ʢʣʠʢʦʤ ʥʘ ʧʝʨʝʤʝʥʥʦʡ DefaultPassword  ʚ ʦʢʥʝ ʀʟʤʝʥʝʥʠʝ 

ʩʪʨʦʢʦʚʦʛʦ ʧʘʨʘʤʝʪʨʘ ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʝʩʣʠ ʵʪʘ 

ʧʝʨʝʤʝʥʥʘʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʩʦʟʜʘʡʪʝ ʝʝ: 

 ʚ ʦʢʥʝ ʈʝʜʘʢʪʦʨ ʈʝʝʩʪʨʘ ʚʦʡʜʠʪʝ ʚ ʤʝʥʶ ʇʨʘʚʢʘ, ʚʳʙʝʨʠʪʝ 

ʧʨʝʜʣʦʞʝʥʠʝ ʉʦʟʜʘʪʴ ï ʉʪʨʦʢʦʚʳʡ ʧʘʨʘʤʝʪʨ 

 ʥʘʧʝʯʘʪʘʡʪʝ ʠʤʷ ʧʝʨʝʤʝʥʥʦʡ  - DefaultPassword ʠ ʥʘʞʤʠʪʝ Enter  

 ʜʚʦʡʥʳʤ ʢʣʠʢʦʤ ʥʘ ʵʪʦʡ ʧʝʨʝʤʝʥʥʦʡ ʦʪʢʨʦʡʪʝ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʚʚʝʜʠʪʝ 
ʧʘʨʦʣʴ 

 ʜʚʦʡʥʦʡ ʢʣʠʢ ʥʘ ʧʝʨʝʤʝʥʥʦʡ AutoAdminLogon  ʦʪʢʨʦʝʪ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʚ 

ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʚʚʝʜʠʪʝ ʟʥʘʯʝʥʠʝ 1 ʠ ʥʘʞʤʠʪʝ ʆʂ, ʝʩʣʠ ʵʪʘ ʧʝʨʝʤʝʥʥʘʷ 

ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʩʦʟʜʘʡʪʝ ʝʝ 

 ɺʳʡʜʠʪʝ ʠʟ ʈʝʜʘʢʪʦʨʘ ʨʝʝʩʪʨʘ 

 ʅʘʞʤʠʪʝ ʇʫʩʢ ï ʇʝʨʝʟʘʛʨʫʟʢʘ ï OK. 

ʇʦʩʣʝ ʵʪʦʛʦ ʚʭʦʜ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʫ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

 

http://support.microsoft.com/?kbid=315231
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7. ʇʫʧʚʩʙʟʞʦʡʞ ʫʞʣʬʲʞʜʧ ʪʫʙʫʬʪʙ 
ʨʩʧʝʬʣʫʙ 

ʊʝʢʫʠɦʡ ʩʪʘʪʫʩ ʧʨʦʜʫʢʪʘ ʦʪʦʙʨʘʞʘʝʪ ʠʢʦʥʢʘ, ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʚ ʧʘʥʝʣʠ ʟʘʜʘʯ. ʕʪʘ 
ʠʢʦʥʢʘ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʩʝʨʚʠʩʘ ʠ ʫʜʘʣʷʝʪʩʷ ʧʨʠ ʝʛʦ ʦʩʪʘʥʦʚʢʝ. 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʣʩʷ, ʪʦ ʠʢʦʥʢʘ ʠʤʝʝʪ ʚʠʜ:  

 

ʈʠʩʫʥʦʢ 26 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʣʩʷ, ʥʦ ʧʨʦʜʫʢʪ ʥʝ ʠʤʝʝʪ ʥʠ ʦʜʥʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ 
ʩʦʝʜʠʥʝʥʠʷ ï ʠʢʦʥʢʘ ʧʨʠʥʠʤʘʝʪ ʚʠʜ: 

 

ʈʠʩʫʥʦʢ 27 

ʂʦʛʜʘ ʧʦʷʚʣʷʝʪʩʷ ʭʦʪʷ ʙʳ ʦʜʥʦ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ, ʥʦ ʪʨʘʬʠʢ ʧʦ ʵʪʠʤ 
ʩʦʝʜʠʥʝʥʠʷʤ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʥʘ ʠʢʦʥʢʝ ʠʟʤʝʥʷʝʪʩʷ ʮʚʝʪ "ʩʦʝʜʠʥʝʥʠʷ" ʩ ʩʝʨʦʛʦ ʥʘ 
ʟʝʣʝʥʳʡ: 

 

ʈʠʩʫʥʦʢ 28 

ɽʩʣʠ ʧʨʦʜʫʢʪ ʠʤʝʝʪ ʭʦʪʷ ʙʳ ʦʜʥʦ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʪʨʘʬʠʢ 
ʧʦ ʵʪʠʤ ʩʦʝʜʠʥʝʥʠʷʤ, ʪʦ ʥʘ ʠʢʦʥʢʝ ʠʟʤʝʥʷʝʪʩʷ ʮʚʝʪ "ʤʦʥʠʪʦʨʘ" ʩ ʩʠʥʝʛʦ ʥʘ 
ʙʠʨʶʟʦʚʳʡ: 

 

ʈʠʩʫʥʦʢ 29 

ʇʨʠ ʥʘʚʝʜʝʥʠʝ ʤʳʰʢʠ ʥʘ ʠʢʦʥʢʫ ʚʩʧʣʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʦʣʠʯʝʩʪʚʝ "ʞʠʚʳʭ" SA 
(ʩʫʱʝʩʪʚʫʶʱʠʭ ʥʘ ʤʦʤʝʥʪ ʥʘʚʝʜʝʥʠʷ ʤʳʰʢʠ ʥʘ ʠʢʦʥʢʫ) ʠ ʢʦʣʠʯʝʩʪʚʝ ʙʘʡʪ 
ʦʙʨʘʙʦʪʘʥʥʦʛʦ ʪʨʘʬʠʢʘ ʧʦ ʚʩʝʤ ʩʫʱʝʩʪʚʦʚʘʚʰʠʤ ʠ ʩʫʱʝʩʪʚʫʶʱʠʤ SA ʩ ʤʦʤʝʥʪʘ 
ʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ.  

 
ʈʠʩʫʥʦʢ 30 
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7.1. Login/Logout 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʠʢʦʥʢʫ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʦʪʢʨʳʚʘʝʪʩʷ ʤʝʥʶ ʩʣʝʜʫʶʱʝʛʦ ʚʠʜʘ: 

 

ʈʠʩʫʥʦʢ 31 

 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ (ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʣʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʣʠ ʥʝʪ) 

ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ ʧʨʝʜʣʦʞʝʥʠʝ Login  ʠʣʠ Logout .  

ʇʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Login ʧʦʷʚʠʪʩʷ ʦʢʥʦ ʚʚʦʜʘ ʧʘʨʦʣʷ (ʈʠʩʫʥʦʢ 24) ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ. 

ʇʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Logout  ʚʳʧʦʣʥʠʪʩʷ ʩʣʝʜʫʶʱʝʝ: 

 ʙʫʜʫʪ ʫʥʠʯʪʦʞʝʥʳ ʚʩʝ ʩʫʱʝʩʪʚʫʶʱʠʝ SA ʩ ʜʘʥʥʳʤ ʢʣʠʝʥʪʦʤ 

 ʟʘʛʨʫʟʠʪʩʷ ʩʧʝʮʠʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ Log-off policy 

 ʧʨʝʜʣʦʞʝʥʠʝ Logout  ʠʟʤʝʥʠʪʩʷ ʥʘ Login . 

 

 

7.2. SA Information 

ʇʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Show SA Information  ï ʧʦʷʚʠʪʩʷ ʦʢʥʦ ʤʦʥʠʪʦʨʘ 

ʩʦʟʜʘʥʥʳʭ SA ʚʠʜʘ: 

 

ʈʠʩʫʥʦʢ 32 
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ʛʜʝ: 

IKE SA ï ʩʧʠʩʦʢ ISAKMP SA. ɺʳʚʦʜʷʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʦʣʷ: 

 N ï ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʚ ʪʘʙʣʠʮʝ 

 ID  ï ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ SA 

 Local IP Addresses  ï ʣʦʢʘʣʴʥʳʝ ʘʜʨʝʩʘ 

 Local port  ï ʣʦʢʘʣʴʥʳʡ IKE ʧʦʨʪ 

 Partner IP Addresses  ï ʧʘʨʪʥʝʨʩʢʠʝ ʘʜʨʝʩʘ 

 Partner port  ï ʧʘʨʪʥʝʨʩʢʠʡ IKE ʧʦʨʪ 

 State  ï ʩʦʩʪʦʷʥʠʝ SA: 

 incomplete  ï ʥʝʜʦʩʪʨʦʝʥʥʳʡ 

 ready ï ʨʘʙʦʯʠʡ 

 configuration  ï ʠʟʤʝʥʷʝʤʳʡ 

 deletion  ï ʫʜʘʣʷʝʤʳʡ 

 unknown  ï ʥʝʠʟʚʝʩʪʥʦʝ ʩʦʩʪʦʷʥʠʝ (ʥʝ ʜʦʣʞʥʦ ʚʳʚʦʜʠʪʩʷ) 

 Sent bytes ï ʢʦʣʠʯʝʩʪʚʦ ʦʪʦʩʣʘʥʥʳʭ ʙʘʡʪ 

 Receiv ed bytes  ï ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʯʝʥʥʳʭ ʙʘʡʪ 

IPsec SA ï ʩʧʠʩʦʢ IPsec SA ʩ ʧʦʣʷʤʠ: 

 N ï ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʚ ʪʘʙʣʠʮʝ 

 ID  ï ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ SA 

 Local IP Addresses  ï ʣʦʢʘʣʴʥʳʝ ʘʜʨʝʩʘ 

 Local ports  ï ʣʦʢʘʣʴʥʳʝ ʧʦʨʪʳ 

 Partner IP Addresses  ï ʧʘʨʪʥʝʨʩʢʠʝ ʘʜʨʝʩʘ 

 Partn er ports ï ʧʘʨʪʥʝʨʩʢʠʝ ʧʦʨʪʳ 

 Protocols ï ʩʝʪʝʚʳʝ ʧʨʦʪʦʢʦʣʳ 

 Action  ï ʪʠʧ ʘʢʮʠʠ: 

 AH 

 ESP 

 AH+ESP 

 Type  ï ʪʠʧ ʩʦʝʜʠʥʝʥʠʷ: 

 transport  

 tunnel  

 Sent bytes  ï ʢʦʣʠʯʝʩʪʚʦ ʦʪʦʩʣʘʥʥʳʭ ʙʘʡʪ 

 Received bytes  ï ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʯʝʥʥʳʭ ʙʘʡʪ 

Update timeout (sec) ï ʚʨʝʤʷ, ʯʝʨʝʟ ʢʦʪʦʨʦʝ ʙʫʜʫʪ ʦʙʥʦʚʣʷʪʴʩʷ ʜʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʦ 
ʩʦʟʜʘʥʥʳʭ SA. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ  1..9999, ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ - 2.  

 

ʇʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ About  ʚ ʤʝʥʶ ʚʳʚʦʜʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʝʨʩʠʠ ʧʨʦʜʫʢʪʘ: 

 

ʈʠʩʫʥʦʢ 33 
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8. ɽʞʡʦʪʫʙʤʤʸʯʡʸ CSP VPN Client 

ɼʝʠʥʩʪʘʣʣʷʮʠʷ CSP VPN Client ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ï ʚʳʟʦʚʦʤ ʤʦʜʫʣʷ Add/Remove Programs ʠ ʚʳʙʦʨʦʤ ʠʟ ʩʧʠʩʢʘ 
ʩʪʨʦʢʠ CSP VPN Client. 

ʇʨʠ ʜʝʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʧʨʦʠʩʭʦʜʠʪ ʚʢʣʶʯʝʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʝʨʚʠʩʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩ IPsec ʠ IKE. ɺ Windows XP ï ʵʪʦ ʉʣʫʞʙʘ IPSEC, ʚ Windows Vista ï ʵʪʦ 
ʉʣʫʞʙʘ çʄʦʜʫʣʠ ʢʣʶʯʝʡ IPsec ʜʣʷ ʦʙʤʝʥʘ ʢʣʶʯʘʤʠ ʚ ʀʥʪʝʨʥʝʪʝ ʠ ʧʨʦʪʦʢʦʣʘ IP ʩ 
ʧʨʦʚʝʨʢʦʡ ʧʦʜʣʠʥʥʦʩʪʠè. 

 

ɺ Windows Vista ʧʨʠ ʜʝʠʥʩʪʘʣʣʷʮʠʠ CSP VPN Client ʚʳʜʘʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 34) 
ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʜʝʠʥʩʪʘʣʣʷʪʦʨʘ. 

 

ʈʠʩʫʥʦʢ 34 
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9. ʊʨʞʯʡʙʤʡʠʡʩʧʛʙʦʦʴʞ ʣʧʥʙʦʝʴ 

ʇʨʦʛʨʘʤʤʥʳʝ ʫʪʠʣʠʪʳ, ʚʭʦʜʷʱʠʝ ʚ ʩʦʩʪʘʚ ʧʨʦʜʫʢʪʘ CSP VPN Client: 

cert_sh ow 

cert_check  

client_login  

client_logout  

pwd_change  

key_show  

lsp_show  

lsp_reload  

log_show  

dp_show 

sa _show 

klogview  

 

 

ɺ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ MicrosoftÈ Windows ʚʳʧʦʣʥʝʥʠʝ ʵʪʠʭ ʢʦʤʘʥʜ ʤʦʞʥʦ 
ʧʨʦʠʟʚʦʜʠʪʴ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʧʝʨʝʡʜʠʪʝ ʚ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ 

ʫʪʠʣʠʪʘ: C: \ Programs Files \ CSP VPN Client.  
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9.1. cert_show 

 

ʂʦʤʘʥʜʘ cert_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ 

ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (CRL), ʣʝʞʘʱʠʭ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ.  

 

ʊʡʦʫʙʣʪʡʪ cert_show  

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ.  

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʦʟʥʘʢʦʤʣʝʥʠʷ ʩʦ ʩʧʠʩʢʦʤ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ CRL, 
ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʚʳʚʝʜʝʥ ʥʫʤʝʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ CRL. 
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9.2. cert_check 

 

ʂʦʤʘʥʜʘ cert_check  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ 

ʙʘʟʝ ʧʨʦʜʫʢʪʘ. 

 

ʊʡʦʫʙʣʪʡʪ  cert_check  

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ʇʨʦʚʝʨʷʶʪʩʷ ʚʩʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ. 

ʋʪʠʣʠʪʘ ʚʳʚʦʜʠʪ ʩʦʩʪʦʷʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ "Active"  ʠʣʠ " I nactive".  ɺ ʩʣʫʯʘʝ, ʝʩʣʠ 

ʩʝʨʪʠʬʠʢʘʪ ʠʤʝʝʪ ʩʦʩʪʦʷʥʠʝ " Ina ctive",  ʪʦ ʚʳʚʦʜʠʪʩʷ ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʧʨʠʯʠʥʳ 

ʥʝʘʢʪʠʚʥʦʩʪʠ: 

 Certificate is invalid  ï ʥʝʚʝʨʥʳʡ ʬʦʨʤʘʪ ʩʝʨʪʠʬʠʢʘʪʘ  

 Certificate is expired ïʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠʩʪʝʢ ʠʣʠ ʝʱʝ ʥʝ 

ʥʘʩʪʫʧʠʣ 

 Certificat e is revoked  ï ʩʝʨʪʠʬʠʢʘʪ ʦʪʦʟʚʘʥ  

 Certificate can not be verified  ï ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʫʜʘʝʪʩʷ ʧʨʦʚʝʨʠʪʴ: 

 ʚ ʙʘʟʝ ʦʪʩʫʪʩʪʚʫʝʪ ʩʝʨʪʠʬʠʢʘʪ(ʳ) ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ 
ʩ ʢʦʨʨʝʢʪʥʳʤ ʢʦʥʝʯʥʳʤ CA ʩʝʨʪʠʬʠʢʘʪʦʤ, ʢʦʪʦʨʦʤʫ ʤʳ ʜʦʚʝʨʷʝʤ 

 ʚ ʙʘʟʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʛʦ CRL ʜʣ̫ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʠʟ ʩʝʨʪʠʬʠʢʘʪʦʚ 
ʮʝʧʦʯʢʠ, ʧʦʜʦʙʥʘʷ ʩʠʪʫʘʮʠʷ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʧʨʦʚʝʨʢʠ 
CRLs (ʟʘʛʨʫʞʝʥʘ DDP ʠʣʠ ʚ ʟʘʛʨʫʞʝʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʷʚʥʦ ʟʘʜʘʥʦ 
CRLHandlingMode = ENABLE) 

 Private key container is not accessible  ï ʥʝʪ ʜʦʩʪʫʧʘ ʢ ʢʦʥʪʝʡʥʝʨʫ 

ʩ ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ 

 Private key is not accessible  ï ʥʝʪ ʜʦʩʪʫʧʘ ʢ ʩʝʢʨʝʪʥʦʤʫ ʢʣʶʯʫ 

 Private key is not accessible  ï ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʥʝ ʧʦʜʭʦʜʠʪ ʢ 

ʩʝʨʪʠʬʠʢʘʪʫ 

 It is certificate request  ï ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʷʚʣʷʝʪʩʷ ʩʝʨʪʠʬʠʢʘʪʥʳʤ 

ʟʘʧʨʦʩʦʤ. 
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9.3. client_login 

 

ʂʦʤʘʥʜʘ client_login  ʟʘʧʫʩʢʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʣʦʛʠʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 

ʩʠʩʪʝʤʫ ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ GUI-ʧʨʠʣʦʞʝʥʠʝ (ʈʠʩʫʥʦʢ 24), ʚ ʢʦʪʦʨʦʤ ʥʫʞʥʦ ʚʚʝʩʪʠ 
ʧʘʨʦʣʴ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʕʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʢʘʝʪʩʷ ʠ ʧʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Login ʚ ʤʝʥʶ (ʈʠʩʫʥʦʢ 31), 
ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʩʷ ʥʘ ʠʢʦʥʢʝ ʚ ʧʘʥʝʣʠ ʟʘʜʘʯ ʧʨʠ ʨʘʙʦʪʘʶʱʝʤ ʩʝʨʚʠʩʝ ʧʦʩʣʝ ʪʦʛʦ, 
ʢʘʢ ʙʳʣʦ ʚʳʙʨʘʥʦ ʧʨʝʜʣʦʞʝʥʠʝ Logout. 

ʄʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʠ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ʊʡʦʫʙʣʪʡʪ  client _login  
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9.4. client_logout 

 

ʂʦʤʘʥʜʘ client_logout ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʟʘʚʝʨʰʝʥʠʷ ʩʝʩʩʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʵʪʦʤ 
ʧʨʦʠʟʚʦʜʠʪʩʷ ʟʘʛʨʫʟʢʘ ʧʦʣʠʪʠʢʠ Log-off Policy.  

ʕʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʠ ʚʳʙʦʨʝ ʧʨʝʜʣʦʞʝʥʠʷ Logout ʚ ʤʝʥʶ (ʈʠʩʫʥʦʢ 31), 
ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʩʷ ʥʘ ʠʢʦʥʢʝ ʚ ʧʘʥʝʣʠ ʟʘʜʘʯ ʧʨʠ ʨʘʙʦʪʘʶʱʝʤ ʩʝʨʚʠʩʝ ʧʦʩʣʝ ʪʦʛʦ, 
ʢʘʢ ʙʳʣʦ ʚʳʙʨʘʥʦ ʧʨʝʜʣʦʞʝʥʠʝ Login. ɺʦʟʤʦʞʝʥ ʟʘʧʫʩʢ ʢʦʤʘʥʜʳ ʚʨʫʯʥʫʶ. 

 

ʊʡʦʫʙʣʪʡʪ  client _logout  

 

 

ʈʩʡʥʞʩ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʧʫʩʢʘ ʚʨʫʯʥʫʶ ʢʦʤʘʥʜʳ client_logout : 

client_logout   

Logout  OK 
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9.5. pwd_change 

 

ʂʦʤʘʥʜʘ pwd_change ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʘ 

ʢʦʤʘʥʜʘ ʟʘʧʫʩʢʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ Change Password... ʚ ʦʢʥʝ 

ʣʦʛʠʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʈʠʩʫʥʦʢ 24) ʠ ʚʳʟʦʚʦʤ ʦʢʥʘ Change Password  (ʈʠʩʫʥʦʢ 25) 

ʜʣʷ ʚʚʦʜʘ ʩʪʘʨʦʛʦ ʠ ʥʦʚʦʛʦ ʧʘʨʦʣʷ. ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʟʘʧʫʩʢʘʪʴ ʠ ʚʨʫʯʥʫʶ. 

 

ʊʡʦʫʙʣʪʡʪ pwd_change  [ old _user _PWD new_user _PWD]  

 

old_user_PWD  ʩʪʘʨʳʡ ʧʘʨʦʣʴ 

new_user_PWD ʥʦʚʳʡ ʧʘʨʦʣʴ 

 

ɽʩʣʠ ʥʝ ʟʘʜʘʪʴ ʩʪʘʨʳʡ ʠ ʥʦʚʳʡ ʧʘʨʦʣʴ, ʪʦ ʚ ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ ʦʥʠ ʙʫʜʫʪ 
ʟʘʧʨʦʰʝʥʳ. ʇʨʠ ʚʚʦʜʝ ʩʠʤʚʦʣʦʚ ʠʭ ʧʝʯʘʪʴ ʥʘ ʢʦʥʩʦʣʴ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. ʅʦʚʳʡ 
ʧʘʨʦʣʴ ʙʫʜʝʪ ʟʘʧʨʦʰʝʥ ʜʚʘʞʜʳ ʚʦ ʠʟʙʝʞʘʥʠʝ ʦʰʠʙʢʠ.  

 

ʈʩʡʥʞʩ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

 

pwd_change  ñold_pwdò ñnew_pwdò 

New password is set successfully  

 

 

pwd_change  

Enter old password:  

Enter new password:  

Re- enter new password:  

New password is set successfully  
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9.6. key_show 

 

ʂʦʤʘʥʜʘ key_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ, 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʨʦʜʫʢʪʝ. 

 

ʊʡʦʫʙʣʪʡʪ key_show  

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ. 

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʦʟʥʘʢʦʤʣʝʥʠʷ ʩʦ ʩʧʠʩʢʦʤ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ 
ʢʣʶʯʝʡ, ʭʨʘʥʷʱʠʭʩʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʧʨʦʜʫʢʪʘ. 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʵʪʦʡ ʢʦʤʘʥʜʳ ʙʫʜʫʪ ʚʳʚʦʜʠʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ: 

 ʢʦʣʠʯʝʩʪʚʦ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ  

 ʜʣʷ ʢʘʞʜʦʛʦ ʢʣʶʯʘ: 

 ʠʤʷ ʢʣʶʯʘ 

 ʪʝʣʦ ʢʣʶʯʘ ʚ ʧʝʯʘʪʥʦʤ ʚʠʜʝ. ɽʩʣʠ ʪʝʣʦ ʢʣʶʯʘ ʩʦʜʝʨʞʠʪ ʥʝʧʝʯʘʪʥʳʝ 

ʩʠʤʚʦʣʳ, ʪʦ ʧʨʠ ʚʳʚʦʜʝ ʚ ʧʝʯʘʪʥʦʤ ʚʠʜʝ ʦʥʠ ʟʘʤʝʥʷʶʪʩʷ ʥʘ '.'  

(ʩʠʤʚʦʣ ʪʦʯʢʘ). 

 ʪʝʣʦ ʢʣʶʯʘ ʚ hex-ʧʨʝʜʩʪʘʚʣʝʥʠʠ.  

 

 

ʈʩʡʥʞʩ: 

Found  #1 keys .  

---- Key----  

Name   :        key1  

Content         testkey1..  

Content (hex):  746573746B6579310D0A  
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9.7. lsp_show 

 

ʂʦʤʘʥʜʘ lsp_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (LSP).  

 

ʊʡʦʫʙʣʪʡʪ lsp_show  

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ. 

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ     ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ɽʩʣʠ ʟʘʛʨʫʞʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʦ ʧʦ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ ʦʥʘ ʠ ʙʫʜʝʪ 
ʚʳʚʝʜʝʥʘ..  

ʇʨʠ ʧʨʦʩʤʦʪʨʝ ʢʦʥʬʠʛʫʨʘʮʠʶ ʤʦʞʥʦ ʩʦʭʨʘʥʠʪʴ ʚ ʬʘʡʣʝ, ʥʘʧʨʠʤʝʨ 

current_lsp.txt ʢʦʤʘʥʜʦʡ: 

 

lsp _show > current _lsp . txt  

 

ʇʦʣʠʪʠʢʫ DDP ʵʪʦʡ ʢʦʤʘʥʜʦʡ ʧʦʩʤʦʪʨʝʪʴ ʥʝʣʴʟʷ. 
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9.8. lsp_reload 

 

ʂʦʤʘʥʜʘ lsp_reload ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ LSP ʢʦʥʬʠʛʫʨʘʮʠʠ.  

 

ʊʡʦʫʙʣʪʡʪ lsp_reload  

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ lsp_reload  ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

 ʝʩʣʠ ʧʨʦʠʟʦʰʣʠ ʢʘʢʠʝ-ʪʦ ʠʟʤʝʥʝʥʠʷ ʚ ʩʝʨʪʠʬʠʢʘʪʘʭ, ʠʟʤʝʥʝʥʠʷ ʫ ʧʘʨʪʥʝʨʘ, 
ʫ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʨ. 

 ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʚʩʝʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʧʘʨʪʥʝʨʘʤʠ 

 ʚʦ ʚʥʝʰʪʘʪʥʳʭ ʩʠʪʫʘʮʠʷʭ ï ʟʘʚʠʩʘʥʠʝ ʧʨʦʜʫʢʪʘ ʠ ʜʨ. 

 

 

ʈʩʡʥʞʩ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʛʨʫʟʢʠ LSP ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʟ ʙʘʟʳ ʇʨʦʜʫʢʪʘ: 

lsp_reload  

LSP is reloaded successfully.  
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9.9. log_show 

 

ʂʦʤʘʥʜʘ log_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʡʢʠ ʫʨʦʚʥʷ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

 

ʊʡʦʫʙʣʪʡʪ log_ show 

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ. 

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ   ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ  ʚʳʚʦʜʠʪ ʪʝʢʫʱʠʡ  ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ: 

Log severity level: (3) err  
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9.10. dp_show  

 

ʂʦʤʘʥʜʘ dp_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘʩʪʨʦʝʢ ʧʦʣʠʪʠʢʠ 
Default Driver Policy.  

Default Driver Policy  ï ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʛʨʫʞʘʝʤʘʷ ʧʨʠ ʩʪʘʨʪʝ 

ʧʨʦʜʫʢʪʘ ʜʦ ʟʘʛʨʫʟʢʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʣʠ ʞʝ ʧʨʠ ʦʪʛʨʫʟʢʝ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

 passall -  ʧʨʦʧʫʩʢʘʪʴ ʚʝʩʴ ʪʨʘʬʠʢ 

 passdhcp  - ʧʨʦʧʫʩʢʘʪʴ ʪʦʣʴʢʦ DHCP ʧʘʢʝʪʳ 

 

ʊʡʦʫʙʣʪʡʪ dp_show  

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ. 

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʳʚʦʜʠʪ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʠʪʠʢʠ DDP, ʥʘʧʨʠʤʝʨ: 

Default Driver Policy : passall  
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9.11. sa_show 

 

ʂʦʤʘʥʜʘ sa_show  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʩʪʦʷʥʠʡ IPsec SA, ISAKMP SA, 

IKE info.  

 

ʊʡʦʫʙʣʪʡʪ sa_show [ - e]  

 

ʂʦʤʘʥʜʘ sa_show (ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʮʠʠ) ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʤʦʪʨʝʪʴ ʜʝʡʩʪʚʫʶʱʠʝ ʚ 
ʜʘʥʥʳʡ ʤʦʤʝʥʪ IPsec SA. 

ʂʦʤʘʥʜʘ sa_show -e ʚʳʚʦʜʠʪ ʧʦʣʥʫʶ ʠʥʬʦʨʤʘʮʠʶï IKE info, ISAKMP SA, IPsec SA. 

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ    ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʙʝʟ ʫʢʘʟʘʥʠʷ ʢʣʶʯʘ ʜʣʷ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ IPsec 
SA: 

 IPsec SA  - ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ IPsec SA ʠ ʜʣʷ ʢʘʞʜʦʛʦ ʩʦʝʜʠʥʝʥʠʷ:  

 ʦʧʠʩʘʥʠʝ ʧʘʨʪʥʝʨʦʚ (ʩʥʘʯʘʣʘ ʫʜʘʣʝʥʥʘʷ ʯʘʩʪʴ, ʟʘʪʝʤ ʣʦʢʘʣʴʥʘʷ) - IP-
ʘʜʨʝʩ ʠʣʠ ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʥʦʤʝʨ ʧʦʨʪʘ (ʝʩʣʠ ʥʦʤʝʨ ʧʦʨʪʘ ʥʝ 
ʫʢʘʟʘʥ, ʪʦ ʚʳʜʘʝʪʩʷ *) 

 ʥʦʤʝʨ ʧʨʦʪʦʢʦʣʘ (ʝʩʣʠ ʧʨʦʪʦʢʦʣ ʥʝ ʫʢʘʟʘʥ, ʪʦ ʚʳʚʦʜʠʪʩʷ * ) 

 ʦʧʠʩʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ï IPsec ʧʨʦʪʦʢʦʣ (AH|ESP|AH+ESP) 

 ʨʝʞʠʤ  tran(transport)|tunn(tunnel)  

 ʩʪʘʪʠʩʪʠʢʘ ʧʦ ʩʦʝʜʠʥʝʥʠʶ ï ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʠ ʧʨʠʥʷʪʳʭ ʙʘʡʪʦʚ. 

 

ʇʨʠ ʫʢʘʟʘʥʠʠ ʢʣʶʯʘ ïe ʚʳʚʦʜʠʪʩʷ ʧʦʣʥʘʷ ʠʥʬʦʨʤʘʮʠʷ: 

 IKE sessions: ni initiated, nr responded  ï ʢʦʣʠʯʝʩʪʚʦ 

ʥʝʟʘʚʝʨʰʝʥʥʳʭ IKE-ʦʙʤʝʥʦʚ: ni  - ʚ ʢʘʯʝʩʪʚʝ ʠʥʠʮʠʘʪʦʨʘ, nr  ï ʚ ʢʘʯʝʩʪʚʝ 

ʦʪʚʝʪʯʠʢʘ. 

 ISAKMP SA ï ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ISAKMP SA ʠ ʜʣʷ ʢʘʞʜʦʛʦ ʩʦʝʜʠʥʝʥʠʷ:  

 ʦʧʠʩʘʥʠʝ ʧʘʨʪʥʝʨʦʚ (ʩʥʘʯʘʣʘ ʫʜʘʣʝʥʥʳʡ, ʟʘʪʝʤ ʣʦʢʘʣʴʥʳʡ) ï IP-ʘʜʨʝʩ, 
ʥʦʤʝʨ ʧʦʨʪʘ 

 ʩʦʩʪʦʷʥʠʝ SA: 

 incomplete  ï ʝʱʝ ʥʝʜʦʩʦʟʜʘʥʥʳʡ  

 configuration  ï ʜʣʷ ʜʘʥʥʦʛʦ SA ʧʨʦʚʦʜʠʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʘ ̫

ʥʘʩʪʨʦʡʢʘ (IKECFG XAuth, etc.)  

 ready  ï ʛʦʪʦʚʳʡ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ SA 

 deletion ï SA ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʧʦʜʛʦʪʦʚʣʝʥ ʢ ʫʜʘʣʝʥʠʶ. 

 ʩʪʘʪʠʩʪʠʢʘ ʧʦ ʩʦʝʜʠʥʝʥʠʶ ï ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʠ ʧʨʠʥʷʪʳʭ ʙʘʡʪʦʚ. 

 IPsec SA  ï ʚʳʚʦʜʠʪʩʷ  ʠʥʬʦʨʤʘʮʠʷ ʦʙ IPsec SA. 

 

ʈʩʡʥʞʩ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ sa_show ïe:  

 

IKE sessions: 0 initiated, 0 responded  

 

ISAKMP SA Num (Remote Addr,Port) - (Local Addr,Potr) State Sent Rec   

(ʟʘʛʦʣʦʚʦʢ ʚʳʚʦʜʘ) 
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ISAKMP SA 1 (10.0.10.193,500) - (10.0.10.17,500) deletion  1062 1090  

ISAKMP SA 2 (10.0.10.16,500) - (10.0.10.17,500) ready 1246 2602  

 

IPsec SA Num (Remote Addr,Port) - (Local Addr,Port) Proto col Action 

Type Sent Rec  (ʟʘʛʦʣʦʚʦʢ ʚʳʚʦʜʘ) 

 

IPsec SA 1 (192.168.15.16,*) - (10.0.10.17,*) 1 ESP tunn 240 448  
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9.12. klogview 

 

ʋʪʠʣʠʪʘ  klogview  ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʦʙʱʝʥʠʡ, ʚʳʜʘʚʘʝʤʳʭ ʩʠʩʪʝʤʦʡ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ IPsec-ʜʨʘʡʚʝʨʘ. 

 

ʊʡʦʫʙʣʪʡʪ klogview [ - ltT]  [ - p ts_precision][ - m event_mask]  

[ - f event_mask]  

 

- l  ʦʞʠʜʘʪʴ ʩʦʦʙʱʝʥʠʷ ʠʟ ʷʜʨʘ ʠ ʚʳʚʦʜʠʪʴ ʠʭ ʧʦ ʤʝʨʝ ʧʦʩʪʫʧʣʝʥʠʷ. 

ʕʪʘ ʦʧʮʠʷ ʧʨʠʥʠʤʘʝʪʩʷ ʧʦ-ʫʤʦʣʯʘʥʠʶ, ʝʩʣʠ ʥʝ ʟʘʜʘʥʘ ʦʧʮʠʷ ïm.  

- t  ʧʝʯʘʪʘʪʴ ʜʘʪʫ ʠ ʚʨʝʤʷ ʚʳʚʦʜʘ ʩʦʦʙʱʝʥʠʷ 

- T ʧʝʯʘʪʘʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʧʨʦʠʟʦʰʣʦ ʩʦʙʳʪʠʝ. ɺʨʝʤʷ 

ʚʳʚʦʜʠʪʩʷ ʚ ʩʝʢʫʥʜʘʭ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʝʜʳʜʫʱʝʛʦ ʩʦʙʳʪʠʷ, 
ʧʦʢʘʟʘʥʥʦʛʦ ʜʘʥʥʳʤ ʵʢʟʝʤʧʣʷʨʦʤ ʫʪʠʣʠʪʳ. ʅʘʧʨʠʤʝʨ, ʟʥʘʯʝʥʠʝ 
10.353245 ï ʵʪʦ 10 ʩʝʢʫʥʜ ʠ 353245 ʤʠʢʨʦʩʝʢʫʥʜ. ʄʘʢʩʠʤʘʣʴʥʘʷ 
ʪʦʯʥʦʩʪʴ ï ʥʘʥʦʩʝʢʫʥʜʳ, ʥʦ ʨʝʘʣʴʥʘʷ ʧʦʛʨʝʰʥʦʩʪʴ ʟʘʚʠʩʠʪ ʦʪ 
ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʬʦʨʤʳ ʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ɿʥʘʯʝʥʠʝ, 
ʚʳʜʘʚʘʝʤʦʝ ʩ ʧʝʨʚʳʤ ʩʦʦʙʱʝʥʠʝʤ, ʦʪʦʙʨʘʞʘʝʪ ʘʙʩʦʣʶʪʥʦʝ 
ʟʥʘʯʝʥʠʝ ʯʘʩʦʚ, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ 
ʦʪʥʦʩʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɸʙʩʦʣʶʪʥʦʝ ʟʥʘʯʝʥʠʝ - ʵʪʦ ʣʠʙʦ ʚʨʝʤʷ 
ʩʦ ʩʪʘʨʪʘ ʩʠʩʪʝʤʳ, ʣʠʙʦ ʚʨʝʤʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʢʘʢʦʡ-ʪʦ ʜʘʪʳ, 
ʧʨʠʥʷʪʦʡ ʚ ʜʘʥʥʦʡ ʩʠʩʪʝʤʝ ʟʘ ʪʦʯʢʫ ʦʪʩʯʝʪʘ. 

- p ts_precision  ʢʦʣʠʯʝʩʪʚʦ ʟʥʘʢʦʚ ʜʦʣʝʡ ʩʝʢʫʥʜ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠ ʧʝʯʘʪʠ 

ʦʪʥʦʩʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʩʦʙʳʪʠʷ (-T). 

- f event_mask  ʟʘʜʘʪʴ ʬʠʣʴʪʨ ʩʦʙʳʪʠʡ ʜʣʷ ʜʘʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʫʪʠʣʠʪʳ. 

ɺʦʟʤʦʞʥʳʝ ʩʦʙʳʪʠʷ ʦʧʠʩʘʥʳ ʚ ʪʘʙʣʠʮʝ. 

- m event_mask  ʟʘʜʘʪʴ ʬʠʣʴʪʨ ʩʦʙʳʪʠʡ ʧʦ-ʫʤʦʣʯʘʥʠʶ. ɿʘʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʘ ʦʧʮʠʷ ïf.  

- h ʚʳʚʝʩʪʠ ʢʨʘʪʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʪʠʣʠʪʳ. 

 

ɺ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʫʪʠʣʠʪʘ ʤʦʞʝʪ ʚʳʚʦʜʠʪʴ ʥʘ ʢʦʥʩʦʣʴ ʩʦʦʙʱʝʥʠʷ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ 
ʦʜʥʦʡ ʠʣʠ ʥʝʩʢʦʣʴʢʠʤ ʛʨʫʧʧʘʤ ʩʦʙʳʪʠʡ. ʉʦʙʳʪʠʷ, ʧʦ ʢʦʪʦʨʳʤ ʚʳʚʦʜʷʪʩʷ ʩʦʦʙʱʝʥʠʷ, 
ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ʊʘʙʣʠʮʘ 2 

ɻʨʫʧʧʘ 
ʩʦʙʳʪʠʡ 

ʂʦʜ ʆʧʠʩʘʥʠʝ 

drop 2 

ʋʥʠʯʪʦʞʝʥʠʝ ʧʘʢʝʪʘ. ɺʳʚʦʜʠʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʝʨʝʜ 
ʫʥʠʯʪʦʞʝʥʠʝʤ ʢʘʢʦʛʦ-ʣʠʙʦ ʧʘʢʝʪʘ. ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ 
ʢʨʘʪʢʠʡ ʪʝʢʩʪ, ʧʦʷʩʥʷʶʱʠʡ ʧʨʠʯʠʥʫ ʫʥʠʯʪʦʞʝʥʠʷ ʠ 
ʠʥʬʦʨʤʘʮʠʶ ʠʟ IP-ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ. ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ 
IP-ʟʘʛʦʣʦʚʦʢ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʨʯʝʥ ʢ ʤʦʤʝʥʪʫ ʚʳʚʦʜʘ 
ʩʦʦʙʱʝʥʠʷ, ʪʦʛʜʘ ʚ ʩʦʦʙʱʝʥʠʠ ʜʦʧʫʩʢʘʶʪʩʷ ʥʫʣʝʚʳʝ ʠʣʠ 
ʣʁ ʙʳʝ ʜʨʫʛʠʝ ʩʣʫʯʘʡʥʳʝ ʘʜʨʝʩʘ. 

pass 1 

ʇʨʦʧʫʩʢ ʧʘʢʝʪʘ. ɺʳʚʦʜʠʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʝʨʝʜ 
ʦʪʩʳʣʢʦʡ ʢʘʢʦʛʦ-ʣʠʙʦ ʧʘʢʝʪʘ. ʉʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ 
ʢʨʘʪʢʠʡ ʪʝʢʩʪ, ʧʦʷʩʥʷʶʱʠʡ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ 
ʧʨʦʠʟʚʝʜʝʥʳ ʥʘʜ ʧʘʢʝʪʦʤ. 

sa_minor 8 

ʅʝʢʦʪʦʨʳʝ ʚʥʫʪʨʝʥʥʠʝ ʩʦʙʳʪʠʷ, ʧʨʦʠʩʭʦʜʷʱʠʝ ʩ IPsec - 
ʢʦʥʪʝʢʩʪʦʤ. ʉʦʦʙʱʝʥʠʷ ʩʦʜʝʨʞʘʪ ʥʦʤʝʨ ʢʦʥʪʝʢʩʪʘ (ID), 
ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʠʟ ʩʦʦʙʱʝʥʠʷ ʦ ʟʘʛʨʫʟʢʝ 
ʢʦʥʪʝʢʩʪʘ. 

sa_major 4 ɺʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ IPsec-ʜʨʘʡʚʝʨʦʤ ʠ ʧʨʠʣʦʞʝʥʠʝʤ, 
ʢʘʩʘʶʱʠʝʩʷ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʦʷʥʠʷ IPsec-ʢʦʥʪʝʢʩʪʦʚ. 
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ɻʨʫʧʧʘ 
ʩʦʙʳʪʠʡ 

ʂʦʜ ʆʧʠʩʘʥʠʝ 

ʉʦʦʙʱʝʥʠʷ ʩʦʜʝʨʞʘʪ ʥʦʤʝʨ ʢʦʥʪʝʢʩʪʘ (ID), ʢʦʪʦʨʳʡ 
ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʠʟ ʩʦʦʙʱʝʥʠʷ ʦ ʟʘʛʨʫʟʢʝ ʢʦʥʪʝʢʩʪʘ. 

sa_trace 16 
ʉʦʦʙʱʝʥʠʷ ʚʳʚʦʜʷʪʩʷ ʧʝʨʝʜ ʧʦʧʳʪʢʦʡ ʧʨʠʤʝʥʝʥʠʷ ʢ 
ʧʘʢʝʪʫ IPsec-ʢʦʥʪʝʢʩʪʘ. 

sa_errors 32 
ʆʰʠʙʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʥʝʫʩʧʝʰʥʳʤ ʧʨʠʤʝʥʝʥʠʝʤ IPsec-
ʢʦʥʪʝʢʩʪʘ ʢ ʧʘʢʝʪʫ. 

filt_trace 64 
ɺʳʚʦʜʠʪʩʷ ʠʤʷ ʠ ʠʥʜʝʢʩ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ, ʝʩʣʠ ʪʘʢʦʝ 
ʜʣʷ ʧʘʢʝʪʘ ʥʘʡʜʝʥʦ. 

 

ʅʫʞʥʳʡ ʥʘʙʦʨ ʩʦʙʳʪʠʡ (event_mask ) ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʜʚʫʤʷ ʩʧʦʩʦʙʘʤʠ: 

 ʩʣʦʞʝʥʠʝʤ ʢʦʜʦʚ ʛʨʫʧʧ ʩʦʙʳʪʠʡ (ʩʤ. ʚ ʪʘʙʣʠʮʝ) 

ʈʩʡʥʞʩ: 

klogview  ïf  0x43 

ʠʣʠ 

klogview  ïf  67 

 

 ʧʝʨʝʯʠʩʣʝʥʠʝʤ ʥʘʟʚʘʥʠʡ ʛʨʫʧʧ ʩʦʙʳʪʠʡ ʯʝʨʝʟ ʟʘʧʷʪʫʶ, ʙʝʟ ʧʨʦʙʝʣʦʚ ʤʝʞʜʫ 
ʟʘʧʷʪʦʡ ʠ ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧ r

ʈʩʡʥʞʩ: 

kl ogview ïf drop,pass,filt_trace  

 

ʀʦʙʰʞʦʡʞ ʨʧ ʬʥʧʤʰʙʦʡʷ     ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

ʉʞʣʧʥʞʦʝʙʯʡʡ ʨʧ ʡʪʨʧʤʵʠʧʛʙʦʡʷ 

 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʦʙʱʝʥʠʡ, ʚʳʜʘʚʘʝʤʳʭ ʩʠʩʪʝʤʦʡ 
ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ. 

 

ʊʧʧʚʲʞʦʡʸ, ʛʴʛʧʝʡʥʴʞ ʬʫʡʤʡʫʧʢ 

ʉʦʦʙʱʝʥʠʷ, ʚʳʚʦʜʠʤʳʝ ʫʪʠʣʠʪʦʡ, ʬʦʨʤʠʨʫʶʪʩʷ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ, ʧʨʠʩʳʣʘʝʤʳʭ ʠʟ 
IPsec-ʜʨʘʡʚʝʨʘ. ʉʪʨʫʢʪʫʨʘ ʙʦʣʴʰʠʥʩʪʚʘ ʩʦʦʙʱʝʥʠʡ ʦʧʨʝʜʝʣʷʝʪʩʷ ʩʪʨʦʢʦʡ ʬʦʨʤʘʪʘ, 
ʧʦʣʫʯʘʝʤʦʡ ʠʟ IPsec-ʜʨʘʡʚʝʨʘ.  

ʉʧʝʮʠʘʣʴʥʳʝ ʩʦʦʙʱʝʥʠʷ, ʚʳʚʦʜʠʤʳʝ ʫʪʠʣʠʪʦʡ: 

*** N messages lost ***   ʚʳʚʦʜʠʪʩʷ, ʝʩʣʠ ʫʪʠʣʠʪʘ ʥʝ ʫʩʧʝʚʘʝʪ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʠ N ʩʦʦʙʱʝʥʠʡ 
ʧʦʨʝʪʷʥʳ. 

no format string  ʚ ʩʦʦʙʱʝʥʠʠ ʦʪʩʫʪʩʪʚʫʝʪ ʩʪʨʦʢʘ ʬʦʨʤʘʪʘ
1
. 

<error:  ʚ ʚʳʚʦʜʠʤʦʤ ʩʦʦʙʱʝʥʠʠ  ʥʝʩʦʦʪʚʝʪʩʪʚʠʝ ʩʪʨʦʢʠ ʬʦʨʤʘʪʘ 

ʧʘʨʘʤʝʪʨʘʤ ʩʦʦʙʱʝʥʠʷ
2
. 

 

ʇʨʠʚʝʜʝʤ ʩʧʠʩʦʢ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʚʳʚʦʜʷʪʩʷ ʩʠʩʪʝʤʦʡ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ IPsec-
ʜʨʘʡʚʝʨʘ ʜʣʷ ʨʘʟʥʳʭ ʛʨʫʧʧ ʩʦʙʳʪʠʡ. 

                                                      

1
 ʕʪʦ ʥʝ ʷʚʣʷʝʪʩʷ ʥʦʨʤʘʣʴʥʦʡ ʩʠʪʫʘʮʠʝʡ, ʧʨʦʩʴʙʘ ʩʦʦʙʱʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʦ ʧʦʜʦʙʥʳʭ ʧʨʦʷʚʣʝʥʠʷʭ. 

2
 ʕʪʦ ʥʝ ʷʚʣʷʝʪʩʷ ʥʦʨʤʘʣʴʥʦʡ ʩʠʪʫʘʮʠʝʡ, ʧʨʦʩʴʙʘ ʩʦʦʙʱʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʦ ʧʦʜʦʙʥʳʭ ʧʨʦʷʚʣʝʥʠʷʭ. 
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9.12.1. ʊʧʚʴʫʡʸ ʜʩʬʨʨʴ pass ʡ drop 
 

ʉʦʦʙʱʝʥʠʷ ʜʣʷ ʵʪʦʡ ʛʨʫʧʧʳ ʚʳʚʦʜʷʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʝʨʝʜ ʫʥʠʯʪʦʞʝʥʠʝʤ ʠʣʠ 
ʦʪʧʨʘʚʢʦʡ ʧʘʢʝʪʘ. 

ʌʦʨʤʘʪ ʩʦʦʙʱʝʥʠʷ (ʚ ʧʦʨʷʜʢʝ ʩʣʝʜʦʚʘʥʠʷ): 

 ʚʭʦʜʷʱʠʡ ʠʣʠ ʚʳʭʦʜʷʱʠʡ ʧʘʢʝʪ 

 IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ 

 ʧʦʨʪ ʠʩʪʦʯʥʠʢʘ 

 IP-ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ 

 ʧʦʨʪ ʧʦʣʫʯʘʪʝʣʷ 

 ʥʦʤʝʨ IP-ʧʨʦʪʦʢʦʣʘ 

 ʣʦʛʠʯʝʩʢʦʝ ʠʤʷ ʠʥʪʝʨʬʝʡʩʘ ʠʣʠ ʢʦʜ ʠʥʪʝʨʬʝʡʩʘ, ʝʩʣʠ ʠʤʷ ʥʝʠʟʚʝʩʪʥʦ 

 ʜʝʡʩʪʚʠʝ "passed"  ʠʣʠ "dropped"  

 ʩʪʨʦʢʘ, ʦʧʠʩʳʚʘʶʱʘʷ ʧʨʠʯʠʥʫ ʫʥʠʯʪʦʞʝʥʠʷ ʠʣʠ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʘ. 

ʇʦ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʚʦʜʠʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʘʧʨʠʤʝʨ, ʠʤʷ ʧʨʘʚʠʣʘ 
ʬʠʣʴʪʨʘʮʠʠ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ SA. 

 

ʇʨʠʤʝʨʳ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ pass 

ʇʘʢʝʪ ʦʙʨʘʙʦʪʘʥ ʧʦ ʧʨʘʚʠʣʫ ʬʠʣʴʪʨʘʮʠʠ ʩ ʜʝʡʩʪʚʠʝʤ PASS: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, passed: 

filter flt_abc: filtered  

 

ʇʘʢʝʪ ʙʳʣ ʦʙʨʘʙʦʪʘʥ ʧʦ IPsec -ʧʨʘʚʠʣʫ:  

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, passed: 

filter flt_cba: decapsulated  

out packet 2.3.4.5 :12 - >3.4.3.3:14, proto 6, if eth0, passed: 

packet encapsulated  

 

ʆʪʢʨʳʪʳʡ ʧʘʢʝʪ ʙʳʣ ʧʨʦʧʫʱʝʥ ʧʦ ʧʨʘʚʠʣʫ ʩ ʜʝʡʩʪʚʠʝʤ IPsec+PASS:  

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, passed: 

filter flt_cba: IPsec rule, but the packet was not 

decapsulated  

 

ʇʘʢʝʪ ʙʳʣ ʧʨʦʧʫʱʝʥ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʧʦ ʧʨʘʚʠʣʫ ʩ ʜʝʡʩʪʚʠʝʤ IPsec+PASS:  

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, passed: 

filter flt_abc: bundle not found  

 

ʇʨʠʤʝʨʳ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ drop 

ʉʦʦʙʱʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʥʝʢʦʨʨʝʢʪʥʳʤʠ ʜʘʥʥʳʤʠ ʟʘʛʦʣʦʚʢʦʚ ʧʘʢʝʪʘ: 

IP-ʟʘʛʦʣʦʚʦʢ ʠʩʧʦʨʯʝʥ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

corrupted headers  

 

TCP/UDP ʟʘʛʦʣʦʚʦʢ ʠʩʧʦʨʯʝʥ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

corrupted protocol headers  

 

ʉʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʘʥʘʣʦʛʠʯʥʦ "corrupted protocol headers", ʚʳʚʦʜʠʪʩʷ ʧʦʩʣʝ 
ʩʙʦʨʢʠ (ʨʝʘʩʩʝʤʙʣʠʨʦʚʘʥʠʷ) IP-ʧʘʢʝʪʘ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

can't update selector  
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ʀʩʧʦʨʯʝʥʥʳʝ ʟʘʛʦʣʦʚʢʠ ʧʦʩʣʝ ʨʘʩʢʨʳʪʠʷ IPsec, ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʪʘʢʞʝ ʩʚʷʟʘʥʦ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʝʚʝʨʥʦʛʦ ʢʣʶʯʘ ʜʣʷ ʨʘʩʰʠʬʨʦʚʢʠ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʧʨʦʚʝʨʢʠ 
ʮʝʣʦʩʪʥʦʩʪʠ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA 33: can't prase packet headers after decapsulation  

 

ʀʩʧʦʨʯʝʥ ESP ʠʣʠ AH ʟʘʛʦʣʦʚʦʢ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

unable to fetch SPI  

 

ʄʦʞʝʪ ʚʳʚʦʜʠʪʴʩʷ ʧʨʠ ʚʥʫʪʨʝʥʥʠʭ ʦʰʠʙʢʘʭ ʨʘʙʦʪʳ ʢʣʠʝʥʪʩʢʦʡ ʩʪʦʨʦʥʳ IKEcfg: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: firewall procedure's result  

 

ʇʨʝʚʳʰʝʥʦ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʚʣʦʞʝʥʠʡ IPseʩ, ʨʘʩʢʨʳʚʘʝʤʳʭ ʥʘ ʦʜʥʦʤ 
ʭʦʩʪʝ (ʜʦʧʫʩʢʘʝʪʩʷ ʥʝ ʙʦʣʝʝ 16 ʚʣʦʞʝʥʠʡ): 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

too many nested encapsulations  

 

ʇʘʢʝʪ ʫʥʠʯʪʦʞʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ RefuseTCPPeerInit , ʚʳʩʪʘʚʣʝʥʥʦʤ ʚ ʧʨʘʚʠʣʝ 

ʬʠʣʴʪʨʘʮʠʠ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: incoming TCP connections restricted  

 

ʉʦʦʙʱʝʥʠʷ ʦ ʧʦʜʧʘʜʘʥʠʠ ʧʘʢʝʪʘ ʧʦʜ ʧʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ DROP: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: pa cket hit a "DROP" rule  

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: filtered  

 

ʇʘʢʝʪ ʙʳʣ ʟʘʢʨʳʪ ʩ ʧʦʤʦʱʴʶ IPsec, ʥʦ ʧʦʜʧʘʜʘʝʪ ʧʦʜ ʧʨʘʚʠʣʦ PASS: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: dec apsulated packet hit a "PASS" rule  

 

ʆʪʢʨʳʪʳʡ ʧʘʢʝʪ ʧʦʜʧʘʜʘʝʪ ʧʦʜ ʧʨʘʚʠʣʦ ʬʠʣʴʪʨʘʮʠʠ c IPsec-ʜʝʡʩʪʚʠʝʤ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: IPsec rule, but the packet was not 

decapsulated  

 

ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ IPsec+D ROP, ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ SA bundle ʥʝ ʙʳʣ ʩʦʟʜʘʥ: 

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: bundle not found  

 

ʆʰʠʙʢʠ IPsec: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA 33: decapsulation error 5: integri ty verification failed  

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA 33: encapsulation error 4: sequence number wrapped  
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ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʦʰʠʙʢʠ 

ʂʦʜ ʅʘʟʚʘʥʠʝ ʆʧʠʩʘʥʠʝ ʧʨʦʙʣʝʤʳ 

1 replay packet detected ʦʙʥʘʨʫʞʝʥ ʧʦʚʪʦʨʥʳʡ ʧʘʢʝʪ 

2 call to crypto subsystem failed ʦʰʠʙʢʘ ʢʨʠʧʪʦ-ʧʦʜʩʠʩʪʝʤʳ 

3 last sequence number ʧʦʩʣʝʜʥʠʡ ʥʦʤʝʨ ʧʘʢʝʪʘ 

4 sequence number wrapped ʧʝʨʝʧʦʣʥʝʥʠʝ ʩʯʝʪʯʠʢʘ ʧʘʢʝʪʦʚ 

5 integrity verification failed ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʥʝ ʧʨʦʰʣʘ 

6 corrupted protocol headers 
ʠʩʧʦʨʯʝʥʥʳʡ ʧʨʦʪʦʢʦʣʴʥʳʡ 
ʟʘʛʦʣʦʚʦʢ 

7 corrupted headers after decapsulation 
ʠʩʧʦʨʯʝʥʥʳʡ ʧʨʦʪʦʢʦʣʴʥʳʡ 
ʟʘʛʦʣʦʚʦʢ ʧʦʩʣʝ ʜʝʢʘʧʩʫʣʷʮʠʠ 

8 memory allocation failed ʥʝʚʦʟʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʧʘʤʷʪʴ 

9 IP ttl expired ʩʯʝʪʯʠʢ IP ttl ʠʩʪʝʢ 

10 buffer is too small3 ʙʫʬʝʨ ʩʣʠʰʢʦʤ ʤʘʣ 

11 can't parse IP options ʥʝʚʦʟʤʦʞʥʦ ʨʘʟʦʙʨʘʪʴ ʦʧʮʠʠ IP 

12 padding check failed ʦʰʠʙʢʘ ʚ ʟʘʧʦʣʥʠʪʝʣʝ 

13 incorrect SA parameters (from 
pmod_init_sa) 

ʥʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ SA 

14 encapsulation mode (tunnel/transport) 
doesn't match the SA 

ʨʝʞʠʤ ʠʥʢʘʧʩʫʣʷʮʠʠ (ʪʫʥʥʝʣʴʥʳʡ 
ʠʣʠ ʪʨʘʥʩʧʦʨʪʥʳʡ) ʥʝ 
ʩʦʦʪʚʝʪʩʪʚʫʝʪ SA 

 

ʇʨʦʤʝʞʫʪʦʯʥʦʝ ʩʦʩʪʦʷʥʠʝ ʧʨʠ IPsec-rekeying (ʧʨʦʮʝʩʩ rekeying (ʩʤʝʥʘ ʢʣʶʯʝʚʦʛʦ 
ʤʘʪʝʨʠʘʣʘ) ʥʝ ʫʩʧʝʣ ʟʘʚʝʨʰʠʪʴʩʷ ʚʦʚʨʝʤʷ): 

out packet 2.3.4.5:12 - >3.4.3.3:14, pro to 6, if eth0, dropped: 

filter flt_aaa: bundle is unusable  

 

ʆʛʨʘʥʠʯʝʥʠʝ ʥʘ ʦʙʨʘʙʦʪʢʫ ʪʨʘʥʟʠʪʥʦʛʦʪʨʘʬʠʢʘ (Server, Client): 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

decapsulated packet is not local (not a security gateway)  

 

ʆʛʨʘʥʠʯʝʥʠʝ ʥʘ ʦʙʨʘʙʦʪʢʫ ʪʨʘʥʟʠʪʥʦʛʦʪʨʘʬʠʢʘ ʧʨʠ ʚʣʦʞʝʥʥʦʤ IPsec: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

decapsulated ipsec packet is not local (not a security 

gateway)  

 

ʆʯʝʨʝʜʴ ʧʘʢʝʪʦʚ, ʦʞʠʜʘʶʱʘʷ ʩʦʟʜʘʥʠʷ IPsec SA bundle ʧʝʨʝʧʦʣʥʝʥʘ: 

out packet 2.3 .4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

filter flt_aaa: waiting for a bundle: queue overflow  

 

ʉʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʛʦʚʦʨʠʪ ʦ ʩʣʠʰʢʦʤ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʧʘʢʝʪʦʚ ʥʘ 
ʦʙʨʘʙʦʪʢʫ ʦʜʥʠʤ SA (ʙʦʣʝʝ 40). ʉʢʦʨʝʝ ʚʩʝʛʦ, ʵʪʦ ʦʟʥʘʯʘʝʪ ʥʝʦʧʪʠʤʘʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʧʨʦʜʫʢʪʘ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʇʨʦʩʴʙʘ ʦʙʨʘʱʘʪʴʩʷ ʢ 
ʨʘʟʨʘʙʦʪʯʠʢʘʤ: 

                                                      
3
  ʕʪʦ ʷʚʣʷʝʪʩʷ ʚʥʫʪʨʝʥʥʝʡ ʦʰʠʙʢʦʡ, ʧʨʦʩʴʙʘ ʩʦʦʙʱʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ. 
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in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA 33: queue overflow  

 

ɺʥʫʪʨʝʥʥʠʝ ʦʰʠʙʢʠ, ʦ ʢʦʪʦʨʳʭ ʧʨʦʩʴʙʘ ʩʦʦʙʱʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, p roto 6, if eth0, dropped: 

ip data is not 4 - byte aligned  

 

ɼʨʫʛʠʝ ʩʦʦʙʱʝʥʠʷ: 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

no matching filtering rule  

 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA 33: decapsulated packet's IP  header doesn't match the SA  

 

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

out of memory  

 

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: 

SA not found  

 

9.12.2. ʊʧʚʴʫʡʸ ʜʩʬʨʨʴ filt_trace 
 

ʉʦʦʙʱʝʥʠʷ ʵʪʦʡ ʛʨʫʧʧʳ ʧʦʟʚʦʣʷʶʪ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʦʝ ʧʨʘʚʠʣʦ ʬʠʣʴʪʨʘʮʠʠ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʧʘʢʝʪʘ. ʕʪʠ ʩʦʦʙʱʝʥʠʷ  ʥʝ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʩʘʤʦʤ ʧʘʢʝʪʝ. ʊʘʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʠʟ ʢʦʥʪʝʢʩʪʘ ʩʦʦʙʱʝʥʠʷ 

(ʥʘʧʨʠʤʝʨ, ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ pass ʠ drop). 

ʇʨʠʤʝʨ ʩʦʦʙʱʝʥʠʷ: 

found filtering rule 102(filter_tcp)  

 

 

9.12.3. ʊʧʚʴʫʡʸ ʜʩʬʨʨʴ sa_minor, sa_major 
 

ʉʦʦʙʱʝʥʠʷ ʵʪʦʡ ʛʨʫʧʧʳ ʧʦʟʚʦʣʷʶʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩʳ ʩʦʟʜʘʥʠʷ, ʫʥʠʯʪʦʞʝʥʠʷ 
ʠ ʟʘʤʝʥʳ IPsec-ʢʦʥʪʝʢʩʪʦʚ. ʉʦʦʙʱʝʥʠʷ ʦ ʟʘʛʨʫʟʢʝ ʢʦʥʪʝʢʩʪʦʚ ʩʦʜʝʨʞʘʪ ʜʝʪʘʣʴʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʘʨʘʤʝʪʨʘʭ ʢʦʥʪʝʢʩʪʘ, ʚʢʣʶʯʘʷ IP-ʧʘʨʘʤʝʪʨʳ (ʘʜʨʝʩʘ, ʧʦʨʪʳ), SPI, 
ʨʝʞʠʤʳ ʠ ʜʨ. 

ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ IP-ʧʘʨʘʤʝʪʨʳ (selector), ʪʦ ʦʥʠ ʚʳʚʦʜʷʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ 
ʧʦʨʷʜʢʝ:  

 ʣʦʢʘʣʴʥʳʡ ʘʜʨʝʩ/ʜʠʘʧʘʟʦʥ ʘʜʨʝʩʦʚ 

 ʣʦʢʘʣʴʥʳʡ ʧʦʨʪ 

 ʫʜʘʣʝʥʥʳʡ ʘʜʨʝʩ/ʜʠʘʧʘʟʦʥ ʘʜʨʝʩʦʚ 

 ʫʜʘʣʝʥʥʳʡ ʧʦʨʪ 

 IP- ʧʨʦʪʦʢʦʣ. 

ʇʦʜ ʣʦʢʘʣʴʥʳʤ ʘʜʨʝʩʦʤ ʧʦʥʠʤʘʝʪʩʷ ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ (source) ʜʣʷ ʠʩʭʦʜʷʱʠʭ 
ʧʘʢʝʪʦʚ. 

 

ʇʨʠʤʝʨʳ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ sa_major 

ʇʨʝʚʳʰʝʥʦ ʦʛʨʘʥʠʯʝʥʠʝ SA ʧʦ ʪʨʘʬʠʢʫ: 

SA 55 expired  

 

ʇʦʨʘ ʥʘʯʠʥʘʪʴ rekeying SA (ʧʨʦʡʜʝʥ ʙʘʨʴʝʨ ʧʦ ʪʨʘʬʠʢʫ): 
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requesting rekeying for SA 33  

 

SA ʥʠʛʜʝ ʥʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠ ʜʦʣʞʥʳ ʙʳʪʴ ʫʜʘʣʝʥʳ: 

requesting to remove SA: 44,45  

 

ʉʦʦʙʱʝʥʠʷ ʦ ʟʘʛʨʫʟʢʝ ʥʦʚʳʭ SA: 

loaded SA: id 12; flags 0x1; ipsec flags: 0x18; selector: 

5.4.3.2 - >2.3.4.5; type: 51; SPI: 0xabababba  

 

ʉʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʛʦʚʦʨʠʪ ʦ ʟʘʤʝʥʝ IPsec SA ʙʝʟ ʧʨʝʨʳʚʘʥʠʷ 
ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ: 

loaded replacement for SA 55: id 12; flags 0x0; ipsec 

flags: 0x38; selector: 3.4.5.1 - >2.3.4.0 - 2.3.4.255, proto 

17; type: 50; SPI: 0x3b7f44e0  

ʈʘʩʰʠʬʨʦʚʢʘ type: 

51 ï AH 

50 -  ESP 

ʈʘʩʰʠʬʨʦʚʢʘ ʥʝʢʦʪʦʨʳʭ
4
 ʙʠʪʦʚ flags: 

0x1 ï ʚʭʦʜʷʱʠʡ 

ʈʘʩʰʠʬʨʦʚʢʘ ʙʠʪʦʚ ipsec flags:  

0x1 ï ʪʫʥʥʝʣʴʥʳʡ ʨʝʞʠʤ 

0x2 ï ʩʙʨʘʩʳʚʘʪʴ DF- bit  

0x4 -  ʫʩʪʘʥʘʚʣʠʚʘʪʴ DF- bit  

0x8 ï ʚʢʣʶʯʝʥʘ ʟʘʱʠʪʘ ʦʪ replay- ʘʪʘʢ 

0x10 ï ʚʢʣʶʯʝʥʘ ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 

0x20 ï ʚʢʣʶʯʝʥʦ ʰʠʬʨʦʚʘʥʠʝ 

0x40 ï ʠʩʧʦʣʴʫʝʪʩʷ UDP- encapsulation (NAT traversal )  

 

ɿʘʛʨʫʟʢʘ ʩʚʷʟʢʠ SA (SA bundle):  

loaded bundle: filter: 298(ipsec_filter); selector: 

3.4.5.1:98 - >3.4.5.2:99, proto 17; SA ids: 4, 5  

 

Cʦʦʙʱʝʥʠʝ ʦ ʟʘʛʨʫʟʢʝ SA bundle, ʥʝ ʩʦʜʝʨʞʘʱʝʝ ʩʧʠʩʢʘ SA, ʦʟʥʘʯʘʝʪ ʦʰʠʙʢʫ 
ʩʦʟʜʘʥʠʷ SA bundle ʧʨʠʣʦʞʝʥʠʝʤ (ʜʝʤʦʥʦʤ). 

 

ɿʘʧʨʦʩ SA bundle  (ʦʙʳʯʥʦ ʜʣʷ ʝʛʦ ʦʙʨʘʙʦʪʢʠ ʪʨʝʙʫʝʪʩʷ IKE - ʦʙʤʝʥ): 

bundle request: filter: 59; selector: 5.4.3.2:1 - >1.2.3.4:5, 

proto 17  

 

SA ʟʘʙʣʦʢʠʨʦʚʘʥ (ʧʨʝʚʳʰʝʥʦ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʚʨʝʤʝʥʠ/ʪʨʘʬʠʢʫ), ʦʞʠʜʘʝʪʩʷ 
ʟʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ rekeying: 

disabled SA 33  

 

ʋʜʘʣʝʥʠʝ SA: 

removed SA 33  

 

ʋʜʘʣʝʥʠʝ ʨʘʥʝʝ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʛʦ SA: 

removed dead SA 33  

 

ɼʨʫʛʠʝ ʩʦʦʙʱʝʥʠʷ: 

                                                      
4
 ʆʩʪʘʣʴʥʳʝ ʟʥʘʯʝʥʠʷ ʬʣʘʛʦʚ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʠʥʪʝʨʧʨʝʪʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 
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application request to enable SA 33 processed  

first packet will trigger rekeying of SA 33  

 

ʉʦʦʙʱʝʥʠʷ, ʚʦʟʥʠʢʘʶʱʠʝ ʧʨʠ ʦʰʠʙʦʯʥʦʤ/ʩʪʨʘʥʥʦʤ
5
 ʧʦʚʝʜʝʥʠʠ ʧʨʦʜʫʢʪʘ: 

can't add bundle: filter id 299 not found  

can't add bundle: SA id 33 not found  

can't add bundle: SA id 33 is unusable  

can't load SA: unable to unpack  

can't load replacement for SA 33: SA not found  

can't load replacement for SA 33: can't unpack  

can't load replace ment for SA 33: race condition -  SA is dead  

can't remove SA 33: sa not found  

can't disable SA 33: sa not found  

can't enable SA 33: sa not found  

rekey trigger: can't find SA 33  

 

ʇʨʠʤʝʨʳ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ sa_minor 6:  

destroyed SA 12  

replacing SA 12 with SA 13 

can't enable sa 13: it's already enabled  

enabled sa 14, but didn't activate it  

enabled sa 15  

 

 

9.12.4. ʊʧʚʴʫʡʸ ʜʩʬʨʨʴ sa_trace 
 

ʉʦʦʙʱʝʥʠʷ ʛʨʫʧʧʳ sa_trace  ʧʦʟʚʦʣʷʶʪ ʫʚʠʜʝʪʴ ʬʘʢʪ ʧʨʠʤʝʥʝʥʠʷ IPsec-ʢʦʥʪʝʢʩʪʦʚ 

ʢ ʧʘʢʝʪʫ. ɼʣʷ ʠʩʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ï ʵʪʦ ʠʥʢʘʧʩʫʣʷʮʠʷ, ʜʣʷ ʚʭʦʜʷʱʠʭ ï ʜʝʢʘʧʩʫʣʷʮʠʷ. 
ʉʦʦʙʱʝʥʠʷ ʩʦʜʝʨʞʘʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ SA, ʢʦʪʦʨʳʡ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʟʘʛʨʫʟʢʝ SA 

(ʜʦʣʞʥʳ ʙʳʪʴ ʚʢʣʶʯʝʥʳ ʩʦʦʙʱʝʥʠʷ ʛʨʫʧʧʳ sa_major ). ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʘʢʝʪʝ 

ʚʳʚʦʜʠʪʩʷ ʚ ʪʦʤ ʞʝ ʧʦʨʷʜʢʝ, ʯʪʦ ʠ ʜʣʷ ʩʦʦʙʱʝʥʠʡ ʛʨʫʧʧʳ pass ʠ drop. 

ʇʨʠʤʝʨʳ ʩʦʦʙʱʝʥʠʡ: 

dec apsulating with SA 10: 1.2.3.4:5 - >5.4.3.2:1, proto 6, if 

iprb0  

encapsulating with SA 10: 5.4.3.2:1 - >1.2.3.4:5, proto 6, if 

iprb0  

 

9.12.5. ʊʧʚʴʫʡʸ ʜʩʬʨʨʴ sa_error 
 

Cʦʦʙʱʝʥʠʷ ʵʪʦʡ ʛʨʫʧʧʳ ʚʳʚʦʜʷʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʧʝʮʠʬʠʯʝʩʢʠʭ 
ʦʰʠʙʢʘʭ IPsec. 

ɺ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʝʩʪʴ ʪʦʣʴʢʦ ʦʜʥʦ ʩʦʦʙʱʝʥʠʝ ï ʦ ʜʝʪʝʢʪʠʨʦʚʘʥʠʠ replay-ʘʪʘʢʠ. 
ɺʳʚʦʜʠʪʩʷ ʩʦʩʪʦʷʥʠʝ ʦʢʥʘ, ʥʦʤʝʨ ʧʘʢʝʪʘ (sequence number). 

ʇʨʠʤʝʨ ʩʦʦʙʱʝʥʠʷ: 

replay packet detected: SA 10 last sequence number 92, window 

0x1, packet sequence number 4.  

                                                      
5
 ʇʨʦʩʴʙʘ ʩʦʦʙʱʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʦ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʜʥʦʡ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʦʰʠʙʦʢ. 

6
 ʉʦʦʙʱʝʥʠʷ ʜʘʥʥʦʛʦ ʨʘʟʜʝʣʘ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʈʘʩʰʠʬʨʦʚʢʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʨʦʜʫʢʪʘ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ. 
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9.13. ʊʧʧʚʲʞʦʡʸ ʧʚ ʧʱʡʚʣʙʮ 

 

ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʪʝʢʩʪʳ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʨʠ ʨʘʙʦʪʝ 
ʩ ʧʨʦʛʨʘʤʤʥʳʤʠ ʫʪʠʣʠʪʘʤʠ. 

ɽʩʣʠ ʚ ʪʝʢʩʪʝ ʧʦʣʫʯʝʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʧʨʠʩʫʪʩʪʚʫʝʪ ʬʨʘʟʘ ò Internal error:ò, ʪʦ 
ʦʙʨʘʱʘʡʪʝʩʴ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ ʧʦ ʘʜʨʝʩʫ support@s-terra.com. 

 

ʌʫʡʤʡʫʙ sa_show 

ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʆʧʠʩʘʥʠʝ ʧʨʦʙʣʝʤʳ 

Internal error. ʂʦʜ ʦʰʠʙʢʠ. ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ. 

SA info is not found. Error: ACCESS 
DENIED. ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʣʩʷ. 

 

 

ʌʫʡʤʡʫʙ key_show 

ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʆʧʠʩʘʥʠʝ ʧʨʦʙʣʝʤʳ 

Unable to obtain keys from DB.Error: 
ACCESS DENIED. 

ʅʝ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ Preshared Key ʠʟ 
ʙʘʟʳ. 

 

 

ʌʫʡʤʡʫʙ lsp_show 

ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʆʧʠʩʘʥʠʝ ʧʨʦʙʣʝʤʳ 

Failed to retrieve policy from product data 
base.Error: ACCESS DENIED. 

Other operations are cancelled due to error 

ʆʰʠʙʢʘ ʧʨʠ ʧʦʚʪʦʨʥʦʡ ʟʘʛʨʫʟʢʝ LSP. 

 

 

ʌʫʡʤʡʫʙ log_show 

ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʆʧʠʩʘʥʠʝ ʧʨʦʙʣʝʤʳ 

Failed to get severity level.Error: ACCESS 
DENIED. 

ʆʰʠʙʢʘ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʫʨʦʚʥʷ 
ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 
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