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RLHJOdd] d3.

1 tSH RLHJdAd)d ftsdddko]jlsfmw CsfBf dzj € dBO | ted Odzt dz" = sBi j ¢l
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foslswyijddd oefMmMjets MesC O dMitsd L s OdedWw RLHJ dzdWw .
14 MY sdzdzj dzd Istej B tso Odzd 2 &ZOMisswh jes [ dyd dzL  sdzedztse s w56
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1 0 dlsO IscO¥JEO CSP VPN Client tmEh jfMmlsedvwjlsmw
fMis OdzH Otc ldRsec: | KE/

e Security Architecture for the Internet Protocol i RFC2401

e [P Authentication Header (AH) i RFC2402

e |IP Encapsulating Security Payload (ESP) i RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) 1 RFC2409

e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) -
RFC2407.

l tECEOREd 2 fEesHEzSlk CSP VPN Client ®SBjMmijudeO
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f sl tPeas &B dsd / IREezESP
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e BOMCdesoCkz OHtjMde 7 fosMistcOdeMmisa L O dh O ¢
keOW ¢ 0) .
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rity PolicylsdC¢fOsBQd s dfsfir@C dsif tafjLH jfiggwlg jlso r

ddzj dzd?2 fMdzjHkjlk LOMNdh Ok, O COCHd] MmdzjHEkjl

& d Odkcstedlsds L ONdlr dMfsd Lo Ols! Hdv ¢
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CSP VPN Client wodvdglsffstclff isYlbEaAzcts dhf sdz' L so
M3 Mdzij, ubt fosddlsdtkz d d&OMbtes2¢d iy ddBse 1 Istc
OHBJddd MistcOlstste ddzd OH MBI ded MIsteOIstste B jL 5§ OMdasMmis

CSP VPN Client

Copyr i-TemtCSA200820® 7



CSPVPNClieBD . uWdzfctf jlszetf twf i f cBlzy dy

2.uvMmyetfceets?2Y BB 9o9BJd{
? Sfcdpylskz? dzff sz

1 otsH ESPSVPN Clienteo ' f ZhHjddd fdzj Hkzs h dR BOLte " 7 f dzOls¥ tste
e MS Windows Vista (32-bit) Business SP1 Russian Edition
e MS Windows XP Professional SP2 Russian Edition.

ltecsHipEB i3 MiIsdds M Ctdflstsc tc OWIGgreSL'M S @ L tf @xOE I GaRadzd d3
C s O dfdRitRu"R'

] oislz OB s totc | B 2GR * 6 IsjteOn M Milior di3d OH O Is
f 5HHJ toy dtaskofflisading".

I yomisd toj OdzdL OVRSef/KEGEs$ B¢ 6 a&igd detisHdgdsd &34 Misd d3
Cisco I0S v.12.4.

Il yomlsd EHOd] dzdes e 5 d3tsdzd Is s te  dze OW Idte ths EsGskD o3 fnfls O df f
fnCiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n sH W CidcdyVosks s fyls O
VMS 2.3.
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3. 1kzMmMReowkz! BWEYBE2-:

UJ ndzsdiBseafs's § iyt Od Is Oklsj dzlsdW¥WdeoOoyds, hdWise Odzed
2O ktsodzi ¢ t6ifHoFejAsjsB™.~» | P
[ dzv o OdzdL Oydd +Isdnrn Weedaejyde - sy & dp® dasts tff f dzdzd Is § dz'
dgdW stedzOydvw, SClstcOw sfisOo dzw j Isfpw ftoslstsC tsdzts a3
Mtse ZzOMtso OdedEVO fLtxlkdd Is ™ .
[ &zv OklsjdasdW deOydd oL OddBsHj2Msoks hdr Mlsstesds
dzj CBlssteOw Oklsj dadsdWw d ¢ Oyd tsdzdzOw dds¥ stedzOydw.
L O0CB2 OkljdsdWds Ooyd tsdzdzts 2 dgdeW stedzOydJi2 dBtsyils B
e ftojHEMIsOdzse dzj dzdz’ 2 ( tcPreshajedMey)d3™ 2 ) € dzs 4y (
e MjtelsdWdCOls MIsOdzH Otels©® m. 509.

RA3j ¢ Ismvw dzj S Blstste’ | BeteOddyd dzdvw fted wWOBtslsy M 60O
(Extensions) , SCwltster j §fd3iydidr ¢0¢ Cwdlsdyde j. 1 IsOB
cOMmh dqtoj ded?2 Mjtelsd¥W JS OO, Ctlsste’ j] BRHEIS t©OMf SL d
ltesHECIssd3, 4 Mmdzd bk dzdr Ec@sdgdseddziTdR UfEt d Ly dg@iEd Sote dijg
BzuEkls ftedfmkzlmsotso Ol Htokzedj tw©WOMh dqtojddw, daj ¢
Ctodlsduyder j, bt IsOCt2 MjtesdW SO dzgj BwBsyjl Br Is!

skmMkzlsMisezjls o IOBd&dYyj, dats wWeodzw jlsfmwd ddg £ tslsfdsit o |
dmf sdz’ L lzj Ismw.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key ldentifier 2.5.29.35

dzdw L dzOyjdzd? d §odzdzr 2 My dMmsE Certificate

{1dmo
HsGC Zd3d dzlsi Rfp@tods2ed.Org/hfmli/rfc5280#section-4.2).
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4.t My wetdsysH § 2§ ¢ dz?
) Mis{ 5 e2ds Isgergy? § St
e a3t df B IzY d3Y

1 totsH ESPI&/PNCIlenttGOfr]fr]uq’lsGdz Hdzw dzte g stz Stc®Ilsd o dz" 7 |
] SO0 jyists o kOCHAR Mjlkwnhn §sd LsoOlsjd daj ddgjg!
BiLf OfdesMisd ¢ i stcDis i istzggRIPWPN Clienttc OL tt OB tsls O dz
sOCddi3 sBteOL 5B, Ylsts OHBJddmMiscOlsste BjL Y OMdaslis d
fJtemMtdzOdzd L 59 Odztlzy d 5 dfd@i§RiAsdz H dzw SCAD . HsBAOEs jtfdzw . 1 e d
tsd Ldsts HOMIstet52 €  H dzv 4 tslsiptioepOiftzjsdsy | ¢ 5 H ts dzy dats ) L
WL Odzdztslsw o3d .

fsHetssCd ddmsOodkdy ydsddsects §0Cjls0 fsd L e
d st HzMmMisOdztso dzj dzfzs § B gs ¥ d€ Ols' ©lsCter Isr 7 € dz¥ 1
5COd dgks fsddsdSk B j L 1 DS in® ddztseas) 4 jtdmn 0 dzdzkz
d i sdz' Ly etcQ dadz M Is O dzbs(o tel) Ldzdyg” @)W | Sdglz¥(Pueshared Keys)
HEslstse § O  jdedgfitplstaDoiaz Hasf Gstgiss dz L 5w ©fisl fdzj fls o dzw j Is fi).
dts s ¥ OH di3d dzd Mist Ols t5 o 15 3.

d dhMfsdz’ Lsoa Odedd MjtelsdW dC Olstse tslsC tor ldgdabs ¢ &dzs
CikO fsd Lo Ol & Mk jMmsody jlsw §t GHds®EE
jCtejlsder 2 Cdzpy fsdz Ls9aOjdzv, Mmtstslse jlsMmlsoalzs h 2
s lse C sdeb sdzbizi geiim MisOo dzv j s dgk OB &sHPH ] o3
dzls j 2 dzj 6 d BH@jBMF § Otetsdzj di5. 14 HBSTEMCOjlmw s
ooz Ctodzls j 2 dzj o] Bsy jls dzOR tsH dIs! fwd deds ds Hdsdz 5 H dzO
jCtojlsdzr.2 Cdzsy
J
(074
j ¢
fn

&R 28
=

&

ZOtdd Glsddyuoslshmw Isjd, Clsts MBLHOjI Cdz* yjolks
I Lo Olojakvdisy dz0 ddzd dzjls fese j6S O Msslse jlsMmsec
Cjldsets Cdf yo, Csfdeljlsmv ddd djls Csdasj 2 dzj
kOdzdY ydd dO Ssdif' “lsj] (sd Lso Olsj dv.

OFSC IRV QT BT B 00T G
§oFC 0G0~ OF GG S
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41. {t pe+ € byy e m?2¢C

IMj Hij2Mseadw 5 MLHOddY Cd¢yjots?2 f§Otr, Wistedd
Mjtesd¥dS OO fod LsoaOlsjdzv ftesdLotHYISWw OH d dzd f
fj Ctef sdz’ B drs(©dg! dz' &3 1y jtetOls Y o OO kstinds  dzldis fig fidg 1 g , o3
2O ted 3j o didkpCHRIMC | {1 Istd3 dm dadedftsl o ¢ dz¥ ydals! €t
ddels Oczdz yd tsdede” 2 W O2dz, ffted + tsd3s BkzHjls ftotsa jHJ d
Mjtesd¥dS OO fod LsoaOlsjdv  MjCtjlsdtsets S dzsk yo o
W02 &zO. I lfQaE8IPYVPN ClientdzO St ¢ Isjto] tRistzbastse Olsj dzv

e detse Ols! MC gzl jo drflde dis 1 dits cutts deiztinf)  Is j dz'dzOd dz¥ s te 3O
Hiolz s d Is j dzv .
ri2fmsad™ OHBdddMsEOsLO 5 Ltk Myj Zoted* Mdj

e OHXBJddMistcOIsstc B AP fisdzisfsls @ H iRy Rdshddig @RI O o
fd elsd ¥WuhGsAds s 0 j to'K§ Hzlp @@sted CA Certificate),
1M stelsdRs0 D@PZUE Sdzls j 2 dzj t5, L Oh d,Mj dgde's e | s @b B3
Cdzt ysdz dpf detsGOMmj clsdW  C OlstsdgOYf B dzj b tdzg @ls glatzf d Is j
e OHBddzd MIstcOIstste BJ L s OMdesmisd dz0 Mo tsj d@3 OB Y
ZsC Odz! dzf 2 MmjlsdW dSdls f tsdasqfsdzOsgeliry 2 dzj 6O o |
dmfsdz L v Elsddzdlskz getcert dL OHBJddMmMistcOlsd
dmoOdzr o G dzOazs ¢ DazsmijEGIdiYid ¢ OlIsO M dhf sdz L B¢
rSSLO & utg@aOHadj 1d
d3d dzd MistcOls st B J L 5 jOdn deatsorps dfff tdsdif'tajtsioj @] dzv  dzts €
ZdlsdSk BjLBY OMdsMmisd, o &tz Q isez fzd de® f5 Kzls 5 2 ¢z
MlsOdzdzw yd sdedz” 2 W O2dz, fesosHdIls! ddzd dzjls
dz
74

Is§ § tzgf to d dzf s Q€' gy fs Bptdad O dzdHL Gdsuyugddadt ©
Yyoddz 7 uydfmidz d MLHOjIs ddeMmils Odzdzw y d tsdzdz" 2
HGBIstse dzdelipdlzO &zdzw yd sdedz 2 W O2dz MsHjtey dls M
SHESCISO CSP VRANMROW enj , Z0fiktets?2¢d, dst od
L Ofmdetsmisd, dzsC Odz' dzr 2 fjtesd¥ dC Ol fod L
Bd dzd MistcOlsste BJ L s OfMdesMmisd § jtej HOjIs ftsdz L
dzhls Odzdzy yd sdedzr 2 § OC jls, Mmisswh g2 ddets dL

C sdzls j 2d48) teoOdzj tztzf) dRIsgzdzg 5 sH d dz d dzfls O dzdzv y d ts dzdz" 2
I sdz L soOlsjdzr, fsdzEyde ddzmlsOdzdzw ydtsdedzr 2 § 0C 4 Is,
VPN Client d0O Mmotsjdz SCsd3ff! s lsjte] .

e nSa IO IF
T-F§ 0 QUEQGH T =
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42. | zmtflsyy 8 M2 ¢

4L HOdd ] Cdzvs yjos?2 fOtr d Wettddtoses Odedj L Of tetsmO
fodz LsoOlsjdzv ftosdLotsHWISMW OH dIgzd Misdgtils sl jstezj B j L
fsdz Ltso Olsj dzv¥ O AYE dizsjralssdds Ak E 2 O @ w y j MisC s HIMS .
CoBf ! slsjtej ftsdz Lo Olsj dzw 5L k3syy ls2@B Y fptsp GzBE ®d Mdzjs s o
Mjtesd¥dC OO fsd LsoaOljdw d MjCtjlsdsets ¢ d¢ yo,
HdMEO dzgi HftesdLotsHdlsmw.

rj2fsadw OH®BdddMisOlsted 5 Llstskz Myj ZOtds fdj

e OH d3d dzd ) lstg Q I4=1f ted figledy &) s gledom s WjemdyiOm s O dzts o dzj dzdz" d3
OH i3] dzd M ls tc G IO 9j d@REGYPN Client AdminTool (Is)H sis Qo dzw jIs (L
COOdzsGc O dzt B s H sMis EtisdBt d3 © filptfj tef tf sstdixls ddddf Gk j dzw
rng _start , make _key pair , make pkcs 10, make pkcs 12,
pkes 10_info , checkcont

e OHBddzd MistcOlststc BN LY tsydsish dzts M Iy ds dzlz y fndedzH P B Is d dzd Is
Colif ! s lsj te]  SCdzizsusjosOitstj dfvOtclz d Wstedddtelzjls L Of
MiclsdWHEdIsL so Pigj dzvIsd Hj2 Mo dw sfHdR(dE o ¢«
Miclsd¥Wde OO Ctdgj ydesets kfmstets2Mlsa © i dMmf sdz
tcOL H judnij dBOtJ 2Acd2 1 Istsdz W O2dz i) Szt yjoss?2 4§ Otets?
Nd M HdME

e fSLHOdMZ 2 L Oftetsf ¢ 10O dstipy tela0i ol we® | to
Miwclsd¥WdS Otse

e OB dzd MistcOltste BjL s OMdatsisd sz yOjls tls OH
MiwlsdW¥Wds Ol vHBMs s jTeusted'CA Eartifichtg) dzls e O  (
1My stelsdtotso Odedz" 2 o WO2dz, d dsCOdz dzr 2 Mjtels
fsdzyj dedes iz L Of tesfpkz, OS¢y J 1 CMYf stelsdtetso Odzdz

e OH & dzd fls tc O Isfipdets BISY EWAD® ¢ s j toj § tShighs L HSD jOls | dzw
LONdh jdgder 2 § Otetsczj o8 Stsdzlsj 2 dzjte, o Stltster 2 §
Miclsd¥Wde Ol d Sdz¢yjoeooOw 0O, dhfsd Lkv Elkd
sfdmMOdz @ cdzOoj AuBLHOd] MittlsdW¥ds OO ¢ tsdzj
dfmyf tsdz' L so Oded j GL O s PR IGAIYH fIOIR 2

e OHBddd MIstcOIstste BJjL ST OMdesmisd dz0 Mo tsj d3 OB Y
ftsd Ltso Olsj dzv ztsC Oz dgzs ftsdzdlsd Sk B S ©fdats
d MBLHOjIs ddeMlsOdzdzw ydtsdzdzr 2 W 0O2dz Hdzw fsdz L 5

e fSHGBISSS dzgalipzO zdzw Yy tsdzdzr 2 W O2dz MtsHjteydls dmy
ftesHEZSISO CSP VPN Client, ditgQeosdidar df t§dzgisofs
BjLY OfmdzsMiggtcls S @dz dz 2 fj telsd ¥ d S @lish sz L t
2@ Mis s sdpSfard 2 dzj 8O dz2O S sRf! * by B dzf Bzic O &
BJLBY Ofdesisd fjtejHOj fsdz LsoaOkjdz® §YsHCEEI
fOCjbswiEgRls L HdsEs Jdhsoddy ydsddasets % 02

I sdz LsoaOljdz, §fodkzyde ddhmlsOddy ydtsddz 2 §0O0Cjls,
VPN Client dg© Mmoetsidz St slsj o] .
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5. ¥ tslsks dEEPVRROlent

} otsH ESPVPN Clienttc OB ts ISfOgjHs tc O 9 dz jtifdj jted® y 5 dzfizls § o3
e MS Windows Vista (32-bit) Business SP1 Russian Edition 4
e MS Windows XP Professional SP2 Russian Edition.

VMOt €O ftesHEZSISO tMkh jMsedy jIsMy L OfEMEsd dd
fsHeBIstso dzj degdetse s d  jtoj HOdzdesets OH B dzd Mistc Ols ts to 15 d3
RdA&zMisOdzdzv yd W eristgdzpdz@ dIs! MW §sdz! L soOlsjdzj &g, dd3j s nd
OHdBddzd MistcOlstst6 O.
[ dzd € tsddip jiRjdkjtes] Isde" d3 ¢ dz® Y tscd AfdisHiplz® g O ldzj dzv dzsfd Is §
sttsdz Hisdzy jdz BrIs! HBMIskY j dz
1 sz LOfEMCOMBOREOS dZESE VPN Client ddzipls Odzdzw
dL 3 tjiyddise, Ctlstste’r 2 B' dz 9" BteOdz OH B dzed MistcOls ts
ddzhmls Odzdzv yd sdzdets e s W ©O2 dzO:

e o] ) pakic T sMdeseo des? dag JpabR e OCIsdo dzOY EfMlsOdzse € O

dddnOdzdy yds, o0tdOdds 5 Ed@sdyodz:

e tjiydogmal -ddzls j cOCIsdo dzOv EMlsOdztse § ©

o toj it -dzj ddelsj tOCIsdo dzOv EMlsOdesa C O BJL L Off t
Il M eslstsC sdzdfiptizg 'dis v  ted dJOERMPA@EMtrEHEZIs L Of dMmr o O
9 WO2ddz, SColtster2 LOHOEZ OHBddRIMstcOste ftod ML HO
fsdz L s9 Olsj dzv .
ltod Laad Cdzso j dzdd BhdesE ot otej g ddeMmlsOdzdzw ydd d d
d fsfrls02lsjim' toltstedes ftetso j Misd ddelsOdzdzy yds 1
otcj B tOBBIST 1 tsHESCIO fjtejL OctekzL dlsy St slsjte
ftiose ddjisztc Ols d Isgziny B B tsH H | toy Ssuppolft@s-t@ma.ei . iz
1tod ddzils &Py ClEntf tetsd Mo tsHdls tslsC dzs yjdedi MlsOdzH Ote
Mow L Odgdeses i | Psec d I KE d fitcioeotsH jeEilstse Mmtsfls
tdzzy B O IoRifAHSGsj dzdzj § dzOL 9 Odedy CGlsstes? Plolbs cyAger
sdzzyBO ¢f BHEMd] Cdfryj?2 | Psec Hdzw BB M dO ¢ dz¢ yOd3
ftoso jteC 82 § sHMzdddshisde i(IKEE Tt dzdzj | dzOL 9 Odzd j
]l Windows Vista fttsdLeassHdlsmvy dzOMB e € @dzi? ds @lis dats
Windows). ltd EmMkOdsest¢j CSP VPN Client o Wind
ftcOo d dzts:

e ftwOQodddzs Hdzv ontHWHh R §tsHC dz¥ yj dad 2
d d&3¥ CSP VPN Service i UDP allowed (predefined)
ftcOo ddzts o € dzs yJj dets
Hi2MmisistefiL toj M dls! § sHC dz¥ yJ dzd §
fosgUDR (ofyj) fcls
floesctc@dRdigEzde 2 ks ¢ EMlsOdatse dzj dzdas sz W 02 dzkz
mMAzEyBfted 3 dzW Is' Issdz? €5 € Mz B OR
ftotsW didzdnj f tetsW d dzd

o ©SMisOdz! dzr § -AsO dgidisstary Odzd & .
Clsd dzOMlstes2Cd By dets § shBslstej Is! MdziHEEh B3 sBKO
¢ H B dzd Mis tc Jitciste DA EO Mo Wi 0 tjyddzd f§wseorh jidzdes?2 B
l1tcOoddzO HdzW ontHWHh R ftsHGC dz6 yj dad 2.
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51, ) L2dz basic

I { wWindows Vistaf tl fls © dz8IPVEN Cliente ' H O j tsdsd f &z djts S
1iGBoBHd®BE ©OLE " dls! Lidf Bfj % ddsdss ¥ Sdidstes shod Is -

x
o
@ Heono3HaHHAA NPOrPaMMa XOYET NOMYYHTb AOCTYN K 3STOMY KOMNLIOTERY

He sanyckaiTe 3TY NPporpaMMy, ECnW Bl HE 3HEETE, OTKYAE OHE MMM HUKOr 43 HEe
MCNonNb30EanM ee,

@ normal_dient.exe
W3naTenk HeMsBECTEH

= OTMeHa
A HE 3HEKD, 0TKYAA E3ANACH 3Ta NPOTPEMME M 384YEM OHE HYHHE,

i=» PaspemmTb
A A0EEPAKD 3TOM MporpaMMe. A 3H3KD, OTKYAS 0Ha, MK 00Naa&kD oNbIToM e
WCMONE30BaHMA,

w | CeeneHWA

KoHTpone yueTHex samucei (UAC) noMoraeT npegoTEpaTHTE HECAHKLOHWPOBaHHEIE
W3MEHEHMA Ha KOMMBIOTEPE.

{ dfkdes¢

10jd5 9" HOjIsMw L Oftts dzO ddzmlsOdzdzv yds CSP VPN
fswodwjlsmw  jtear d3) :

CSP ¥PN Client Setup |

\i:) ZSP YPM Clienk (3.0,9417 |s) installation is ready to begin, Do wou wish ta conkinue?

Aa I HeT |

t ik ass

) sfdzj dzOy Ol whdEHFESH dls MOkt 0 fEsHECISO:

CSP ¥PM Client Setup

[

t ik atss
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IcWodw jIsfw Cdets ) i S Oltstesd oy MMO ddfls Oz

{i# CSP ¥PN Client {Is) Setup

Updating System
The features you zelected are curently being installed.

Copying hew files
File: &_syzinfo.dll, Directony: C:5\Program FileshCS P WP Clients, Size: 73728

Wise |nstallation Wizard®

Cancel

t dmkz dets €

{ Mdzd Hdzw ddedydOdzdL Oydd  sUser sbioldgical ™ BtcOdz o Otcd Odzls
initialization on user computer , Ists ff swo dlsmw OHaD, | fipls L SIS 5t
ZOyodz dzz¥ ddgW stedzOyd®¥ HdzW HOLYdS O MAzzyolde = ud
or atsHWIsfw )dzO 1 CtcOdz

&+ Random Mumber Generation -10] x|
Interactive initialization

40 remain. Press key i...1

37 remain. Press key U...

t k&S

tod H t@OstadrO dzldz@ R d O dzd L Oty ¢ digts | B aNurdberrGeneration dzj
[

)
fswe dw jlsmw.
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1 tod d dzils O dzdzWipdjoglys Vistaffes W o dzw j Is fig g MizClisEm ( L Of&GsMsd3 d
EMlsOdeso S HtcO2o0 jtetso. 1T BfjedisQo detic j mfidsQ deHamg s’ 1+
HtcO29 jtc

x

@ He yoanocs npoBEpHT b HEOaTENA STHX [ paiBepoB

<% He ycTaHaBnNMBaThL 3TOT ApaiBep
MNpoeepeTe Beb-ysen MSroTOBUTENA 0DOpYA0BaHMA HE HaNM4YKE 0OHOBMNEHHBIX
IPSAEEPOE ANA 3TOMD YCTPOACTE,

<» Bce paBHO YCTAaHOBHT b 3TOT Opaisep
¥CTaHaBNMBANTE TONbKD TE APaHEEDE], KOTOPLIE MONYYEHbl C Bel-y3na 1K
KOMMEKT -AMCKS M3raToBMTeNA obopynoBaHka. HenoanMcaHHbIE OpaHEEpbl M3
APYTMXY MCTOYHWKOE MOMYT OKE3a8ThCA BPENOHOCHBIMW MPOrPEMMENMI,

- | Mokazate noapobHoCcTI

t dmk @zts €

deffdzf Is © dzdptevsd{ ) S e HufMindows XP d te j O € fyd ¥ Is Migtiows dzO
ls Odatizp § &H { J OB o jf tisthyds O o dzj dzO o) & jizdptioy jy dz@Pilk M ¢
OfMstets? § @dzj & k1 tcOo ezgf gf jik@o 52 Mlso © frd Mls j o’
StcHsoOlEH dMr o Oded] HcDBY heFEE | He®sL B dzts

W dzjsdedidod Mz WE Iz sHIs o j to i li@dutza el j tc WPR Hijter.

Cdrn tCtd By jls fswadl: Mw dzj MO td S5, 1 dz2v ftets
N Bl ISTEs ftE@e dzs f otoH S Fills'ds L L sdn &6 tsdz

YCTaHoBKa obopy J0BaHMA

L ] 'I_., lMporpatmHoe OOECAEYEHHE, YT SHAEMHMEAEMOE LNA;
L

WEM Filker Minipark

HE TECTHPOBANOCE HA COBMECTHMOCTE C Windows P, |
MNogpofHes 0 Tak.ok TECTHROEaHM. |

YcTaHoBKa 3TOro NPOrpaMmMHOro oGecneYyeHua MoXKeT
HApYWHTE paboTy cHoTemu. Microsoft pexomennyer
MNPEKPATHTE YCTAHOBKY M 06PATMTLCA K NOCTABUWMEY
NpoOrpamMMHOro ofiecneyeHys Sa BEPCMER, NpoWene
NpoOBEPKY HA COBMECTHMOCThb.

Bce pagHo NpogonHiuTe | | lMpekpaTTE YoTaHOEKY I

t iz dets ¢

[ dzv tslsCdzs yJ dzedvw oL Bsy desMmisd fsWwodzj dzedvw ISOEBEt
Windows XP 9 82 Hgls I @ Od3j Ister ftsHf M o Odzedw HcOQ9 j 60O
1 OfMstets?2 § @dzj dzr bk tcOo ezff Gpf J idz@ 0 52 Miso O frd Misj d3r
Itz tsoQOtz f M o2 Odzd j HcOMBIPYejstej ¢ dz¢ yOIsj dzi o

f sdztsy J dedfsjf 2 iy Qadodgd Is[is

1 sCtsdzyOdedd BEZMils @dzs eehd S A QNP agE® ¢ dzts  (
fteiHkzftoi e jdaf e sHddBsMIsd fijteiL Otz ¢d fjteOyd

CSP VPN Client

Copyr i-TeiCSA200820® 16



CSPVPNClieBD . uWdzfctf jlszetf twf i f cBlzy dy

52. ¥y L2dz nor mal

Cltsls iy ddz wedw jlsMw HdOdsetsar @3 toj ¥ d d3ts d3.

] [Windows Vistaf tcd EMksOdtsea¢j CSP VPN CihedysS o HOJj Is
1 dBBRAattHddBE ttOLih dls! Lidf B Y ddsdem 4 @ dOdsts;jigh@Eds

1 sveodz'fls®ils ts8 tes o i Qtdd® dzOh j ded J i3 § Jdndei@iss@ dzdzv y d d

fi CSP ¥PN Client {Is) Setup =) =]

Welcome to the CSP VPN Client
(Is) Installation Wizard

7

[tiz strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the zetup program, then cloze any programs
wou hawve running.  Click Mest to continue the installation,

WARMIMG: This program iz protected by copunght law and
international treaties.

Ilnauthorized reproduction or distibution of thiz program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum extent possible under law.

Yerzion: 3.0.9417 |=

¢ Back | et » I Cancel

tdmEz &ts ¢

1 sfpdzy dzOY Olsext BSkdaYlsS dslsCtor Ists SCdes o dL OHO My Isj €
#ts56 dzOh jdedw . uMmMlsOdetsea SO 1 j tojlQodepnfh® licgndey o f sdztsy j dz
agreement " H j dzOj IsNext detstindslz {f dzts 2 :

CSP VPN Client
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{8 CSP ¥PN Client (Is) Setup =101 x|

License Agreement

Y'ou must agree with the licenze agreement below to procesd.

JroeHsHoMEOe O OTTATIER e O TP AE e TI0ES 0Farnea [Ipogyrrom CSF VPN Client
nporeEogeTEa 340 «C-Teppa Cr3cllms
S 2003 - 2008 ZAD "C-Teppa CerFelln". Boe mpaka 3anpmigHs!

Hacromee JTinrerssiommoe O ormaries ke onpedensT VOIIOBA HOTIOIES OF AEIT
saromHo npeobpererroro Ipomyrera C3F VPN Client (gamee - Hegemes) Konerneoa
[Tomesr oBaTemen (QrEETe CERI I FOp BRI CEIM JIMIT0M, VEAT AHHEIM B JIIOTeH710 Ha
HCIIOMET OF aHke [T ofyETs, ARTIOITEHCA He OTE 6MITERI0H HACTER) HACTOAIETD
Jrmermaorsoro O ormarnernet). [TpeaneTor HacTomero Tl e HOHHOTO

C OTTIANTEHEA ARLAETCA B OTHETAHAT Mep egada Koneuronmy [[ombs oEaTemo

HHCEIN SETRILHE L HETIH) &/4E 48MEB T [ 8E [T0MES 05 AenT s gemen.

[Tog Hegemrens mommdseTe A KOMITIEK: MATEPHATEHED O 0B eKTOE [T1f) 0T AMMEE D

Cp eACTE, HoCHTEIEH MEh OpLIalEE, Koga I 0T aMMHEET [ [ 0gVKTOE, OKVIEHT AT B ;I

% | accept the icense agreement
| do not accept the license agreement

Reset | < Back | et > I Cancel

t dmkz &ts ¢

Wise |nstallation Wizard®

[ dzw @ Odzedwy dOFCd, o Cwhlsttekzy BEHJjIs EBydveedzfso dzj dz t
ffH j dzOIs ! 9" BiBtG:

fi CSP ¥PN Client {Is) Setup

Destination Folder

Select a folder where the application will be installed.

The “Wize Installation “fizard will inztall the files for C5F %P Client [l2] in the fallowing
folder.

To inztall into a different folder, click the Browse button, and zelect another folder.
Y'ou can chooge not ta install C5P PR Client [lz] by clicking Cancel to exit the Wise
Inztallation 'whzard.

" Drestination Folder

C:hProgram FileshCSP VPR Clignth Browse |

Wise |nstallation Wizard®

< Back | et > I Cancel

fdmMkzdas ¢
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( Mdzd fted MtsL HOddd d dafn lsQiztdsMoyROngdzs ass WQde@{jo dzd L G
B' @ ¢ dzt Qg daf dzffls Odzdzw yd sdzdzr 2 W 02,dz, CBEBE®EdIsMHY ¢
9" BteOIls! o 0OtdOdzls d dzdt wofrilzoddn $Glzyd di O ieu@dzdf ® dzls
ddzd yd Odzd L Odzgif gzt iz Mls Odetso dIs*  ff jtoj C dzs YyOlsj dz2 o TBH
e Use biological initialization iBkHjls ftojHdsy j 2O ddalsj teC
ddzd ydoOodzdL Oydw ray ftsdz L tso Olsj dzj GSPivieN d dzfnls ©
Client. S stsls 9 OtedOdzls dMisd L jlsmy 6 bkd&tdyodd s
e Use existing value iBlkzHjls dmMisdruavwy pPls! v
ddzd yd Odzd L d telsde @dsddgf2 ¥ Isj toj ff etdz! HusadQlg jdalzs 7 Is ¢
ddzd yd OdzdL dteso Odz His dzZOYOdzO ¢ tedsryy AMIOMY dzfmils O dz
fMstseh jddj BB BhdBSC ]
¢ Initialization from special seed file THd&Y dddydoddL Oydd
BkHjls dMmftsdz L so Ols! Mw W ORdz, MBHjtey O d2 dzOY
1iBAatHdBE 998 jMisd §dzdn @2 tzztgsy §lsW¥ O K2 f 5 dz
fsdish ! 5 [zieg] stls '
CSP VPN Client AdminTool Is\rng start .exe -c¢ -to
seed fil e. bin .
[ fdzd dzj EZCOLOL! fklk! ¢ WO2dkiz ddod kSOLOlk:
s jddj BB tShdBCj. [ d&¥ CO)yHBEt ddzifls Odzdzw
dmMf sdz! L s Ols! Mw lsHjdz' dz2 2 seed W02k
_Ix

Random Humber Generator initialization

Pleaze zelect the method of the initialization ﬂ
8o,

Wise |nstallation Wizard®

* se biological initialization
i |ze exizting walue

™ Initialization from special seed file;

< Back | et > I Cancel

tdmkdas ¢

CSP VPN Client
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( fpdzd fted MsLHOddd JdhsOddy ydtsddsets ¥ 02 &0 tjcd
ftesHkzCIls CSP VPN Client dzgj BT dzd o Cdz¢t yjdzr o ddzf
sCdzs Hdzw 9 9tsHO HOdMzdzr = [ dyjder dd dzO HftesHECIS:

{8 CSP ¥PN Client (Is) Setup =101 x|

License Registration .
]

Froduct Code: CLIEWNT

Customer Code: I

License Mumber: I

Licenze Code:; I

Wise |nstallation Wizard®

¢ Back | et » I Cancel

tdmizdas <

HlsOdzH Otelsdztsj] tsCdes o9 dL OteHO MstsBN Ojls 5 cElstse detsfls
d dzfyls © dzdzv y d MextdzOy Ols -

{8 CSP ¥PN Client (Is) Setup =10 x|
Ready to Install the Application ﬂ
Click Mest to beqgin inztallation.

[ {oly]

Click the Back buttan to reenter the installation infarmation ar click Cancel to exit
the wizard.

Wise |nstallation Wizard®

< Back | et > I Cancel

fdmezdas ¢
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[Odzj j fWwodvjlfmy Cdts ) qdzHdS Obsesd §fesyj Mo

{4 CSP ¥PN Client {Is) Setup

Updating System
The features you zelected are currently being installed.

Copying new files
File: 5_sysinfo.dll, Directory: C:%Program Filesh\CSP PR Clienth, Size: 73728

Wise lnstallation wWizard®

Cancel

tdmizdas ¢

dedr @ o' B tc OdzO c{dzls; cOCIsdo dzOwY ddzd yd O dzdbuis® g df s i o v
dzts, o Ctissis A ddgW stedzOyds Hd&Y HOIsydE
9 J
d

Mmisd fr]cfd39tsdzf, Qtslststs)g, ®» OO dagw s OO M3 ¢ We® a3
COdzt detsy ydmdzs Hdzw HOBYde O MzEyoO2der = ydmd dz,
fsHBBGOIS! :

¢+ Random Number Generation =10 %]

Interactive initialization
40 premain. Press key h...h
3? remain. Press key 0...0
38 remain. Press key i...

tdmezdast

ltcd Htezedr 90tedOdzsOF o' Bste® d dzdNudilied@ene@tipaf d 1 o v
dejf sW o dzw j Isfyw .
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&+ Random Mumber Generation -0 x|

Interactive initialization
40 premain. Press key h...h
3? remain. Press key 0O...0
38 remain. Press key i...

[Odz dzj 2N jj ftojHjddy ddzhis @tzips tizes B Az fitsh O Ity sz
s qysHE dm" o Odzedj H e Y af fNOEABRH§ §izj d d&".bas |
) sfdzj LOojteh jddw fsyjHEe' dJdhkodkdy ydd &GOy Ools:

15 BCBdyuOddd bEMisOdsstd CSP (VPNz@EC B ndzj B8 3 © ddg
fittjLOCtbL Cd ©f,jtOydsddzs? fdMmlsj dr .

53. &)y L2dz sil|l ent

I [windows Vistatf &l fjls © z8IPVEPN Clients © H O j ts@gtsd ) kz djts €
litBARBHdBE ©OLEjN dl! Liof Bij% ddsdeh 14 GdidOdisighagds

l tixddsdd silent ftsdmMraHdls EMisOdto®k® ®&ESPzIY PN
f swdsdzinw dzdBts MdMmlsj dsder | HJOzsetsor j 56 dzO, dzdBts
Codkf sdgj delst, Glsdesimwh djfmw ¢ Ctedf s sHMmdmlsj d3j

CSP ¥PM Client Setup

tdmizdss <

{ Mded" &ZO o' BtcOdO® ddzls j 6eOCIsdo dzOv ddedyd OdedsL Oydw 1 ¢
fMizj HEs M jdis 5Cdzj dezy des o9 j Misd dzOYOdz! delzs d da¥ st 3O
(99 jfMmisd MdBosdzr , Ctlstste).j of atsHWlMw dO 1+ CtcOdz

tdmezdas ¢

lted HtckEedrm o0ttdOdzssOR o' BsteO ( dzdNudil@dBEne@tipd d 1 & v
dzj Hswodw jlsiw.

CSP VPN Client

Copyr i-TemtCSA200820® 22



CSPVPNClieBD . uWdzfctf jlszetf twf i f cBlzy dy

16 ddzils Oy ydd o [u Wi ndowéb@issh aL @ sty v i tedy ¥ dz®
EMlsOdso Sk HicO2o jtotsasy j HAdETjedtsPo dete jmfgds Odztso g ls+ L
HtcO29 jtc

[ Mdzd ddziils Odzcdzw yd v GvimtbolvB)RPH dtdy) ¢ Yo M d fMls j &3 Wi nc
EmlsOdzso Sz dzj f SHY MOdzdzr B H©O2 o jltcsjor b fistinjisyOmn @i ' dzO
(VEMS, OMsts? § @dzj dz 4 tc Ob ezgf tpf k@0 52 Mlso O fird fls § o
[etstczHtsoOH Y M o Odzedj] HicDBy jtethe ) HOBE otsL Bsy dz
fswedz dadJ MBI GEsfdy (tesHsdy jddy ftesyd Mo ddaf
Cdestfltng Qo dets ff O ®&PgB'sdE dL tIsdr Mstseh j dad 2 .

15 BCtdyOddd dz IGIS@®ZVPN Client ftsdmosudls §jeidt
mdmisd &3 BdL YwjHEZYt]YH]d]?2.

1 od Bj WOMdded fted ddzhmlsOdzdzw ydd BEHjl B &ROWEEY j dZO
sMlsOah OWMWY &l ftojH' HEZh j2 EMsOdssCd ftsHkSlkO,
0 Oted Odzls Mo WQddgdeERY BdERY . | dzj Cslstster 7 MdlszOoydwr
&j cOB s shse dshisd Jdd djStttej Clkds? otk f

dZzyo,j otLddSC dztseo jdzdw h dB S
Odz dzgj or etsHWIsMw. Clsd Msteh j

n d ter 9 Oded W d dz
te dzd
cehdtlsts Mse’ sd2e ddd, Jjhmed f&d
¢ X

4

BBvpass  f s i3t

SsHEtslstso Cj (
fteslstsC tsdzd te

1 9 L OH Odzdzts

ddzd MistcOlsstesds B d&zO EZC OL OdzO 5

i tc
W oy
qﬁ
&z, bt MssBh jddy @By ds §shds dIs

]

1 ¢
¢l

¢ H
w o

CSP VPN Client
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54. [ f2MmMfceBts2y dzf slzy C Y
2tslskze dzdzy y? 2

{ Mdzd ftodsistceiE | ddMlsOdzdzy ydsdzdzese s W 02 dz0 f dMmff sdz
LOHOM CtfdtsoOdzdj Ctsdzlsj 2 dzj O, st BdtCSBEHjIs
VPN Client.

[ Mdzd dz20 BB dzls d defls Odzdz ydd dzj Mkh jMmMlsotso Odzs ¢ s
Colbtste’ 2 ftsdmMatsHdls CsfdtesesOddj, o Stfdttse Odz
ded € OC d Rdefilssif dz'dalzr 7 MssBM jdad2 d L Oftesmtse ftsdz L 5o
I fmezyoej, jmdd Stdsj2djt, o (ks ?2 ftsdmisHd
9" HOjIsMmMw Cdes Mdzj HEE M jets oadHO:

i'-g‘ Installer Information x|

Error 250717, Could not copy certificate container. Container with
! thiz name already exists.

Do you want ba remove existing container and copy the container
from the installation package’?

[Prezz "Mao" ta keep exizting container and ta proceed withot
cohtainer copy]

Yes | Mo Cancel
tdmMkzads ¢
dzd dzO> Ols "Yes", Ists fEHAH]jiids oAz G dgj2dz Cdts diflstg s g jHtdz
fdicseo Odzdw BEkHJjIs ftetsHsdzy j dzO.
dzd dzO> Ols "No" , mMkzh jmMlsekze h d2 Cdzlsj2dzj tc tsMisO

Hil ©lsdj dzj d&zO.

&d dzCCp®E" st d dzfn) ICEREEN Glignts H jIs i tco OdzO.

d SsfdsoOdedj daj HsMsOs N ) §0§Sd flklsd ¢ ML H
HiEsBEZHjls orf HOMS B ( 55 dEshESEBSatdidded j dzj o' HO

W W N
Ng I NS FS

tod &34 WO ded d dzfls Odzdz yd d ¢ tetsilgiyn tH diisO of a3ty drdisid te d
SdzoOs j dz2v by ,j mMkh jMmselkjls Cdisj2dzjte M S OL Odedz
s d ot olOlzddjdzi s O dzdzw ydw ftejter o Of lsfw -dzg BLESOE rteHs@Ed
s

1
q
¢
fsdz L 59.01Isj dz¥

CSP VPN Client
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55, 1 yMydesHmWddze ey M y?
1 sfdzj EMlsOdseaSd CSP VPN Client o tjyd&kOs basi
fisseh @8 h jj 5 dzj sBotH]Bshisd 42] hidi@gtez ¢ d i j 6O

x|

] Y'ou must restart your svstem for the configuration changes made
‘!J) ko C5P WPM Client [lz] to take effect. Click *fes to restart now or
Mo if you plan bo manually restart later,

Yes Mo |

{ dfkdsss
) sfydzj dzOy Olsd™ SCdesfSd Yes fusdhmosHdls §jjLOckk
%Oy Olsdj CdesfCd No LOStK  90jl BCdzs BjL fjjL OCtE

CSP VPN Client
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56. vifffol 32y o Hh22odzBn1

1d3d ftedojHjdz IsjCflsr M jddd sedcOEs S @Bd ©
d dzfyIs © dzd2SR\PY Client.
v OB dzddy ©
vg CMis Mstseh j dgd 1 ted d3j yOdzd J
25001 License check failed. 14 ftcOo ddz’ dzgOW dzdy4d deL d
RNG initialization failed. {Reason: 14 EHOfedyd OdzdL Jtetseo O
<reason>.} Installation aborted. {1 tod ydrezédn> }< R dzfyls O dzdzw

fojtcoPdz®. o Oted Odzs © i f
0" HBRY ks -dWistQdapl b

<RNG_source_file_path>.

{RNG source file path:
<RNG_source_file_path>}

G Hjreason> By jlIs B!

fMdzj Hize:h A <reason>:

- VU 90 HBdyd BT Is!
You must have Administrator :
pri\lj”eg”es v n OHBd dzd s O sEMS dj I
Can't open registry key Ld . Z?Dozz:zfn ;ZBBISQ ;c;olsil
i 1 9 4 L Ud q
Wrong registry key value ] j fltso
. . 14 EHOdsM! ML HOI!
Can't create/open registry key Cery ] ) fisteo
e - . 14 EZHOdsMm! ddzd yd O dzg
Initialization of utility failed s d ded Is bz
. 14 EBHOMSM! MBLHOIS!
Can't create/open mutex & v lsj €
. : 14 EHOdsh! L OH Ols ! 1
25006 Can't set registry key value ] Mo
Can't regenerate initial value. You }jzé) 'é:zjo g;gf.nj L tdZé)GJ gzifte(
should create it first u J ud d -
MdzOyodzO ML HOIs!
. 14ojteds §j JOwLOd3] Ister
Bad command line s
Can't open 14 EHOdsHp! tsedtgCls
. 14 EBHOdEM! ftsydlsol
Can't read initial value L O dzd j
e 14 EHOdsMm! LOfdmoOls:
Can't write initial value L O dzd j
. 14 EHOdsMm! ®GkCtr s
Can't open initial value L O ded J
e 14 ¢Btetej Clsdetsj dzOyOdz!
lllegal initial value. Try to create it first I sfesB2ls) jeE ML
14 EBHOMSM! MBLHOIS!

Can't create directory

| tlsHj dz dz Reaortzg Py B
skfklsflse 5o Ols' .

Existing RNG initial value not found or 14d Hfosh dzO ftese jtcG O M
invalid. { [ &Y
25007 Reason: <Reason>} Installation aborted. ( Mdzd J Mis! o tsL d3tsy dzsMls
ftodyuddzO <feds dfriesj H' HEz
e " ) ded §

Copy certificate container failed. {Reason: |1
25009 <reason>.} Installation aborted. Source {
container path: <src>. Destination ]

jHOER Y & Eads 2 dzj
1 to d y drelz@n> }< R dzf)ls O dzdzW
jtto Odz®. 1 Ekls: ¢ M7
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vj Sk M h j dd

1V tod d3j 4Oded §

container path: <dst>,
G Hgreason>d3tsy BIs Iss H dzdf a3
fMdzj HEzs:h d A

Bad command line

Zero-length password

Zero-length new password

Can't find source container
Can't read from source container

Can't write to destination container

Keystore data error. Possibly source
container password is wrong.

<src>.} kls! § dztso sz détis dz
G H jreason> i3tsyfjlds' BtsH dzd o3
fMdzj Hizs h 7
1Jojteder j fOLOd3] Ister
fMstes € d
1OHOdz fEfMists? § Otets dz
dfmlstsyded ¢
1 OHOdz fEMlss? § Ot dz!
ftedg d3ded €
S Sdzls § Hdpjsts ydzd ¢ dzj dz
IJhdBGC O ylsj ddwv- ¢ tsdzls |
dmstsydsd s O
JhdBCO LOf dMd- € tsdzls |
ftodj di3ded ¢ ©
I"dBC O BOWjsteH Odzdz" = ,
nteOdzd d3r = o Ctsdzlsj 2 dzd
LOHOdz dzj f eOo d dz! dz" 2
Ctsdals j - dplsts ydad €

Could not copy certificate container. 14 dz v Me Y ydeldsp Ddz} to,
Container with this name already exists. f M sdedilsly 26zj 6 M ISOC
Do you want to remove existing container | j fijls+ . mtslsdlsjy dzd o1 &k
25011 and copy the container from the mMEh Moz h d2 Cwdzlsj 2 dz
installation package? Cdglsj2dzj e dL d dzfyls ©dzdz
(Press"No" to keep existing containerand | (1 Oy d3ydsy dzv Istse s, YlsBsE
to proceed without container copy) fMh jmMseze h d2 Cwdalsj 2 dzg
BjL SCtfdtetse Odad W)
Product "<Product_name version>" was 17T dz BB dzOte Iz j dRrofluictsnantzeS
detected. version>",
25017
You should uninstall it first before the ]l O3 dzgj sBRBHd KB MdzOYO
installation. Hl ddhsoOdzdzdtetse Ols!  jets
You must have Administrator privileges ] Odgl sBrtsHdd3" OH i3] dzd M
ftodo didfj ¢
This product needs Windows 2000 or [ dzv ftetsH 2C Is O Winddsvs ZOGOH
higher dqozd o M j
The "<dlI_path>" was wrongly marked as [Windows XP]
ssotg | e revais GIVABLL e /m GIVA | g g+ e o s s
’ COY tcj H' HIGINADLL.) EZH j Is
dmf sdz’ L 59 O dzO GINA[DIs. § d3dz
The previous GINA DLL "<dll_path>" was | [Windows XP]
25020 BgégoiL:]g?é;'dhe system GINA DLL will be JjHT HEN OW GI NA DLL
' ZO2H judz. jIs dMmf tsdzr L ts9 @
GINA DLL.
Driver "<driver_name>" installation failed. |1 j EHOdsMm! EMiOdtsedls
25021 Product installation aborted. <driver_name>.R dzfyls O dzdz?% ydw
ftoj tco OdzO.
Product "<Product_name version>" was r dzv  f tcts iPieduds ®ame version>
advertised. Br dzO o' f tsdzdzj dzO s j tcO
25022 f sdz! L ts9 OdshjedmemgEnt].

You should uninstall it first before the
installation.

I Htsdydr HJ ddefls Odzdzd
q dzfyls O dzdzv y d d .

CSP VPN Client
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vjCMls Mmistse jdad Vied d3j yOdzd j
Windows Firewall setup failed. [Windows Vista]
25025
14 ZHOdsM! d&oOMmlstetsdls!
You must have Administrator privileges. l Odgj sB~tsHd " OH d3d dzd
25026 ;
ftedeaddzj cdd
25027 Invalid RNG initialization method 1 OHOdes dzj Cstetej € Isdats
ddzd ydOdzdL Oydd 1wy

CSP VPN Client
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6. 4y H2IEMB Y2y tof d3t «

ltcd fsHelsse Cj ddzifls Odzdzusy Bis dixists dzth) IsfO@isjo ls[@ ¢ d3s[>pizts | t
dzj dzls j OCIsd o dz 2 ot Nedsdg Z&ise d dzO

Wi ndows XP

[ ¢

[ Windows XP f§tfmdj fjtejLOctlkL ¢ d (ds tedf Hdjdds j
CRUzZS | tcOCIsdadz 2 toj ¥ ddi) forscafdtz0j lisfn Mzteistidz® & 1 totsH Iz
tdMmzass Clsts SCdets frwodw jlsimw IssdvPNfg] i sdik) ( ey
o OL Hgjldis | d3W  d dzd y dvONAY i ©oudififO & € dzts  dzNMiflodas® X [ o
ftsweodwjlfw e dztc§ &8 dfstcOydd ftsdz' Lsoa Olsjdzv o 1 tetsH
l1ted dzjddelsj cOCIsdodesds tojyddzsy dzseddzO o 1 tetsHbkzSl d
ttOL Heildd ddzls j .eOCIsdoadzr 2 teiyde dzseddzO o 1 twsHEZzCIse

J Windows Vista
]

Jg Windowhtsfyzptf jtejL OctckzL $d Ju ftod ddalsj cOC Is
1L CtcOdz 9" atsHWIsw JEeBdzCd Hdzwvw or BStEO ftsdz L 89 Olsj &
MisOlskMm 1 tsHEZSIsO CSP VPN Cl i §nthz38sEs dzs dzts e d dzO
] [Windows Vistaf tetsyJ MMr o-atHO o MdMmlsjdkiz d oa-tsHO o
HicZdg By dzes MdzOyYyOdzO L OjedMmlstcdtetso Ols! Mw o 1 sHECIs
dZzOB Stefs s

Please type your password and click OK.

Password: ll

Cancel | Change Password...

client_test AamuHucTparop

:.. Windows Vista Business

tdmkzaas¢
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l Cdzj 9" BtstcO ff H{dgzadss QI jsds O, tlstsBtcOy O h Ow Isj ¢
ltesHECISO, doyil Md3ihj dzO o dzlzy desdz dzOf e ©9 dzj dzd d ,
tOL HejrAZ d3j dzj dzd | f tsdztsy jdzdw dStsdeSd BJjSkhjets MisOlst

Il Windows Vista twhdt @bdcddDIsa yl s d dd§ wodis Jls ozt
e dBSCHO dzj sBrtsHd®Bs o' BtoOIls! fltudz! L 59 Olsj dzv  H dzw

e Ysfmdi LOcLEZLCd MdMmisj & ;
e ftod o' TBH] fd LBOOI)jd& dL Mmdhmisj &
e ftod Mdsjdzej fd Lo Olsj dzv.

[Cczs dzseddz0 o 1 ttsHEZSIK BEHjIs o o tsHNSfis tdipvd fisjts dz! [ S
C B dzskz CEHO dalzy dats o g jofgls(d) teA] dzts zdztg dsq de@ s\ N
l esHESl BEHjIs YHOI! 30 MmjC kdae l (o 3" Iz dfsaipy @ d@diz) C
VPN-fn j 6o d.l Oréfydzdi jviPaN ) dzj B EZ@E®ls Fststsyj ©jitc 30 fmj ¢k
fevedlsmw Mmtstseh jddd M §tejHdsy ] ddjBht@sstedls:

Warning [5]

l . Legin cannot be done because the VPN-service has not started.

MoeTop l ’ OTmenHa

tdmkasc

1 sfdzj Efmfjhdts?2 tejedhmsttOydd ftsd Lo Olsj dv d¢ t5dzs
odH dimzaas S ( Md3.¢c [clodmmetdOxy jdzad i IsjCkh jet) MisOEzMO 1 t

tdmkzaas¢

1 smMdzj ontsHO Ytsd Ls9OIjdY o [u Jd§df O tMBRjsdd O
L OH OVy.
( Mdzd BISCOL Ol Mw ©ls e dzO, It olssdkz oats2Ilsd o 1
e ZOY O d&O dqEsdfk MIsOEMO 1 ttsHECISO o Cdzj o
fted HdztsylLogiadtid )z @8 ¢
e dzdBB ftMmdzj o~BHO 9 [u, ELBEELOECHRO ¢ tf @UY ddfls
( md3. tegRagin/liodoute.

tdmezaast
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6.1. B lz) MB dzlz 2 cdf HC2 By LG2 di

) t6d Jdzlsj wOS Is d edaptsdf da®j spiHSesEiz Wiy 6 j L OctelzL S 4 j to
mdmisd &3¥ Sisifer ®©Odps 1 dzvy L aiy waP@zdezy  f s dz/({L dshy Oy dzv
I’ EdsdyOdds §Oksd Wodvwjlmw §kfMlsr d.

£ csp vPN Client v.3.0 - Login X

Pleaze type pour pazzword and click OF.

Seterra

cCsp

Paszwaord: I

k. I Cancel | Change Pazswaord...

tdmizdas<

lted dzO Olsdd dz20 Cdesf S Change Pesgwdgsd dsisqicdj dz
fOsd §sd Lo Olsj dv:

Change Password x|

2ld Passward: I |

Mew Password: I

Confirm Mew Passward: I

(] 4 I Zancel

t dmkzass ¢

[ dzw Mmd3j dz@ § Otetsdzw dzj sBRsHdis o9 jMmisd MisOwr 2 f Ot
ftcOo ddz' detsfisd dzseo sets § OQsdzw . [ Mdzd MO 2 § Otctsd
COYHOVY (mMiplitbiOoveofsHO fOsdY BEHjls ftjter 9 0ls
f sdzdzd dzlz Is T
lted kM jhdes?2 OkljdasdWds Ooydd Ofctadz y Gl ddiOve { to
fsdzdlsdC O B LLEYHCCYHEARGHIS 6f Odzdzts e 5 §f Sdz' L 59 Olsj dzv  OH d3qd
ZOS SHWh OW Mg toH BCAL Q).
¢ Jjydod dzov df jsuze @ ® @ g polidy,o g€ ts 9 t@HEY] Is fw
OHBdzd MistcOlsstetsds fted  SHCEslstso CLjO dteidpisaDjdistiywy d ts dzdzts
fMdzj Hzs h dn Mdzyown:

e HB Ikjn fYtot, (O ftsd Ls90Ojd d o998 j d fMmet

e ftogdtbHiz] 0 jtcdzce s  Osdzv Isted tOL O
e ftod SIsCOLJ Blslodgm), ¢ fofdrt tc O H @ ICancdll detsff € Iz
e ftogr AasH] fodz LB O dzv dL MmdMmlsj d3r
e s daj Y tsdz' L 59 Olsj dzv .
} sdzd Slp§-aOf f policy Ocjdzs wOBBISOjIs 5 SHAdRZz dL
e ftcOo MagsAll T EZHOdVIS! dtrBB2 LttOWdS, ftwdatHwhd
fsdz’ L tso Olsj dzw
e 1 tc Oo detasit Driver Poli cy (DDP) 1 ff ts dzd IsHtEAR o ffj ths O
EdsdzyQdedidsy jIs ftod dzd c3OIs! GHides dL Healkzrm L d&zOyJ
e ftcOo Pakmll 7§ sy zmpiiQls § OFCde®GY J fay J 2 df3ts dzy O dzd ¥
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e fOo PagsDHCPi § 65 ZMS O! §OCjIsT LBHEPCE (s
CCOYOHCPf 65 MG O Ge@Ms cEBORARTS j SO 5 it
DHCP.
] s dzq IsDpfa@ Driver Policy (DDP), CtlststeOW st Hj dv j sy OH &d dz
LOCky Ojlsmw o MmdzjHEYhdR Mdzyows :
e fiod ShdBBYdRE2 L OCGHLHG] MEsHRREHPdatacnal J
e ftod tsfilsORMENY Iep.d MO

6.2. [ 2 k) MB dzlz 2dglts+ 2Cts B YGL 2
t W dzlz

lted dzj ddzlsj tcOCIsd o dztsdd tintg b @l S aBIs f wPTDP sHd sy {5
ZseddzO0 M kMl @3 § Otetsdzj &3 (9 COyYd Mlseo § Oy dMY
g jhdetsds dztse  dzf 56 dzts t fif Mlz@AStE wiay ts dfj tefwigytairyddv to

dzj My j h desd tedstsidafidsij s MiBw COC §tod (- dBldzjHtgQsC lod oHAR
sCdzts L OftesMO ff Otets dzw .

lted EMlsOdese dzj dedetsdz 1 esHEZSCIsj CSP VPN Client dstsy
Zse ddzO0 dzO dzj ddelsj 6t OCIsd o der 2. 1§ dzs yj dadfiyls adegwdjdissivic O
EMisOdzso C 52 L dzgOyd dedv, Gldzdydtsects sls 0, Jtcj d3j dadz
HKEY_LOCL_MACHINESOFTWAREVPN Agent \ Nonlinteractive Login.

lted LdzOujdedd O BEHjl oCde yjdz dazsj 6OCIsdody 2 te

6.3. 4 My dz 2 52 WPNsH LR UB?

1 [ Windows XP d Windows Vistadzgtsy dzts L OH Ols! 9o tc j i3WPN iz tmjef dOfigad L C
o toj jMmiste] (tod { tsdaxIprvifePtatTiozgodzdzts 2
HKEY_LOCL_MACHINESOFTWARE/PN Agent \ MaxServiceStartTimeout

ClsO fjtoj 3 dzgdzOW L OHOJjIs otej digWw o MmJ SIEMPNGR],tcoddji<dB
¢ wOBBIj. [Mdzd +IsO jtej dsj dzcdlzOW dzj L OHOdzO, Ists5
tcQodesj 30 MjCEdzHOdR. [ OSMd BOdz datsj TL6dRADY jfrpgdSilz dzHE. ts
l1tod L OHOdMdd B tsdz ihzjfiEstO deCia@iagjod@fjuis mw L dzOyj dzdj o 6C
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6.4. B d dz) SEsBPIL 4 52y 2 dzf 5
szelkzWIlse t My j W dzkzB

Il sCdi or'BstO ( Hdzatss Jdsjdsy § dzdz§ , SlstsBtOy O8 h j
MisOlskzm 1, HC 5@zt diszHdsss s, 34 dzd s iy  sd3sh 8 f
o 4 Miste§ :

HKEY_LOCAL_MAGNE\ SOFTWAREMicrosoft \ Windows\ CurrentVersion \ Authen

tication \ PLAP Providers \ {7026F7B9 - 3C2E- 4b80 - A62E-

69645BFF1190} \ Position

1 2Oy jdslzdf i toj dspodtiias 2 W o dzv j Isfw  MistesC O ¥ sted3O O:
<int_x><int_y>

.
1

GHJ

int x T yjdsj ydmdzs, LOHOE M j i fdsd hsiCidef jdztsP$ mifpf
Clststetsy By jls ftedded BO! L dzOY  ded W

O-fsdztsy jdzdj dStsdeCd LOHO MY OoltsdOlsdyi ME

fsdztsy dlsi iezPuy j ddj JStdSd skhydlsr 0 0j sy
Misstetsdzr + ¢ teOdzO

slsted yOlsi.ffitddsy. j dzedi dSCtsdz d lsfiyydis & GosfipR sl
Misstetsdzr + € teOdzO

inty T yj dzsj ydmdzts, LOHOs M jJ MmMd3dhjddd ¢ sdz
Cltstets) |y jls ftoddd @O L dzOyj ded v :

O-fsdzsy jdzadj dEStsdeSd LOHOjIsMw OalstsdizOlsdyj MS c
fodzsy dsitisaay jdd] dSsdtd slshydlss ptOf diny |
Misstetsdzr + € teOdzO

Slstcd yOlsi.fiddsy.j dzedj S sdeSd tslsfydlsr 9 04 sfmw sl
Mestsd’ 1+ Ctc0dzO.
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65. 1z dzBEZz2dBNBY Wy gws

[dzv OolstsdiOIsdy MEtsets oanBHO f Widkdowss¥PO Isizjj dzvf tsev o figaf fij s,
sCdets Log On to Wi dz0tBes28§d)f stktedipPdzdz” j] Hdzv [ o
OHtej Miz:

http :// support . microsoft . conV/? kbid =315231

Jddhid3 Hdzv Wi ndows XP dzOMmls tgtg2HIOE Isldstdgjm  tef] jJ tdnilsdeiCdzdz
o dzO) BG ik 1 r § tsdzdzd lo'o jregdelitj , dzOX fBE Is §
e 9 tjjMmMlstcy ot2HdIsj o €Cdzv y
HKEY_LOCAL_MACHINESOFTWAREMicrosoft \ WindowsNT\ CurrentVersion \
Winlogon
e smdzi HoeBAdese s € dzd Be@ultds®rNdmE tc,jo o3 jsdedktic? o h j dzfpw
sCdey o) deBwidd jHIsy dBw dz LsoOlsjdzv  dzOy «
e HoB2de 3 SIS dPetrditRadsword o GRdzizi dzj dzd J
MistcsC s se s ff OaeQidFdsldciO §f Otesdzr § sdz L ts9 Olsj dzv
4t i34 dzdzOv slsmiklmMlsakzjls, Iss MSLHOAI] JJi:
e 95 tS{RHOCIsStste t9FMistE®] dDBHP.&O ™ B jtodlsj
fto] HdzsyuiEdHiOls b stcsCsar 2 f OO Ists
o dzOf j yOls @2 Ifjj tedjdd3j DiafartRassword d dzOx digfitesrj

e HoB2dzr &5 SzdC 53 2O {2 jtoj d3j dedets? BIsSC eSS
f Ote s &z’

e HoB2ds?2 CdzdS dzutofdininljogey dmiEsREsjls 6 dzs, o €5l

f sdgidzOud dapd HdIsd L dzOUJ dedfis 14 1 dzdzO 3@ Istf 4 toJ d3d «
slikzlsflsobkjls, I fMsLHO2I] Jjj

e T 2Hdkj jd0O0EEE MisteO
e 1Oy dBdllEME ) jjL OC iz OK. O
) sfdzj {sscet ontH fsd LsoOljdy o fMmdflsjdz BlHjls
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7. lkzfomBLYyts2Y X dzW!
et J W dzz B

uj CEMMIsOlskzf {tokss izt GIEOE &S @ Oty jSdzdz0 "] Odzj dzdS s @H O .
CBdC 0 fwodv,jlshv fted LOfEMS) MjodMO d bkHOdw

[fdzd (sd LsoOlsjd! daj Oklsjddsdiidqyudese Odhv, Ikt d
g
=

{ dfkasss

15k Lo OB s ydiese Odzhmv , dast H detscitz CUsO fdaf b i disdzts «
M) HqdijfiEfedzS © fedded B3O s o dH:

%

tdmizdass

SSGHO ftswodwjlsiMfw "tslsw B' BGHdes L OMdh jdedesy M H
MejHddel dzdv &3 BSlsmikzlsMisea 2] Is, sts dz0 d ¢ thdzdnjj tedcicds] dzOj

L 4 dzj dgr 2:
T~
?Q@?

tdmizadss<

[ MizEshHzCls dBjjls Rtkw B SHdts L ONdh jdzdes] Msjing
U? Ulsd 3 Mk Hdsds] de’ CtdeCj dLdsjdav jlsiw vyojls " o
B

oy Ltsor 2:
;r_ll
|

tdmezags ¢

e 0o jHlGdj de@ dCtdSbk omid s0jl ddWsedOoydy
(feh jMlsokzs h d5 dz20 Btsdsj dals dz@o j v jdedw o " S 2@ ¢
SBLOBGlOREses SEOWdCO 5 ofjd Mkh jMmisese Ooh dds
LOCkL Cd &fjwOoydsdds? ndhnkjdr .

IPSec connections: O
Processed bytes: 13104

%

tdmizadas¢
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7.1. Login/Logout

1o dzOy Oldd dz0 dStdeCbk fwOots?2 SCdsfCs?2 o hd &g

Logouk
Show 54 Information...

aboutk, .,
I
tdmizaasc
] LOoadMmddismisd tls MMmistswdadw MmMdMmisj d3r (Oklsj dzlsd ¥
BzHjls f ¢ OL Odzts Lafite jdriadfimguj dzd §
lted o' Btte] 1 dogindztsy pdpdpiny Cdzes pgdigh @ § 0 dzts dzv  (

Okl jdsd¥dSoydd d sda djsdeodg vy Ot ts dzw .
lted o' BStej { dgeulztey jfdsdirded Isfyw Mmdzj Hiz¥ M j:
e BkHEIL kdad ylstsy j dz¢ M of A zO dpdglsd 2$ dzd § dzls 5 o3
e L OGtelzundlg iy O df!sddsLddzod policy
e o] H dzsylLogiad jd L o3j dzd Isliggin . dzO

7.2. SA Information

lted or Btstej 1 tShaw®ss ipfprazafion Tfsweodlsmw Cdts disdzd Ists
ML HOdzdzr = SA 9dHO:

83 vPN SA Monitor =10l %]

— [SAKMP 54
i | 1] | Local P Addr... | Local |:|| Partner [P A, | Part... | St... | Sent I:uytesl Fecei

4| | 1

—IPSec 54
M | 10 I Local IP Addreszes | Local port I Fartner IP .ﬁ.ddressesl Fartner port | Frotocal

1| | |
Update timeout [zec]: 100 j Refresh |

t &)z dzaes
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G HJ

IKESAT i d MSAKMP SA. I r 9 sHW Isfqw  fMdzj HiEs P dj f sdzv:
e NifstewHCBSO™ 2 dsdBj 6 o IsOB dzd yd
e IDikzded € Odz! dzr BA dzs 3 t6

e Local IP Addresses TdzsC Odz! dz" § OHtej MO
e Llocalport T dzs$ Odz'IKEY Btels

e Partner IP Addresses T Otelsdzj @R %Ed ;NO

e Partner port T Otelsdzj tKEF $&Is

e State T ftsmls tsBAzd
e incomplete T dzj HisMistetsj dadz" 2
e ready T1tcOBtSY]d?
e configuration iTdL d3d dgv § d3" 2
e deletion T kHOMV j d3r 2
e unknown i dzj dL o jMmisdatsy MesMmisswdedj (dgi HBd dets o
e Senthytes T1Ctdzdyj et tlssmdzOdzdzr = B OIS
e Receiv edbytes 1S tsdzdyj mMsots f sdzzyj dedzr = B O2Is
IPsec SAT MYy d MRséc S A f § sdzw d3d :
e NifstewHCBO ™ 2 dsd3ijtc o IsOB dzd yd
e IDibkded S Odz! dz" BA dzts 3 te

e Local IP Addresses TlzsC Odz! dgf § OHtEj MO
e Local ports TdzsC Odz! dz' § f§ stelsT
e Partner IP Addresses TfOtlsdzgj eMSCdj OHtj MO

e Partn er ports T Otelsdgj emMSC dj ftstclsr
e Protocols TifMmMjlkjerj ftslstsl sdzr
e Action TIsdf O©¢Cydd:
e AH
e ESP
e AH+ESP
e Typeilsdy§ MmtsjHddej dadV
e transport
e tunnel
e Senthytes TCtsdzdyj Mot ltsdzOdzdz = B O2Is
e Receivedbytes TCtdzdyd Msets fdzkyj dzdzr = B O2Is

Update timeout (sec)i o to j d3v , Ut ) Eliskskzls B dso dzv Is' Mw H Odzd
ML HOdzdzr » SA. 1 dOfOLBdz LdzOyj ded2-2. 1. .9999, dzOy

lted o' Btte] ¢ tApautdasydgidagsy or atsHdIlsmw dJdaW stedZOydvw s

About CSP ¥PN Client x|

CSP WPN Client ok

S'terra Version 30,3417 Is

cCsp

Copyright () 2003-2009 5-Terra C5P

tdmkzaast
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8. [ ) 2 tlsz sGCEEPNCIent

[ 4 Jdemls Odzdzv ydw CSP VPN Client ftsdLeotsHdlsmMw MmlsO
s jtcOydoddztsI omdig g GzgsHkzdzv Add/ Remove Program
Mses¢d CSP VPN Client.

lted HyddmMlsOdzdzwv ydd CSP VPN Client ftsdmMasHdls o
mMeow L OdzdztPs® ciy d | KE. il4 BN nuddoelawise X Pl PSEC, T olst8Wi nd o
sz B O ¢ BHEd Cdtyj?2 | Psec HdY Bdj dzO ¢ dz¥ yOd3
ftose jteC 52 f tsH dzd dedetsyisd e .

I Windows Vista fted HjddhsOdkdy ydqd (BEBBIPN CI i
liGBRBHdBE ©OL " dIs! Of £fM¢ H;ddzfr]lSGdzdelststGO.

x

©

He sanycKaiiTe 3Ty MporpamMMy, eCni Bel HE SHEETE, OTKYAS OH3 MW HAKOM 0S8 HE
WCMONb30Band ee,

@ M3gaTene HeMIBECTEH

= OTMeHa
A He 3HEKD, OTKYAAE BE3ANACH 3Ta NPOrPEMME M SEYEM OHA HYHHE,

NporpaMMa XoueT NoMYYHT b O0CTYN K 3TOMY KOMNbIOTepyY

=» PazpenmTb
A n0BEPAKD 3TOI NPOrPaMME, H 3HAKD, OTKYAS 0Ha, MK 0BNaaso onkIToM e
MCMONES0EaHWA,

il | CeeneHuA

KoHTpone y4eTHe 3amkoei (UAC) NoMorasT NpenoTEPaTHTE HECAHKLMOHMPOBaHHEIE
M3MEHEHMA HE KOMMBKOTEPE.

tdmizaas ¢
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9. wvtwyy2edk2d2mMf B 5!

l tesctcORBBBdz" | Elsddzdlsr, eontsHwhdj o MtsMisOe ftsHEES
cert sh ow
cert check
client login
client logout

pwd_change
key_show
Isp_show
Isp_reload
log_show
dp_show

sa show

klogview

l BfjttOydsdzs? MdMmilsjddj MicrosoftE Windows off{
fesdLotsHdlsy dL CtB@BOdH dzs?2 MlstetsC d .

[dzZv LOfEMCO Ebddadl dL SC(tdkEO0dHds?2 MstsCd §jtj?
Z Is d dzCls Brograms Files  \ CSP VPN Client.
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9.1. cert_show

s ts 3O dzert@show ff toj H dz2OL 2Oy j 2O Hdzv ftesdislstcO® MmjtelsdW d
SlstsL 9 Odzdzr 7 fMjelsd¥W S Osse (CRL), d&zjyO0hdms o BOLJ

v 2 tslzB dzls 2 Iscert_show
[ OdzdzOW CBBRBOAZHO dzf dd3d jIs Oelkzdij dzlstse d G dzs ygj 2.

RSB MEE2 W dzef B EZO®YY dzd ] 65 bEssdyOdds slhkkshlsekzjls

uf dzf dey s i B KRB BB

RMytsdz L 221Isj HOdzdzzy Ct5d3OdzH 2 Hdzv 5L d2ZOC sdzdzy dzed w My
&ZOr sHwWh dafmw © BOL] ftHESCISO. l 1lssd3 Mdzkyo,j 8BE
Mmitwlsdi S Olsise d CRL
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9.2. cert_check

s sd3O dzertCcheck f toj HdzOL dzZOyj dzO@ Hdzv f tesolzPE SV mMIgEHd W
BOL] ftsHEZzCIO.

v 2 tskz B dzls 2 Iscert_check

RSB MEE2 W def B EZO®YY dzd ] 65 EssdyOdds slhkkshlsekzjls

e dzf dpi s iB Y22 tf 2tfidi JfeBc2W

leso jW s lsw ofj Mjwlsd¥ SOl , d&ORsHWhdjfMY o BO
VsddzdlsO or etsHdl fshls'Betd j d dgtl wlstiyel. d S 1O siPdzlz juiPdzd
MjtelsdWd@Ojsls ftshiasctivezd j st o sHd MY SwOSs) 5§ dMmo
BGOCIsdo dztslsd :

e Certificate is invalid Tdel o jtodegr 2 Wisted3dOIls MjtelsdW d& Ol O
e Certificate is expired Mt sG 2 M isipjdels d W ffBlg @4 " fzj
dzOigk d dz
e Certificat e is revoked ifmjtolsdWiHIE®Uso Odz
e Certificate can not be verified imMijtcsdidiz@©j tfgrse j tod Is

e 9 BOL] BbMmbkzlMmisakzjls MjtelsdW deOIsS(r) Hdzv {1
f Cotetej Clsde’ APl ddzd&BOIstsd3, ¢ Slsttetsdiz d3f |

e 9 BOLJ] dzjls dzfRipiifs HidfodswGieC d BHdEes L Mmite
Yyjftsycéd, §fssHBdROWY MdlskzOoydw d&tsyjls otsL dzd € ¢
CRLs( L OctctDpRdiaRd o L Octky j ddts?2 SCsd¥dekztcOyd
CRLHandlingMode = ENABLE)

e Private key container is not accessible T dzjistsfnls &Y ©Od2Isdgj tc Iz
id Stej Edsdgts 3

e Private key is not accessible T dzj s ts ) ls &fif JOC to j IsCdazsdzlelz

e Private key is not accessible TMmjCtejlsde 2 Cdzgy dzj ftsHA
MdelsdW¥ ds Olskz

e ltis certificate request THOdzdzr 2 BBI j S wodzw jlsqpw MmJ

LOf esMsd
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9.3. client_login

s ts d3@atzient_login LOf EMC OjIsfiqw OQoaltsBBOIdyi MSd ftod dzsc
dmisj Bz d ¢ tc H MEOH teaf etsy s 2B o SCtbtsttsdy dzlzy d
fOtesdzr Hd&vW Oklsjdsd¥dioydd ftd Lo Olsj dv.

ClsO CBROZHO L Of 2BS®,jils fijuc j o dufgig g dafi tzef ) & &tk C
Cobstes] foswedw jMmw dO JSsdS] o §0dzgjdzd L OHOY {te
COC BN dzts o' BtcOdzthoguts j H dztsy § dzd |

[Bdls B st diMftsd Lso OO d HdzVW dL di3j dzgj dedw 4 Otets dzw

v 2 tslzB dzls 2 Isclient _login
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9.4. client_logout

s d3O dzie® logoutf to j H dzOL dzO w JOBQ teh dpvdzd v fj MM d d tefds de!lsLis=ip |
tesdLotsHdIsfY L Ocmoff Roy. f sdzdIsd € d

8

]

ClO CEBOBHO LOYLEG®@J IsHwj flougdme dafjvtzy iy & &4tk €
Cobbttes] fowoadwjMmMw dO JqStsdeCj o HOdgj dzd L OHOY Hte
COC BN dzts o' BtcOdethogihtd jsH dfspjidia L Of EME CsRBOdZHT o tol

v 2 tskzB dzls 2 Isclient _logout

1 M2 dzy
1dxd ftede jHjdz ftedd3sj o L OffdiemiCl@oud tclzydzzs € sdBB3OdzH T
client_logout
Logout OK
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9.5. pwd change

s s d3O dawddchange f to j H dzOL dzZOyj dzO@ Hdzv dL 3 dzj dzdv f Otets dzw
CsRBOdzZH O L OPERE&GPBLGY] M d {§ tcdChdadeiPasswodl... ¢ dats f£Cddz]
dzs e d dz0 f ts dz {Lodpcididdry L (s ast€ dfg@ange Password (f d iz @55 €

Hdzv 9 9tHO MiskOsets d dzso SE Y Ol®ifir NS Oz § saz®Hdzy

v 2 tslzB dzls 2 Ispwd_change [old user PWDnew_user PWD

old_user_PWD MisOter 2  Otsts dz!
new_user PWD dzser 2 f Otetsdz
[ Mdzd dzj L OHOIs! MksOter 2 d desor 2 fOtesdz, Iss o ddz
LOftetsh jdgr . lted esotH] MdBosdrof B g m@Ekmizd s
f Otcsdzr BEHjJIs LOftetsh jdz Ho Oy H' ot dLBJYOdedj hd

M2 dex
1d%d ftedejHid feddite dL d&3j daj degdv § Otetsdz? ftsdz! L 59

pwd_change fiol d _pwdo fAnew_pwdo
New password is set successfully

pwd_change

Enter old password:

Enter new password:

Re- enter new password:

New password is set successfully
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9.6. key show

s sd3O0dzeyGhow f toj H dz2OL dzZOyYd dzO0 Hdzv fJtesdBslstcO §ftoj HisSY to]
LOtjedmlstcdtctso Odzdzr = o HtesHECIs] .

v 2 tskz B dzls 2 Iskey_show
[ OdzdzOW Ct5BOHO dzi dd3j JIs Oteclzdzj delstse d € dz¥ ygj 2.

RsBh pH2 W dzof BHcE@®Rdzd ] (6 EdsdyBdds skiklsihlss k]

[«

Sz dzy 5§ B Y2 2

ff sdz Lz21Isj HOdedzlz® € 5RO dist b fHCpthy S ool dHOUE oot tatgdhvj iy
&5 yj?2, ROdvhdamw o BOL)] HOMGE 7 fGSHESKO.
s

d or fsdzdzj dedd e lstsRIs CesdBOEMm s v Mdzj HEze P ] HOMz
e (tdzdyiMmMlsots ftejHisY gy B j dzj dedzr = € dz
e Hdzvw CO)YHBGEE & dzt YO:
e dqdzw € dzsg yO
o Isjdzs Cdzs yo o 4 yOlbdesds asdHj. [ Mmdzd Isj dzts € ¢
mMddosdzr, Ists fted oroetsH] o §jyoll'detsds oadH,j t
Mddo sdz Issys 0) .
o Isjdzts C daexf{ @@ jeH MisOo dzj dzd d .

- N

1 M2 dexy M
Found #1 keys .

- Key---
Name : keyl

Content testkeyl..

Content (hex): 746573746B6579310D0A
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9.7. Isp_show

S 530 dep Ghow ) H dzOL dzOYj 2O HS G detfsdREss BEds § O fi dzs fls
fsdz L o (@IP) dv

v 2 BslzB dzls 2 Islsp_show
[ OdzdzOW CtsBOdZHO dzf dd3j JIs Oteelzdzj delstse d G dz¢ ygj 2.

Reptlhy Wdf EMeEERy) dzdj 65 bEdssdyOdds slhkzlshlsekjls.

uo dzf dpy tejiB QBB B JfcB B2 W

{ Mdzd L Octelzy j dzO & sSdeW¥ d 6 Iz tc Oy Pz s dgd) dzilzO® Y fAs , IS5
9" 9 j H.J dzO

lted foshdiitlstey SCtdW JeokzteOydys By ds MtsateOdzdls! o
current_Isp.txt C s@3izH 52 :

Isp _show > current _lsp . txt

) sdzd SEPPEIsts?2 CtskOdHB?2 f§ohdsktjls! daj d LW,
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9.8. Isp reload

s sd30OdzH @l bap 1§ toj H dzOLidzCQ czOEIPEs dzW d e 2tcOyd d
v 2 tskzB dzls 2 Islsp_reload

RisBh fpth2 § dztf 3 BzOYY dzd § 5 EdisdzyOded® wslsfmizlsmMisealzj Is.

u dztf dzy B2 tof dlstef it JfEB B2 W
RME sdz L 22 Is jlsp SetodgO dan Zfydzj HEzs M R fdzz yow & :

e ifndzd ftesdL sBEzdd C@F dpjidzdv o Mjtlsd¥ dE OlsOR, dI
E hdz¢# L O BjLBY OMdesmisd d Hte.

e HdW bkfjstcOdzj ded™ ofMj5 bkfMlsOdaso dzj dede' & Mtsj v d daj
e ot odzjhkOldy A LPH OGN -  tsHESCKO d His.

1 M2 dzy M

1dyd HtedejHid {( tdGRE dede OCHezQ W L BOLT 1 totsSHEG L
Isp_reload

LSP is reloaded successfully.
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9.9. log_show

stsdiOdpg Ghow § toj H d&zOL dZOY | dzO0 Hdzv feshdske® dOMsEs?2 S
fesssC sddtss Oddw Mte' Isd?2

v 2 BslzB dzls 2 Islog_ show
[ OdzdzOW CtsBOdZHO dzf dd3j JIs Oteelzdzj delstse d G dz¢ ygj 2.

RE5BN 8§ 2 ¥ datf B de®Q Jifiad | Iz 3ts dzsOiptiarflss fisists 2

o dztf dey teifB B &3t Jf B2 W

[ OdzdfOy d3@dpH 9 sHdIls IsjCkh d2 Ftotso jfigasB "flecdfsIs sC sdzd tets @
Log severity level: (3) err
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9.10. dp_show

stsizZOddp €how f to j HdzZOL dzOYj 2O Hdz¥ fesMBslstcd® kMisOdise dz
Default Driver Policy.

Default Driver Policy T sdzd IsedjSLOs f OMdze iPlsde 2y O 4 dzOw  f ted Mmls
ftiesHECISO Hts LOcGtkzL Cd St ddwPpytidd siketctlezp O j oz
fsdz L s9o Olsj dz MSsRd Esdgs f dzz o OL dzOy 4 ded v :

e passall - fsflkzmMmC Ol ojMm' bkttOWdC
e passdhcp -ftetsf MG Ols: IsE@E $Isr DHCP
v 2 slzB dzls 2 Isdp_show

[ OdzdzO%" CtsBOdzH O dzj dkj jls Otecbkdkj dstse o € dzs yj?.

RisB N 2 ¥ def d3f) Bz® Y fiay | &z 35 dzustipiarfissfridsts Iz

e dzf d B B AB B A3t Jf ¢ B 2 W

[ OdzddO® d3@dett © SH s kMils Odets o dzj dzdzts | DDP,dzOdzQ fiad f d34f ts:dzd Is
Default Driver Policy : passall

CSP VPN Client

Copyr i-TeiCSA200820® 49



CSPVPNClieBD . uWdzfctf jlszetf twf i f cBlzy dy

9.11. sa_show

s 53O zal €how ff toj H dzOL dzO Y J dzO0 Hfigty ) Ief tciBREREIRA [ISARMP SA,
IKE info.

v2tslzB dzls 2 Issa_show [ -e]

scBBOkRa Show(B J L EZC GyapEd W sL o todeiiYEssfc H | 2 Mlwe 28 h d j

H Odzdz" 2 disdgiSdels
stsi3OkM Show-eo " 9 sH s § tsdzdzlz ¢ T (KEzifs ISEHMP $A, IPsec SA.

REBN Y52y tof | eBfEuat2 5 Edsdyodds skhkzksihsolkjls.

sy dzf dpysiBYy22 tf 2dbstefdt JfeBB2W

RMsd L2 1s) HMdgEs 2§ OGO dadds  Codssmn@d d dz¥f s Ry d d s

SA:

e [PsecSA -fBStWHCBSo " WPsedzBAIYj ta1 dzv S Oy HESGBB Mtsj Hddzaj 0z

e S dMOddj §Otlsdzjtetse ( MZOYUOLO kH OdPdzdzOW ¢
OHE M ddd HOPEPhHEH | Bkt §swlsO ( j Mdd dat

EC@®dz, Iss or HOJj Ismw *)
e sBjte okt (jMmdd (sl s)dz dzj
e Y dMOdedj Mt JjRsef dzjc tzth s AHIEEP|AH+ESP)
o o X dtag(transport)|tunn(tunnel)
e MisOdMmMisdS O { i Shtsdzdigidaylcdedts ¢ j toj H O dgdz’

ZCOL Oc

n
o

lt6d ECOL Odigd of drtsw@ s v § 5 dzdzO% d dg¥ Ste Oy d W :

¢ |IKE sessions: ni initiated, nr responded TSsdzd yj Mlso s

d ft

dzj b Qteh j didE-tB i3] des 9aC OyjMmlseo | ddafiygd O O®gPMmisa j

slseo jIsyd¢$ O.

e ISAKMPSAT f stcWH CtSo " ISAKMIE®Adc Hdzv C O HBEB MisjHJd
e BYdMOdd] § OOL@RMOS&HOMazdzdzr 2, LT GRS Hfis jdits S O dz

kit § sl
o Mtsfyls 5SAkd j
e incomplete T jhj dzj HsMtSL H Odzdzr 2

e configuration T Hdzv H O SAlfsistse 5 HH[tstinty dzdzddBY) dz' dz

dzO fiy Is te KIRECHG XAuth, etc.)
e ready Tetslstsor 2 ¢ dmMfsd L se Oded® SA

e deletion T SAdzj dMmf sdz! LifzigHsdnwiIstse dzj dz €

e MOldMmisdSs O {f tsi Chyssdpoiujdsylcadts § j toj H O dzdz’
e IPsecSA Torm oatsHdIlsmw d HaiPsdas 820y d v

1 M2 dzy M
1d3d ftedejHjd fteddsj tc osatfheazdzg:ded ¢ t5d3OdzH '

IKE sessions: 0 initiated, O responded

ISAKMP SA Num (Remote Addr,Port) - (Local Addr,Potr) State Sent Rec
(LOctsdzcoa8C 9" 9 85H O)

-
m
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ISAKMP SA 1(10.0.10.193,500) - (10.0.10.17,500)
ISAKMP SA 2 (10.0.10.16,500) - (10.0.10.17,500) ready 1246 2602
IPsec SA Num (Remote Addr,Port) - (Local Addr,Port) Proto

TypeSentRec (L Octsdzso8E 9" 9tsH O)

IPsec SA 1(192.168.15.16,*) - (10.0.10.17,*) 1 ESP tunn 240 448
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9.12. klogview

VIsd dzcklegiew f toj HdzOL dzO Y dz0 H dzv { to ) dgtHotOYndfiiplsis dytg Hzc
ftosls sdzdtcso-Dd Yo J PO e C

v 2 slzB dzls 2 Isklogview [-ItT] [ - p ts_precision][ - m event_mask]

- p ts_precision
- f event_mask
- m event_mask

-h

[ - f event_mask]

sSYdHOL! Mt jddY L YHtO d o' asHdIs!
ClsO sfydw { tcdHaflz@yBdgfs J tsj Mdzd dzgh. L OH Oc
fiyoOlOls! HOIE d otjdid" o' atsHO MtstsBh j da
fJyolols! wlsdtshdls @ gGefsda sl dgs, MEBEIsd J
or otsHdlsmw o MjSCkdHOR GlsdtsMdlsj dz2 dets { 16,
fsCOLOdzdzsets HOdzder o5 + €L j BB dzv tetsd3 kzIs d dzd |
10353245711 Ists 10 fjSkdH d 353245 BCtetsfj §
StsydetS id®©dztsmj S zdznr, des toj Odz? dz@W tsfstsgtej b
Of f OtcOlsdzs? § ZOWSted3r d s jteOydsdadats? o
9" HO OjdiBsy ) Hitcer @3 Msseh jdzdj 5, BlstsB 1
LdzOyj dedj yomse, SCobttetsj dhmftsd Lkjlsmw
Sldzsmdlilsj dzt dese s 9 toj d3j ded . -1 ¢lsstsh =iei Blasdzt® jte jLdk
s MisOtlsO MmdMmilsi Rl dats fipd B 5 dzoldtgs BRI 5,2
fteddzw Ists?2 9o HOdzdes?2 MdMlsi dB&d L O Issysk i
Csdzduyj mMseats L OS8O HEsdzj 2 Md Skzdev, d
Sldesmdlsj dz dese s o t8]).dzgi ded MB " Isdw (
LOHOI! Wddz stc MisB" Isd2 Hd&Y HOdzdztsC ts
Il sL i3y defsB Isdw s dMOdz" o kOB ddyj .
LOHOIs! Wddz' stz tsdzy Bded & § 57 OH Odzdets |
dmf sdz L z2jlsmw, JjMmddifd] ESOLORO i
oreojfmlsd CtOlsSkEy dJdaW stedsOyds B dMi

I dOfMmlsswh d2 dsdj dls klsdddls0 &ty jlkWve il h d i
SHdS?2 ddd dzj MSsd §dd st il d §iss & sksdsde, &5 o' o BHW
etk f Jteso Odzr Mdzj ks h 5 SBEEOL 53

v OB dzRy O

Lielzd g
Mmtse " Is¢

s B H {fdMmOded j

drop

vdzd ylstsy jdzdj fOCjlsO. 1T atsHdIls
Edagls sy j dzd | Bz O sfe@C j sO. v ssBh
CeOled?2 IsjCl, f§whdwshd2 {fted
2 dde¥ stcd3Oylgt Odisdzso €O f OC jsO.
IP-L Oetsdzso 8¢ sy dls BT Is' dMf sty
Msseh jddy, IkSecHO o MmMeseh jddd
& B"j Httkzed] MzzyOdde j OHtej MO

pass

lesfz2fMS §OCjlkO. 1rosHdlsmw dzj
sl & c2-Zf P8 SERS jSO. wssBh j dzo
CteOSd?2 IsjCils, §owmdvehd2 HJjJ
ftosdLojHjd dOH f OC]Istd.

sa_minor

1dStsbste’ | o dzzlstej dzdzdt H ipscplpsesdy v ,
Ctsdzlsj EMistsdz. wtstseh jdzdw MmsHIP)EY (
Colster 2 sy ds Eodujls! dL MmMstsE
Csdzlsj € MisO.

sa_major

4 I LOdBEH 2 MisdRfec-HBPRwE tsds d 1§t
COMOs h djMmw L d3j dzjlREecS tShyshj I§ thisdse
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A YT [ d1Oda j
HEEB " dzq ¥ Oyt WasEy & CIB)dgS | & Hestos T
Bsy des ZoadHuHjlsy dL Mstseh jddw
stssBh jdzdw o asHWISfW fjteiH 1§ 51
sa_trace 16 f OC jRsdr<C tsdzls j § fls O.
{hdBCd, MeowL Odzdz §j M dzj kzfiPech dzr
sa_errors 32 CddsjCfls® ¢ §OC sk,
i IlmosHdIlMmMw disw d ddzvnj € §Oo dd
filt_trace 64 Hdv §OCjs0 dzO2 Hj dafs.

1 23 dzr 2 dzOB tsteeventsmeaskis)d 203y dzs 26 OL Ols! Heo kdsw MY st

o fiizsy j g § sHBe Gtk Mtserlsd2 (Md3. o OB AZdYJ)
1 M2 dzy f
klogview if 0x43
d dzd
klogview 1f 67

o fited udmdzjQzdej@lzdd MEwz 2 UjteiL L OY WISk HEB]L
LOfwists?2 d d&@izg @dzd j o3

L. M2 dzy M:

kl ogview T fdrop,pass,filt_trace

R5B N 2 ¥ datf 3™ ez iz j 2 d3ts dzsCpizdls# fiislst® 2 §
) dztf dey eifB ABWf B! Jf e B B2 W

Mftsd L z2I1sj HOdzdzz® ¢ s@f@AsdeBE jrded'? | § @S Hd@®Ig d3F = fc
. ts

R
feslsts sdd.etse Odadw

sffol ys2Y, Gl cEfj2dd y Wk2dB2EYGC

stssBh jdzdw, o"oetHd®B j Lklsdddlksts?2, Wsosttddtkz:s shmv dO
IPsec-Htc©2 9 jteO. wltozCIsktcO® Btsdz h JdeishOciEStsB M § daf GO
f sz yOj dPset-H fO2 9 j tcO.

gff Jydqodz dgr | fMtsseh jddw, oreoesHddi §j Elsdddlts?:

*** N messages lost *** 9" o9 SHdjlsifrd EIsddzdls©O dzgj kMY J
sBtcOBOIsT 9 Ols! fiythtsesB ' dedizd 2d
ftstoj lsw dgr .

no format string o Mtstseh jddd lhizismisezjls fl

<error: 9 9" 9atsHd i3 dgzedfifigtidseBhIgfglisfadd j| MlstetsC d W stc R3O
fOLO®R) steOd3 fMtstse h j dzd W

dMsS Meseh jdd2, Stkttwrj o dPsacy lsmw
w gOLd & ctkff msersd2.

Cts dzj Wodw kv dstdOdr des? MdlkzOydj2, fsh 8O Msseh Ol!
20t dzgj Wodw MW dastedsOdz des? MdlkzOydj2, fsh B0 Msseh Ol!
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9121. vfo!' E2Y HMWtcts! pass 2 dr

HSSBh jHafv | sts20 Gk YEMY dzj § Shtej HMiso jedpdzes o jizg j H
sk OS2 §0OCjO.

A

=

—

—

}

sttd3Ols Mtstseh jddw (o fstwHE] MdzjHtse OdedW) :

e 9ntHWh 2 ddzd o' atsHwh d2 f0OCJlIs

e IPOHEjM dMistsyded S O

e fitels dMmissyded ¢ O

e IPOHtJ M § BdZEYOIlsj dzv

e fstels f sdzzyOlsj dzv

e s3] W tdtHs 5 € 5 dzO

o dsedyimMEsy doi3v ddzlsjteW j2MO ddzd S tH ddalsj oW j
e HJ kfg dpassed" d dztfiropped"

e MtesC O, BYfdMreOshow fteduddkz Eddylktyjddy d

L Byl o sHdlsMY HEYf sdddlsj & dzOY dda¥ sedoOyd™,
dqdz' seoydd d JHAdSIY S Okt

ttddzd ' Mtseh jdzd?2 ctkzffr pass
OCjlk tSBEOBBlOd fisOofyd o ddEPABEdES d | d

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_abc: filtered

OCjls B' dz tsBIRB® 4z qidz

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_cba: decapsulated
out packet 2.3.4.5 112 - >3.4.3.3:14, proto 6, if ethO, passed:

packet encapsulated

sCterisr 2 0O0CJjls B dz ftetstf 2h j dPs¢fctPAFIs Qo ddzze fp H j 2 f
in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:

filter flt_cba: IPsec rule, but the packet was not
decapsulated

OGGj B" dz ftesf 2h jdz 9 BIsCter ssd3 o IRSEc+BASS:f tcOo d dzkz
out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, passed:
filter flt_abc: bundle not found

tddj o Meseh jdd2 ctkzffr drop

ussBN jddW, MowLOdedzr j f dzj Stetej Clsdyr s H Odedz &g
IP-L OC s dzth B8 6y dz

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
corrupted headers

TCP/UDPL OC¢ s dztf 8 te y j dz

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
corrupted protocol headers

wdzj HEZs 0 jj Mistseh | dadegrrupfedzOroisa ipagdzss " o' o sH dlsMw 1 51
mMBsts¢d (tj O] By @FgtsOOdzd V)

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
can't update selector
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RMf steyd dzdz" | L Octsdztso Clfsed sfhdis WMt B! IsOC Y |
dmf sdz! L 59 Ojdtgptslss wlzjSodz YO Hdzv ttOMh dWteso Cd ftod tslist
Yyd dzsmils dzsmils d :

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:

SA 33: can't prase packet headers after decapsulation

A

Mt stcEfPddzdHL Oc s dzts o t5€ :

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
unable to fetch SPI

IBYdls 9" atsHdls! Mw fHtod o dzklstej deded s Bh JEEf PR ©OB SIS
in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: firewall procedure's result

teJorh jdes t6teOdzd Ui dzddgts ytfj <BRfSs,dzd m@ fmiste'zo @4 3" = dzO
smisy (HBfEMCOjIsmMw dzj BBBdZjj 16 odzsy j dzd?) :

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:

too many nested encapsulations

11 +

+—

OCjl kdduylstsy j dz oRefgeTIPBegrlsifls pod dinlsiPo dzj dzdzs 5 o 1 to C
ddz sdoyd

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:

filter flt_aaa: incoming TCP connections restricted

==

dtsBh jddw 5 ftSHfOHOddd f OCjISDODROPSH fttOoddzs ) H

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: pa cket hit a "DROP" rule
out packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:

filter flt_aaa: filtered

1 0Cjlk BT dz L OC tePsec,f) ditis difstéH f OH O ) PASSSH § 600 d dzts

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: dec apsulated packet hit a "PASS" rule

JIsCrisr2 §0O0Cjls f8Hf OHO]j s £iPsecH jeDgldaasj dgd dz' stc Oy
in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: IPsec rule, but the packet was not
decapsulated

l1tcOQoddzs M HRBESECHISROP | df Mtstslse | BAxsrale dzf R dz ftsL H Odz:
out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped:
filter flt_aaa: bundle not found

J b dB fPsec:
in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
SA 33: decapsulation error 5: integri ty verification failed
out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:

SA 33: encapsulation error 4: sequence number wrapped
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I 5L Btsy dg Mdzj HEE hdj shdeCd

s SH 1 OL 9 Odzd § JfdmOdedj 4 tetsB dz
1 replay packet detected sB dzOtclkzy j dz ff tsS9 Isstcdzr
2 call to crypto subsystem failed shdeC O Fisditmgthls j d3r
3 last sequence number fsmdzy Hdzd 2 desd3d to 1 (¢
4 sequence number wrapped fjtej § sdzdzj dedj Mmud sy
5 integrity verification failed fteseo jt6C O yj dzsMmis dztsf
6 corrupted protocol headers Ef fgséwsuoégdﬁfgg feskstn
7 corrupted headers after decapsulation ?’ gg, Eig‘é gzng E 5 g] 225 s ':j
8 memory allocation failed dzj o SL d3s dgts o " H J dzd I
9 IP ttl expired Muilydse P ttl dl
10 buffer is too small3 BWjtc Weafhz0dz
11 can't parse IP options dzj o 5L Bsy dzts 6 OL 5B 16 (
12 padding check failed shdBSCO o L Off tsdzded Is |
13 incorrect SA parameters (from ozf Qo ddz' dzf §  OtcOg

pmod_init_sa)

tejydds ddze Of Mizdzv yd g
ddzd btcOdy stelsdz 2)
fstslse jIsBAso zj Is

14 encapsulation mode (tunnel/transport)
doesn't match the SA

ltesd3y  Zlstsydetsj MiRSgdsreskeyarg((j § of towhkdying ( i d3j dz2O0 € dz¥ Y4 9 56
BOIsj eddjdzO My j &z L O j teh dIs+ w oot d3v ) :

out packet 2.3.4.5:12 ->3.4.3.3:14, pro to 6, if ethO, dropped:

filter flt_aaa: bundle is unusable

[ctOdzdyjdzdj 20 tBEOB t5lsC Berveriaata): d s dzs ¢ slstcO% ¢ O (

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
decapsulated packet is not local (not a security gateway)

[ctcOdzd U HA[§ Oz C 2 Istc OdzL §f I6 dzts & tets BABUEE G

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
decapsulated ipsec packet is not local (not a security
gateway)

Juittjn! d0OCjiktse, s tPee®@BAbantle tjste HiOEAFdz] dz0 :
out packet 2.3 4.5:12  ->3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: waiting for a bundle: queue overflow

gdzj Hze h jj Mstseh jdd] cceotstdls s Mdzdh Csd3 Bsdz h 53
sBtcOBtSISCIBAGB iy 40). wlCttejJ oMmMjets, 1Ists L dzOY
ZOMistes? & Pt ssysSd L toj ddv 1facsiyem@ @ B df Wats i ls d
tcOL tcOBBIYdE O®R

wo dzw j Isw o dzkz Is ugisdplzjp0 PsdsmO Ol feOL OB sl yd < Ods
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in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
SA 33: queue overflow

]l dgzlstcj dgdzd i tShdBS¢d, B SCobter n ftetsm! BO Msseh Ols!
in packet 2.3.4.5:12 ->3.4.3.3:14, p roto 6, if ethO, dropped:
ip data is not 4 - byte aligned

[ oz cyfisise M j dad W
in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
no matching filtering rule

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
SA 33: decapsulated packet's IP header doesn't match the SA
out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:

out of memory

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
SA not found

9.122. vfo+ E2Y HMWtte! fi1 |l t trac

ststsBh jdedw 182 cwkzffr (oi(BdftBotftzej WidddbkicOy
dmf sdz! L 2 Ismw Hdzv SesE@EslsEdzdy OCgels OMBH j ey Ol d dz
MOkt §O0Cjily. uvOCkY ddWW stedzOydr dEsydets § sdzzydls
(20 ted 3§ 6, d Lintshtsdjh Hj ad"2d peats s 4o )d r o p

lted d&3fpstsB h § dzd W

found filtering rule 102(filter_tcp)

§
W
1

9.123. vffo'r E2Y HMWtte! sa_minor,

esEBN jddw 12 cwlkzffr Lo tsdwvs s sidisitydzd tdztstag@Qylds
d LOdpPserC sdzlsj CMlsseo. wtBBN jddyw 5 LOctekzL ¢j € tdas
ddett stedzOyde 5 §f OOd3] Istc OFAP-K BB S dis'O0, ( @ K IGPIN®, § S
iyddr d Hts.

({ Mdzd Mt j dzd IP-f Bts® 36 delipdor) (( Ists tsdzed o™ a BHW Isfw 9
f stewHC ] :

e EOd dF 2 OHEG M/ HJOJOLSdz OHts) Mse
e &COd d 2 sl

e Odzjdzdzr 2 OHWBjM/ HJOYOLBd OHE] Mo
e ZHOWZ dzdz’ 2 f stels

e IP-felsC s d.

) SH GO & OHtj Misds § &dzd BOJ Isdgurce)d H sz df fips ts Ay § O
fOCjlstso .

lteddzd 67 MstsBh jdd?2 ctwkzffr sa_major

lTtejorhjdts B¢ 8AdS Uz :
SA 55 expired

] 5160 O vefe@ISA ( ftets2 Hj dz BOWL! jto ft5 bOW S k) :
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requesting rekeying for SA 33

SAdzd G Hjj ddpf sdz' L z¥Ispw d HBdydZ BT Is! EHOdz dzr :
requesting to remove SA: 44,45

#tstsB h | EedOC tc Has® JSA:
loaded SA: id 12; flags Ox1; ipsec flags: 0x18; selector:
5.4.3.2 ->2.3.4.5; type: 51; SPI: Oxabababba

gdzj Hize P j j M h j dzd § G tsIPgsdc B B jsL 1 iOEH Aafed W
sBtcOBtSISSd IsteOWdS O:
loaded replacement for SA 55: id 12; flags 0xO; ipsec
flags: 0x38; selector: 3.4.5.1 ->2.3.4.0 -2.3.4.255, proto
17; type: 50; SPI: 0x3b7f44e0
t Ofmh d ¥ totgpe:C O
51 1 AH
50 - ESP
{ OMmh ¥ cse € O ‘drjdistimEs o' -
Ox1 7 o atsHWhHh d2
tOmh dW tcts o C @Pses fthdsts o
Ox1 7 Iskzdedzj dz' dz" 2 tjiydd3
0x2 T mMBteOM" 9 Ohit DF
0x4 - EMlsOdzOo dzd o-Gis* DF
0x8 T 9 Cdzt yj dzO L Oh dlsO-@4sOG epl ay
Ox10 T 9 Cdz¥ yjdzO fteso jtC O yj dzsMmisdasmisd
0x20 @ 9 Cdzt yjdes hdWtctse Oded j
0x40 T d M sdz' z JJBRencapsulation (NAT traversal )

1 OG oz Lifo® L SH (SA bundle):

loaded bundle: filter: 298(ipsec _filter); selector:
3.4.5.1:98 ->3.4.5.2:99, proto 17; SAids: 4,5

Cotseh jdzdj GSAMDBL L&Y MEH] by CBA j sGdHOPls &N
fsL 1 OSBdundle f toq dzsy j ded § o5 ( H j 03t dzts ) .

1 Of tSA bundle ( BT ydzs Hdzvw jcets t5BicOB SIKE-§B KB iz iz Ismw
bundle request: filter: 59; selector: 5.4.3.2:1 ->1.2.3.4:5,
proto 17

SALOESC dicso Odz (ftejorh jdats tsceteOdad Y afyg O fflsiw toj d3j da

L Oohjjtedzd j { tctekeyjing:fn O
disabled SA 33

VHOdzj 82 Jj
removed SA 33

VHOdzj dzgdJ t©0Odel i L ORAzsSC dJteso Odzedes G s
removed dead SA 33

[ clzcifisite M j dad W

‘{Mmsod d j

L dzOYj dzd W W OE e dzj ftoj HdzOL O dpF MW ddzlsj el te
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application request to enable SA 33 processed
first packet will trigger rekeying of SA 33

utstsBh jddW, oL ddC O dj o tehjdisjsagdits df/tcftpls tiz@ dedts o3
can't add bundle: filter id 299 not found
can't add bundle: SA id 33 not found
can't add bundle: SA id 33 is unusable
can't load SA: unable to unpack
can't load replacement for SA 33: SA not found
can't load replacement for SA 33: can't unpack
can't load replace ment for SA 33: race condition - SAis dead
can't remove SA 33: sa not found
can't disable SA 33: sa not found
can't enable SA 33: sa not found
rekey trigger: can't find SA 33

ltedd3j tof Mtseh jded?2 cwlBffr sa_minor
destroyed SA 12

replacing SA 12 with SA 13

can't enable sa 13: it's already enabled

enabled sa 14, but didn't activate it

enabled sa 15

9124. vfo' E2Y HMWtte! sa_ trace

atstsBh jaladbr st trace fsLotsdzvels ko dHjls! WBEUSS dildsjdSdf] sy od
C fOCiblz. 1 dzv d fMintEsty RS QYo LjakEVspe W 1 Ay iz dzv y d W
utstsBh jdzdvw MBHJ o)y Ols SA{ H Sdslsdsited ROletste sH d BAY ftod L C
(HBd dz" BT Is! 9 € dz¢ ¢ jedz'fstfimpjere)h.j deddzh sted3Oydwy © f§ OC
or osHdlsmMw o Istsd3 3 J fMtseswhHjCded 2 mdstdssfdydrH dzvv o p .

led B3ifestse h § dzd 2

dec apsulating with SA 10: 1.2.3.4:5 ->5.4.3.2:1, proto 6, if
iprb0
encapsulating with SA 10: 5.4.3.2:1 ->1.2.3.4:5, proto 6, if
iprb0

9.125. vfo+ kE2Y HMWtete! sa_error

Cstsph jdzdw {1 Ists?2 ctwokffr o' aosHWIl HBY tsdddlsj d' dzs
sh d B JRS6t.
]l HOdzdz' MzlsadBgdgis' Istsdzt Cts5 ©B das] s qraptsf@sZdd .
17 o 5 H disshifipls 5 & Gzdzpts B34 © ¢ Jj(dedence number).
ltcd disipesB M § ded W
replay packet detected: SA 10 last sequence number 92, window
0x1, packet sequence number 4.

°l tsfM! BO Misseh Ols! t©OLOBBEYJS OB 5 oL ddCdatse jdzdd tHAs2

utstsBh jdzdW HOdMzdetsEts t©OLHJ 2O f toj HdzOL daDGedry . H{d® i o didztstiog) Qidlzj G
fod Lo Ol jdzvd3 ftesHEZSISO daj ftoj HisSMisOo dzw j Isfyw .
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913. uff ol ¥B2Y {9

fh 2o dzB
1dd ftedeojHjdr IsjSflsr Mtstseh jdd?2 tB hdBLOR,
M ftesctcOBdd B3d kisdddlsOdkd.
[ Mdzd o IsjSCMmisjy §dzky dzdse s MmsEmdmaldadorg §f B mMEzlsmise
sBteOh ©O2Isj Mm: o Mmdk

3 B Iz thuppoH@siderE.apm.f s OH e j Mz

A k2 ds2_khow

vj Sk MM j ded W

{fdMOddd Y tetss dzj ¢
I nternal error. gsftH l dzzlstej dzdzv v tsh dB C O.
SA info is not found. Error: ACCESS
DENIED.

l sdz L 5o Olsj dzr dzj Oklsy

A 22 dkRyzshow

vitfls Metseh jddY { §dMmOdedsis dffj e’

Unable to obtain keys from DB.Error: 1
ACCESS DENIED. B

J EHOdsM!' PtedbatHd ey L
oL .

A2 diDskow

vjSCMls Mtstseh j dad W JfdmMOdzedj f tetsB dzj ¢

Failed to retrieve policy from product data
base.Error: ACCESS DENIED.

IJhdeBCO ftod f sSolsthiPdzts?2
Other operations are cancelled due to error

A Iz 2 didp lsBow

vjSCMls Mtstseh j dad W JfdmMOdzedy f tetsB dzj ¢

dB¢O ftod § tsdzzyj ddd
st tsdkdtetss Oddw Mtss

Failed to get severity level.Error: ACCESS
DENIED.

o(h
ftc
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