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Wsde B tetso Odzd j HEsMskyd & Mfshss Ok stdj yubkses I sdf Lt
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1. [ BdtsBh ) 52 3 MW ERRkz s dz

1 tetsH ESPS/PN Serverff toj H dz2OL dzOy 4 dz i dvd dz’O If@&Q K f ¢ O
fosltsC sdztse TEPABR] 2 Milse O

1 0 disO Istus@zd Gdnlse dzw j Isfqw o tOdE Of 3 Y HIPSEEO S H dzf ~
e Security Architecture for the Internet Protocol i RFC2401
e |P Authentication Header (AH) i RFC2402
e |P Encapsulating Security Payload (ESP) i RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) i RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) i RFC2407.
] .ot G tc O d3idzdas R ESPSVPN ServertsB j M J yd o 04 Is:

LONdlbk kGOWdCO &0 ktsody Oblsjdadsdidsoydd/ n
felssC B  d / IRBeESP

e Oklsj dasqV¥ & S diidzigls 5 24 oG | d2ls % S Oydy kL kO f

e fOCilsdez Wddz steOyd® Ib@E@J KO izt Gipfh@adds o
LOGsdzso Ctso Mjlsjotsets d bteOdhf stclsdesd s koo dz

e MBr s dzs] § otslsd S fyar e s l@@ad d Misd < d

e ©jOddLOYyd* L OHOddzs?2 HdMuydyiddd oL OddsHj 2
LOMNdlskz IstcOW S O) Hdw COYHBGEE LOMNdhHh jddesegts My
LOdN j dedzsds oy dd3j lsd S8 Hd&Y LOtjcdhmstedEss
BsBddz dZF & §Olsdzj eso 5 oL OddBsH 2MIse g

e Ljckddtkj Bz Mss2CsMmls! L OMNdl' ktcO¥ SO

Ifmi 11d ¥Yedéydd sfdmr eOsilsmw o W O2dj LS CRalz dzts?
Security Policy) . [ ¢ Odzr @@ sffjmdedfflodndzs s d tffite jfinjjlagvejrlss € ©
MsiHddzj dzd 2L Bfte H@EBC ] BzdmMfsdz! L 59 Ols! GlsSter IsT o
i3 Odzc stcdPB dflsf sdfmL s Ols! HdzvW COYHBEB dqL MtsjH

1 otsH ESPSVPN Serverd M sdz! L zjls o COyjMmlsea,j odzajhdsgj?2 Ctod
B d B dzd sSfistg LHffiflstodsf ssepBEE2 L O dis™  dda BeSBOYJI (&5
cOLOBSISOdzdztsj [ RBER Oded 4 2 "

#s1R "l B OzdL 2] s teidfdRundte@i dud MSdj Odzetts
e 1 [Juyu 28AL YW tcso Gedafnj’ d W tc s Odadej ~
e JJuu { -BHMACH yj dzshfslsz +H Odzdz’ =
e JJuyu t -BMA4WEM ydvw "L hdtetseo Oded W
e 18U [ B4, 1P0Juu-2001BMstE@dJleso Oded] d fHtose jtelC C
1dzj € Istewsdiiditsso 52 §f sH)Y dfMmd (6§ A1
e GjdzgjteOydys MmzEyo2dzr = ydfmj dz.

CSP VPN ServerV o dzv jllsdipeHtz@lsH dz2v C stef stcOdo dzscts My sdz L
fdsr Mdzj f saglsd S d OMIstets 2 Cafs HBSsdNdEtS g fslo vty s o fr
OHB] dzd st Olstste ddzd OH MBI dzdMisteOlste B L 5§ OMdasmls
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2.uoMmyoetfeets?2Y BB 9oBJd{
2 Isfcdelskz? dzff Islz !

1 totsH ESPSVPN Servero r §f Zh jdz Hdzw Mmdzj Hze P dr BOLtSO"™ 7 f dzO
e MS Windows Vista (32-bit) Business SP1 Russian Edition
e MS Windows XP Professional SP2 Russian Edition.

ltcsHiB&B BBi Misddz M Ctedf ssc e OWIgragL' M S dEz@L tf ExO® I§ GzR2dEd o3
C s i3 OdfédRi tRu"R'

l csH OB IO totc | 2B AR 8 IsjtcOn ) Mjilsjor di3d OHOY Is,
ff sH HeY d o CQasks offloading

I yomisd toj Odzd L OPSef/IKE s BC 5 Aigd dettsjdgfsds d3sj Misd i3 M
Cisco I0S v.12.4.

Il yomlsd EHOM] dzdese 5 disdzd Iststed dze O Ite ths EsGskD d3 fnfls O df f
fnCiscoWorks Monitoring Center for Performance 2.0.2,9 n sH W h d d3 eCisdg\Ednds O o
VMS 2.3.
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3.1l m2eawlk! BWEYBSE2A:

vj R dsdBseatys j M j udo Ojls Okkjdsd¥dcoyds, hd¥ese Oc
@O ktto dj fj WR)HOQe Bjsdr. o

[dv o) OdzdL Oydd {dn WiedGjydRr tsy § dg® dosts ff § dzdzd Is § dz
qdz¥ SwB®, CslswOvw f§smlsOoldeE j §fdw i ®isld s ROEGdgd Odz c
e zOMmse OdzdzOY sdzdlsdSC O L OhdlIsr .

[ dzv Ok jdsd¥ dCoOydd oL Od di3tsH j 2 Mikhdzjsthedrns Higlaic s dz
dzj CslsstcOW OklsjdasdW ds OydtsdzadzOw d daW¥ stedzOyd v .

sO0C2 Okljdsd¥dSoyddds? dd¥ stekOydy 2 @Bsyjls BT
e iz Odzso dzj dzdzr 2 ( tcOL Prepldregkay) 2 ) § dzs y  (
e MjtelsdW¥ dS Ol MlsOdHOtls® m. 5009 .

RAZj ¢ Ismvw dzj S Blstste’ | BeteOddyd dzdvw fted twWOBtslsy M 60O
(Extensions) , SCwltster j §fd3iydidr ¢0¢ Cwdlsdyde j. 1 IsOB
tcOMmMh dtej dzed?2 MmjtelsdW d < Os@itf t€usdz@acOlg’ flgWz Hdz sSsB tc OB Ols T
ltesHEZSC s, Jfdzd k ddr EfMlsOdso dzj dz ftedL dzgOE Ctedls
BzuEkls ftedfmkzlmsotso Ol Htokzedj tw©WOMh dqtojddw, daj ¢
Ctodlsduyder j, bt IsOCts2 MjtelsdW & Ol dzj dgyficly dafrjls-

skmMkzlsMisezjls o IsOBdJyd, dats wodw jlsfqw dzj CtedlIsd ydz
dmf sdz’ L lzj Ismw.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

dzdw L dzOyjdzd? d §odzdzr 2 My dMmsE Certificate

{fdmo
HSC Zd3j dalsj Pafp@itods2ed.drg/html/rfc5280#sectieh?).
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4. vp2 MYy L 2dzB WicB G d3

[ 2" EftOodzj dzgdV czsC Oz dets?2 4§ tsdzd Is d € @SP VBN Sersef O f) dzts )
OHdBddzd st Olsstelz ftej HisMisOo dv jsMw ted toj > dBO:

e MBLHOdd] (oddtkgRHdBdL&PBHELES] ¢ M foBEh v ¢
qdzls j oW jpkd fy@ker.exe. [ jL Ed sOlstsd Wodw jlsmw d dzfls

o Wtcd3ddtotso Odzdj YtdzdlsdSéd BJjLYOMdetsMisd o odHJ
WORdZO, d MLHOd] dJdhlsodkdky ydsddksects § 0¢4ls0
s tc wrakg_inst . exe.

e MLHOd]] ftddlsdSd
W O2 kO, LOCEELSO |
C s 3O dzH .

s Ofmdesimisd o oduj IsjS

JL
d LOHOddj dzOMbtesy & M

B
G5

4L HOd] JdhsOokdkzy ydoddses §O0CjlsO M fs@shi s ks
OV dujMSsets ddlfypuddsj » D.d®s O 5

4L HOd] ftddlsdé¢d BjLBYfOMdsMmIsd o o
s dmMOdes bu BEdAOOded | dzs$ Odz! dzets? f sdzd Is d
W o2 d

oezw

s
B

i kjiChiste

dH
€Cd BilLtsf OMmdz

t6j 5! j @ totizj f OiOaMEiddszdzts ¢ 5 W 02 2O 2@ & sfyls,
qCOlktse d ftjHEmsOdso dzj deder 7 Sz yj2, L OHO
tf

r Is
fd s d
fsftshetEjydoddL dietss Odsds” 7 ¢ t5BO dzH

d

CSP VPN Server

Copy r i-Teha CSE20820® 15



CSPVPNServer30uW dzf ¢ jlskaf Bjd2s2lskfely fMe

5. { MY ystsdsH § 2§ 6 dz?
s iy dg 2 § BB fizy 38
Az 5y Wi Is &z ¢ B

] etsH ESPSVPN Serverff to6j H dzOL klz@ayd dds £ O R'sde’fAstc Olsd o dzr = MmJ Is g

CSP VPN Servertc OL tc OBlssGOfEE tsBtOL tsd3, Ylsts OH B dzd Mistc Ols st
Cotolf SteOlsdo dats?2 fj Isd diviyefoscis® §2Js Is O elaizis Whits s s 52 Mis o O
(StdBf slsjte, daQ £ SEASHICRRR YRz Sener).

ltesyd i § sHe sy § gttt oG g s0dIshY MdjHiz: " ddB

oH BEdglstcOltste BjL s OMdesisd §skzzyOjls OH A ddMistcOls
1 tc s H @CESB VPN Server AdminToolls, tOL d&3j " Jj dzdzts G IS  as MdsOjp @izts & j
HdMAd O MtsMisOo HJdMls teldte teHs® 4R 8 HsfET: ts

o setup.exe T kIsd dzd B Pk Wifidows Installer

e setup .ini -dzOMistesj Yydz@ 2 W O2dz, drjupsekéesH d 3" 2 H dzv
e sysdlls .cabi RtcOded dzd M j Milgls j d3dz" =

e wversion .txt TlsjCMmistsear 2 WO2dz, MmMshicon@CE2 o jtcmds
e VPN SERVERADMIN msi i MSI-B O Ld@izf Is © dzdzAM B! t5 Mi€roSoft Installer)

e VPN SERVERADMIN cab i ¢ tc O dzd d¥d@2jdzts o

o CuRf dzj CIs HBC kI dsOydd.

Hosd dzd MistcOlstste kEMlsOdzOo dzd o Oj s dzO Mo 5§
shitsh+ 8 Cobtstetsets d MmisL H O jlsisdzR dsfiflly Aotz e

fls Odats o dfp dgadp'd MistcOlsdodzr 2 § OCjls Msmistsdls dL  fdzj H
s

t dzj h @S O

e make inst .exe T zlsd dz 5 GO dzH dets 2 Milstets & off daindz O dfigay 1y @kl
% 02 dfO dZsC Odz dz & dzOMbstets§ §

e pkg maker.exe i kzlsd dzd st O¥ d yjdnkldsjctesti | 2 MO Hdzv ML H Odzd
ZsC Odz! dets?2 fsdzdlsdCd, dzsCOdzt dgf 7 dZ2OMmlstetsj € d
ColsstcOW o L ' aripkesinstz Isekelzd Is iz

e wversion .txt TlsjCMistsar 2 WO2Adz Mhicsyw@TEL2 o jtomds
e oMM sdiisc Olsj dz ddil j il QRd2r B8 J M j yud dzdy OBl |
1 Of AdentmtsH jtey dls Bmdesedz §j WO2dzr dozilsOdzdzyw ststc O:
e VPN SERVERWIN2K. msi T MSI-B O Ld@Qizfn Is © dzdAM8BI 5 Mi€roSoft Installer)
e VPN SERVERWIN2K. cab T 7 tc O dzd d¢d@2jdzdg p tco j tc O
e sgsysdlils .cabi RtcOded dzd P j Migl.ls J d3dz" =
10f§S0 SFX MmMzzjytedasy WORdzr , dzffyssESBYEER go @ dzv

sdMis | BdzOvsysBO§XIAH j ey dls W02 dr CtdibsctOl dyj MS 2
"LirSSL".

ﬁ&
&
£
:
5

S

M sdz’ ezl ffls Odetso dzj dedfs 5 R dW € Ol ©IsCte’ IsT 7 €
jelsdiuK®ofisstse j ow s h jdains CAOjdzlsiiz®@ ftsdzdlsd Sz B j L s Off
tj Hf dMOdzlzls dzj ydzse s EMEOBEHRYHEIMHB Ot cslstsoadls dd
0¢jls.
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[d" ML HOd]Y ddflsOddy ydsddsss § Ootlkle dhnfsd Lk
Installation, € tsldagjt@@PqL 2 lsmw f §sdsh ' s Eklsdddls' ¢ sdodH
make_inst .exe.C 5O klsqddlsO & difetEdlse dtl@dmake i nst . e

45L HOdzd | ddzMmls Odzdzy Yy d s dzdzets 6 s 54 @ islso@in s gisto g Milso dzw j Is
e dMfsdz L 5o Odedj Izlsd dzd ls make msgO dmedzts? MistetsC d
e dMitsd Lso0Oddj cwOWdujMmMStets ddzsj el j2Mmo.

iH dhf sdz' L s9 Qi iiny .EledidafdsdzO B Is! MtsL HOdO (

9 Isj ¢ Ml azsd O el BadiCL 5§ OMdzs iis @ dzd J
dezteOyd sdaafsd is® HzOXEOFEL HOdzd | dztsC Odz! dzts2  ff sdzd
f OfmMdetsisd. stdWdekztcOydisdads 2 W O2 dz"

W N ==

- g G O

4
dz
s
dzts dzts ¢ of tpisiyQ dipte Bd tetso Oded v d disfplfs@dGisy s dzdz

sz Lsoa OQded j 3 MJ telsd W d ¢ dlsiagte ifislisf c® dgts o dzf diztzy j 2

L Hj @ jCdgiz®(Pueshared Keys)d [zls d drakés inst .exe s d fh@dz ¢ @&O o
Hets el E Odzdzw ydsdzdzisgts f OC jIsO M ftejHlzMmlsOdzatse dzj
d"r o0 fyj dOted” ftsHetlstso ¢d ddefnls Odzdzw yd sdzedzts 6 s
telsd W d ¢ pts®iszai) EMiso j dadzts .

s
s
[

' L soOdedy ctOWdud MS oty daf didsljvtc WX POz R o tistd
fOmMdesmisd, dstOd d&'@ » dOMsesj ¢ d ML HOddwY d
dz' L soOdedJ i3 MJ telsd W d ¢ e[ Bifide jsHs € fipls B dzZE o & pdzdz’j 2

L HJ &w jCdFiz®(Pyeshared Keys) st d N ® dzs eZQlotsH E SIstso € O

v ydsdedzse s f OC ilsO f fsdEsh ! 8. cteOW duyud MEBEts

idz
ddzad MistcOlsste, dMfsd L zv fsHEGIsso dzj dadz” 2 d dzfnls O
Oddste € E@CSB VPN Server dz@ tsdzj ydetsy EfMmlstes? Mise s

=~0 cC

S

— X

N [o—QO T X
Sz lgg3—s 3
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6.t f JHYEfcdzB MBO N I
BJ dzZ2s2lskmMeEzf MmMB 93

i3d dzd s teEOjsiss f OMdesMisd dz0 P BOS tzdfsf Of b jiIgi H d M T «
MistcdBlzlsd o sd3 OH B dzdOBR \WPA ISefr@rdadrinToldIS) | Isr dzffls O dzdzv
B dzed MistcOlsdo desc s f OF j Is GetupQ Exe finS @  ifisvec d B tz d3 @ detOts 2

1ted LOfEMS ) ddzlsOdzdzy ydd j BHOBd dsd fy lsty @ s dne dztse zs] @ Y
fiedcdzOh jdzdj s € ddzfls Ocdzdzy yqd:

{i& CSP ¥PN Server AdminTool (Is) Setup - 0] x|

Welcome to the CSP VPN Server

7 AdminTool (Is) Installation

Wizard

[t iz strangly recaommended that you exit all Windows programs
before running thiz zetup program.

¢
H
o]

TOoT

Click. Cancel ta quit the zetup pragram, then cloze any programs
wou have running. Click Mest to continue the installation,

WARMIMG: Thiz program is protected by copuright law and
international treaties.

Ilnauthorized reproduction or distribution of thiz program, or any
partian af it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under law,

Werzion: 30,9431 |=

Cancel |

tdmEzdts ¢

I 8Cdj M Isj ¢ Misshssedzy R dadafbi Wit ServerB  CSP VPN Server
fsid bkhsOdssSd fjtj s dt awdpy dite lkcenfets dagrpemesd J
CdestNex®MlsOdztso dlsfw HisfMslz] dats 2 :

CSP VPN Server Copyr i-Tetra CSE20620® 18



CSPVPNServer30uW dzf ¢ jlskaf Bjd2s2lskfely fMe

i'él CSP ¥PN Server AdminTool {Is} Setup

License Agreement
You mugt agree with the license agreement below ta pracesd.

Jlrare s OO e O OTTAllle e O IaE e T0ES 0 atne [Ipogyeror C3F VPN Setver
nponEogcTEa 340 «C-Teppa Cre2cllims
[© 2003 - 2008 ZAQ "C-Teppa CeIcllu". Bre mpaka 3anpmie eI

Hacromues JIriesm om0 e COMTalle e Of 64eIITeT WOlOEE HOIIONEST OF AHET

zaxomEo Opuobperermoro ITpogyrra C3F VPH Server (ganee - Hagems) Komewrrema

I1 ommes 0F aTerren ( hEEIIe CERM HITH BOPEARCE CERM MEQTON, YEATAHHED B JIMITeHerE Ha
HICTIOMES OF akEte [[f 0fyETa, ARIRONTEHeA He OTE eMITEROH HACTE HACTOAIETD
JrorermroEOro Cormanesss). [T eqeTon HacToAero JIMITe P MOHHOT O

I OTTATIEHA ABACTCA BOSMEeTAHAT Mepegada Foreurony [1omes 0k 4TI

HEH O SHT IBHB L HeTIe ) e J4F a6Mb I I 4F T0MILT OF atri Hagement. LI

TT e T wmrrrnm e rrmrrrrs rnmma e vrma rrraren = wamessrears v ar s Fm cremer Crran e son e e e

| accept the license agreement
{* | do not accept the license agreement

Wize Installation ‘Wizard®

Reszet | < Back | [ et » Cancel

t dmk @&ts ¢

I B©Ols! §OfSk, o Cwmlststk® BEHjls EMlsOdiso dzj dz OH o
¢ dzts tBeotEse :

ji CSP ¥PH Server AdminTool {Is) Setup -0 x|

Destination Folder

Select a falder where the application will be installed.

The ‘wize Installation ‘Wizard will inztall the files for CSP YPH Server AdminT ool [I2] in the
fallawing Falder.

Toinstall inta a different falder, click the Browse button, and select anather folder.
Y'ou can chaooge not ta inztall CSPWPH Server AdminT ool [12] by clicking Cancel to exit
the ‘wWize Inztallation YWizard.

" D eshnation Falder

C:AProgram FileshCSP WPH Server AdminT ool =4 Browsze |

wize Installation Wizard®

< Back | Memt » I Cancel

t ik atss
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[ dzv  dzOyodzO@ ftetsyd MO ¢ didisNextzdzw yd d dzOy Ols!
i'g!,'l CSP ¥PN Server AdminTool {Is) Setup o ]

Ready to Install the Application

Click Mest to begin installation.

Click the Back button to reenter the inzstallation information or click Cancel to exit
the wizard.

Wize Installation Wizard®

< Back | M et > I Cancel

{ dindz=s

R&ZHSC Ot fsyj MMO ddafjls Odzd™ ydd :

i'g!,'l CSP ¥PN Server AdminTool {Is) Setup o ]

Updating System
The features you zelected are currently being installed.

Wize Installation Wizard®

Cancel

t k&S
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RdzMIsOdzdzw ydw L Qo j Gedzg HldEh :dz0y Ols!

i';'!:“ CSP ¥PN Server AdminTool {Is) Setup o ]

CSP VPN Server AdminTool (Is)

VA has been successfully installed.

Click. the Finish button to exit thiz inztallation.

< Back | Finizh I [Caticel

t Mz @s ¢

OHB]dzd MistcOIsste BJiL s OfMdesMisd § sz y0Oj Is dedd 2o tsj &3
OHBBJddMisteOIsdodzr 2 f0OCjls.
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/.1 Ezfcdz 2t5lskzB di
cBdzyzB Is tem)y J WiskzB I

dzdzw h Pdshargdeyg s
tetf dzff | + W (hdkQinR [z -

szt tesdL o sdz! dzOW  f sdzj H s osCdejulz! ddissifjlsls BB AR!Is Lo ff d i)

gtsL HOIY ftoj HEMESOAaSE fzRs Breshared Key) dsts ) dzts e OL dzf d3q
My sMse Odd . 4 B0y dfOtshiste2 Y02 d&z d*Blké fsdL o tsd
ftshdj Hse Olsj dz dzgtsMils! Mg dgo sdztso .

REBY Cddu@ dsdW¥ dcolbste, Mhmsswh 2 dL OBJHENSIR B
d Hisdzyjdz dzOyddzOls: v ) odsQidY.dzfn O1sQY e pts, d dzo

ltoed ki uQ@dafldd: ftoj HzMIsOdztso dzj dedzr 2 Cdzé Yy L OHOdz dgj MC t
fitejdesiny o Isjdzg Szt yo BEZHJjlIs § O-DPls@Aidgk sHp 2 d3w
oBLOOIO d fijtcjoBHO COtjlsSCd) d kBEHO §todw §f SHC
f Otclsdz] 6O HEtsdzydgr Brls! dMfsd LtseOdzr Isd Mmd d3e s5dzr

RBY ftojHEMSOMSs dzj dzdzsets C dzs yO dftsd L kjlsmw:
e ftod YoHCEEO S| ddzls Oz ydfjsuztitsets W OIS tg t520M Is o

e ftod MBLHOddd dzs5C Odz! dzts?2 (P IsdSCd BjL 5§ OMdaets
9 Mistc zAUtNEethgdP r e shar ed o aediKkESedetlsj Sh

el HOd] j d dzfls Odzdzy Y qz@ dzdeth q iz € B C pdbifztd g AMfiisload® j Isfyw ¢
B Sk C6 | 5Of S0 :

e OHABddzd MistcOIstste B L ST OMdzesMmisd MSLHOJIs JtjHiEMm

e OHMB]dzq flLtOMCds dzsC Odz dglzs  § s dzd Is § & tzj B gets 6§ Ofd
Zfls tots 2 le 00 dif)" pPJoMmiE®&EHu 5L HOded | dzsC Odz dats 2
BilLtf OMdatsiisd. s tsdz¥ d of el ® tpdi s dzda'tsDd YOO 2 aizhy Is O dzczw
fOCilsO M ({GBE"' ¥ cwOWdujMiccs dqdidsj W j 2MO"

e OHBIhdMsEOst &Y dhaks nd | ©© O L iMeke jnkt . exs 30 dzH Iz
L COkOdscO OH&]dd Mls tPisEs dasdtsd § P& @] B ZH .
fesceh jddj b SYGHLE. | 552 CtROdH' GBWLO) &
qdzils Odzdzy yd sdzdzsc 5 W 02 &z, 5™ d &1 j H @ Ide® ddits o L3 Rizdzts
Cezy ddzd % 0O2dz, o Schtttd nmke msOLaEd jidssE s GO
fdzz yo4 dd3j jls Mdzj(tHtze @ s fiatseordal dzsy | dedd dzd Is ©

make _inst.exe"):

make_inst.exe -0 SFX file _path -1 LSP_file _path
Tkn <Preshared _key name>{ -kv <Preshared _key val >|
- kvf <file _path _Preshared _key val >}

o ffSHGBIsSts dzgaliplizO zdzv Yy tsdede” 2 W O2dz MsH jtey dls dmy
1 tc ts H @CSB VPN Server, dzts €20 dz" |  dz0O fiplsesRde ffdslxizd Is d € &2
BiL G OMizsmB ddzs i3 § fisdelz B js o dzj dzdz" 2 d dzfyls O dzdzw y d s
MsfidsltfL. SHdsets  dhisOddy ydtsddksests ¥ 02 dzo.
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8. 1 6B byysem2y ttff J H

SlskzB d3dzy y2f ssf HY 1
z dzin! 24 dz?2 dzdzw M B dz?
sy M2 -2 dzBEZBdZ?2) I
z 2 d3pakeinst

Ho O Myj dZOted™ § HGEISEs CHd otz d & dzdzts
Kok@s | dzls W e ®dpd 2@ GG st 7 Cdzv yOR ( MJ slsd

r2 Cdzgy, Mttslse jlsfiseokzs h d2 Cedfjteydeswdsz ¢ dzs
IMEA@ sH dIsw g sCdsdelYjdjidajfiidg 0o dzv j Is B2 W 0O2
o2 MddjlsijfdsidzOc O &3, ysts o Ctsdalsj2dzj tojv dzj ydls
O ddzd tHddz MjCtejlsdr 2 Cdzs y. | {rsakdsigsd dgs &3 ) dzkz
dels j 2 dzj totsds BEzHjls dzj otsL dstsy dz@. stsdzlsj2dzgjte L OH O
femSOjlshmy slMmbksmisodj §O0tsdY  fkflss? § Oktsd

j Otedd s dzd O Biptsiy O jsiy Y frokm iy des B e M elsdi d S
L Bty dz® ddzd dzjls e jCO Moslse jlsMmlsedy My telsd
fdkjlsmy ddd dajls Ctdalsj2dzjte M MJ S tofdddsr &5 ¢ dzv y
dzj udesj bkfmlstes?2fmise

FOG O To
o RS
g 3

NMINOE I nesENE K-
e TFHF OO I
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8.ltyMe!+ € byytem2e

IfMmi Hi2MlseadwY 6 ML HOdd® € dzt YJjtossipO §doO o5 L HYGsdadisd
ﬁ];telsq’chQs(dzlzs@{dzlsGis Hf fidsstefts Jofidsiov@ v OH disd dzd Mistc Ols ste ts d3
Cdalsj2dzjtc M Mmj ¢ tfj bztet GdzC dz® ugts fff jictOls Y d OO listindys  dzO
SdZJ“dZst dzBfndISJdHdengddﬂﬁdthde#dnng L s tsd3 etsyj diaOcdits
o Cdzs ydls Cos dabqef s dedzy yd sdedzr 2 W O2dz, fted {Istsd3s B Iz

fr]lstslss;lsfnlsacfw O dzls det € © Is ) S t€ Achj ldsocD clothf 5Q dzePiad]
d dzils Ocdzdz" yd s dzdzs & 5 % O2 dEOP VP Sefvierdiz@ztinds jOwatsm € j Iz fls to 5 2 1
By des MC ] detso OlsH dAsE dgly dAsdg i fy oz & 52

[fdhjds Hj2Misoady OHEBIdIMsLOs®LO BjL 5§ Ofdshisd {

e OHBJddMscOtte BjL s OMdsmlsd { s dizedejiso tisds OH
MjelsdW¥ SOl vHEMisse j oW & ICA Cestifichtg)dzlste® ( Trust e
UCMisklsdietse Odzdz” 2 o WiRi2tals o Wfdes @stidlsy REigj e b ls t6 t
digd Ctejlsde BCC dzsigds MjtelsdW dC O, L @2OJ"bjdafpds 2
s fdls j dzj

e OHBddzd MIstcOIstste BJ L s OMdesmisd dz0 Mo tsj d@3 OB Y
MjtelsdW¥ SOl Stdzj ydesets EMlstes2 Mis®O ¥R dff & dzlz y j
dz' L 2w geledst] dfd s D H d3d dzd MistcOlsd o dzsects  OC j 5 O.
Odz BuBdz@Oded ] MijtelsdW dEC OISO Ctsdzj ydztseg s Iz
dz' L 59 OdediiSH Ot stp @L it Uzj dz2Otcd?2 10
dz

e OHBJdMsLOsl B PH OFfIE ELiUHS ¢ & TS Os2 fyiszes ©
fsddlsdSk B LLER)@MABHEH" 6 O Is(i) iy dz@'b wlisd mdd dzd |
ItsC Odzt dzs? i sdzdisdSd B Lt OMmdesild. std¥dekt

e OH®BJddMistcOIstste B j L s OMdetsls § d dzOS 5@ gzrzdzts DB g Iy
LOTEMC Oj smékes igddeexe.] sfydwn 1?2 (siOdH' k¢
d dzils Odzdzy yd sdzdetse s W 02 dzO, fkls! ¢ dzs$ Odz' dats Bz
flzls: ¢ ESPRirgy fE sdzlsj 2 dzj 6O fy i € t6 gl tptay i3S dzé Yt
Eistets? fleasf O dz ol 52 Cogfif d esjeded S tsdalsj 2 dzj 6O € OL
f sdzdzr 2 fjRzAE Sdeflydzs 3z EMistets2 filse j

e jMdzd ftcd YtsHeBSC] JdzMlsOdzdw ydodzdzsets ¥ O
Cdzs ysdz dzj o ¢ dz yoOIs! o ( dzfloQ dfdevdadefitdisiadyg 2 C W O
Mstslse j sMise dv WM dzlsd dzEpds® EFplD | ¢ to ] Is detsdgtls ¢ dz¥
LOHOI! CtfdtseoOdedj Ctsdalsj2dzj cO® fp fMj Ctoj Isde
CSP VPN Server, Ists 9 nkes@edzH.pxe 2C OL M 9 O Isfqw s yd ¢
f sHtcoBlsafddIsO0 s gfadpl daifd dzdIsO make_inst .

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CA file _path

-u USERcert _file _path

-uc USERcert _container _name

{[ -up USERcert _container _password ]|

[-ufp file _path USERcert _container _password ]}
{[-cs Source _USERcert _container _name [-cp
Source _USER cert _container _password ]|[ -cfp

file _path _Source _USERcert _container _password ]| }

o ifMdzd fted YBHGEBIsBOC] dJdzMlsOdzdzw ydsdzdzse s W OF
CsfJeso Odzedj Ctsdalsj 2dzf €O o ddzfls Odzdzw yd ts dzdz" -
Motslse jIsMlseadw MjtelsdW d<S @S ® da yfdgsG tsj g dpisdsts 2 @
CsdzOdpake inst .exe S OL "™ 9 O sfqw s ydd:

s
57 dMm
ts

p
E
-
E

- ucpkgcopy on

I chksecret on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}

CSP VPN Server
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I
tcOBtSIsT , or o tsHMmdkdninst ologh. &R dkf tcd COYHBA MtsL HOdzd d
d dzfls © dzdzw y d ts dzdmiske tinstW MY dz@ § jtoj f dMr 9 OJ Isfyw ) .

e MEh iMlsokztls Hiked] HBYtSdddlsjd drj sfydd,
f totsls tf Gottsdr Ofius{twB M j dzd 2 ff tod CSEMENSdzuerY oy qWHO 2 dz
C\inst _server log .txt ESOLT™ 90jIsmqw tfydw:

-a/l* C\inst _server _log .txt /i

fSHG IS o degaliphizO Bzdzy ytsdzdzr 2 WOz MsHjteydls dmy
] to s H @ESB VPN Server, dzts ¢ O dz! da fjls 6 SAsE oD, dz:f detztzd s d k2
BjLGY Omdshisd, ¢ Mjtlsd izl sd ks g 6ok 2
B Mlssf sdsy j ddv S sdsj 2 dzj 0 C iy dai) € jiis dz b to & &z
&dB s C 5 Xda M dzvsyy S dzs yj dz o d dzfls O dzdz y d s dzde’
©j L b oz diigidsio dzdzv  d s diplis fRisiifq@Cs) Isf L o defyls O dzdz y d 5 da
%O difX, s dzls | 2 dzj 6Odzjdz® B dapsMdlsj dzj dzdB G L GH S
qdzils Oczdzw Yy tsdzdzts ¢ 5 W ©2 dzO.

B jddW, o' HOo Oj ' j mike B toed defiydasq j fzfis f dzif Js
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8.2.1 1 figfuyS s8 M2 C

UBSLHOdd] Cdryjets?2 fOtr d Wsttdddesse Odedj L
Ctdzj ydzts ¢ s Hffiddstalts Jofpisiov@ W O H d3d dad i ls to O I tistaly dy dBsjdy (s 1 C
Emstes? M di WORERZ: Y| o 526 @ OGBHELPY dz0 » j MisCsd Hd M
Csdej ydzse s kMl tc s hjiE@@pds Ldisy dz0 fese j6C O Misslse j
i elsd ¥ &y Qudetse s Laff g € Aehy ldsodMf dietsf  ShdsL W@ dzd d

d dzmls Odzdzy yd sdeets € s Y OB ezOdedj Ctsdalsj2dzj cO@ M 3 jMisCts
ftesdLotsHdIsMw .

ri2fmsad™ OHBdddMsEOE®EO B j L {iPdEdasdrsidd jf:s { Issdk

e OH d3d dzd M Ity Q st te fifigasy §) 15 gfedOB ts U jeiidpiOMm Is O dzts 0 dzj dzdzr o3
OH i3] dzd M ls tc G IO 9j d@RIEBYPN Server AdminTool (Is)H sfils©o dzv¥ j Is dzO
Ctode] UadbEsitcts2 Misots dzse Btsd3 HBMlskzy dzr d@f M s s5d3 d
rng _start , make key pair , make pkcs 10, make pkcs 12,
pkes 10_info , checkcont .

e OHMB]dd MistcOlstste B jCLE| Ol Idzdffp lsitiols 24fisls o § 5 dzlz y |
Elsddpfds HOjIs Cdzs yjobks 0tk d Wotktdkdtekzjl L Ofte
Mjesd¥ ESgQ dese s EMbpE2 MO j 2Mlsady s dMod
AutLHOdd] MitelsdWdJE OO Ctdzj udetsegts bkflstets2 Milse
iLirSSLos tOL Ay tzj dzOwldi@d 2W0Istsds W ORdz i Cdzs yjots2
COL B " Ojlsmw dz® y jMsStsds HdMS

o fiSL HOdzdz 2 GO O MY dOEMEs jwweh jes A dsto
fjekbd¥dCOkse .

e OHBdddMistcOIstste B jL s OMdetsMisd §fsdzzyOjls tsls OH
Mjld¥dsOls vHisMistse j toW 5 CA Eartifichtg)dzlstc© ( Trust e
1 ey stelsdtotso Odzdz 2 o WO22dz, d dzsSCOdz dzF 2 Mjtels
fsdzkyj dedzs sz L Of ehizls g5 O] 2 + § Mt 02 &z

e OHBJdzd MistcOIstste B J L 5§ OMdets s din ®z2OH @ jslsizj Ly@BEEE jzdac
fOtcsdzj 5 Ctsdalsj2dzgjte, o Ctltster 2 fodkih Ojlsmw dz
Cdze yjoOw  OtcO, d fimakedpkes 2VC Iiztslef dddBdz s M Odz o
AetLHOdd] MitelsdW JE OO Ctsdzj udetsets bkflstets2 Milse
fLirSSLoe t©OL Ay dz] dzZOted?2 20

e OH®BJd]MsEOl Es NikHL HY Bf &3 © OB U d daB jshigdy ju daS@ HSO
bfls to s 2did<o0@l! dzb ¢ §sddlsdC bk B j L sl OfndzsdijsioydzL C
C @by SLHOd]) &sCOd ds?2 foddlsdSd BilL sy Ofds
¥ 02 Y

e OHABddzd MistcOIstste BJL ST OMdzesmisd dz0 Mo tsj d3 OB SY
make_inst .exe.l fydwas 1Ists?2 € 5d30OdzH f)ldz@&dadev \pdOsj dediEy
WOo2dz0, (kI CC Hgiclddds OElplutdts 2fijldcals@ W d € Ols iz,

O2 dzkSPfi dsW € tsdzls j T dzldf @ detiz@ ZMistzisQ @dzo gz' | dzOMmle
Hie. I dd3jdzd Ctsdzlsj 2dzj 60 k€ Odzj o @i tgMkmif ts tizdlz

] C sdB3Oderale inst .exe 2C OL ' 9 O Is fiftfv s Hstlf st dztf #t @ © dzO

ltoddzsy J dzdfd dzdIs©® malRe inst.exe"

o ss

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert container _name

{[ -up USERcert _contai ner password ]|

[-ufp file _path USERcert _container _password ]}

e Mkh jMsoktls HEed] HGH sddzdls| dff dzs |5 © &ifsd@dizd v dz
fMsBr Isd ¥ O ddnst _server _log .txt § tod d dzfiyls @ERWPN d d
ServerzC OL T 98 Oj sy /XY Gy\dinst: _server _log . txt /i
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e fHEIEY dielipzO&dzy ydsdzdzr 2 W O22 dz MsH jteydls dmy
] tots H @ESB VPN Server, dzts@dz: dz' j  dzO fihs € ® 228 dsfatzd s d € 2
BdLBYOMdzsMmisd, « @ Y dls@BS Qizsd s Hfitsls tdrysi fighs- ots@
Bj Mty tdsy | ddvd® tsdds ggRiARS © 82 i lste j 'L lL@ls j
q dzfyls O dzdzv o ts dispiis ARfsieffL O Cjulslzts ¢ 5 dzf)ls O dzdzw y df 15 dzdzts € s

Il mdi Mseh jddY, or HOs O 3" J mike v tcd dIfydas j fizfis i dzf Js s
tcOBtSIsT , or o tsHMmdkdninst ologh. @ dkf tcd COYHBA MtsL HOdzd d
d dzils © dzdzv y d 5 dzdpske tnst¥ M da@ § j o § @y ls)ipw
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9. ufdjiBB2y Y lsdztf d3gt dz
IslszB BBy Y2 ! y tol
fJtfcimydeytstsy

[ dzv ML HOdzed ¥ d dzff A drdzswy d Siddaly’ B WS dzjsw@ds’ Ry  infigdots 5 2 i)
SH s o toj RicdetedzOG O Isfyw  PBHYNSAR dz's0 Gl L oo QS izl ks d dz
make_instexe. 1 Odzj i Y d MO BAT-WRRGESHdz/IsHY d ydzr = fMydj dzOted .
Csfigf ! 6 Isjted OHBJAddMtcOIssc® H B dy OO B @ O st oH O dzO
Codej ydgr 7 kMdtcs Isip@Res f OPLISHOY, ¥ ¢CHs Is site™ g O ddOmMwY 5 d d
Ctsdej yde' = [z1Osttcds cifjl@ai €: ©Ovpn_Server , o dzf O § §H
c:\vpn_Server \alice dc:\vpn_Server \bob ( 8 Oy dzgts, ylstser dzj B' dzfs
f sHO .S | 1 HEFRcdMls Waaltedz .ct, O OCYj Hdzvw dgj &
My dzOted j © dBsW@Isdrazert Olsp . txt  d pwd. txt ( § O tc dz!

Csdzlsj 2 dzj t6) .

j d20td?2 {Issd3 MfdmBigddzj or M M ¢ ©f tsdzg WRdp' T dr My OtRE
jsls Ml ©26 BOUSEEW 02 &f ¢ &zOfi @@ dzpyds & bkflses
H d dsdpameraer . exe. (IOY SCAdz ydz' -~ kzdpjlsedE? ke Odz! dz" |
jelsdWdSOlr . RrRMY A j tzlg dsWindg' ¢ GESHEzYS H afftg dj y dz' R
Stets:2 Mise

@echo off

SET TEMPLATE_DIR=c: \ vpn_ Server

SET MAKE_INST_PATH=D:\ CSP VPN Server \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET LSP_PATH=c: \ vpn_ Server \ Isp.txt

SET CA_PATH=c:\ vpn_ Server \ ca.crt

for Ir W TEMPLATE_DIR% /d %%i in ( *) do (WMAKE_INST_PATH% -0
%%\ vpn Server .exe -c %CA_PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEN %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete

R 5 dzt L ttds iz s de@fg bs 2:C ¢

TEMPLATE_DIRT § Of,C OG0 € tsls 5 tdftds2H Ry usa@fls ydz" = kM tztds? M isias dzy
B"Is! BJL ftetsBj dztso .
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MAKE_INST PATH ff & €& Is d dzaidkg_inst.exe.
CONTAINER_NAME i d 3¢ ts dzls j 2 dzj tc O
LSP_PATHi § Z I€tsB " jLSP.

CAPATHi f ls: € ®Afjtdedy ¢ Ol .

1Hifm+ d HOdzjj WiaReairBtallatior odzpleje" 5B 5L dZOYOJls kMY j " dzt
L Oo j teh j UAhgrorcecured"i Yylsts ftotsdL sh d&zO tsh dB ¢ 0O.

#Yj dzOte.d 2R Y Sdz' L Iz jiisetsemy h dCHpjdEls j 2 dzj s M My Stej lsd
C dzs YOBHS bdg Gdzr 7 Iz M1 usEiSEKEO] &' € zOH REHY o
Csdzj ydzm & ItisHs sRdhsserdsr.exe. sON B € Sdzj ydesj difjlsitdss 2 fls
flo €A Mmjtsd¥ dCEsB: d Mot

@echo off

SET TEMPLATE_DIR=c: \ vpn_ Server

SET MAKE_INST_PATH=D:\ CSP VPN Server \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

for Ir % TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpn Server .exe -c %%i\ca.crt -u %%i\ localcert.crt - uc
%CONTAINER_NAME%p %CONTAINER_PASSWORD%%%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto :end

err

echo An error occured

exit

:end

echo Make installations complete

1650 "qgOMis s S d
CONTAINER_PASSWORDi 5B " 2 f Otetsdz .

4Yj dzOtedj3 & Mmdds@ e dPuyde dzOt6  sdet?2  Sdzz YO d3r § W O2 dzf
SH O] 8 2d i3] da€etdggme.exe ( ¢ msername Mtso f GsH G d djsdaifd®q € d
Ctsdej Yydzetsc s Iz ) ez tf Bafdesg@ d dztbfob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_ Server

SET MAKE_INST_PATH=D\ CSP VPN Server \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx
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cd %TEMPLATE_DIR%

for /d %%i in (*) do (WMAKE_INST_PATH% - 0 %SFX_DIR% %ni.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_PASSWORDB86%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
Hj BFX DIRTf Of, 906l s®dzOH Hlddpirz yOF G2 gz

YJ dz0te di2r fasdzdzy §j smw §ted Flsj nylsity de frpdztis g dzQOf H 52,
Of CHdzj ydets 6 5 il tastwi2danfldsa @z dzts pellitst, d Ish SVHQI2tm O 2 § ©
tsdzls j 2 dzj SetOdzjHyiziits ¢ 5 Iz Mts dpis 2 B§issic@®, iOd3d dzd Mistze@ptstc B
MisOdzO o zdcas@IKESPI/PN Serverd L. f sHEBIstse dzj dedets @ 5 d dzfyls O dzd:
020, Ikt tdz BzHjls MisOoadls: Mv dzj \ywpii§ &z 5 k&d
tctsB j dzs R)

@echo off

SET TEMPLATE_DIR=c: \ vpn_ Server

SET MAKE_INST_PATH=D:\ CSP VPN Server \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIR% %%i.exe -c
%%-~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
%%~fi\ pwd.txt - 1%%-~fi \Is p.txt -a"INSTALLDIR= \"c: \myvpn\"™) &
(if errorlevel 1 goto err)

goto :end

err

echo An error occured
exit

:end

echo Make installations complete
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100t fJHfZf cdzB 2 tslslzB d3
teBdzy zB Is teff dgtf | 4+ W |
2y MmMay CisB

U Isd dzgfdg Omaker.exe f tcJ H EMIsOo d&zW jIs OH Bddzd MistcOlsstelz B Jj L 5
GteOW dud MS d2 d ddipg e Q v HAw S Odz! dets?2 fsdzdisdSd B L
dzO M Is @ tdgjt=tH @ESB VPN Serverd ) @ dzédvdzim Is O dzdzv y iff @ Gzds @ s

lted fsHetslstsaCj dJdMlsOdzdzy ydesdzdzse s § OPrgskaedy Ok Is
KeysetcOW duimMed2 ddzsjteW j2Mm ftojHSMIsQodzw jlIs otsL dizgisy ¢
WO2dzO dzdet o9jMmisd jes M CdzOs dOIskter .

16d Mfcd LcoOddd diyj BB OO Mslse jlsMlso s h
fjelsdW¥ SOl Stdaj yesets bMlsts2Mmiso O tOL d&3j h O Isfw o
LOMNdh jdz f.0tetsdzj B

e jHfSEZOECOj &3, ysts o Ctdalsj2dzjtej dzjydl btsd ¢t H
MiStjldr 2 Szt y. | 4§ esldo dsmakenidsz Wi S, desq st Qs Siatis
BlzHjls dzj otsL sy dzO. stsdalsj2dzgjte LOHOjIsMmw dd3j dagj &3 d
slsfklsMmlsadj §Otsdy d fkMss?2 §OLsd . stdilsj?daj 6
WO dzse 82 MmdMmisj d3j .

stdelsj2dzjtce @By Jls Brils! tOL d&3j " gz dz@zj Y gz BS ey d § fi) €2
(H&S Pdpdzd W ezg MC )

#YyJ dzOtggdH Oded v ( dzfyls O dzdz? 15 i tzqzuteB® € I5 ) WP 1j HBMD] Is ¢ dz y J
f Ot dzv M) tols FWsiA Qs ¢ 5 WGl O s b Pdz ¢ s jdfsdyjdad
Jqazd dzjls ftetse j S @sHBEsEREEHEHTOSO  Mj Yk dscs
s H OfEfdzi s O dzdzw yd s dzdzts e 5 W 02 2@, St dtelzy smw ddzd da
qd dzfyls © dzc2BR\MPY Server 2@ s dzj ydesj kMl Mlse &
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10.1. {yMe! € Ibyysem2¢ tf J
l)lslslzsd3d3y Y2yssfH tcB
BWhEkYytskz2r2dB Y2y ¢ Iskzf-
sy M2 -2 dzB 2B Y\

fMlsedw & ML HOd] SeOwdes 2L AifAus 0 Wit ) s L
M@y Qdzs ¢ 5 b fidastg(s DfiEsi9v@ v OH di3d dzd Ms 6 Ols 5o & o3
J f Mmd ¢ 6j bztet Gdzt dzf upts ipjetOls iy o OO listinds  dzO

sMdlsj dzj . ol Lt dstdlze wpjSdEtadlls ¢ € Sdzls j 2 dzj to
d sdzdz' Riedf OAs 53 BEH IS ftosojHjdzO oo j o
W dC OO Ctdzj ueses bkimses2mso® d MjCjkdses
qdzils Oczdz” yd sdzdes & 5 % O2 dEOP VP SefvierdizOk f§ ls@apmigfis) bk fls 6t
By des MCSfdesoOls! Cdidsj2dajte ) SHEGSEE dshdls] dv

[fdhg Hj2MisadY OHBIddMistOsEO BjL ] OMdshisd {
e OHBJddMistcOtste BjL Y OMdzsiisd §skzyojls sl OH
MilsdW¥WdS Ol vHtsMistse j tow ¥ 'CA Eearifichtg)dzlste® ( Trust e
LM stelsdtetso Odadz™ 2 o W0O22dz, d SCrisidglsyislgjtdc Hifldigt

difj Stejlsder &3 S dzs ysdys ¢ 1 ssdkiz MmjtelsdW S Olskz dzO

e OHABddzd MistcOIstste BJj LS OMdesmisd dz0 Mo tsj d3 OB Y
Mjtdi dC Ol Ctdj ybesets EMlstes2mlseo © dL § tdzlzyj
dmyf sdz! L 2w geledstd dfdils FOH d3d dzd lstcOlsd o desets f OC j s O.

Q.

sfdMOder ButSkzO®dgd ] MittsdW JS OO Ctdzj ydesegts k-
dinf sdz! L 59 OdzdiiSH oat ste @@L figh Uzj dzOtcd?2 10

e OHMddzd MistcOlststc BQYLEASYCOINdES fildddd ded Isz e OW d Yd ME t
1 @7 1 M f totsc 8 OCBEEVPN Server AdminTool |s i Package
Maker

e M fodsh:'s cOWdyujmMitsets ddasj teW j 2 i ® O OERIdzd M
Hdz? sdzj ydzts ¢ 5 HAEStOs2 fiifdzor O f sdzd s Sk Bj L 5 OMdetsfr
ddzmsOdzdzw ydsdzdzsd s ¥ 02 dzO,  zls ' S5O Kb CORry! drtzts) 31z
ZOMstes2Cd d Htco C off mPs) dzfpdd dzj o ¢ dz# yOls! ¢t
M SCteilsde B Cdz¥t ysdz o ddeMmlsOdzdzw ydtsdzder 2 W 02 dz,
Csfdeso Ols'  dzd € tsdzgls j 2 2HRVPH Beafverdiai2) 1§ @ dizfz " qafs dis
Elstets? Mis ®F sdzdzd © o ) jo WwjShPEAHEC] dedEsQiWsly j 2 MO, OF
ML HOj s ddzfils Odzdzy yd s dzdztc DWW QI A< IO R[EHAS QP toff § 2
SfdMOdzO o " p@OW Jagj MS 2 ddzsjtew j2m”

e MBLHOMIENISOdzdzy ydsdedzr 2 W O2dz MisH oty tf @GP f s dzd
VPN Server, dzts ¢ Offizis detf kBdjSLiAS f OMdatsMisd, dzs$ Odzt dz" 2 g
Codzj ydetse s Iff) lwtats AMfijlecols@f W € Ols, § j efisdzOdz dzr § d
toj L 2z dz disdeiidsiO dzdz y d s dpis igfslafd@Csj Iff L d dzfipls O dzdzw y d 15 da
dCtsdals j 2 dzj 6O dzO 9 dzfAy dzjsds d dzts fis o I6z)s dz jsizdzfsdzftpls G dad2"daP
(Stsdelsj 2dzjtc ©Cdzt yjidz 9 ddefmlsOdzdzw ydsdaedz 2 W 02 dz
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10.2. 1 2d M S Iyysem2¢ tff J
2slskzedigdzy y2f ssfHyf teB-
wWEzytskz2a2dBYy23<¢ Iskz{g
sy M2 -2 dzB 2B Y\

BLHOdd] Sczs yjots?2 fOter  Wtekdtetso Odzdj L Off to
Ctodzj Ydzs G 5 Hffridastafts o fitsis1ov@sciapfviy [SQaiGls stets d3 B j € 5 dfzfd fiy dats i3 Is
Efstes2 Mbald {Istsd WO2d fl Cdt yjots?2 §Os?2 tOL &
Codzj Udzse s Mot Bigldss Qayty daBsY dtO dff otso j ¢ O Misslse j
Mjttsd¥dS OO Ctdzj ydzsets EMbis2mMlsa® d MjStjlsdsa
d defls O dixddgdzfc 5 W O2 20, CtsfidJetsoOdadj Ctdalsj2dej e® fy >
ftesdLoatsHdIsMwW .

[i2fmsodw OH®BIdRIMstOsO BjLsfOMdsnmisd t {ktsdk

e OH i3d dzd f) Ity Q ldsif teO fryfiglady 6) s gfledOm s Wi jcidpi®Om s O dzts o dzj dzdz" o3
OH di3d dzd s tc G IO 9j d@REGYPN Server AdminTool (Is)H sfils©o dzv¥ j Is dzO
Ctsdzj yadbegitcs2 Mlso s dzs Bsd3 HsMskf dzr 3 M sMsB s5d3 0
rng _start , make key pair , make pkcs 10, make pkcs 12,
pkcs 10_info , checkcont

e OHBJddMsOtl B JOLCEOuprESl) ko siids 2stsls o ¢ s dzlz y
EsddfisHOjls Cdzs yjoks §Owk d Wottdkdelkzjls L Oft
fjelsdi ¢SO dscs nbie2 MbgOn j2Msedy §dMHod
AusLHOdd] MitlsdVdCOko Ctdj udsets kst mise
FLiIrSSLO® ©OL A g W) dzOEqBd 210ssd W02 d M Cdz® yjos?2
COL BN Ojlsmw dgO xjMmsStsd HdMS

e MSLHOdd 2 LOftts sl zOj v dzO Mjtceo jto LHTS
fMjtelsdW¥ d¢ Olstsa

e OHBJddMstOltt BjL Y OMdsnisd §skzyOjls sl OH
MjedydC OB EHEMEEs A diCs Certificate),u s t e d
e stelsdose Odzdzr 2 o WO2dz, d &sSSOd dF 2 fjtels
fsdkyj dedzs sz L Of esflk, d OCyj {SMfscldtsse O

e OHBJddMsOtte BjL s Ofdshlsd dO ¢ sdj ydesd It fi
fOsdj & € sdzlsj 2 dfjtiedsj "oO jClashiE™s oS Odz! dz 2 M s d 4
Cdzv yjoOv §Ow©0O, (d fyipkedpkes 2vC lztsls] dddBdz s  MOdz o
AutSLHOdd] MitlsdW dS OO Stsdpj ydesets kMmlstes? filso
LirSSLo® 1t OL A @ ziz0ted?2 20

e OHMBddzd MIsteOIstste B j L 15 {§@pdasunjisdy LE@g5ANTAFEo0Y jisd3 z Is d dzd Is
GeOWduyui MEisets ddzalsj e § 2 MO:
lemE I Mj f tctsc 8 OCBABVPN Server AdminTool |s i Package
Maker

e M fodsh:s cOWdyujmMitsets ddzsj e j 2 i ©® O OEddzd f
H dzQ fs dzj  dpdsctass 2Mips®dD dzz¢ fsdzdlsdSkE BjL 5 OMdesils
d s Odzdzy ydsdzdets e 5 % 02 dzO, flzls! ¢ JaiS Odz dzts Blz
Ctodzls j 2 cdz§ 5@z wp@ts i3 EZfistzsQ @ teo gz | zQ fpsftasi2dgdde do fi
9CdZOHCd OV dyud MEsets ddalsd W j 2 i O, dzZvQpHddsfoldds frpls
WO2dz. t OBIO M ctoOWdujmSdah ddals"itc R dmisjdn Ssdf 2

ddzls j oW j 2"

o ffSHGBIsSt dzgaliplizO zdzv Yy tsdedz” 2 W O2dz MsH jtey dls dmy
1 tcts H @ESB VPN Server, dzts§ Offizs deff kBdjSLias f OMmdzesMmisd, dzs€ Oc
Mtesd¥dS Ol d o ¢dzthi @kdipHEaRIB? ded.L Zd SOl ]

d dzfls © dzdz¥ y d ts5 dsyliss fipfslaflfi © SjHislzs 6 5 dzinls O dzdzw y d t5 dzdzts 6 15
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103. rfMeR2h ylsd2 S 2k Moy

1 ted
Server

L Off &z M€ jpkgkz ieakkaizdexe (0 2ME 1 M f toctsc @ OCBHBVPN
AdminTool sc - Package Maker)tsls € t©rj ds f ¢ dzZtslzO o ¥zts & d3*

| 0o ZOY WS dhO fjHMsOodY jls ees?2 HJOESEB B
fsL HOASPIS ' Hj OIs! &S Odz dzf | dz@fdiistOXELf | Shsz RO & @

@ESP ¥PN Server AdminTool {Is) - <No nan - |I:I|5|
File Build Help
suth |Rues | KE | psec | L5p | settings | License | RuG |

Set authentication method parameters

¥ Use certificate " Use preshared key

A certificate File: I

Iser certificate File: I

User container name: I passwu:urd:l

Iser identity tvpe; IDeFauIt j value:

[ check consistency now ™| Copy container from admin computer

Conkainer narne: I e | passwu:urd:l

[~ Copy container

Source cankainer narme: I passwu:urd:l

Make package. .. Ezxit

t dmEz dzts ¢

stesdi bktsets, ¢ dzOo &zOf j tstediOH fifsHY By isd sdzOdzr dzr j €
] SZOHCd ¢ dzOo dzts?2 Wistedsr ftoj HdzOL dzOyj dz

Authi Hdzv L OHOdzdw MYt O OklsjdsdW¥dsoydd mist
Rulesi HdzZv L OHOdzdwY fJtcOQoddz Mjljots? BtOBEBSISEd I
IKET L OH Odzd § Ot Ot Jsiedsdzj dzdkE
IPseci L OH Odzd § f OtPs2ddy tsicHsd dzj dzd 2
LSPif esmdiislste d tjHOCIdetseo Odzady dsC Odz dzgs?2 §

Settingsi L OHOdzd ] T O BORGEddgtse OBHIPH s
Z d3ts dzy O dzd ¢

LicenseiL OHOdzd] § OteOdi3j Istetse [ dyd dzr dd
RNG containeri L OH Odzd J € ted {f Is 5 RNSQ@ litsdfialsjj i Soig cet© .
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[ idg¢ MBHJtEY IS dOEd oL
e [ OLHjdfdBjijlle MdzjHlzehdj ftojHdsy]jdd"w:

e NewProjecti slsCter 9 OjIs dztsor 2 Tffitdstds] W2 dt tots jsGjlE M is &
WstedzOlsjy M tcOfipe,dton dglastesds B E2SPis L Of d i © dzO
EMlsOdzso dzj dzder dgd § Otc ORI stcORBd ot ¢ dZOH G OR ¢

e OpenProjecté i sBter 9 OjIs MEh jMlseakzs h d2 ftetsy Cls
e SaveProjecti Msn tc Ot § Bh msMistEtdzf§ ls®IsCter Isr 2 W 0O2

e Save ProjectAsé i MsrtcOj S EMsMissy ezt CIsO o9 ECOL O
w02 dz.

e Exiti 9" A 5HGUH L
e {OLHjd Build d&kjjls BHdts ftojHdztsy jdad ] :

Make packageé T ifsL H @ gefg ls® dz d s 2zdzl @ 2Aeds H @ESB VPN
Server ( 0 dzO dzts ¢ d y ddtakelpdpteafjes..]). "

e | OLHjd& Help ddiidls Isted ftoj Hdztsy j dad W :
Contentsi 9" L " 9 O] Idlelpsifihels j i3 fp OC Isd Caktsts o € dzOH €
IndexT @" L " 9 Oj blelgsifciiftsls j &3 ) OCIsdindes?2 o C dzOH € s

Abouté i SIsC W@jds ©Cdats, MBH ] o Gl SdEe | oy |
kit MBBESH, SCsfdeodls d dscsiksdf ¢ sdf o d

ANzdC ydsdzOdzt dzr § Cdetsf € d:

e Make packagei S dztstf SO MtsL HOdzdw ddeMls Odzdzw yd sdzdets 6 5
Emtets? fijlse O

e Exit-or" fn BHGUH L

103.1. mffidze detf B3y yd&' y toff dsy €

I mj fooadfiyd MEsets ddals jAigRuEO] o otHdlsMY EBHRELZEOY € d
fsHj oy Ols! § Ol cC@p@NOd] d o &.sdiyffj Miskeds Chd do t
dedzstedelky Isimw .

[dzv ofMjn HikedDo jfrisiged WrBddo sd Wodvjlshv L doyd
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10.4. | dzd3B j demticafiamt h

] CZOWEhd tcj HdzOL dzOYj dz©@ Hdzv o BStcO @I IssHO Oklsj dzls o
dHj dzlsdW¥ d & Oyd tsdhtlas dej wslgiss rzmMbissBAficg o O sMw Ho O
Ozl dzlsd VW dE O JHSHESTHI clsdW JC OO fls @drdOtcls©O m. 509
ftojHEMIsOdzse dzj dedets 6 5 ( tdPreshajedMey)Zs e ts) € dz¥g yO

1041, 1 WkE2 52 dB Y2y M2 wfdfi 2 |

1t OkbjdsdWdsoydd fiststtsd fted § sdBsh d MmjtesdW d¢
fjtej Cdz® yOlsj dzr o dprsfitetey j dzadj Us e

EESP ¥PN Server AdminTool {Is) - <Mo nan -0 x|
File Build Help

puth |Rues | KE | tpsec | L3P | settings | License | RuG |

Set authentication method parameters

%' Use certificate " Use preshared key
& certificate File: I Ci\ZertificatesLissitca, cer |
Lser certificate File: I CihiZertificatesiLissiserver . cer |

IUser container name: IE'l'IES".|-i55i".5'E*r‘~"E*r-I:'12 passwnrd:l*****
Iser identity tvpe; IDistinguishedNamej value: I

v check consistency now ¥ Copy container From admin computer

Corkainer name: I".|-i55i".5'E=r‘~"Efr-l2'112 |passwu:uru:|:| okt

¥ | Copy container

Source conkainer narme: IEI'ZES".|-|55|".SEV‘~’EV-II'12 passwu:urd:l

Make package... | Exit

t dmiz &ts ¢

ltod stk MsOdsowishY HeMlsky dr & H:dkY L Of tsdzdzj dad v

e CAcertificatefilei f sdzj Hd&Y 99BHO dd&3jdzd WO2&O M Ctste
VHBMIsse j tew ¥ h j(BristedGAREtficate), t©OL B " j dzdzse 5 dz0O
CoRYf ' 6Isjtcel] OHMBRABFMBEORIEAOc® ¢ dz yOjIs o MmMjsw
WO2dzk. [BVYWLOI] d.lda® dEO@xOIszy fk.1cf detstded 9 O Ismw
5C 2, clostesd Bsy dzs o' Bt Ols! W@ tdyf Ishy | ¥ IsschaVdgfCEIsC
sOCdr 4 SPR2misdzi3OIls L Off sdzdzgw j d3F = f sdzd 2"
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e User certificatefileT d d3w W 02 dzO ) GOST O jzt ez Wizd ¢ © bz Wgdzts ¢ s
IzﬁjlststSQm]Gxgu(Dszdz.tSGts RO Ctdif ! s lsj ©ihd@H dz & fipk tzO
Miwlsd¥Wds Ol d MjStelsde 2 € dz¥ Y We@RLddzjff J dz@ o ¢
tcOMh dtoj.datf2), 3 Ists MdzOYyYOdzO wEHPriclyBLHFHIsdW dC C
Cdelsj 2dej 6O o fslsHjdz' dzr 2 W Ogetdertf c§ IsctsBEOGE ks
sfdM@dzOBdtsL HOdzd ] MitelsdWdE OO ¢ tdgj ydese s M
dinf sdz! L 59 OdzdiiSH oat ste @ L it Uzj dzO to[fRW L1 @Is j dz' dz" 2
fOOd3j Iste

JHI]’ISdZOGOde,, ylsts o Cdzlsj2dzj o] dzjdjdds tsHsfizz C 5 S H

] G

MjStjlsdy 2 Sz y. | §slsdo dsdakenidslz W JS, 6 dust s i s s
BzHjls dzj otsL d3tsy dzO@. stsdelsj2dzgjtc LOHOjIsmw dd3gj ded &5 d
tsls
W o

fMelkhmlsodj §OtsdY d fkmss?2 §OLsd . stdisj?dyts
Tdkse 52 fMdMilsj &g .

e Usercontainernamei d 3% Ctsdalsj 2dzj 6O, MBHJjty O jets My
Md tlsd¥ g Q dzsc 5 Ry tc t£2ASipEso] @ tegzddPR s ¥ ©Q dzlz
A sdzj ydetsds misfes? MBI j dz! dzr 2 OOy Iste, J mdzd
M esd¥ d<¢ Ols.

e Usercontainerpwdi ff Otetsdzr ¢ Ctsdzlsj 2dzj telz

e Useridentitytypeilsdlf dHJjdzlsdW¥W S Oydtsdedets? ddeW stedsOydd
f Otclsdzj sz fted MBLHOddd L O dh jdzdztsets Mtsd H d dzj
1 sdzj MBHjtydl o' fOHOs 2 Myfdmss Mt Mdj H s

o Defaultio COyjmlsedy dHjdzZlsdW dqC Ottt f Otlsdzj teklz
Hi2Mlso fis R@RH B Rdzj] ydzse s kdg® e litsto®dz B EZH j Is
EZ mls O dzs@S&zY R Server

e Distinguished Namei ® COyjfmlsej dHjdsdWdJE OO f Ot
or Mr dzOIs! Mmw SQulge®dJ dzfj tols W EROBIDEE 5 EZMistes?2 Ml
fsCOL"™ 9 Oj ditsj identifysadzju eJ,s ejr ) @dg s @ats O dzts .

e Emailio COyifmleoj dHjdsd¥dCOsttO § Otlsdzj clz B
f sdEmailte Ofmh dtoj dzed v T S teslelz]] WHES@ SO Eistets2 Mise O
fsCOL" 9 O] dstigeridentifymatzjue, JjMmdzd tdes IsOd3 L OHC

e FQDNi® COwYjfisoj dH jfdRésdia bl Btz@ Nl o oy dzadd
Hid3j dedzts ¢ S fdefjuddis e 5 g S ©P GBNS L § s5dzv
tOMmMh Jegetfs d¥ dC OO d ¢ OL " mledifydsdslj u e, { jsidzgzc
sdets sOd3s L OH Odets.

e |PV4Addri o COyifMmlsej dHjdsdWdsObsttO® § Otlsdzj tolz
fJjtolP-DHicj M, EZ¢OLDdds j2dzded W@ elsdw d¢ OO, d
9 f sdzjidebtdywa |l ue, JjMdzd tdz SOd3 L OH Odz.

e Useridentityvaluei dH j dasd %W d ¢ Oyd sdzdzOW dde¥ stedzOydw,
f Otelsdzj tekz. 1 t5dzj HMiskf dts Istsd Ct5 Hdzw ylsj dgd W
Msslse jlsolzs " dd3 Isdff 2 dfOnjdasd{jWd],¢ Offpusde® a0 3" d3
fMjtesdW dodj Qs B2 M ®@P sdzdzj ded ] T tesdmMrasHdl o
sdfO dHjdlsdW¥dSOste® ddzd dL d&3j dzj ded ¢ tsdzgzi dath ¢ ¥
EMtcs2 MBOBOR] Iste sBW L Olsj dz dgr 2.

e Check consistencynowi zmlsOdzseo $ O { Istse 5] ¥ ,dzOnS® dsirz HizPIs| C
ftesosHdIs! MY ftese jt6C O Mstslse jlsMisadw fj elsd¥ d
Mj Cte] lsdztseofr SO dzlsd) 2 dzgsjc G d3, Lk ¢ OLCodziperdiame, f tsdzj
d tOL BN jddtsets &0 Cs@Bf t sy @ OOH i3 dze Ms GO IS5
fteso jHjdBO ot ot ddtzdzyigd s Gedath & s Wz B @O .

e Containernamei dd3v S tdzlsj 2 dzj 6O @O RBY BHiscBEEEFO H dzv
ftetso j H dad W .Y teeds o dg@>E Als d[dé I Easd & Is Betects ¢ dzts
container file, o SCGolttttsdy ddztgyadis] dzptw.Ols!

e Container passwordi ff Otetsdz? ¢ C.tsdalsj 2 dzgj tolz
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Copy container from admin computeri misOdztso € © 1 stse s W dzOy € O
ybsts Ctdalsj2dej o f d d3d deiCiptaingr Qae, © diglz’ Sdts dgtf - i stsisdgj te G
OHBddzd MistcOlsts@®O B & i deliziils O dzdzw yd tsdzdzr 2 W 02 dz. 1
CSP VPN Server dzO € sdzj ydzts§ SlsipiEsty =R2da)lde BdlAsityjolsO dif) Cots
Ctodzlsj 2 dzj 6 M dagdinzgndgnelisjertsd3j dzn iz § Isfmw  dzj EMmlsOd
LIssls WdzOy ¢, JjMmdzd CO0dzOdz HisMIs OptE dS & digimisdptsiairy
Efmistets 2hjls ot@N M | da.

Copy containeri EmlsOdzsoa € O 1 Issegts W dZzOYC O L &2ZOYoO, s,
d dzfls O dzd2SR\\MPY Server dz@ sdzj ydesy EHEwEEME &t j H | das
Csf Jieso Odedj SCtsdalsj 2dzj 6O fy  dSdyicezgodtainern&n@,L O dzdz’
9 C(Bdasj2dzjte M o d3sj dzj délser toftdnerQapuz’ d3 o f Sdzj

Source container name -d 3% € sdzls | T deflzte Q dzth@® EmisGtsR fHiso 3
BEHIBf qiectseo Ols! Mw ot otc] BY ddeMlsOdzdzw yq d .

Source container password T f Qtetsdzr € Ctdalsj2dzj ez dzO € tsdzj
Clstster 2 BRHjlk Ctfdise Ok MW ot otej &Y ddzflsO
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10.4.2. 1 Wky k222 dz yPreshwégey tof dzff |

)6 Okljdsd¥dcoydqd Misstsd §td § s®@sYdnsOpishlso
fitjCdy yOlsj dz' o peshimedikeydzdj Us e

@ESP ¥PN Server AdminTool {Is) - <No na =10 x|
File Build Help

suth |Rues | KE | psec | L5p | settings | License | RuG |

Set authentication method parameters

" Use certificate {* Use preshared key

Key name: key

i From kevboard:

Key body: 12435454 3rtetetrretgfhh ;I

" From file:

ke file name: I |

Iser identity bype: IKEFID j walue: IDFG
Make package. .. Ezxit
t dikz &ts ¢

sdzj HEE N ] fody MsOdsewlsmY HeMiskfdr &3 Hd&Y L Of s

rodzv

Key nameid 3% § toj H kzfyls O dzts o dgjpdzdztdsty df ddr QO .J Otc O g Is
polHO o] HEMsOdss dzjf dedety & tslzs Quasisy @z!  dgj JHIBfipeeRw o

e Fromkeyboardi f tcj HZMis Odzts o dzjdalzdp'dds Sdzsjdglsd f € d&zOse
1 ted 3 yQdpdlgd: ftej HEMIsOdztso dzj dadz" 2 S dz¥ y L OH Odz
MstesC OB, s COYH'™2 (jtejdetsfy o Isjdzj € dzs y«
fd dgo s dzO BIZ MG dso SdztedBO d §jjosHO SO lsC
fsHetslstseoC ) ftojHEMISOdS dzj dzdztsets § dz¢ yO H dzw
dmf sdz’ L 5o Odzr 1+ Isqd fd Bo sz .

e Fromfilei § 6 H Ml Odzts o dzjidadéls? o Oagdspw L W O2 &zO
£C OL Odzdzr diey filenaniz)

User identity typei Isd § d H jCdalsyfdfiitfdzdzts 2  dz¥ stedsOyd d, 4 te
f Otclsdzj ez fted ML HOddd L OMNdH j ddtsets Mtsj Hddzj
1 sdzj MsHjteydls or fOHOs M2 MfdmMsS M fdzjHESs

e Defaulti ® S Oyj fMmilse j d HYj QiEsldi O IselzaQ) Is o M dzO ks
Hi2Mbsodls] @udefImdijRqdz EMisicts@DIs® Blststetsd3 B IZH |
E Mmis O dzs@S&zYRE Server
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e IIPV4AAddrie COyjfmlsej dHjdsdWdSOlststcO® § Otclsdzj tolz
OHt Sfipdzj] ydese s EZMEstskigh @ O dzgz 3y dzts L Gdendtis ¢ 9
value"

e KeylDio { tsldzgr idéntity value” dzkzy dzts o &£ § Misd dz¢ B
fsmdzi Hs9 Ol j dz! dgsfils! Mddzo sdzse, CBlssteOVW dt>
MM d) BECOTLSPOIStc d eKegimziH j Is § tod Mo 5] dzats
h j MlsdzOH yOlsjtedydesj ftejHMISOodzjdzdj L OH Odzdats?
Mddo sdzse, Cwoltstesj d BEHJjI " Mr dzOks Mw f Ot
dH j &l Olststc O.

e Useridentityvaluei L dzgOyj dzdj dHj dzlsdW¥W dSC Olststce®, o9otHd®
1 OteOBj Iste tsBWL Olsj dz' dgr 2.
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105. | dzdzgB J d&zB Rul e s

]l 5 o ¢ dROlasiiyis y dzts fMtsL HO9 Ols! , tjHOCISJetseo OIs! , BEHOdMV
LOhdIsr ItcOW d&¢ O.

l1tcOQoddzO dzgzy dzs tOMY sdzO ¢ Ols ‘o Cedzdftytf off fiteCd jts tead Istfj st H Sl j
Hsdy des dzOR sHdIs! MMw Atslsw B' SHds ftOs ddts.

lted fsdzdORIBAGS i 1sO ftcOo dzOsBira @' fEechd@Pstew HE j |
ftedstedlsjsO d MOodzdo Ols: Mw f Ot Od3J Is te 'IP-Q HOE jisfigsdg, & ©
f {IsddB3d NJi T OLOR|IsEOWRI- B § jo@d ¢ dzff j co sSGs5 ff SHA SH
{ Mdzd 0o d dzs TP S B2 ez falfm lstsy Oj Isfpw .

Frdzv fteddsj e© §tsmstetsj dedy fsdzdlsdSéd BjLBY OmMdesmlis
#yj dzOted 2 11 hifpBww@ns-terjafigdim/CSP/RU/support/scn.htm..

EESP ¥PN Server AdminTool {Is) - <Mo nam -0 x|
File Build Help

auth Rues | ke | tpsec | L5p | settings | License | RuG |

add rules

Rule lisk;

Local IP | Partner IF Setvices | Ackion
10.0,100,1 192.168.15.0... HTTF5... Tunnel{lz.12.12.1;

i |
B

[Dawm

1] | ©
Add... Edit... | Femove I

Make package. .. | Ezxit

tdmkzdds ¢

sdesf € d kY tcOo dzj ded W :
e Addio" L' 90jls 5Cdzs, o Ctbktttsd fesdLotsHdlshvy |
e Editio" L" 90jk tjd®ClhdMcso OdzgdW o Hj dzj dzdetsets {f to

e Remove-ZHOdzj dzdJ o 'sH WfdejOdedfsled® M IstcjBtso Odedj o3 s
sfjtOydd bHOdjddw. [(Mmdd o Mfdmci MoHjEydls
fsfrisCj EZHOddI' jét BEHjls o' HOdMs Mtstseh j dad
EHOdzj dedw (HftcOoaddzts dzaj kEZHOdvW jlsmw)

e Upifted dzOy Olsdd {12 CdesfCd @MY dfHej deep foj HiEO&
dzO0 tHdzz MmMlstesySkz o9 jten, ko jdzdydeOw MmMet?2 (it
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CSPVPNServer3.0u W dzf ¢ f J Iskc

Bjd2 s2lskfmelzf MB

10.5.1.

451 HOdz] j

e Downifftod dzOy Olsdd
fdtej i O Isiw

vifdj B2

Set rule parameters

1LIsts?
ZO BHdkz Mbstetytlz

2

Cdetsf € d
odzdL ,

9 ¢ RGlesS |

9" Hj dzj dadzts j

x|

ff to(
Zdsj dz' h

MmMyJBdzz2 Mf e 2

d toj HOC IsPie f dc@did jp S tepBaEfit Reu | 6 dzjS Sls S to s
9T LT 9 0jlsfwAdS dakzEdt &8

—Partner IP Addresses

Praokocol TCP (0, .655351-(0. ...

—Local IP Addresses
C any Ay
% Custom + Custom
IP Address | Subnek Mask | IP fddress | Subnet Mask. |
10.0,100.1 255,255,255, 265 192,168,15.0 255,255.255.0
add... | Edit. .. | Remove | add... | Edit... | Remove |
—Services and Protocols —Ackion
O any " Ppass
£ Custam " Drop
Marme I o I * Protect using IPSec
HTTP Server Tunnel IP Addresses of IPSec partner:

[ Use randam IP Address order

e Local IP AddressesiT ® 1 Ists?

ZMilstets Affldnde) ydztsc s HipdtcE Bhikg 6) ,
ftcOo d dzts .

oMy tsMistOdw Is' fw
f sdztsy § ded W B :

12.12.12.1 ]} |
Du:-wnl
add. .. | Edit. .. | Remove | add. .. Edit... | Remove |
O | Cancel |
tdmEz des ¢
[ JOdzse s 5] dui§jdgtds Rlu lteB dzOfilsd H A&z L OH Odzd W

f 600 d dz

5B dZOM PP HUcQ HN@: IsHEFFRINIZ! oz

[ B &zOMls!

o AnyidMmf sdz L 2] ISBOHdzy nts 2
HisMmis iz dz' IR HSE jdasO HAlzW d3@frp Sisch O

e Customi flsOdzse dlIlsfmw
fsHmdlsd

e Partner IP Addresses i o

f Oclsdzj tetso

e Services and Protocols T 5B dzOfls ¢
zO S Bltr |

sBdzOMsg2 HOa @Y s ted d3j dgv j 3" § ¢ M
Issets 0o d dzO.

ftotslstsC sdss ,

e Actioni o 1 Ists2

kteOW ¢ &

1L Ists?
RO Cmlstster j

5B dzO ) 1P Hitc@ i®@s I i
tcOMtf tetsfilstc Odav j

L OH Odzd W
COMY sl tcOdw

H dzw

RO Clstste’ j B
dd3j 4 s

ftsHMj s
sfw f to

milsdern~ M
q

J Isfmw
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sdesf € Eff tcOo dzj ded v :
e Addior L' 90j s dsC detlzse ®2 L Of dfMmd
e Editior LM oa0jlk twJd®Chditctso Odzgd™w o' HJ dzj dedets?2 L Of

e Remove-zHOdzj ddj of Hj dzj dedzs? L Of Mg f IstcjBtse Oc
¢ J teOyd dded¥i O dzj

e Up,Downi Cdesf €d Hdzw dL d3jdaj dedw ftedtstedlsjlsO o HJ
OHtej MO f Oklkdz O.

RBJBIBEpMYIsB 2 dBlsdz?2 wf jlsykz2 @

[ dzv Mt UejoHg®is Jtets®add Mol BsMisO (fsumjlsd) d &OME
ts B dzO fiidecaldP Addresses d Partner IP Addressesz mis Odztso dIs! ff jtej ¢ dzs yOls
f sdztsy jCdafoin € dzSAdE dE&Hdite ' L o Ols + AddtEditdiFsAddress ( d fidis €

12) . [ Mmdzd MmJlsj o O 285@2BHR2ED, I4etO oLdBH @ Bbigy Ml RsMisO. ¢ H
By ils BT It dzkdzj o &.

Add IP Address 5'
IP address: I o . 0o 100, 1

o Mask:l 255 . 255 . 255 . 255

Ok, I Cancel

t d fodis £2

RBJBES2)Y bykyefHf Isymc2lse 2 d32

]l tBd&OMmIsd afi®r vt oevl s EMlsOdztse dls* § § eQuStairsdy Ols j dz!
Cdesf Add8 ' L 9 Ols!Add=Serdite ( d fiqkz @&% €

Add Service x|
i+ Service:
i~ Protocal: IOther I Murnbe: I
Local Ports ——————— Pattner Parks

From park: I From pork: I
To poark: I To pork: I

tdmkzdast
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| ©AddService ddj il §jtjCde yOlsjd f Holkdw (¢t

Servicei fted bEfMlsOdtso ¢ j f jtoj Szt yolsjadzw o 1 Ists ff tsc
MisOdeso dIlsmvw ISerdice sC fisEAgs ] MSHjte)y dls o7 f OH Os f
ftojutsfte]Hjdydzds” 2 dzjtej HOSCItolz Raz™ 2 Isfiptfs sy Y fi
9" BiOl! L dzOyjdzdy d dzOy Ol! Cdesf Sz [ s

Protocoli f tcd EfmMlsOdetso € j HJjtej Szt yOlsjdzw o 1 Ists fts
MsOdeso W Isfqw o Mmj  Seddde,( FftpsdfiC i j o 52 f tosilsts!
o' BdKOjIsfw dL o § O O "{fytErdegr it HjE OO 8 Is s BOIs d Y J
or atsHdIls! MW detsd3jtc o' BicOdedetse s f teslssC s5dZzO. 1 0O
dsdijdelz L Otej L jtoo Jetse Odzdzts-855). f beiflstz© @Bz d ( § t
SO¢C i oL@y ds ECOLOdd] HJOJOL O fstlste
o susdgdzts) . [ B dzOdmisY tc Jwdz@QU dzOyYj dzO@ Hdzv L OH Odzd W

ZsC Odz! detsdys S tsd3tf ! ¥ Isj toj Portd H e dz® fPls ‘O ddegf & r tf isdoils ts o
Codkf ' slsjtcj N OfctsEmn®p@tdToportL OHOj sy § stels ddzd
HJ O OL tsdz fstelstses dL L Otej L j tco-G3535h Odzdzs 5 dzd Jf tcds
ftsdzy MParteimsdzy dzts B Is¢ djder hj ddzd tOpodets L dzOUd

Add Service x|
i~ Service: I j
% protocol;  |L0sE *| MNumber: I &

Local Ports ——————— Pattner Parts ————

From port: I o From pork: I o
To poark: I 65535 To pork: 65535

| (a4 I Zancel |

tdmkzdast

MBS fjHdkOCO & R:Milkjor i Mijtodmtse

HTTPClienti o fjj §OCjlsT fuEBRE§EOEZOCRH) (ol (f stk
Cdif’ ¢lsjtcO® § Otclsdzj tcO

HTTP Serveri e fj §OC il (BB §EEOEZOCH) (s (§sts
TS Od dZscts Stdf! “Isj 60O

LDAPClienti o f)j §OCjls' (EB&E g0 &ZDCR) 38066l ( § Stk
CoBf! “Isj O f§ Oklsdz O

LDAPServeriofmi §OSCjilkr g ggOdzDCR) 38Psticls( §f o
s ¢ Od'tsdztE st + ¥ Isj 6O

LDAPS Clienti o)y §OSjlsr foB&E §gOdZDCR) 63psEls ( § s
CoBf! “Isj 0 § Oklsdz O

LDAPS Serveri ey §OSjlr o g0 ZDCR) 3IPpstcls( §f st
ZsC Odz! dese s S lBY ! ¥ iIsj 6O

RTELNET Clienti e 1] § OS jl' f§tggb &S 0O dz0CIRS 18yt Is
Cdif ' 5sj O § Otelsdzj tcO

RTELNET Serveri o fjj §OC ik’ f§gB&E §gO0ZOCR) 17stels ( §
ZsCOd dzscts S’ 5] 0

SMTPClienti 8] §OCjk' fiEB&E §EOEZOCH) 234 stels ( § sl
Cdif ' ssjteO § Otelsdzj tcO
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e SMTPServeriofjj §0OCjls’ §igktyyeezOT GNP st §stls
ZsC Odz dzgsets SCEdBf ! “Isj 60O

e SNMPiofyj §0OCjlr f toflatz® g0 ddOD R) 161 &isE O iz dais @ )s
Colf! slsj 0

e SNMPTrapiofjj §0OC I’ f§oElEtd g0 dOD M) 16 kls ( § S© ks
Codf' “Isj 60 § Oklsdzj 6O

e TELNETClenti ofyj §OCjlsr TEREBE&I g0 &O( ) 23 swls( §
Cdif ' “sjteO® § Otelsdzj tc®

e TELNETServeriofgj §OCjls' fugB&E§EOEOCR) 23 stels( § &
EsC Od dEgsets SsdBf! “Isj 60O

e DHCPClient-afyj §OSjlsr UDBREHIE®&? §d0 20 § stls 67 € tsdst
fOtlsdzj 8O d ofj 1§ OBPjIsq Hjk bl SO 68 w6 Odz
Codf’ “Isj 60

e DHCPServer-ofj §OCjl’ UPREIEE&? §¢0 zOC Btk 6 0
fOtlsdzj €O d ofj 4 ONPjlsqHEES s HEEAPAI Isdzts¢
Cdif ' ¢ lsj 0

e SSHClient-ofj §OCjlsr [aPslsBE Grdsddj d&O( M) 2 swls( {
S “lsjtcO § Otslsdzj 60

e SSHServer-sfj 1 OC |5’ dJAPEWBE Gzl ] dzO( M) 24 s©ls (
6 O0d degscts CEdf! s tcO

s MBS fjHdkOCOjd & Milkjorn fskstsdkss
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

fdHOC e Odzdd o' H] dzj dzdzE B XOMJ e dN O SeEdf MF cBISC
Service, ftseo §f OH O h jAdg Skrvide.C dzts d3

RBJBB2)Y JYSkkce2Y ¢ tefMmBc2 d3y

1 OHOddj] Hj2fMkodw o fwOoddj, ©LOMY{tsiste®d" s h j ¢t
(dmedyg tesdL osHdlsmy ftod (b @By cf &dzsypdeq veisd i

e Passi fesf EMCOl! Mjlsjos? keOWdS BjL hdWise Od
e Dropidzsj ftsfkzmSOk: Mmjlkjos2 koW d¢

e ProtectusingIPseci L Oh dh @lslsjots? IstcOWdSC.u(jhNsgdisRe Ols! )
stcO¥ dS LOMNdMh Of R W tgfcassR, dz0 € 59 tdaassAECHs Is © dz
EC OL Odzedz" o dis bdglzd@dic j s s f Otelsdzj O (1 Ists By jIs
Jqdzls jteW j2MO hdz# L O BJjLSY OMdetsMisd, L O dgh Osh jg
ZORsHB®gsdiets OHtcj M difdastgldaekiit@@Otej L Zdz' IsOIsj
MtetsdlsmMw Iskzdedej dz . 1 tcd EMlsOdesaCj ffjtej C dz¥ yO
CdetstAfidf o tslsCter o " AddyP Addrisss (id Mz dss S ¢ OR-d Is j
OHtej M ddzlsjteW j2MO, Ht € lstte sy f Giddsidg s iefids fiifs to
dzf By jls Brils! dzlzdzji o1 os.

Add IP Address x|
IF Address: I lz .12 .12 . 1
Ik I Zancel |
tdmMzass ¢
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[ By dets EZCOL OROH gl iiss L Slstster 7 oL Bsy des §f sMmlstetsd Is!
fr]lIdfrJCJ By dets e OMY sdzsy dls! o Y BHYHWD] 2w’ MG ded)'t j Y
fnoOdr o' MsCd?2 ftdstedlsjls. [(MmMdzd dzf EZHOddsMm! §tshis
fitcor @3 ECOL Odzdzr &3 OHtEe Msdz o MY J, ts filsldsic & dides' d Ll A
olstster d3 Iskzdzdzj dz' dzf d3 OH tdjp i Bagn fitc JsH deOL dz® dzlsdeC dH dzv  d
ftiedtstedlsjlsO OHtjMtse o My dmME] .

RMY sdz' L WAdd, Belit  Rechove, OHtc j MO o MY d
cjHOCIdesoa Ol d EHOdvIS! dL Mmfd
1

Userandom IP Addressorderi f ted EMmlsOdztse € j§ s
f Otclsdzj t© BEZHJjIs 9" BdWOIS: Mw dL My d
fsmistetsdIs! Iskzdzdzgj dzz M 1 Isdd3 OHtej M
SOCyJ MdzEyO2dzr &3 Bt OL 5.

Bsy dzs HisB O9

¢

0

¢ WOy CO kkd

MC O Mezyo? dr o
fdzj HEE h g2 s
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10.6. | dzdgB J d&zB | KE

J 15 9 CdZOHC ] B ted HJ dzj KE, dzQestists'tc " {fj ts dgdely di GzO @ @ Is fiyw
ts ¢ dzO fn tstfo Oz fiy ts L IBABIIER[SA.
IKE-f OC jIsT slsfyr dzOs Isfqpw o1 Mmis O olgag alz8ervite (ToRO Y5 WZH4 o3
(BOC Md ZOdzr d&zOW  dzOH j X dztsfyls HeMsOe Cd) i MBsEs ff tzPyud
d dzinls © dzdzte s @ € Is
EESP ¥PM Server AdminTool {Is) - <MNo nan - |EI|5|
File Build Help

auth |Rues E  |mpsec |Lsp | Settings | License | RuG |

Set IKE parameters

IKE proposals lisk:

Encrypkion | Inkeqgriky Eroup
MoCT 25147-89 MOCTP 341194 MODP_1536
MOCT 28147-89  MOCTP 341194 MODP_1024
FoCT 28147-89 MOCTP34.11-94 MODP_7E5

Down |

Maode: IMain j
—LifeTime of IKE Sa
| 28800 sec | 0 Kb 0 IPSec 5A
Make package. .. | Exit
tdmMzass ¢

IKE proposals listT 2 steWw HisyJ dedgr 21 tgff o dpts g jmdiziffBcd stedlsj skz.
o jterndzgi?2 MbesySd dORSHIMW ftojHdsyjdd M dOder

Encryptioni ftej H ZOcOj dzr | Odzc st szkOC ) Bl e k@ O Gzl Is v Istsd
sHddz tesmd2MScd?2 CtedflsscteOWdui MSd2 Odzdtsted Isds:

e J[uyv 28A-LEBMM2MCI2 CtdibsceOWdyuj MSd2 Odet
Codalt Oy d dSP) o CCRMA789CPROL-K256-CBC-65534

Integrity i § t6j H ZOc O d3" | Odze tsted Islaszts ff lisds o j Mo 1 @ ci® fnls iy w
sHqd eeMnd2Med2 StdfssceOldujmMSd?2 Odketstedlsd:

e JfuU | -BALBMMdIMSd? CtdflbsctOW dujmMSd?2 Odct
o Stdz¥ d¢kteOyHsP) ( SEREADIDACPRO1-65534.

RBBj 20 Odzestedlsdsse h qiitoseo Odzgdvw § OFj BBezdzf S tetso j o
Mudlsr o O Isfw adfintodd @ MizOe OL dgj M j dzdzts ¢ Iste to H GASE (PN

Server AdminToolls. 1 dzv dL d3j dzgj dedw dd3j dz Odze ste s dstse  dzj 5B
Lstsls WO22d, i dino s d®s®eadw | djki dz Odcstedls ks o
admintoolini ,d § jtejL Of Efmisdls! cOW¥duimSd?2 ddasjteW 2.
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Groupi f OteOd3j Ister BB d3d d2ZO Mj OdzMmtseo ™ di3d € dz¥ YO d3d :
e MODP 768-. ctbkzff ®dktsp7880 Otcd Odzls O dag siadafl§OR® ) 1 d
e MODP_1024-ctcizf § © Bdiss®22 9 Otscd O dgle Wl EadFOD )
e MODP_1536-Gtelzf f © Bdlk5388 o O0Otcd Odzls Odag tladaflIOHLD ) .

Mode-tej Y dd&3 tsB i d20 JdeW stcZOYyqdji 2 5 f OOBKERBOR L Oh ¢
RABjJjIs HOO L dzOyj ded v :

e Main-o {ltsd tojyddj 1§ Otlsdzj &Y dzdis FEOE IsHndzw oeifjb t
EEO Mo Odad W .

e Aggressive-9 1 Istsd3 tejydd3j § Otclsdzj tokz
dL Mfdmco, dkjshow MOdr 2 o MCd?2 fodstdlsy
9" HOjlsMmw B 13 ftojHizftejyHjdedj. [ fMdzd Hdzv
ftoj HeMlsOdzatso dzj dadz’ 2 Is § izt d|H § dzls ¢ et @xsltstic OH 5 dzy | dz
M sd Lso Ols! Mw Aggedeivd. s toj 3 d d3

LifeTimeof IKESA (sec)i atej 53" ©® Mmj S kdzH On, [IBAKMP SABHaHj I€ Bis 1
fpeh j Mo so Ols: . ) 5L &Y detsj oy @ ugs dzd §.. 4 29 OAF 295.65 dzO® 0
[ jStdRjdHEz,] BEji 28®ONj d2S sses] o' MsOo dzj dzgs ftod tsls
1 d2Oy4d ded § 0 ydsisdz®@ue@ jdiy', SAJIR Mise 'O dzd yj dzs. 1) 2flsOw Ml
dzj Hsf EMisd 30, ftod ML HOddd ddhlsOddy ydsdkses W 0
sh de¢Cj.

LifeTime of IKESA (Kb)i ZC OL ™ o Oj d3 #w@®dzdzr 7 o S ddkzsB 202, ¢t
fjtjHOl! flsttdRsderSAo shmL Gdzdz’ & o IMBMRINT GHBSE G
l 5L sy dzesj o wp@ugfs ged W d Mzs dO. 42 9@POTR &S . [ j S tsd3j dzH
L dzOyjiRdj Sthtstetsy o' MisOo dzj dats § t6d s Cqtgr 1O ofs L dAEOE:
ylsts Bl jB HOddr & o Cddztse02kO0ORT dgjH tstf ipleafdg@ dz. § &
fMtsL HOddd JdfsOddy ydshdscts %02 &0 BEHjl o' HOS

IPsec SA-C tsdzd Y jIRpbcsSA, MtsL HOdzdz" = o IBABNER A deGigigsdzdsy O
BL dZOY O] Is, Yy juiisléstd BAld] ¢ tcOdzd Y  dzts.

s dzsfUpdDowntf to j HdzOL dzgOyj dz"@ HdzvW EfstewWHsydo Odedw Mt
ftodtstedlsjlskz.

o I IKE Jdxgdssf's Gs
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10.7.

Il HOdedets2 9 C dzOHC
ftoj sBteOL 59 Odzd 2,

| dzd3iB jseze | P

L IOsec># dar@h dflscdfi i S H y dzOB Bt O
COYHT 2 dL ¢ tflety tis'Bc O ftgBESO d&dty d3efd dz
ftcl cBtcOL 59 Odzdw. 1 Otelsdzj ez dzOf teOQo dzv j Isyw M dMC
foslssKBfzesdMrsHdls M ZzOMseo Odzedy o o' Bste Ctsdzf to
ftoj cBtcOL s Odzd?2, Ctlstster 2 BEHjI dMf sd L @BPIs! mw

l1tcd tBtcOB SisdPsec] BB sHJIs € s dz@ g SdaPPE]Re of Service

(ToS)dL o dzzlstcj dzdzj 65 L OCBdzZo CO ot odzjh ded?2 L O¢G tsdzis
@ESP ¥PN Server AdminTool {Is) - <No nam o ]
File Buld Help
auth |Rues | e IPSec |Lsp | Settings | License | RuG |

ek IPSec parameters

IPSec Proposal lisk:
AH Inkeqriky | ESP Encrypkion ESP Inktegriky
Mone MULL MoZT P34.11-94
Mone [oCT 258147-89 Mone
Mone [oCT 25147-89 [oCT P 34.11-94
[OCTP54.11-94  Mone Mone
FoCT P 34.11-94 TOCT 28147-89 Mone
FOCTP34.11-94 TOCT 28147-89 [oCT P 34.11-94 Up |

Dronar |

Group: [MODP_i0z¢ x| W add Proposals with AH

—LifeTime of IPSec 54
| 3600 sge | 4608000 kb

Make package. .. Exit
tdimkz as €
IPsec Proposal listiT 2§ stew Hisyd dzdz" 2 M dmMss dzOB Stetse ftej SB 16

f Otols dzj tc kG @iyt oidsdzd W . ) tod Up GDiemm o S wzEdEsiCls fiy w
bfsevHsydeo Oddj MIdmMS O s fedstedlsjsl.

AH Integrity i f toj H dzZOG O 3" | tQadmcotytdafCle(d3ry j tilts MstdaslisYts dzlz ¢

RABJ JIsMWw HOO L dzgOyJ dedw :
e Nonei Odze stedlsds ftetso jteCd yj dezsmisdesmisd dzj ¢ tod d3d
e JJup3411l9-esmid2MSd?2 CtedflsscteOWdyuj MSd2 Odzet

o Ctsdgl d ¢ EZteOySIP) ( CAIMENICEROL-HI6-HMAC-254.

ESP Integrityi1 f to j H ZOG Oj d3F | Odzettedlsdzr ftotse j te CHPP.yj dzts s
RABj jIsmw Ho O L dOyJ ded v :

e Nonei Odze stedlsds ftetso j oS df tmg dizisdygis ddtsfipis d  dzj

e 1 [up34119%-6sMMd2MSd2 Ctdflsscwol dyj S d?
o Ctd¥ dcltcOytIP) ( BRIUTENICEROL-HIE-HMAC-65534.

O dzG t

CSP VPN Server

Copy r i-Teha CSE20820® 49



CSPVPNServer30uW dzf ¢ jlskaf Bjd2s2lskfely fMe

ESP Encryptioni f tcj HdzOG O j d3" | OdzestedIlsdzgr hdWictseo @8RdwY ff O
1t6j Hd&ZOG O IsMv  Issdz! SO Htaffdlf Istastsiidr@fi2diud MS d2 Odze sted k

e Nonei Oz steqlsds " o ESPEZ O dede'd d3j dzv j Is fiyw
e Nulli Oz stedlscs fted Bj dgvls: , dets dzgj " detetse Ols:

e | Juyu 28AEBMMI2MS I StedilssceOWdyujMSd?2 Odkdt
CsdW e e Oy d dSP) o SCRA4789CPRO1-K256-CBC-254.

R3jAlz Ok stedlsdsso h i teso Odzdw §OCjlsso d feso jwCd
fudls’ » 0% Isfyw adghintodt @ hiczOts OL csj M j dzdzts ¢ Ists B H GASE PN

Server AdminToolIs.  dzw dL d3j dzgj dzdwv dosj dz Odze stedlsdZse dzj 5B
LIssls WO2dz, 6sfdnOots®BOttOOH Pdedy ddijdz Odze tsted Is 3
admintool.ini",d fjtejL OfkMmMisdls: ctO¥dud MSd2 ddzlsj teW § 2 M.

Add ProposalswithAHT f tcd EmMsOdzseo €] {Istsegts W dzOYCO o' atsH(

waning X

'T &H integrity is not applicable to connections over MAT,
L

Are wou sure wou wank to add proposals with AH inkegrity to proposal lisk?

Yes | Mo I

tdmizdds ¢

{ s BLdOYO]| s sdrlsé1 § dxfstgse d3j Mls INBT,M ls ANAJHAKS & O di3d
gL d&3j daP©OBtci N o LTEPPEDEGISO. lAdsBEHEdyde Ojls ftotse
Okzlsj dalsd ydesmisd d vyJ dztAfszRESspld 0O jHflsO HjOshsiy ,j G izls j dzls d W
1 sfpdzy dzOy OlsYesH € elaBd &dj Isfqw  to W fisipdeAPN A2y jSEd] 2 O dze 5
1 J ¢ 34.11-94.

Groupi f OtcOd3d Ister BB W3] 20 MJj Odgmseo ™ &3 € dzs yOd3d, or Mmr
fMse zOMtso Oded v :

e NOPFSitf y@PSdzsj o Cdzt Uj O d §tod MIAc=®MEs GdedEf d
[ qW W] dzdzdBOdzO dzj o.5 fizts apgde® SR MOl j e OdfLL Od o3 ls :
fjto 2 IREOL T

e I BWOddz j Gtk L kOYO:l, yIA® i tsczdiy g dsdg®
Gsor 2 BB 4] MMARO®RO oPsec@BGBY jls dnfsd L so Ols
dL ctkfd{:

e MODP 768-. cCtokzff®dktsp78800tcdOdzs OdzctstedlsBO
Mj dzdzds0 dzO)

e MODP 1024-Gtctf® 2 HfHBEH' 2 o0tdOds OdctidlsBO
Mj dzdzcBO dzO)

e MODP 1536-Ctekff O B8JdEE588 o0tdOdzs Otdetsedls ko
Mmj dzdzd0 dzO) .

LifeTime(sec)iotcj 5w o fmj S lzdzn OR, WsesJAw jzdzd js Szl tg thtls® s o
I SL dstsy dzsj i v uef gzd d Mdzts L. 4 204 WY 205. s 2O s d3j dzH k2 § B j
L &zOyjidB0p, Sttt HofsObWLposdd dsoscts s slso
Ld&zOUjdzdj 0, Ctbttets] L kzOYO, s IRE:BA iz s EHigisd d3ro
ftod MLHOddd dJddhsOdkdky ydoddetsets W O2 &z@ CBjzH jIs o' H

LifeTime(Kb)i1 S OL " 9 0OjIs t5BI jd3 HOdzdzr » ©® CddzsBO2I0OR,
Misstetsde o tcOEsedBA. Isidas®y dztsj I P fed dmdzs L H
0..4294967295.t j Stz dzgH 2 B J 46@EBQPM]| CSlsstesj o' MisOo
slsCter Isdd dgsls@.ts Wde@yj ded Jls B tsBdzPadgOY Blzdzr = o ¢ d dz
sctcOdedyjde. 1 bEEsOBIREEE®RO, ftod MtsL HOddd ddaemls Od
BEHils o HOds fMtstseh jddj B ©BGhdBCj.

s dzsfUpdDowntf to j Hdz2OL dzOyj dz" Hdzw EfsteWHsYydo OdedwY Mmf d:
fedstedlsjlsiz.
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108. [ fzB 3! sBY tof B2 dzB o

Il 5 o¢C dORfligsdi3OIstedo Oj sy d tjHOCIdlzj sy dst Od
Hdze sdzj ydese s EMmistfted Mg oz dzdzOY o ftejHr HEMP dA 9 ¢ dzOH

gkh jmMsokjls Ho O iy ddBBO twOBSIsr M LSP
e Widd3 OolssBOIdyUd MSsets WistedBJeso Odzdw L SP
o toj ) dd; twlasyde OH Odzedw™ L SP.

1081, L 2dz Bl dzBE2N )y Isdzf HY =~

l tiyxddkai OoltdkOlsduj MS et W ismdodSR Ggzd iz i 5 O dz6 5 t§
ZsC Odz! dzO%W fsdzdlsdC O BJiLBYf OMdshisd Wsttddlzj sy d
Rules, IKE, IPsecd t©OfMmh dtcj dzder » POOOBR] IZBo p HJOEBSE B 5A3
9" L' 9 Oj d3ts dz Avdateffl.C 152

EESP ¥PM Server AdminTool {Is) - <MNo na - 0] x|
File Build Help

auth |Rues | e | tpsec LSP | settings | License | RuG |
Wiew local security policy and edit if need

Local security policy:

GlobalParameters | -
Title = "This LSP was automatically generated by CSP YRR Sers
Yersion = "2, 1"
CRLHandlingMode = BEST_EFFORT

LOAPSettings |
ResponseTimeoult = 200
HoldConnect Timeout = 60
DropConnectTimeout = 5

IdentityEntry auth_identity 01§
keyID = "444647"

i

ButhMethodPreshared auth_method_011
SharedIkESecret = "key"
LocallD = aukth_jdentity_01

IKEParameters |

-
1| | 3

[T Use custam LSP Advanced. .. | Fefresh L3P |
Make package. .. | Exit
iz daaxs ¢

Local security policy 1 f sdzjLSPip Isj S Mistso sd3 W st d3Ols §

UsecustomLSPi EMlsOdzso § O { stsets WdzOy GO (jtej Cdz6 yojls o
Wstedddtctso Odzdw L SP

Refresh LSP 1 € dz=f SH dzw (s B dASB oz ® dzj setudtgpad | i cy H dzw
SktsBtcOy jdedV IsjCEMj2 CodWdelkzteOydd f dL d3d dzj dzd v 3

Advanced -C dzsf ¢ © o LAtar@ed kSPREtingsH dzv dzOMistets?2 ¢ d twOMh d
MfidmMC O f OtEPRj stcso
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Advanced.SPSettings

C(sts BCdets ShsBLOYOjls ©0OMh dtejlRia 2d Ml NESEN  j oy dgd-
(ol | By ds Sltej HOCdEEo Ols! ¢ EkmlsOdtse dls! L dz
5Bl jHddzj d&r © §wils! ckff.

H Advanced LSP Settings X|

| Mame | Walue | -
- Global settings

CRL handling mode BEST_EFFCRT

Refuse inbound TCP connections False

Log lewvel default
- IKE settings

Cefault port 500

Send packet retries 5

Initial retry kime (seconds) 1

Max retry time (seconds) 30

Max session duration {seconds) a0

Max sessions initiated at once

Max responder sessions with a partner 20

Max blacklog sessions 16 —

Min blacklog sessions 0

Blacklog sessions silent 4

Blacklog relax time (seconds) 120

Initiate IKE CFG request True

Do aukopass True
- LDAP setkings

Server address Mone

Conneck timeouk ]

R ecnnnce Firneok 200 LI
Max sessions initisked at once ;I
Maxirurm kotal number of the IKE sessions initiaked at once.

[
Edit... | Set defaulks | Arccepk | Cancel |
tdmMEzaas ¢

[Cdes MsHjteydls 4 WekdCydsdOd dr j Cdsfsd:

e Edit-Cdzsf SO 9" L8590 5CdzO HdzwW tjHOCISdese Oded W
i HOCIsdteso Odzedw BlsCter 9 OjIsmw IsOCy | "tEeldd He 52
2O or HJ dzj dedets?2 Mlstets € j .

e Setdefaults-C dztsf SO Hdzw EfMlsOdtseoCd L dOyjdd?2 s k&
74t d3j dedz’ = .

e Accept-C dztsf SO Hdzw LOCter sdv CdO M MR tcOdsj dad j
LdzOyj dzd?2 4 jtej dzj dede’ - .

e Cancel-Cdzgsf CO Hdzv LOStK" sdw 5CdzO BjL MtshtcOdzj dz
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Globalsettings

CRL handling mode

) jtoj d3j dzdzO" L OHOj iydd dMysd Lso Odd™ CRH. d S o
) odOOlsdd EdzEEe d v jsfw SCdzs Hd&Y o' BBEO L dzOUj da
My dm¢ O:

CRL handling mode x|

CRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Valug: |BEST EFFORT =]

Set default | Ik I Cancel

t dmizadas¢

Il sLdiisydz § L dzOyy ded w:
e DISABLE-ftoed fteso jteSj fjtsdidsoko MfdmMss sl
sSBtcOB OIS 9 0] IsMmw
e OPTIONAL-ff diMtC L oKD EE 6| defisfisd L 2j sfw st
ifMdzd tdz B dz ftejHEMisOdse dzj dz ddzd  tKéEzyj dz ( d
sBdBj 2O d WodwjlkMmw Hj2flselks h dds
e BEST EFFORTi ff s L o Oddz ° Mjtesd¥ S Oltse d
feso jteCj MjtldWdS OO ktsd' St o HIg@dyglsihdE @ ids.
Cltss tjyddz tslsdzd yGOQYPEIQNAL Isls i3te CRUEHEQ jIs B ' Is¢
fsdzyj dz §f sftcj H flLDAPE | fifstls tsCdis ddsfisls te twiOdr) j . dzd §
diftsd Lzjsmy §t kdsdyodd:® .
e ENABLET Hdzv Eff jh des?2 ftese jteCd fMjtlsd¥dS OO B
slstsL o Odzadz” R CPJstsle d W
1 20 j iz §Bts dzy O BEST _EFFORT.
Ifj BCd0 HdY ©jHOSkdise Odzgd™  jtoj oBj dgdzr 5 dd3j 5 Is
e Setdefaulti S desf €O HdzvW EfMlsOdaso dzj dgdWw L dzgOyj dedv  ts
g4 tej d3j dadzts 2
e OKiCdzsf CO Hdzw LOCt" sdw tCdzO0 f Mg w Odzj dzad j o3
14 ted d3j dadzts 2 .
e Canceli Cdasf CO Hdzv LOCtWr sdv BCdzO BjL MBhteOdzj oz
14 ted d3j dadzts 2 .

RefusanboundTCPconnections

1 OHOj s BdS dtets FEPHN toj MMMz . RMESdz L 2jsMw ¢ OC
sceOddujddj S Hj2flsody. )} eqm cjisidssdiess Odzdq 1§t
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Refuse inbound TCP connections x|

Refuse inbound TCP connections ;I
Default Yalue = False

{* False
" True

Set default | Ik I Cancel |

tdmkzaasc

) jtjCdzs yOljdz dasjjls HoO §tsdztsy j ded Vv :

e TRUE-Zdzdylstsy Ojlsmv ¢ j tTEP-ROD FlsHMB JrRd dzj ded v, J
pABHYA B LEd O] lso j-ipE 0w ddglr dzdh'm.i TRPYdd
dL o dzj .

e FALSE-dzi ftetsdL o tsHAs fipvts fas{cRdAELls j dz' dprddO yHj Jd& fij Is of ds? .
£ d3ts dzy O dzd & .

1 dz0 y J i fizts dzy O BAd SE.

fi
e

Log level

10HOjls bttso jdz o0y dsiisd fsssCtddtek d 7 mse'ls
e’ lsdmdilsj ddzr &d, f-DAPHT;ldatjtek , ¢ Mo W L Odzdz’ CSPM 1§ toc
d §tsdkzyicdmQefslsss? Mjtsdy¥ s Okt d dn MasSHEXSds dzd
lted tjHOCIdeso Odzdd fswodw jlsmw € dats:

Log level x|

Enable log messages only with the specified level or higher
(“default” value means the severity From agent settings)
Defaulk Yalue = "default”

value: [ ~
secdefaut [[ ok | cancel
tdmezadsss
1 20y dzd j 5 idefmitzy CdEfegiddsijls MY L ¢ dsB Od deseé s ki
ftoesls 6 tsdzdffetdzrjrdis 2 o ¥ Mls O o dzwdp@FsSEEngats ffotfkdzi Sever ity
IKE settings

Default port

) Stels HdzY fIKEss€GldEGT 2 BkHjls dhfsd Lo 0d {5 k&t
L dzOu j-dag Jzsj udfdzts dl.65506 O 1 QeGswWli@izd j 5508 d3ts dzy O dzd

J Cdes Hdzv LazOBYStEEA v f StlsO:
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Default port x|
Defaulk IKE part ;I

Cefaulk Yalue = 500, Min Yalue = 1, Max Yalue = 65535

. -
Yalue: I il ]
Set default | (o] 4 I Cancel |

tdmkaast

Sendpacketretries

ssdduifmsets §SfIKEEOC bl iz GEbdistplzs] & deORY Hzd J
udmds diL  HdJOY GaOmdpPairlizs dBo &d ¢

JCdes Hdzw EMisOdetse € L dzOyj ded v :

send packet retries x|
mumber of the IKE send packet retries ;I
Cefaulk Yalue = 5, Min Yalue = 1, Max Yalue = 30
=

. -
Yalue: I 3 ]
Set default | (o] 4 I Cancel |

tdmizaas ¢

Initialretrytime(second3

1 OyoOdz dz" 2 ddelsjtcoOdz atej d3j ded 3 Y H 2 HKEd IO€ g dz'sdgd
fOlsdzj ez (o MjSkdHOR). [Mdd skejl dj §tdzyjd
LOftetsf s &zOjlsy folttedsts RIJEsftcsO@BE] Y HE
FojdzdydeaOjlsmMw o Hoa O tOLO. Clktls dddsjtco Oz zo j dzd
e &z BEHjI ftsdzzyj d tlse jls ddzd
e LdOyYjddj ddalsjtcoOdzO I B Cizpb 1 €Oy datf ¥ mBla xizj r «
Uoolstedsr | Y lsCd BEHEIls fftotsHtedyr s tfivmel) dic
CodzdujMlsots fsfristsS dzj HsMisdedzjls L dzOyj ded w
| s5L dBBtsy dzs j kO fedyd Mdzts dL.5. H § QA0 EaEQ f 1.k i3ts dzy O
[Sdes Hdzw EfsOdaso € dzOYOdz desets dadzlsjteo OkzO o toj d3j

Initial retry time {(seconds) i[
Initial number of seconds between IKE send packet retries ;I

Defaulk Yalue = 1, Min Yalue = 1, Max Yalue =5
[
Walue: I :II
Sek default | ]4 I Cancel |
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Maxretrytime (second$

[ OCHddOd d&F 2 ddzlsjteo Oz otej dj ded o) 3 H EZ IKEo stedz o
fOCjlstse § Otelsdzj torlzf dech iy 1§ iz @an R dedtbesx jretry tidg®dyjj dizdhj | |
& L dzOnitpldegyiti me, Ikt fiod L OCtckMagrgry Gmedzsl d Oy d d

ud

ftedmoe Od o Oy JsdgthifiaLrelzPti me . | SL RBsy detsyj dzele Wi delf gzets  d L
Hd O OLERO | dzOyJj dzdj 80 kEd3sdzyOded®

[CSdes Hdzv EMlsOdzso ¢ d BOCMdBOdz: deséts ddalsj tco OdzO o o

Max retry time {seconds) E[

Maximum number of seconds between IKE send packet retries ;I
Cefaulk Yalue = 30, Min Yalue = 1, Max Value = a0
=

. -
Yalue: I | ]
Set default | (o] 4 I Cancel |

tdmizdass

Max session duration (seconds)

[ O¢Cid &30 dz dz' 2 (dgls flafo @@ & © KEE o M) ;Y dzn @ts)y .dzts §
LdzOyj-dad jesj uydmazs dL HJOfOLEdO 10. -800. [ § dz®yy d
9" BBKLO L dzOyj ded W :

Max session duration (seconds)

x|
Maximum IKE session duration (seconds) ;I
[e

Defaulk Yalue = &0, Min Yalue = 10, Max Yalue = 300

. -
Yalue: I a -
Set default | (0] 4 I Cancel |

tdmzass¢

Maxsessiondnitiatedatonce

[ O0CId 3Odz! dats§ € t5dzd y jdBEs adszdopdddticolty jagBfhdz2l KnEdzw o f
f Otclsdey tetso . | L GI3sydeEzgsiL @iazd JL HdOfOLBdO 1. .1
EdsdzyO®&dr [Cdzs Hdzw or BSKBGO L dzOyJ ded W :

Max sessions initiated at once il

Maximurm kokal number of the IKE sessions initiated at once ;I
Defaulk Yalue = 30, Min WYalue = 1, Max Yalue = 10000
=

11

. -
Yalue: I 0| ]
Set default | Ik I Cancel |
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Maxrespondesessionswitha partner

[ OCfd BOdz dets HCtSfcliaffnis) tfrHistialite tc | 03 Riatly &tso , f M®D-tsH d d3' A
Eistes? Misp tedgk@lzIs | dzs d W d y f ©dsOafpde'tsdls, o COygmlse j ¢
SOCdd3 ff Otcls dzj tots d3ISAKMB SAzg OB HIZE d&ZtsC 5 ML HOj Isw Al
ISAKMP SA, HOdzdzr 2 Olstedelzls ffjtojMisOjls Hj2fMlseatse Ols! .

l sisdy detsj L de@Qpiddaedii ydfpdzs dL HdOfOLtsdzO 1. -200. 7 dz
[Cdzs Hw bEfilsOdzse §d L dzgOyj dad v :

tdmkzaas ¢

Max blacklog sessions

"yjtedy 2 MEdmMsC"  ftej H dzO DaR@s Ofenidl dESenicOMsdsIE 1O L s Iis Is

sBMizzPdd™y) jted 2 Mfdnsc" o&dddBdl bkt sBE0f OB t
dZOr SHW N dafw o " UJ topdebdy Oy dffy Sejots. IKE-fipj By ¢ h dats 2

ddzd yddtetse Odzdets?2 Mts Misstesdzr f Otelsdzj 80 i ©tzisdzj g @
Max blacklog sessions Iz fijls © dg® Ogg & ) dzts  tc O L teotg 1 diptstadas - d3 jKEzdz' A

5B d3j deso ,  dzddai @tk ij s G W d U ditese i il C 6 sY OB h d d3

9" Y tedze" 2 MdMEOYHiER MdjHEE " jd dj KEORdEBOL Qd )iz
©OL 6 h jwlaizlztso to ] WKESE Bj dzso  H dzv  H O dziptied 50 § Bigls dzg £ O
sCtbedjddjd o &jd ks Msotodkz, KIsusGYdHG ff s dd
HOdzdzr o5  Otsls dzj tots .

{ M2 d hBAER ystsdz' S5 f Oelsdzjte L Odesmdlsmw o " yjteds 2 f
LdzOuj dedj OLEjh j dedzr & ©H dzKESEdhjj das®  fizd Supshea@fjds st d
Edgjdzd h Ols! MW o Ho O cuER) O st O & Pg M jsdzd Wdztis Bfisj dzO

o j dzdudoe Ols! MW dzO J H ¢ dadj wlit$ dafsty tec MPIsiziOY jp deqf disgladed B ac
i me (tfdmMOdsatsets HOdzj j) .

I SL 3y dzsj & 4E0dats fzqid i) dzs  (-10..4R94OBIRIBL s dzO

[ Mdzd yy @izl j tOo dzs 0, Is"tslzj" Wit derd? o fipt dsfipe G

( Mdzd L dzO y jblidmdflgg sedsions B ts dz! § dzd te O ez@ety j Mack Fesponder

sessions with a partner, Is thMax blacklog sessions ff tc d o O d a @zOlxyfj Mag j
responder sessions with a partner -1.

1 2O dadf §B31S s O ddif

“Ttd LOGtkzL ¢ Ctokkb denp@ugjddahdt MfdMisd" oMmw MisOldmisdyj s
"fhsrda" (O8] sOfIsy . [ Mdzd yoj¢ déwyjjtddde ¢ figdinldsy ¢t J 2 v de
MlsOlsdMmisdSj ftoddjdwe simw dse’ j § OO®R) ster d&zOMtetsj & " yYj todats
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