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BJ L S OMERBB MANClient. ] j efpdw 3. 1eé, WGgaOyYydesddtkzs
Of f OtcOlsdz" » f dzOIsYW stcdItel- 86 OB IsEE @& gzj dzd j C
st J Oy tsdzdzr Microspdf Wyiedowls XP (9 s sd3 vy dpéuded), Em
Microsoft Windows Vista(h s u € s t EmfMmdd

Atz dzv te. | f0530000OOEE O BEd 2 CSBRN GIE i
1itemdw(d Bt & dzdgSRYBN Client) (A w1 t s5ff)d d

I sdzeydis! HdMisted mbsly Ro ¢ tfs ot H W8 @izt O IBVs 8 Adsd dzts T
MO210 ¢ tdi3f O dAdtaf® hitps//Eyptbdsasu/cryptopro/products/csp/default.htm,
L Otcj ¢ dMmlistcd tctwe@anh@fiiydl Gazlz Wsjkdiaflay j qalz@ 1 Issls ftesHEZCIs.

| B2 dzB 52y !

1 JtejH

ZOYOdzsdz OB Isr M Jlstg thHlz sz Gs tisdH L 59 O
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CSPVPNClient3 . 1. wWdfcfjlskcyf Bjd2ts2kkmeky me

2. [ BB Y 52y MPY JBWdRALZ

1 o556 te Odzdzdz’ 2 Cdkf dzj € ¢ s dzd j dzls BiLGY OmMdesmlis d C
WedC ydosdzedtelzes h o 2 ZzO Of f OtOlsdz =~ f zOW tstc 3O R 9
ftcOodzj dzgdj a3 tsf j eOydesdzdz" = MdMmlsjdz Microsoft Wi
Microsoft Windows VidkQ at tdls dejotazdp OX bsdg®vy d ts dzd tc
SHdEts fod Ltso Olsj dzw .

l GECEOBEd 2 Cs&fditfh (HOM)j !} tsHESlk CSP VPN
fioj HZOL ZOYJ dz H Y ML HOddY L O dh jdadg B fts§ Hd daj dac
9L OddtsH § 2 Mise kzvH =fedidtc jippddkafods(© dsd ¥ @ dElvVPNEJ

] totsH ESPS/PN Cliento ' ff SdzdzV j s fMdzj Hize h dj WhkdSydd

e LONdLE LOWdEO dzO0 kZteseodzi OklsjdasdWdsoOydd/ n
fteslssCtsdzOd3 | Psec AH d/ dd&zd | Psec ESP

e §OC jlsdzks Wddr seOyds kwO¥dSO f dhisd Lo Odz
LOGEdso Ctso Mjlsj o tclscso dajieddzif Siols dzts & 5

e OklsjdsdWdCOydy (d LsoOljd" d Oklkjdsdidso
e MisBr g2 dsj skt sddtttss Odd j

e ©©jOddLOydY LOHOddE?2 HdMuydyiddd oL O0ddsH 2
LOMdlslz IeOW dSO) Hdw CO)3HBsEts L OMdh | dadesegts Ty
LONdh jdadatsds toj y dwsjL Bisjzd §islsBdactso Odzdz" 7, 9 Ists(
Bseqd dZ & §Owlsdzj teso §5 oL OddisHS2MIse g

e jcbkddkj iy Miss2CsMmls: LONdl"T keOWdSs O

e BOMSdisolClk OHtjMd &= fsMlscOdiss L ONdhH O] d
O d ¢ O) .

CSPVPN Clientsizh j Mo @ sk kstcOWdC O § oslsTCO/Pdetse fMj d3j 2
cORE Or @Iy HERZOKGSHD « MisOdH Otclsseo | KE/ | Psec:

e Security Architecture for the Internet Protocol i RFC2401
e |IP Authentication Header (AH) i RFC2402
e |P Encapsulating Security Payload (ESP) i RFC2406

¢ Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) i RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) i RFC2407.

] ttsH ESPS/PNClientd i szt L 2jls o COujMlej odahdzj?2 Stedt

B d B dzd tsfiptg Srffiflstodsf s sgEpBE 2 JAMESEBRBOYdd (d#s)1R) " stec
CSP3.6" tOL tc Osj% ts Gifizaziatg P i istets

HS1R " StddSB) ejs@dd e i i G AGYdsisceOW dujMSdj Oddsts
e JJuu 28AWLYWtctse @A W tctseo OdzdJ H Odzdz =
e JJHuU | BRMAO0OMWmEstedIlsds ~1 h dqlose Oded W

e J oy t -DATY¥BteRzdctso Odzd j O dzff & Is Bpcfiists o 52
fsHyfdid (¢A3

e VKO[Jtu | -DUifBH ] ONT | BlsCtor ssct ©OMY ] Hj dzj
C dzs yj PY W) dzdzck(REQA35T]

* Gjdzj L@WREYO2d = udMj dz

CSP VPN Client
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CSP VPN Clientw 9 dzv jIsfqw ftotsHEZCIstsds Hdzv Ctstef stcOlsd o detsc s
M Mdzj, Yyt fosdzdsdélkz BjLfOMdshisd d dOfmistets2 ¢ d
sfkh jmMsedw jIs MdMmlsj dddzr 2 OHBJdzd MistcOlstste d dzd OH Bd
ftejHftedwisdw.

ltetsH ECEBVPN ClientH dzv 9 d = d das @ s @sjHR] igzOL fst8 dzglls d ¢

BJLBY OMdasmisd

CSP VPN Client
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B.oMmyof ey e tcd3B |
? Bfcdlskz?2 dzf Iskz+

1l otsH ESPSVPNCliente r f 2h jdz Hdzw fMmdzj HEe hdR BOLBOTr 7  dzOI
e MS Windows Vista (32-bit) Business SP2 Russian Edition
e MS Windows XP Professional SP3 Russian Edition.

l 6sHESK Moo dj Misdds f) BSdeddf ot 5@ f s 5 M©.6882 CS P
0L tc OB ts K @GdBlE O dajtg P i lsts

I vofisd toj Odzd L OVR$ef/IKE G 5B C 5 Qrigd et dadsd 3j s d 3
Cisco IOS v.12.4.

1l yomlsd EHOdM] ddtcts dGtddlssted dzc O 1dts ths s d3 nfs l©ds df i
CiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n sH W CidcdWooks isfls O o
VMS 2.3.

ltesHEGC s Mtse dzj M IRPERk,gToke PROB4R, eToken NG-FLASH, eToken
NG-OTPf tesd L o tsH fls o CAladdin.d3tf Odzd d

CSP VPN Client
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4. { MY uglYsdsH § 2§ 6 dz2 oy
I slsdeBs UR f & iy B
f 3t df B IzY d3Y

] totsH ESPVPN Clientf to j H dzO L iz@e( tds 2 O R'sdef Aste Olsd o dz' R Mg s -
l S&OCOjysts o OCdR Mmikvwh § cd@zOcdOkj dzj dzdej  t5 izl |
Bjlf®Mdsmisd St stcOlsd o bzt B H BYPSV/EPN Cligntste AsLstaiis s O dz
kOCdd BBEOLBd, ysts OHEJdIMscOst BjL§ Ofdshisd
fjemsdOddL to Odtzy § t fdSRsR G5tz H dzv SO L Hs s jiidzy , 1§ to
ZOMISEE2 Cd Hdv ffscdo i Osfzvi j s HGdy dshlsd &gd

ltetsyd M § sHciswRBEd Jds §@dzige@dg d s dzdets 6 § SfzOC SB OIs j dzv
fosdLoaHdlsMw Mdzj HEE h dd3 SBLOL 5.

oH BfdglstcOlsste B jL 5§ OMdesMisd §tskzzyOjls OH®]dd skl
SHEC e OL d3j h jCdpdsOutBlieasjAdminTool CP{ sfls Oo dzv j Bsc s H d MG

sd e zwizfifls Odzso dzj datkee § B ey d€ OlsT lSter Isr 7§«
I Lo Oljdzv, Sttedsj o2 M telsdy d CoaEs Oxe iy s of jsatdsk
Lsf Omdesfisd, § tizf 1§ O@bpGetizdztes § sdz' L 50 Olsj dzw , OH Bq dz
MlsOdzdzy ydsdedz’ 2 §OCjIs §sd L 5o Olsj dzv .

HSLHOM]] JdhhsOodkdy ydshkkscs §0Cjk0 § s sigs O gz
e dMitd Lso0ddj cCwOWdUjMCBes ddisj el j2MmO
e dMitsd Lso0dd,j kisdddlsmake mskOdmedzs? MiswsC d

1 to
OHB

fsish & Ctlttesets Etlstsodls HdW fsd Lise Olj dv ddzi
RMY

f sz

B J

d dz

RMitsdz? L soOdzedj cSctOWdymMitsets ddalsjteW j2MO Hdzv L OH
BJLBYOMdesMmisd, JjtemMtsdzOdz dz" = dzOMstesj ¢ d ML HOdz]
fodz L cofPlsiAfsdzy L s Oded j d3 M telsdW d z@Bse lsCtwer s’ n
f tcj H Iz ls OdzZiC dizj HRiEshared Keys) st d ) ® dzs eZQlosH G slstso € O

ddzmls Odzdz ydsdzdzsets f OS jlsO M ftsdish.' ¢ cwwOWdyj MSse

[ &% ML HOddY JdflsOddY ydsddsecs §0Cjls0 (G L so 0
Click Installation, € SlddSjit@rdL £ jlsfw f §sdsh! ¢ blsdddls’ ¢ sd
make inst .exe. CIO EZlsddzdlsO st ddjOudsOd dathke Gusf.exis'y j dad

vdmdsdzseduimMedd ftesyj M Wosttddiese Odzdw ¢ § tes dzO
fsdz LsaOIsjdzj?2 M dMicd LseOddjd3 MJjtelsdWds Olsse 5
ftcj HEeMIsOdztso dzj dzdzr = ( tc OPrespaded Kegs) = Jf oz dzgf B (
make_inst .exe s dMOdz" 9" lcE@odsatse § O d dzinls O dzdzw y d s dzdzs G 5
fteiHlEMIsOdztse dzj dzr EgeShare@ Keys) Ofigd f s d3ts h ! “make lindt'ddd I "o ©
mMyujdOtedw fftsHetIStss & d ddzils OdzdzY yddrsdagifsdsds § ©OC jIsO M
(MitlsdW dS OlsOdzd) M thakeRisst', © i) tztsly aizff s ls o j dzdzts .

1 jtejH My sd Lo Oudkpjing lekeddmjdsrdz0 B 5! ML HORO (
WO2dz o kjCMmssotsd WstedkOls] dsCOd dOv fsddlsds o B

Cod e OyYdsdzdzsd s ¥ O2"deOs LsH] Adaidztskz® S @dzOdkE 2  f s dzd |
BilLtsf OfMdetsiisd. std¥WdekteOydsdadzs 2 % 02 dz"
lsd LsoOkjd, dqmitsd Lkv fsHeskss dj ddzr 2 H v dzj

fjlehsdOddL so Odzdzr 2 ( dzinls Oczdz Y sczdz’ 2 €K OQEE, f totsq
VPN ClientdzO fotjds Stdf! ¢lsjte] .

[Odzffjtj2nHdls] ¢ fSHEBlBaC] ©OBBUYJEE o) MO OHBJ

CSP VPN Client
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5 tfjuHifEfcecdzB MmBotfhy
BJdR2 s2IskzmBlzf MB 9y

]l sHEBIsSs9 C O tOBBYJ 65  d3jHdsRdzdShdRsdE §ests O fjedzth)i Is @
dzi fCsdz! €5 1 IsOf 59

o Jdzmls Odzdzw ydw dz0 frieostg2R C"tsddf feldBif'ide 5 vANSsFO dztso € O
ltcsH@CHY dMOdzO o 1 wifldz@ozb oz @ u s ) ESP'3HWdf Ists) tot

o (dzmls Odzdz" yd v OH d35q dzd M Is LfOsig® digds cos NuRGHAIsICHAZ Az y d ¥
OHd&d dzd isteOlsdo dzsc s f O j 50O

JijtejH ddmsodzdy ydj2 OH®BJddMIstcOIlsdo dzsets f OCjIsO K
HdMmistedB ZIsde O, tOL d3j "Cliedzdatndnool CPY Gsldndsddmdigy | i3 e 5 H d
vt OC Ow

51. [ {skMfd Yy Bfilsksylsk?

l etse j 66 O vy dzfinls tuth EBHEG @RI MistcOls o dzsets § OC j 5O st
My sd L so Oded EmeerifigIs f dz BL 6 OB &is Giflzdztzd | 2 - oSt d § Is
vlisd dzdpselify ©OL 3" j d&zO o COOdSE] kfksOdse dj dzdas ¢ s

rdzv o r yd fydzifipizodydf &€ ON H 5 Bz HY O Isiazd @ 2 Is dz® § sefuizgxe , |
d 8" HOY] GjLbd OO O ! (kDL 05 § i s§ £ 6 WK

cpverify T mk setup.exe

1 sdzz y g dedets L dai2duly jdzddi@disa@idzOfy| j dzd g ded 'L O d fipO dzdz” o3
% O2flzshes (L MMisOo O H,§ fisls tsdgastly dofy @ Us® I H O

<hash > < file _name>,
GHJ
<hash>1 1 s O das jizdizO y j dzdHj z Bd3™
<fle name> -dd3v W O2dzO, Hdv ColtthhEd@E® sH Mydls ©dzO

razv e yd fmdzndzdiesrdzv Mt 02 zO0 HJ B BWEBHG @ MC sds MtsC
L lsOdzis dzdz’ o5 L dzO ¥ decisj 5,  Hsemip.eXe O 2oz @ s dzdzd Is j  (SHLAER didolz
filsd § W02 zOk)

cpverify setup.exe  hash_from_file,

GHJ

hash _from _filei { Is O dafs jlzdizO u j dzdffy 2z &dg'tlzv W @&tgzéxe
MC s Jiesjf@dzdt Ofdske® (o s Oo dls! o CtdBOdzH dzzé MistetsS
fodsh d dzOY Olsdwy a2 CdsfCd @ hisfOoadl®'r Btstc O

[ Mdzd fese jteS O ftosh dzO EMmf jhdats, Ists dzO + CtcOdz BLEZH
File  <product_file_full_path > has been verified

] e dhB dzO te k2 yt5jhdddsds ' H O j fisthty s 1 § dzd J
File <product _file _full _path > was corrupted

GHJ

product _file _full _path - f tsdzdzr 2 f EZlsH JHistcd? dizlxize A SlsStcts
ftosdL sh zO0 tsh dB ¢ O.

CSP VPN Client
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CSPVPNClient3 . 1.

sz cf jskcy Bjd2ts2kkMmBlY Ms

5.2.

BIlskze dgdzy y?22v

oH Bfdgls 6 Ols 5t

1 ctsH 2ZGSB @WPN Client AdminTool,
ftsMisOo dzv | 36 o HipldXeoO HdMistcdB ZlIsdoa © 1 Issets 1 totsHEZC L

U Is O dzts dzdzr Bl My batplgxiy j Hzlf™ d§0OY H 5 & 15

¢ H d3d ded ) s Sjtedz ZMis Odztse d Is ¢

106 ¢

hashes T W 02 dz M

HdMistedB ZIsdo O

©OL dj N j dzdzs ¢ Blieny AdnDTO@ @R ¢ |

setup.exe 1 ks d dzd ® P & Wifidows Installer

setup .ini T dzOMmiIstesj ydzr 2 W O2dz, drjupex8 sHJdr 2 Hdzw

sysdlis .cabi RtOded dzd h j Mmiis dsda) BB S tsH B 7 H dzw
ikjCMmMssor 2 ¥02d MohiBH@TE2 o jtehds
VPN_CLIENT_ADMIN.msi i MSI-8 O LdQizf Is © dzcdAM8BI 5 Mi€roSoft Installer)
VPN CLIENT_ADMIN cab i 7 tc O dzd d¥d@2jdz& ezd j dzls O .

version . txt

fswe dvjlsfw

]
ik

7

o

d dzf If @ dzdft g

5 ¢ dats

13
)

o
q

CSP ¥PN Client AdminTool {cp) Setup

d
L

Welcome to the CSP VPN Client
AdminTool (cp) Installation
Wizard

It iz ztrongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then cloge any programs
wou have running. Click Mest to continue the installation.

WOARMIMG: Thiz program iz protected by copyright law and
international treaties.

|Inauthorized reproduction or digtribution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be progecuted to the masinmum extent pogzible under law,

BJ dz2 52 1Iskz

BjLtfOMdshisd (sdkzyOjls OH&]dkdhstols

W C

¢d

O H d3dfizla] fifys ttsQ lsf3] & de"dfY ¢ s @S

Is fi) wsetSptexd3 @ dHER dzd s e Ols d o dzs & 15
OHO f) ftdedoh jddjd ¢ ddls

=101 x|

Wersion: 3.1.9848 cp

¢ Back | Mext » I Cancel

tdmkz dzts €

CSP VPN Client
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Il sCd M biSMistsd [ dyd dzL sdedzse 5 w56 dzOM j ded v § 51
f sdztsy § dzcbgptthellicenseagr eemen ©" N&i®fizs o dlsmMwy H Mk dzts.

i CSP ¥PN Client AdminTool {cp) Setup - &) x|

License Agreement

You mugt agree with the license agreement below to proceed.

JTrmressHoMHOe O OITTANIEHHE: O I AEE II0NES 0Fark [Tpogyeron C3F VPN Client
npoHeEogeTEe SAD ¢C-Teppa Crr3cl T
[© 2003 - 20028 2AO "C-Teppa Crf3clle". Bre npasa sanpmuess:

Hacromuee JTrmermronsoe CoImane e oy efelleT VoIOEA HOITOMES OF SEHA

FaxoHHo TpHobpetermoro [pogyrra C3F VPN Client (ganee - Hegermo) Komermrma

[T oures 0F arement (PG CEEMV BOTE FOREARTIE CERM JETOM, YEAS AHHEDM B JIEOTeH7E01 Ha
HICIIONES OF AEEE [P 0YETS, AMIAOIEFCA He 0T EMIIELI0H YACTEED HACTOAETD
IemrermrorHoro Cormanrerzs). [Tpegaeton HacTomyero [ smHoMEOrD

( OTTIATIEHELT ARTAETCA BOSMesAHAR Mepedada Koneursonoy [lomsosaTemmo
HEHCEIFOUMTEIEHBLE HeTlet 64 2B [T AE TIONES OF aree Hsgemen.

[Tog Hegemsens norovaeTe d KOMITIEK: MaTePHANEHED 00 eKTOE (If) OTpaMMEET LI

Aan s amT e armeTrate rerrdh maew perrraors wemome rrae s now e errr e s s rrrreme . mererrs marTmaTTr s

| accept the licenze agreement
{+ | do naot accept the license agreement
"Wize |nstallation Wizard®

Reset | ¢ Back [ Ewt = Cancel

t dMmkz @&ts ¢

lrBtOl! fO0fCk, o Colttekzst BERZHjIs EMlsOdzso dzj dz OH O
CdzOGadhk Browse:

i CSP ¥PN Client AdminTool {cp) Setup - &) x|

Destination Folder

Select a folder where the application will be installed.

The "Wize Inztallation ‘Wizard will inztall the files for CSP WYPM Client AdminT ool [cp] in the
following folder.

To ingtall into a different folder, click the Browse button, and select another folder.
Y'ou zan chooze not ko install CS5P WYPM Clent AdminT ool [cp) by clicking Cancel to exit
the wize Inztallation ‘wizard.

C:AProgram FileshCSP WPM Client &dminT ool cph Browsze |

" Drezstination Folder

Wize Inztallation Wizard®

¢ Back | Mext » I Cancel

tdmkz @ts ¢

[ dzv dz0yOodz0 ftetsyj MmO ddilsOdzdzy yd d dzOxy Ol ¢ dz@s (N
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i CSP ¥PN Client AdminTool {cp) Setup - &) x|

Ready to Install the Application

Click Mest to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Wise |nstallation Wizard &

¢ Back | Mext » I Cancel

t Mk dets €

REHC Ot ftsyj MO ddlsOdd™ ydd:

i CSP ¥PN Client AdminTool {cp) Setup =101 x|

Updating System
The features vou zelected are currently being installed.

Copying new files. .

File: =_pkcsb.dl
Directony: C:\Program Filez\C5F YPH Client AdminT ool cph
Size: 98304

Time remaining: 1 seconds

Wize Inztallation Wizard®

Cancel

t Mk ézts &
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Rz s Oczdzw ydw L Oo jteh j dzO, Oy Ol: Cd&zOodhik Finish:

i CSP ¥PN Client AdminTool {cp) Setup - &) x|

CSP VPN Client AdminTool (cp)

VA has heen successfully installed.

Click the Finish button to exit this installation.

¢ Back | Finizh I [Cancel

t Mk @zts €

L fls Odzs o dzji gl MB Ol do dzr 2 § OC jIs f) &iEss dfls WdoL? dida: H
s tstecdzj th @P~C O

e make inst .exe T Zlsd &z 5 @O dzH dzts 2 fiste s € of dandz O dAigay 1y @ adaflz
YO0 fod Lso Olsj dw

e pkg maker.exe -zlsd dzdtsOW dyj MSsets ddzlsjteW j2 MO Hddzv
fsdzdsdsd, d&sCod df » doOmbtes ¢ d ddzils Odzdzw yd
ColststcOW o L r anpkdsinstzelged dzd Is Iz

e wversion .txt ilsjCMmlssar 2 WO2dz Mohiceyw@TE2 o jtocmds

e pkg_maker.chmi ¥ ©2 fzfsH j 6 ©OF d2 Hel p

e oM s@siEd dz@ § dMQANZ )HEZY B M Jyd ddw OBl |
1 Of ddgentmtsH j ey dls SMdeso dz’ §j WO2Rdzr d dzils Ocdzedzw Iststc O

e VPN_CLIENT_WIN2K.msi i MSI-B O LdQizf Is O dzdAMBI &5 Mdi€roSoft Installer)

e VPN CLIENT_WIN2K. cab T R tc O dzd ddd@2jdz&s dzd § dzls O

e sysdlls .cabinteOdzd dzd " j MmOlig,ls jdijdas -~ S H § dd 3 dals @w
1 Of SRXfytsH j ey d Is

o Mz jBdzr § WO2dzr, dzj SBrSBMAEE o @.dzv fMBGKLSE d
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6. 1 EmM2oW k4 BWEYBE2A

UjndzsdiBseats j M j udo Ojls Okljdsd¥dcoyds, hdWtkse Oc
®O btse dj f j tPifHORejAsjtd'. o

rdzv tj OdzdL Oydd +Isdrn Wedbyge:n sy § d® dasts ff § dzdzd Is j dz?
JdW sted3Oydv, SCtbstcOvw { shiKBso ddvwdislsunve tf2te tolisOdsC | taidft@iglz ¢
fsec zOMse OdzgdzOY  sdzdlsdC O L OF dlIsr .

[ dzv Okl jddsd%dSOydd oL Od B3sH j 2 fjleblsChydjn  di lsasts dic
dzj CcslststcOV OklsjdadsdW S Oyd tsdedzOw d da¥ ste 3Oy d v .

v OS82 OkzlsjdsdWdSOydsdadzs?2 ozt stedsOydj 2 dhsyjls BT
e ftoj HEMIsOdstso dzj dedz” 2 ( tc PreshajedzMey)dzr 2 ) € dzt y (
e MijtlsdW¥ds Ol MIsOdzH Otels©® m. 509 .

Rd3j ¥ Ismw dzj Sslstste” jJ tSeteOdzd yj dzdvw fted tOBBIS] M t©O
(Extensions), S slsster | ftsdgd ydider €C0¢ Ctodbduyde j. 1 OB dzqd
tcOMh dtej ded?2 MjlsdW¥W dS OO, SColstste’ | BEHEI ttOfMf L d
ltesHESIssd3, JjMdzd E ddr EfmMlsOdsse dzj dz f tedL dzgOSC Ctodls
BzHEI fttdmkzlsmiseatse Ols! Hickecdj w®BOWOGEzddY d dzPOHBL
Ctedlsdydzr §, b OS2 MjtelsdW dC Ol dzaf BBYjls BT !
Slsmikzlsmlsezjls o IsOBdZJYj, dts wodwjlsimw dzgj Stedlsd ydz
dmf sdzr L zj Isfw .

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key ldentifier 2.5.29.35

dzdw L dzOyj ded 2 e rfftd dkderc?a tfipf dEixtCe nsi ons d3tsy dat

{fdMmO
HSC Zd3j dels | PRap@todisied.Ora/html/rfc5280#section-4.2).
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/. tYfJHliEfGcdzB 2tslslzB d3
cBdy kB Is temy J WiIskzB

dzdzw h Pdshargdeyg s
e def | 4 W Phakeirgt) Iz

sdEif esdL o sd dzOW  sfdzj H ts osOdEsj Wz dgismjlss BT OIS =LA d )

d4tSLHOL! {(tojHEMsOaasew zPRuziggBreshared Key) d3tsy dzts te OL dg' d3d
M sMsBORd. HOB.LOf fROEISEd WO2d dseks fsdL o tsd
f sfdejoHOIs j dzr detsfpls: fd 3o sdziso .

RBBW Cdu@ delsd¥ dC Obstste, MmMehmsswh d2 dL &OsYdhSdr B
" d HBdzyjde d2Oyd dzOls* mw M OB dgnOKcRd ey o * d dz
1 ed 3i u@dgflEd: ftej HEMisOdase dzj dzdzr 2 S s y L OHOdz dzgj M &
fjtcjdesf o Ijdzj Scdzv¥ yO BEHjIs ¢ tOFDIQE@HNLkE sdp k2 dgv
pLOKBOSO d fittjosHO COjlsCd) d LBEHO ftod §SHGC
f Otelsdzj 6O HBd dr B H9d dfffdseds dz'tse Odz

RBY ftojHEMSOdES dzj dzdatsets Szt YO dMytsde L 2jlsmw:
e ftod foHEBGC ] ddhmsOkd ydoddscts §0Sjk0 {1

e ftod MBLHOdZdd dztsC Odz! dzts? ((BYPdISdSCd BJjL ST OMmdats
9 Mistc zZAUtNEethgdP r e s har ed Sha@tikESacretls j

etsLHOdd ) dJdmMlsOoOkzdzy ydoddzse s § OCjIsO fsdz' L s Olsj dzw
1L 1sOf s9:

e OHMBdddMIstOIstste B LS OMdetsMisd ddzd ¢ sdz' L 59 Ols g
Cdzs y

e OHBddMistcOEB®RdEENISd HtejHjdVjls HEY ftd Ltss
fesazdlsdClk BjL Y OMdasinig do i 104 Asdzd J
ZsC Odz! dets? ftsdzdlsdCd BiLtsf Omdetsmlgdfizd stsde¥ dekzto
"1 SHGElks9 SO ddhsOddY ydsddisets {O0Cilso i) §dg

e OHdB3ddzd MNistcOOHESHISHSHO Motsj d3 OBBYJ] B B Misy
make_inst .exe L S OLOd&ZEcO OHBJdd MisttOIsdo dsects § OC
BHjls or HOds MtstsBh jdzdi B ShdBSj. 1 tfydw
ECOLT 90 Ismw ddiv ddails Odzdz¥ y d s dedatsfcyy W ©2 &zO,
f tcj H@dgse dzj dzdzs e 5 € dzt yO, Cdz¢y ddzd W O2dz, o €t
make inst .exe 8 1 stz Mdzzy0Oj ddi3j j Is(f f§ezjc skl & y
1 tod dzts ) J awdf df dathhe Anst.exe"):

make_inst.exe -o SFX file _path -1 LSP_file _path
i kn <Preshared _key name>{ -kv <Preshared _key val > |
-kvf <file _path _Preshared _key val >}

e fsHGEBIStsa dzj dedz” 2 JdeMlsOdzdzy Yy sdedzr 2 W O2dz MBH
] tsH@®GCSB VPN Client, § jtitsdOdz dz'@ j| dOMmtes2¢d, o
BjLG] OMizet dzd MistcOlststc B j L s OMdzsmisd  j o H
fsHESIstse dzj dedzr 2 ddzMlsOdzdzw ydsdzdz 2 § ©OC jls, f
ddzls Odzdzy yd sdzdets ¢ 5 W ©2 dzO.
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8. 6B byytsem?2y tef J H

Pl dsdsy y2f ststf H
f zdzin! 24 dzg?2 dzdzw " B dz?
(syMmMEz2 -2 dzBEZBdZ?2) IS
w [z 2 dgRakeinst

| ZO0ted" foHcEslse Cd ddziils Odzdz yd & dzdats
|2 Miststsd dO0 slCwrisr o Cds yor ( iy

d

d

By fd LsoaOlsjdw, MmMstlse jlsMmiselzs h d2
Sdelsj2dzi toj. stdzls Bz e f §34 § 15 ts bggzts i giz
Cdze yoO MtsHjtey dlsmw MmMdzlzy j B dz2OW dde¥ stedzOydw, dzj sBrts
yJ dzsmisdesmisd S dzse yo. Clsls Ctsdalsj2dei .6 dzgj wodzwjlsfpw
stdalsj 2 dzj 6 By Jls dOmsHdI! MY A0 dis§ Digbdiasds Bz uj
COB-gdBts odzj N dzgj d3 € dz¥ uj o 53, ety M.l ok s edz@aflasdia L tdzs
eTokend H tc.

vy &20tedd Gldadyoslshmw Isjd, Ckt MLHOjl Cd¥ yjolks
fsd LsoOljdv d &0 COCsd Cdr yjo tsdsidpts fed Msjdazjs s OL
Cdzs s f sdn L coOlsgEs z0 ddzd djls fese j6SO MEslse j|
fsd LEoOjdv d MjStjbdscts Cds yo, Csfdekjkny d
ots otoj B ddzmMlsOdzdzw ydd dzO Stsf@f: s sjtej fsd Lso Olsy

o "
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81l. {yMe! €& Ibyysem?2C

odwy s MBLHOdd® Cdz¢ yjeshof GtomisL W B tedy
SO ftsdzt LtsoaOlsjdzv ftesdLoHWISMW OH ] dzed M
L Odzd s dgO & 5 dJX diz 3 detsi dils j dizO Y terfdfifg Q) Is 2

sOdzdzw ydw fMmydls' o Olsj dZvRr dgfif If B)@drOY ¢ WV tcDazH j

2
q¢
dzr
R dz

d Is
W (0]
j Is a3
n. fn
o @
a3

Is

Lae yjotse o disshe(dstjlail 6sts CSP 3.

Is

My &zOtedd oL BBy 2O ftose jtC O Mstslse jilsfilse d
dsets Cdzs Y0 ot atej 3w ML HOddw dtzigs Odedzy yd
J 2 dajHtelifs cfits  dzteBd b o 2@ B d, &kt o fiplste o toj &3 EMisOdzts o
sOdzdzY ydsdzdzetsets W O2 dzO dzO St v lsjtej sd L 59O

[fdhjd Hj2fsoadw OHBJRIMstOE®LO BjL i OMdshisd

e OHBdddMIscOIstste BjL s OfmMdzsisd § sizkzdgros) Gdz!sdg" 0 H
MjtesdWdC Ol ftod Lso Olsj dzv uf sStistisdzjj sotY a4l Etdls d W
(Trusted CA Certificate), 1 S M stelsdtetso Odadz" §j o W@P2Ldzr . [ Bk
Codzls j 2dzj 6 M Mj € to jdOdzroddzj O ddzj wits dgztsdp@| Is j dzj

e OHBdddMstOtE B PH BYR dfcdms di & OO jdab™  dptsizd s d
BjLGY OMUSPNHsd A df' o OJ Is() g3y dz@®b elis@MdD dzd | dzts G Oz
{sddlsdSd BjiLsfONdshlsd. sdidczeoydsdadz 2 W

e OHMBddd MIstcOIstste Bj L s OMdesmisd dz0 Meotsj 3 OB Y
make_inst .exe. 1 Bfydwa {12 CEBOdHT EZCOLT 9 0jIst
WOo2d0, kst ¢ dsCOod dodkkz mMjlsdWdSOlsz d ¢
LSP,d 3w Ctsdalsj2dzj O M MjStejlsder d3 Sz ysds dz0 ¢ ts
€ Odz! dzf | dzOMistes?2¢d d Hts.

e jMdd fted foHEIES Cj d dzfleCUBID YOS dfizE € 5 W O3
Meslse jsMise dw i jtedste jit 5 ROdS® Wdzs YO §sd L s Ols
Csfdtese Oded j € 5dzls jQuxis Qainake lintst .eexelBtized j Is
fdzj Hiz¥ @ gt sBlsARdz] s © Y o i) @uzp Judsddddzd Is ©
make _inst.exe"):

s
d

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CA file _path

-u USERcert _file _path

-uc USERcert _container _name

{[-up USERcert _container _password ] |

[-ufp file _path USERcert _container _password ]}
Tcs Source USERcert container __name

o JfMdzd Hted ftsHGEBIStse € J ddoinl®O QadfOdygfaddzalfisc 5 W O]
sslse jlsMisoedw fMjtlsd¥deOO d fMjftej bdesets €
Csdi3BOdzHj make_inst.exe Hfdddlsj d ds ¢ k¢
sfydd:

i chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}

e fMEh jMmMsolkztls Hteked] HBYBdd]lsjd d Jj sfiydd,
foslsts sdzdtectso Oded W Ofjeds lots @ § tod d defls @EREZY y d d
VPN Cliente€ OL " 9 Oj Isfqpw s ydw:

-a /l* file _log .txt /i
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I'mi

fsHEtslstse dzj deder 2 ddefls Oczdzw ydtsdede 2 W O2dz ftsH j te
1 otsH®@®GSB VPN Client, f j et dzOdz' dz' gzts €zO fizly dstetR] Isdff ¢ &z
BiLBY OMdesMmisd, ks Ode dz@ 2 Mj tolsesydiCd@ly Mt mimr
Csdals j 2dzj 6O M) MjStojlsdyr d3 Szt ytsds §f sdz! L tse Olsj dz
bHBIded MIstcOlstste B jLsf OMdetsiisd § jtej HOjIs fftsdz L
ddzils Odzdzy yd s dddas BlstfOC gl , dL  d dzfls Odzdzy y d s dzdets 6 5
Codals j 2dzj 6O M) MjCtejlsde d3 Cozs ysds sz’ L s9 Olsj dz
dzsmdlsj dzj , ,cdFOKemcg thdzklej 2 dzj 6 H Sdzy j dif Bdzisy tsdf @ lasjj dzH
5 LOMdzk) do O M § GHzGmataLjded ¥

fssBh jddW, of HOo Oj &3’ j mikes st toed dIfycasq | figfls Jf dzif Js ts

tcOB I , Wisf® seimadk®©ihalz log .txt fted SOy HBAG MtsL HOdzd d
d dzfls O dzdzv y d s dzdmske tnstY g d2@  jtcj f dMr)e O smw
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82. |z M S Iyytem?2¢

uSLHOdd] Cdvyjots?2 fOL' J Wethkdese Oddj LOfksmo
fsd LsoOjdY fsdLosHYsMY OH®RJd]MstOstsd B jL
Cokf ' “sjt) fod LcoOlsjdv. lted Lltd Cdlsj2dzsjte M
@S Odz desd Cdzd Uj o ek eplgdls j tegl' CekPlsj dzv. | L stsd
dzj o 5L BsY 20 feso j6C O Meslse jlsMmisoady fMjtsdids OO
Csfqeso Odzd j € 5 dals nbdzPis@ d3f dzz O] daj GsdL otsHdlsf

ri2fmsedvy OH®BJddMstOsLO B L Ofdshisd & {Istdk

e OHMBd dzPfgIste B jL s OMdesmisd ddzd §tsdz L s9 Olsj dz! dz
MsLHO] I Cdzgyjokr Otk d Wtedzdqtelzjls L Oftetsfy
ftod Lso Olsj dzv . wtsL HOdd 2 L Of ustishi) Istisfj " ted2@ jh I fipws
Ajdelstc® MjtelsdWdSObse. 1tod LIt Ctodasj2dzjte M
iz L 5o Olsj dzv t©OL B " Ofsw &zO dztsS Pz bpdgd ¢ dzs y
Codif! tlsjte] § sdicadsjdy | ssls fzdSls sfdhod
"HSL HOzPs  yjots?2 Ot d WsttddEeBd joBftcsmno
fsdz L t59"0Ols j dzw

e OHBJdd MistcOIlststc wup cdp® sSfpjjEaijiizs &6 s  sdziz yj dadz
LOftesmME MBLHOjIs dsCOod dr 2 fjtsd¥ds ok fsd
WO2dz sttodzj o s2uHfpMislsd Y dc™® IHzls @@sted CA Certificate)
sO¢Yd {SMitslsdekzjlsmw o ¢ 687 @mdsitzd dzf Kizlz QO
Mdlsd¥W S OO tslIs OHBJddMsttOlsstc® u b

e OH®B]ddfMlstcOls EHas s Pu OYdRH § sdz' L 50 Ols j ¥ dzsC Odz d
BjLGOMdshisd d L Of ifEa®ble i i Oozdy O2tC Od dzts
f s dzd lsadjSigs f OMmdetsiisd. stdt Oy ddd 2 % 02 d"

e OHMBdddMIstOIstste BJj L s OMdesmisd dz0 Meotsj di3 OB sSY
make_inst.exe.l Sfydwas 1 Its?2 CEBOdHT E2COLT 9 0] Ilsmw
WOo2d0, k! € dsCOod ddkkz MjtlsdWdSOlskz d ¢
LSP,d 3¢ sdzls j 2 dzj t©® fp fj Ctejlsdegr 3 € dzs ysdz dzO € s i3y
s Odzr dz" | dzOfls Gots O dpralp instic.exelz € OL T 9 O8 Isw 54 1
f sHtcsBlsasdzg it QM OHDd dzts y | drds df davhle Gnst.exe"):

make_inst.exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert file _path

-uc USERcert _container _name

[-skt {exchange | signature }]

{[ -up USERcert _container _password ]|

[-ufp file _path USERcert _container _password ]}

fMh i Mokt ls Hisked] HBY sdzdzd s dzff tzs s s & tf dpd & 50 @
melsAfo W Ofllelz _log . txt § tsd d dzf s TERWPN Glignt
COL" 90w s ydw:

-a /l* file _log .txt /i

e isHEBItso dzj dadz” 2 dJdelsOzdzy ydtsdadz” 2 W O2 dz fMisH j to
l tesH@SBYPNCI i ent ,  j toftsdzO ddrtigr Qjdz: thiddryds s s Q@ 1€ o ,
BjLiSY OMdesmisd, ledd dhtsjSusizf el Q0 j telsdW d < Ol Mms
By Mistsf sdztsy j degd W Ctsdzlsj 2dej 6O ) Mmj Ctojlsde o5 § dze
bHBddzd MistcOlstste B jL S OMdetsiisd §jtejHOjI §tsdz L
d dzils Odzdzy y d Slelzdz BsHOEWH d2 L SHdsEs ddfmils Odzd

I My MmMeseh jddw, or HO9 O 3" j mike e o dIFdAsY J fzfisf dzd ds ts
ttOB SIS, or 9 tsHMdkdniMst o logh. @R dif cd C Oy HBER ML HOd]J
d dzfls O dzdzv y d 5 dzdpske tinsty g d2@ § jtej f dMr)o O smw
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9. v dJ sty Byzf 31 dz? y
Ik gy Y2466 y

fidtsfcemyd sy

[ dzv ML HOddw JdifloQdgdasyd siddy Bsdz " sets ydmdzo § sd
SHdso toj RicgetezOc O Isfw PBHATWSRR dzrts o Gals' L roo QS dlzi Elsd dz
make_inst.exe. | Odzj J s d MmO AT-WER Ess dz!/IsWty jJda@s ] ey 1 O
CliBf ' s Isjtey OHBIJddMIsteOIstste©® H ts5dzy dfOO B @ O 2fiplia ov O dzO
fod LspDlsjz { sig@L f O BHOY,§ (FCHs s siue™ g OddOMwY 5 d dzd o
fsdz L so QIO dejd YA €\@n_client, o dzf D §\pn_client\alice
c\vpn_clientlbob ( © Oy dzts, vylstse" dzi B ' B &S MIs O WssFGdRdRz P Hf S H
dzj y dls Waoaltedzert, O 1SOC Y J HAY dzgj SsSlsster 7 MyJjdedtsd j o
Isp.txtdpwd.txt ( f Otetzg@ S Bdzls § 2 dzj tc) .

vyj Z0td? {Issds Myj zOtedd Sdalsj 2 dzj tof s ME 6 @ b dzj &
dasj ¢ s § 2fls &2 BEOUSBEN-Y02 dzf € zOf @fsHos dzo L 5o Ols | dzj 2
d &3j dajpglientexe. §1OY S OF f t5dz! dzjsp @lis j s QOdz' dz j fjtslsdW d
RN tsdz L zj IChM] BBdYzd C OLSPH dvH dz@)j i §sdz L 5o Olsj dzj 2

@echo off

SET TEMPLATE DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET LSP_PATH=c: \ vpn_client \ Isp.txt

SET CA_PATH=c:\ vpn_client \ ca.crt

for Ir %W TEMPLATE_DIR% /d %%i in (*) do (%WMAKE_INST_PATH% -0
%%\ vpnclient.exe - ¢ %CA_PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEX% %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
Riff sdz! L ¥ Isqw Mdzj s N dj dz2OMistets2 ¢ d:

TEMPLATE DIRT f Of,C G0 € tsls stdftds?H fdoffsfls L 59 DIs) tzls! Hisdzy § dz
BJL ftetsBj dztso .

MAKE_INST_PATH T ff 1€ Is d dzdidkg_inst.exe.
CONTAINER_NAME T d d3¢ s dzls § 2 dzj ts O
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LSP_PATHi § €58 h jLSP.
CAPATHi f Els! ¢ ®&Afjtdzd% ¢ Ol .

iMm d HOdjj Wakein@allaionfcsmpigie"tsB 5L dZOYOjls kMY jh dzt
9 J teh j dAhperorddcured'i ylsts ftesdL sh dzO tsh dB ¢ O.

H
o
Yj dzOte.d 2R 8 sz’ L bz jiisOe ey h gCHjdds j 2 dzj ese f) M S tej Isd
& Yo ofmjrn §sddbdkbOELEDPd ¢ &Oofi@fshyd o
Sd' L 5o Olsij ofjd2) \fidiBnt.exe. sOx M2 Bdz' L 56 O dsfif ECA
jelsd¥ ds OkSPd fo s

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET CONTAINER_PASSWORD=somepwd

for Ir WTE ~ MPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe - € %%i\ ca.crt - u %%i\ localcert.crt - uc
%CONTAINER_NAME%up %CONTAINER_PASSWORD% %%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end
echo Make installations complete

1590 "qgOMisteis2 € (
CONTAINER_PASSWORDi 5B " 2 f Otetsdz! .

4Yyj dzOte.d j3 & mdos@dftee dude dz0te d vdet2 f sz yOj 3" j W O2 dz
SHAEO] R 2d i3] da€etdggdme.exe ( ¢ msername Mso f GsH A o d3d dzj 3
fsdz Ltse Olsj dz2 M§ 52201 t=bCfizgxdet dfbob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=DA CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%
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for /d %%i in (*) d 0 (WMAKE_INST_PATH% - 0 %SFX_DIR% %%i.exe -c
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_PASSWORD846%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
-err

echo An error occured

exit
:end

echo Make installations comple te
Hj BFX DIRT§f Of,906Ists € dzOH Hflasipirz yO § G2 gz

]
4 Yj dzOte dl2" fatsdzdey j syw  §ted nlsd ~ulsity dz fipdztis iy dze@ O H 522,

fOf §hdz L 500t malrdzd Is j dz/ dzts pezlity, d Ish S¥HQI2tatm Oh 2 f Otsts dz
Codzlsj 2dzj 6O HdzW HOdddSG s sSiEHEds CLHED @lOMEW .2 dftisteizizjl Slo C
ZMisOdzO o dzthes@ ESHAVPN ClientdL § SHGSIstso dzj dzgdzsets H dzv  dzd G-
d dzfls Odzdzw yd sdzdztsg s W 02 dzO, Ists sdz BkzHjls MIsOadls! mw
cimyvpn( i ftetss § dztsdl3) :

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAME=REGISTRY container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (Y%MAKE_INST_PATH% - 0 %SFX_DIR% %%i.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
9o~fi \ pwd.txt - 1%%~fi \Isp.txt -a"INSTALLDIR= \"c: \myvpn\") &

(if errorlevel 1 goto err)
goto :end

err

echo An error occured
exit

:end

echo Make installations complete
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10t fJHf Y cdzB 2B8IskzB i
cBdzy 2B s tof daf | + W
2y MmMay CisB

LIsd dzgdg Gneker .exe f te J HsMIs Qo dzw jIs OH B ded MistcOlststcz B j L 15
CteOWdud MEd2 ddipgLc Qg Hdl2wC Odz! des?2 fsdzdlsdSd B J L
ZOMEHGCH@ CGYPNCI i ent d dfigaisHoCbay my ff @ Czglzs @ sH dzv
fsdzt L s9 Olsj dzv .

lted fsHeBlteC] ddmMlsOzdzy ydodzdzese s § OCjIsO ftsdz' L ts
Preshared Keysc tc OW d yd MC d2 ddelsjteW j2Mm fojHBMisOoadw jls ot
MsLHOdedz" 2 Cdzgy dL WO2RdzO dzdets o9 jfMmisd jets M € dzO

HjCtjlsdy 2 Scdzvy s Lso Olsj dzvis ts dijs tsSsdas j Ust Isfip jizte 1§ R ¢
GORBHlMY o SCtdisj2dzjtej. stdlsjRdzjte qoasj jls Mdzsy d
Cdzt YO MtsHjtey dlsmwy fdizy j B dzOw ddg¥ steBOYdW, dzgj s5BRTS
yj esfmlsdzsmisd Cdzs yO. Clstsls Ctdalsj2dej o dzgj Wodwjlsiw
ssdalsj 2 dzj t6 d3tsy § Is t pQ MtigHdrffls | dAP-dEGBUSIS dg dzj N dzj d3 € dz¥ yd ot
dets o ls § dzj , ,elz® ) 6.g tzij € Is to 5 dzdztedokeh dzd W §6 .

HYj Otedd Blddyoskmw kjdk, Clts MSLHOjl Cd¥ yjolks
fsd Lso Oljdv d O ¢ OCEd LA d S tsdshasdgdbs dazjds ts O L
Czs ysdi fsdz LisoOlsjdzv, oL dsydd qdd djls fese s
fsd LcoOjd d MjStjbdscs Cd¥ yo, Csfdekjlny d
)] SHdsEs Cdf yjoses dsmdlsj dz" dzO Hikcs?2 o oisj d
f s'dz 5o Olsj dzv .
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10.1.f Y Me+ € Isyytsem?2¢ tff jH
2slsBdizdzy y2f ssf HYf toB d
BWEYBSEZE2R,2dB Y2y ¢ Iskzf m

=

i 2o fts MLHOdd® Sdz*yjots?2 §OLr, Wstdd
© SO0 fod Lo Ol dzv fesdLosHYIsMY OH dd dzd M
© : Cdzs Ytsdd OL dBj " Of sMw dzO o dzgj h dzje@pkehdzs U j o
i i. oHBdddMscOlst BjLsf OMdshisd § sdazy0jls

&' L o Ols flafzh dafe® dzsMiffsy sz o HOddsd Myj &zOedd

o jfiekeds o j sMlso d¥ Mjtesd¥dS OO d MjStej sdset ¢ dz
OHBddd MsOs®LO, O OS] MSsfdiess OlstsH Gzsdas | 2 dzj to
dets i d bdp@zvH ez ¢ 52 fo (AP GEW] oo v JdzmlsOdzdey ydq CSP

{fdh i3 Hi2MmisedY OHMBId]NstObEGID Bl &POd@dshisd

e OHBdddMIstOIstste BJj LS OMdesisd sz yojls s OH
MjtesdW¥de Ol fod L so Olsj dzv  uf sStistisdz]j sotY¥ oAl jEidls d W
(Trusted CA Certificate), 1 S M stelsdteso Odzdz" §j o WO2dzr . [ 3k
Codglsj2dzj .o M M $ tojolgel deff df dezsun=ids jdde)

e OHBdddMIstOIstste Bj LS OMdesMmisd L OT EMEOjIs Elsddz
1 EMiC) tetsc tc O@3BSP VPN Client  AdminTool cp 1 Package Maker

e | fdih! ¥ CtOWdyujmMitsets ddzsjteW j 2 MO OQWOEREdzd M
Hdzw fsdz Ltso Olsj dzv  dzis € O dfndidsH Istffts dzdzl€ L 2 9 €D jj Usts fff
ddzils Oczdzw yd s dzdzsd s W 02 dzO, f(lkzls! ¢ oS Odz' dzts Bkz
Codzls j2dzj 6O M MjStejlsde B Szt ysdz dzO S tsd3f ! ¥ Isj
ZOMlstes2¢d d Ht. O(HBJddMistcOlsste BjL s Ofdatsflis
Hdzw ftotse j Hj dadis Stfistdapoldjffc Cfigfj tclsdW JC OlsO d fmj Ctej ls
SOCyJ HAv Cosfdtseo Oddw SCtdsj2dzj 6O. | Of tsdzdzd
Jdzls j W j 2 MO, OHBJddMistcOlsst ML H O jsis Od dgfifls © dzdz
ceoWdud MEdd ddzls oW j 2By BOY IO dz® € af 2 tc G s j dzy

e MBLHOdMdZ 2 dJdzMmlsOdzdzw ydtsdzdz 2 W 02 dz]! gsH @ESBJIs
VPN Client, dzts ¢ Offizts detf kedjSLias f OfdesMisd, dzsC Odz' dz' 2 My
fsdz LsaOlsjdzy d v fMjtelsd¥de ok, §jtehsdoOd dzf
BjLtsfOmdsmisd 1 jotellsjCigsls fitasde mlsss o dzj dzdz” 2 d dzfls
fOCfMsMisswh g2 dL ddhsOddy ydsddsects ¥ 02 &0 J
Czs ysdz fsdz! L soOIsjdzv dzO o dzj.hdzj 5 Cdzs yj otsdy dz
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102. 12 M € Iyytsem2¢ tf j H
2tslskze dzdzy y2f stsf HYf toB d
BWEYBSEZE2R,2dB Y2y ¢ Iskzf m

uSLHOdd] Cdv yjots?2 fOL' J Wethkdeso Oddj LOftsmo
fsd LsoOjdY fsdLosHYsMY OH®RJd]MstOstsd B jL
ok’ “bjtt] (od LcoOlsjdv. Jtd Lok Cdlsj2dsj e M
[ jimea®) Sodf’ “lsjtkj "f sd' b tasEls fndzj dzOdd dzj o 5L dBsy d
fsslko jlsflsodw Mjelbdideos0 fod LsoOlsjdv d fjciey
OHBd ded s OEHEO,dzj (Es§EwEBB]] § 6dzs HEBPWEO® LELS 2
Cdzs yjots?2 detshmdlsj dz .

ri2fmsedvy OH®BJddMsEOsLO nyjddfcg@hdshisd & 1 Issdk

e OHBdddMIstOIstste BJ L s OMdetsMmisd ddzd ¢ sdz' L 59 Ols g
MsLHOj I Cdzg yjokey Otk d Wtedidqtelzjls L Of tetsf
Mjtesd¥de OO fod LsoaOIsjdzv. uBLHOMME 2 L Oftts
VHisistse j oW tzbE® fMmjtclsdW d¢ Olsdslej 2 dzjtcte fiy Isfipid$ € isls
Czs ysdy fsdz! L soOlsj dzt j fcDEAB] T OREMY sg o] § sdz L
l sHictsB dets L Istsls f zdzS s s d i) ORVUE"wots L) He@RE@dN] | daosR o
fOoter d Wstedddteso Oded) L Of sENOSdOIshgetslsdW d ¢ Ols

e OHBJdd MistcOIlststc dup cdp® s jjEafjiizs 86 s  sdziz yj dadz
LOftesmME MBLHOjIs dstOod! dr 2 fjeksd¥dsolks ftsda
WO2dz ststodzj o ts2uHfpfntslsd Y dc™® IHzlp @@sted CA Certificate)
sOCyJ 1 CMYftstlsdqtezjlsmMw o WO2dz ¢dHBJdedMstcOIlsts
Msd?¥ S OO tslIs OHBJddMistcOsstc® d b

e OHMBddzd MistcOIsste Bj LY OMmMdesmisd O Mmeotsj &3 € sz !
CteOWdud MEBets ddzlsj e j 2 MO:
Start 1 Programs 1 CSP VPN Client AdminTool cp 7 Package Maker

e M fdih! ¥ ctOWdyujmMitsets ddzsjteW j 2 M® 0@ WOERMdzd M
Hdzf scdz! L 59 Olsj dzv dztsC Odz! dzgkd f sczdlsdS k2 BjL s Ofp
ddzimils Odzdzw yd s dzdzsd s ¥ 02 dzO, (kls! ¢ dofys Odz' dats Bz
Codzlsj2dzj 6O M MjSCtejlsde BF Szt ysdz dzO S tsd3f ! ¥ Isj
EZOMstes?2 O1JOdsdadef @ o Mj o9C d&ZOHCd cCcwOWdyjMEtsets
1B dzd MistcOlstste MtsL HOjIs ddzmls Odzdzw Yy sdzdzr 2 W 02 d
Jdzls j oW j 2 M3 s d M'OMaO0 % d wpioi Hg Hzjd dzls j oW j 2 "

e isHGEBIStso dzj dadz” 2 ddelsOzdzy ydtsdedz" 2 W O2dz fMisH j to
1 tots H ®CSB VPN Client, dzts ¢ Offizts detf kdjCLiAs §f O fiy dztstMsl$ O dz! dz" 2
Mjtelsd¥dCOls fsd LsoaOljd d ¢ Mjsdi¥ds ols,
OHBJdzdMistcOtste B LY OfMdetsisd fjtejHOjls ftsd L
ddzmsOzdzy yd sddgas BlsfOCdEs, L tSHdsets ddmls Odzdzy y
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103.1 MBr2h ylsdz2 € 2k May ¢

ltod L Of 2M¢ pkg nimkpdzegde ' ( 1 EME 1 s @ te O gBSP VPN Client
AdminTool cp - Package Maker ) slsCter 9 Oj Isfw tCdats ¢ dzOo des?2 W &

] 209 dzOwv W stedzO HftojHMISOoadzw jIs MBBtS?2 HJOLSetsoat]
ML HOAIP|S! H§ dZOIs! dzsC Odzt dz" | dzeQffigdnibs tOXEdrfr oy WsiigiiBiztizn O 9 ©

EESP ¥PN Client AdminTool cp - <No nam o [ S
File Buld Help [a
Auth |Rules | IkE | 1Psec | 5P | settings | License |

Sek authentication method parameters

" Use preshared key

4 certificake File: I

Iser certificate File: I

User container nare: I passwu:urd:l

Key bype: [autodetect |

Iser identity byvpe: IDeFauIt j walue:

[ Check consistency now

Conkainet name: I e | passwu:urd:l

r Copy conkainet

Source conkainer narne: I passwu:urd:l

Make package. .. | Exit

t dmkz dats €

stesdzgj bets, ¢ dzOo dzOvY WtsttdBO MHjtwydls [ jd& d HoJ
] CdZzOHCd ¢ dzOo dzs? Wstedsr 4§t HAZ2OL dZ2OyJ dz" :
e AuthiHdzy LOHOd"Y mMftmMtsBO Okzljdsd¥dsoydd mMist
e RulesiHdzv L OHOddY ftOQoaddz Mjlsjots? BEOBISCd I
e IKETLOHOddj 1§ OtecOfds$ Jstedsarj dzlkE
e IPSeciL OHOdzd j f OtP2d tsicHsdh dzj dzd 2
e ISPiftesmdiiclste d tiHOSIkdeses Odzdj dzsC Odz dzs?2 5

e SettingsiL OHOdzd ] § OEBOHREEGsdzd oo Oded Y sz 1§ f 2
Iz d3ts dzy O dzd &

e LicenseiL OH Odzdj § OfcPugj tetctFq .

[ jdz® MBsHjteydls :Istcd teOL Hj dzO
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e {OLHRlezdd3j jls Mdzj izt " dj Gt Hdztsy jdedw:

e NewProjecti tslsCter 9 OjIs dztsor 2 iffi tdstds] WIO.2 di tots jIsGjIE M ls t
Wsted3OIlsy M tcOfist,d o] ddgldstetsd3 B EIPJls L Of d i © dzO
EMlsOdzso dzj dedzr (3 § Otc ORI IstcOBRB o 9 ¢ ZOHE O ¢

e OpenProjecté 1 slsCtcr 8 0jls MEh Mok h d2 (Odzjj Mt
e SaveProjecti Msr Oy § I Msmiswdzd § s O

e Save ProjectAsé i1 Msn O S EMsmMssydEj CIsO 9 ECOL O
W0o2dz

e Advanced Project Settingsi o™ L " o®J dgts, o Ctltstttd3 sy dats
Hsf sdzded s j dz! dg' | dzeOMlstets2Cd f tetsj Ssipdzd Castisls t
9C ZOAULhjp ' BtcOdz d3j stsH Okl jdasd W S Oydd Mttt
Mittlsd¥dSC Otse

e Exiti " n BHGUH L
e { OL HBuitE dd3j jIs tsH dasy jdmjjH dz

e Make packageé 1 s L H Oflzlffijls O dzdz y d ts dzdzticdsts @ESBY/END
Client ( O dz0 dzts ¢ d y dddakelpdpteatfjec..]).

e { OLHHeflrddzj jIs Isted ftej Hdztsy j dad W :
e Contentsi o™ L™ 9 O] Blelgsfifcfiels j d3r f OC etk tcg Odzdy ¢
e Indexior LM oQOj Blelpsifcfifsls j 3" M OCIsd o &OL O § dZOH C B!

e Abouté TtslsCtcr 9 Ojls 6 dats, f)tsHljtdats|HGER Cjlsjo jdedndes Q dzd j
desd3j 6 Mestesd, SfdwO2ls d daseslsdf ¢ dif Oda

ANzdeC ydsdzOdz! dzr §j S desf Cd:
e Makepackagei Cdztstf SO Hdzw MtsL HOded W d dzfyls O dzdzv y d ts dzdzt
e Exit-o " n sHGUH L

103.1. mffdze . dBtof BsY y d2' y tf d3y €

I M foea®W dujmSses o dbpEERNOsosHdlshmY dstge K OF € ¢
MsHjty O' § OmyfcEap@yOd] J o ¢&.cdiyffj Misleds Cihd dso t
dedstedtols smw .

[ dzv oMjn HtekzedDe jfisfapd Wk Bdd@o & dzOval dgv §Bls fyw
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10.4. | dzd3B J demticafiamt h

] C ZzOAGh toj Hdz2OL d2OYyJ dz2O0 Hdzv o' BsStcO B IssHO OkIlsj dzlsc
gH]j dzZsd¥ S Oydesdzdz" » HOdzdzr » Bdz LS9 OIsjdzw. 1 tGSHHJ 6
Oklsj dzlsd W fE O P EHBITHJ telsdW¥ S OO fMls ardOtclsO m. 509
ftcj HEMIsOdztse dzj dzdzts G s ( tdPreshajedaey)zs e 5) € dzs yO

10410 W2y 82272 dB Y2y tm?2 tof daff |

1o Okljdsd¥dcoydd Misstsd ftd §skshd fjelsdyds
§jtej Cdv yOlsj dz' o dprsfidetey j dzdj Us e

&% CSP ¥PN Client AdminTool cp - <No name ) ] 4

File Buld Help

futh |Rues | K | Psec | 1sp | Settings | License |

Set authentication method parameters

{* Use certificate " Use preshared key

4 certificate File: IC:'I,CertiFicates'l,cal JCrHE |

User certificate File: | i\ Certificates)agat.crt

Iser conkainet name: I REGISTR¥|\Fagat1 passwu:urd:l bkt

Key type: I.ﬁ.utadetect j

User identity bype: IDistinguishedNamej walug: I 1.2.840.1135

v check consistency now

Conkainer narme: IF-':'-Tl2".E‘?‘3':'|3"-:J"rf | passwu:urd:l okkodk

v Copy conkainer

Source container name: IF-':'-T12".B?9':'D94F".FE'; passwu:urd:l okkodk

Make package. .. | Exit

t dmkz &ts ¢

ltod {std MsOdsswishY HeMisk] d' & H:idkY L Of tsdzdzaj dad W

e CAcertificatefilei f sdzj HdEY 99HO ddi3jdzd WO2EO M Ctstc
VHisMistse j cf Bz & ® ( TAGesificae)d, ©OL di3J " j dzdzse s dzO
CsliBf ! 6 Isjted OHBRABIMBE RO ® C dzt yOjIs o MmjBvw
WOddzkz. [BVYWL O] dz.1d®ROlf ®jc AetstcB § tcr 9 O Is ¢ dzts,
Colsstesd3 Gy des o BteOIs! W0O2dz M MPESEOYHDIs s
fsdzj 2 o ELOSHLEEE L Of tsdfp?j' d3r »

e User certificatefileT d 3w W 02 dzO0 ) GAST 1 jizc ldzf Wizd € Ols 5
fsd Lo Oljdv, t©OL &N | dtcts @O St®@f' &lsj ]
f OtcOdg] Iste
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User containernamei z2dzd ¢ Odz! detsy dd3v S Bdelsj 2dzj 5O, ©OL
Codf* s Isjtey ftsdz L tsoOlsj dzv, dzOCSPVBNs@ienQ B EZH | Is
stsdzls j 2 dzj .o MHjtydls Mdzzy i Bz Jde sted3Oyde d
fodz LsoaOlsjdzv. uvded S Odz! detsy dasw Ctsdzlsj2dzj O o
Czt apets desfpdlsj dzv d ddgw Stsdelsj 2dzj e®@. 1 tsdzy j dz
d Gdzsyjoats?2 desmdilsjdzt, dzO Ctsbtswsds BZHjls t©OM
Codsf* 6 Isjtej] ftsdz L9 OIjdzv. [BWLOIjd d" 2 4 Ote
Mitelsd¥ d¢ Ols.

( mdzd € sdaent 210eEA SH sy M toly £ Cadzddzs | d i3 € s dels d
qijjls WstdOls:

\\.\REGISTR¥cont 1 ddd \R®GGIISTRY

[ dzd C sogent 21de@S sH s dz@ HAMSjly, bkt kdd¢ O
dij jls WstdOls:

FAT12\ BCIDCBSA\ a12.000 \ C59B

[ dzd S sdzlsj 2 dzj to eTa@A RROF B v Is 20 z dzf{RO df miztply | 2 dzj
d d&3d J IsdzOf toiftsl3g dBOIs :

SCARDETOKEN_PRO32_4f22aal4\ CC03 BE25

[ Mdzd CStsdelsj2dzjtc dZORBHdIMY dz2O o dzj h daj 5 € dz¥ g ¢
Zdzd C Odz' desets ddzj dzed S tsdalsj2dzj 6O § tsHGdz# ydisj 4 1L
OHBddd MistcOlststc© d d dzfif€ @ dedzd tef2nlds O dgdztithc S(oHOs ¢ oz
[ Odzj J.f fezdzy ".Bts2 y 1

User container password 1 ff Ote =sScz'ts dzls | 2WAg g 2 M § ts dz! elTaken O dzd d
o Lltsd fsdj dMMNUEH € Ok ©Is} dalz

Keytypeilsdtf fjCtej lsdesets € dzs Y®dels Fkd@fas J .j cGlEEls o
fjtej Szt yoOlsjdzr dasj jls Isted ff sdztsy j ded Vv :

e AutodetectiIsdtf GCdzt yO BEZHjIs BfftejHjdvIs: MW Oolstsc
sBteOh jdadd ¢ Ctdelsj2dgjtelz MjCtcjlsdesets € dz¥ yO.
Sdzseo Odets dzO f tetso § J Mslse jlsMiseadw slsCter
fedz Lsw O] Ctoj Isdz s Cdzs yo o GCtdzlsj 2dzj o] .

e Signaturei Hdzv §sHY dMmd
e Exchangei H dz¥ 5B d3j dz0O

]l 13 ftsdzy dzzy dets o BteOIls! Isdf ¢ dz€maR, ¢ ts¢c
consistency now. [ fipdzd H Cdzfsjy j o 52 § Oter d MtsL HOdz] |
MitelsdWdE Ol ftsdzr L so Olsj dzv ff MSICAY HEZd dzd iy! Mt
} tod dztsy jddzdBjr)dz o ' B tc O dboth dffdzcxalzsnge® Ists L H J !
dzzy dzs 9" Bt OIls i exsithtfge S @ @ dzd B dz 9" BtcOdz Is( |
signature , s d LHj M dzsignddsre o BciPdrd

OHBJdd MistcOlsstclz Isdf Cdz¢ yO dzi dL o jMmisjdz, Ists
L dz0 y J Adrddetect

User identity typeilsdf dHJj dzsd®W S Oydtsdzdets?2 dda¥ stedzOyd d
fOtlsdzj ez ftod MsLHOddd L Ohdh jdadesets Misj Hddzj
I sdzj MHjydbddr HOdPsC Mts Mdzj HizE " dBd L dzOy,

o Defaulti o SOyjmbeaj dHJjdsdW s Ostc® § Otclsdzj tolz
Hi2Mlsadlsj @ude’jd RiE®MEBIStetsds BEHjIs VBNls Odzis e
Client

e Distinguished Namei o COydfmlsej dHJj dzlsd¥ ¢ OlststcO®  Otel
9" Mr dzOIls' Mmw Sulgetd j dzdf)j tcls v wid! Oste OIls j dzv ,
fsCOL" 9 0j d3ts§ identifysalzju dJs ejrmdzd tdets SOd3 L OHC

e Emaillio COyjfMmlsej dHjdsd¥ S Otstc® § Otclsdzj ez B
f sdBmailte OMh qtej dedw MJjtelsdW S OO ftsdz! L s Olsj d
f tsdiseridentityvalue, JjMmdzd Sdts IsOd3 L OH Odzts
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e FQDNio® COvyjMmlsej dH jfdécditz clsstz@ jIs or M dzOIs:
HER) dzdzse s dd3j dzd r~ s5fls O, DN ef @ jj ciagJ* d L f ¢
Mjtesd¥Wde OO d ¢ OL " ioddtitydgaslj u ® ,  jSfiazd Us dets I
L OH Odzts.

e |IPV4Addri o S Oyifmlsej dHJjdsd¥ S OtstcO® § Otclsdzj tolz
fjtcolPDHtcjf, EZCOLOdMdE 2 o ttOmMhdtejddd MmJ telsc
9 f sdzjidebtbywal ue, jMmdzd Bdz Od3 L OH Oda.

User identity valuei dH j dzlsd W d € Oyd sdzdzOw dda¥ stedsOydw,
f Otclsdzj tolz. 1dstslzjls mide'fdstiz fH dzv ylsj dedw d L Of tsdzdaw j
ficsslse jlsokzs hdds sdfz dHj dzZsdW S Ot L dzOyJj dzd
Mitcd¥dS OO ftsd LsoaOljdv. | Oftsddzj ded Htetsd
dqHjdsdWdCOlsste® ddzd dL d3gj dzgj dedw dd3j dzd ¥ O2 &zO
1 OcOBEiBLL Ols j dzf dz 2

Check consistency now i mlsOdzso $ O { stsets WdzOY § O 5L dzOyYC
ftesdLotsHdls! My ftese jel O Mslse jlsMmisadw fmj telsd
My Ctejlsdete s Cdzv yO. v OCOVYW fteseo jteC O BEHjIS fto
OHBddd MistcOIsstc® ots oatcj BBY MmisL ¥ @drO. d qzidds O dzdz's
Codelsj2dzjte M MjSCtejlsde d3 S dzt ytsds dzizy dzts 6 OL o34 M
OH &3 dzd MIste Olstst6 O.

Containername’i d d3W Ctsdzlsj 2 dzj 6 © @O B R@EHistc®REeE O H dv
ftoetso j HJ ded v .1 ticsds o de@E @ls d[dé If eatsdf & Is Pontaimet lidets

t dfz@sthts MfdmMStsd Stdilsj 2dzj tetse 2@ o fjn §dzs
fsHCdzs yjdede' » ¢ Ckf! slsjtclz OHBdd MistcOlstste ®
(fsHSCd yjddy d dJdfmlsOdzdzy yds Sd®yjoe"n Mudlsr
1 tod dgtsdpded o OL H' JJ MRS dzé ujded j o dgjh dzgdrn Cdzs yjor n
"RAzMIs Odzdzw yd W 9 dzj " dzf ¢ Bz i st & ®ls diggiadst]j st to ts
CSP36" | mMEdmMSj EZCOL' 90jlMv kdadS Odz detsj ( BW
Mudlsr 9 0lsj dzr , Cdz¢ yjots?2 datsddydtt e nd B3R L S & dzlis
MfdMC O dzzy dets or BtcOIls! Ctsdzlsj 2 dzj to6 H @Wntaifiectso | to
nameff swodlsfmw EZddSOd datsj dd3v {1 ssets Cdalsj 2 dgjt

I M2 dzy h g2y EX:OL Oded W Eded C Odz? dztseg s o 3§ dzd € tsdzls
containerna me d dzd o mdkés thsizekdslg ls Odzs o d Is jChetldzOy 5 €

consistency now d teW H tsd3 fGonthiednprde dzO0y d¢zdIsd dz2Péf desf € &z
1 swodlsmw mifeddist ((Clmz @t)Es M dMSC 3 HisMiskzy dzr = €
S Jtelz2Isy EZddCOdz dzsy dd3vw Ctsdzlsj 2dzj 6e© dL ¢
Check consistency now d3ts 3 dets fmdzgv Is! , Jifdzd fteseo j O daj

t
Is
g

Container list x|

Select container name

FATIZ'!,BCDDCBEA'l,Fagat n:u:u\ngc
SCARDAETOKEN_RZ_00070188,CC00NE2E
SCARDAETOKEN_RZ 00070188001 \DESE

(] 4 I Zancel

tdmkz @ts ¢

Container passwordi f Otetsdzr & Ctsdzlsj 2dzj telz M Mj Ctej Isdz «

Copy containeri mlsOdzso € O { Issets W dzOy €O L &ZOYOJ Is,

d dzfls O zd2SRNMPY Clientdz® S sd3f ! s Isjtejy §sdz! Ltso Olsj dzw
ftosdLojHjdes CSsfdteseo Odedy Ctsdzlsd 2 dzj $o@cefn d 34 dz
containername, 9 Ctsdzlsj 2dzj 6 M d d3i dzysly, conlaibeDnamelzdzr o3
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e Sourcecontainernamei d d3W Ctsdzlsj 2 dzj €O dzO S A ¥ s tey
Coltstedg ls fesdLojHjdts Stsfdtetse Odzd |

Mk &MsC ZOHC O L Of sdzdzj 020 H dzv € sdzls j 2 dzj & Oag
L) h jdedgsets dg® HdMCjlsy, d fsed o Odsd
sdMrisHdl! (o j©BCO Meslke jlsfisody fjklsd
d ddzhlsOdde " ydd CSP VPN Client &O Csdf:
Hd s M st dtg dppQadeds g fazgatsl.

R
NS &0o0Q
® =5 o
UTQ.Q.%
=
Q.
e
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10.4.2. 1 Wy 52 7 2 dz Y Presharégey tcf dzff |

lted Oklbjdsd¥dcoydd Misstesd ftd fskshd ftjHkziso
fjtej Cds yOlsj &z o pieshisdikeydzdj Us e

EESP ¥PN Client AdminTool cp - <No name o ]
File Buld Help
Auth |Rules | e | Psec | L5p | settings | License |

Set authentication method parameters

™ Use certificate % Use preshared key

Key name: keve

% From keyboard:
key body: hihgih %ed™  Sed (™ ou*a ;I

.
4| | ¥
= From File:
ke file name: I J

Iser identity bype: IKE‘:-"ID j walue: I ghhij onsasas
Make package. .. Exit
tdmzaas ¢

vdzj HEs "] fodv MsOdsewlsMw Hehiskyd & HEY L Of s

Key nameid &8 1§ 6 H k£ fls Odzs o dpjsdzdztdsty df ddxr QO .§ Otc O Is
poBHO ftejHEMisOdSe dzj dgdatsets C dzs YO dgj 4 shw o j

From keyboardi § t6j H ZMis Odzts 9 dzjdalzdp'dds Sdzsjdplsd M ¢ dzOo d C
lted d3i uQ@dpdlgd: ftcj HzMisOdetse dzj dzdz" 2 S dzvs y L OHOdz d
COYHT 2 HilsjjdgsMidzr yo BbkHjls ftoj HMIsOo @ dz Ho k2
oOFrBfMddiBotsdz otsLotcOISO d fjtcjoatsHO COtjlsCd) d |
ftcj HEMIsOdzse dzj dzgdzs e 5 €z YyO Hdzv  Otelsdzj 6O HEdz

f)d dso sz .

From filei § 6§ H £ fls Odzs o dzjndadé’ls? o Ozdsip™ dL W 02 zO f) o
ZC OL Odzdzr diKey filenamie)

User identity typeilsdf dHJj dzsd®W S Oydtsdzdets?2 dda¥ stedzOyd d
fOtlsdzj ez ftod MsLHOddd L Ohdh jdadesets Misj Hddzj
1 sdzj MsHjteydls or fOHOs M d2 MfdmMsS Mt MdzjHEs

e Defaulti® € Oyj Mise j d HYj QiESld jtE O ez Is o7 M dz
Hi2Mlsoadlsj @Hde'jT ISR 6 lsjtcO, dO (Sl dg
CSP VPN Client

e |IPV4Addri e S Oydfmlsej dHJdsd¥dCOltstc® {f Otcls dzj t
OHtj M, Ctlstster 2 dzlzy dzts iden@yvalle? o ftsdzj " Us
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KeylDi o { tsldgr idéntity value" dzlzy dzts o9 j Misd dzs B Iz
fsidj Hiso Blisj dzfdetEkRe sdzse, ChSLOW ®BEY jls o ¢
ftesBj dz d tekMMSdj BSPOd BKeWDBoLHAH € j
ftodmotsjdets h jMlsdzOHYyOljtodydesyi ftojHimlsOo dzj
fsfdzj Hse Olsj dz' desflsd M dzo sdztse, Ctlststetsy
9 COuyjMmlsej dHjdsd¥W S OO,

Useridentityvaluei L dzOyj dzedjJ dHJj dzZsdW d S Olsstc O, 9 9 BH
1 OOd3j Istc tsBW L Olsj dz/ dzr 2.
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105. ) dzd3B J d&zB Rul e s

1 9 C dROlasiiziisy dzts MtsL HO9 Ol! , tjHOCIdtso Ols! , EHOdv
LOhdIsr IstcOWdE¢ 0.

s

0]

0o d &zO dzky dzs ©OMY s dzOC Ols! o (fddsieSdls jos Of s td W HI Y jd fr

Sdy dets dZORBHGI! MW SlsW Br SHds f Oo dds.

td § c&ZTQPIBEAGS j 5O § 0o ddOela @l HeshdPsew HE | |

tdsedjs0 d MOodzdo Ols! MW § OteOd] Is tc ' IP-Q HO,jisfigidsd, S O

Isddisd ¥ OO Istc Cdsf Haj A0 ofdjdzjo SEEs ASH S SHW h j

fzd 0o d dzts T deP S B2 e et ls sy O Is W .
EESP ¥PN Client AdminTool cp - <No nam o [ S
File Buld Help

1
H
1
q
fn
(

puth  Rules |IKE | 1PSec | 5P | settings | License |

Add rules

Fule list:

Local IF | Partner IP | Services | Action
10.0,10,17 192,168,15.0,,,  HTTP Cli,..  Tunnelf10,0,11.1,,

[DEwr

i |
EZ)

4| | ]
add... Edit... | Remove I

Make package. .. | Exit

t dmkdas ¢

sdesf €d EZftcOo dzj ded W :
e Addio'" L' 90jls tCdts, o (thktstesd ftesdL otsHdlsw |
e Editio" L™ 90jls tw{dt®©Chsdicds™ O flzdpy dzdzs e s ff e Oo d dzO

e Remove-ZHOdzj dzedj o' HJj dzj dedesets ftcOoaddzO M) ISt B 159
s jteOydd kHOdjdd¥. [Mdad o Mfdmij Moujtydls
fsfrlsCj bHOd]l' jet BlkHjls o' HOd M j dad.
EHOdzj dzdv (fteOQoddzts dzgj BEHOdzw jIlsfmw)

e Upiffted dzOYOIsdd {1 Ists?2 Cdesf Cd or HJjdzjdedztsjy Y tcOo
dzO0 tHdzk MbstesySk 99 jten, kojdduydesOw Mot f{ tc

e Downiffted dzOY Oldd 1 Ists?2 Cdesi S o' HJ dzj dadetsj 1 te
fjtej BjhOjlMw &O tHdEz NstsySk oddL, kdjdg h
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Bjd2s2lskfmelzy MB

1051 vy diBBB2y M ey dzic)e ¢ 2 d3B

HSLHOA]] J ttjHOSCIKkdEss Oded j 1 teAOQ/EHitEOu | de,ts U t ldsts tgftis i)
91 LT 9 0jlsmwAdS datzEdt 58 o S dROlesS j
[ x|
Set rule parameters
—Local IP Addresses —Partner IP Addresses
© any " any
&+ Custom &+ Custam
IF Address | Subnet Mask, | IP Address | Subnet Mask, |
10.0,10.17 295.,255.255,255 192,165.15.0 255,255.255.0
add... | Edit... | Femove | fdd. .. | Edit... | Femove |
—Services and Protocols — Ackion
= any i~ Pass
% Custom " Drop
Mare I Parks I {* Prokeck using IPSec
HTTP Client Tunnel IP Addresses of IPSec partner:
Protocol TCP (0..65535)-(0,.65535) [ ilse randam IP Address order
10,0.11.1 Up
10.0.11.7 —l
Duwnl
add. .. | Edit. .. | Remove | add. .. | Edit. .. | Remove |
(] 4 I Zancel |
tdmkzazxs ¢
r Odzse so tsj dui§jdgtds Riu IteB dzOfisd Hdz¥ L OH Odzdvw f teOo d dzC

e LocalIP Addressesi ® 1 Ists?
EmMstets2Mlso © ddzd ftsHfjIsd,
[ BdOMI! dd&jdls fitjcd yolsjd M

e AnyidMmyf sdz' L ] Is fywO Hdis jBfifs 2 I P

e CustomifMmlsOdztseo dlsfqw HBMIskz dz'lREP HE jdAsO
feumilsd

e Partner IP Addressesi 8 %Xk B dzOMIsd IP-OHGY s wd

f Otclsdzj tso, dzO Cslstster j

e Services and Protocols i sB dzOMlils! Hdzw L OH Odgd W
ftoclss sz, dO (s’ j

e Actioni o {1 Its?2 B d&OMIsd L OHOEIsMWw HJ2M
SOV dSE {Issets  tcOo d dzO.

o sdzesf S$d EftcOo dzj dzd W :

e Addieor L' o O] It atkfedsts dzW
fsufmjilsd
e EditiorL" oa0jls g d®CildMctso Odzd W

o POHE ] MO d

oM tesstOdw j Isw

9" Hj dzj dgdats 2

5B dzO M 1P H e @ Isifs'V/ENIz! dzts 6 5
ZzO0 S tltster J
Ho lzdgw

BkHjIs
f sdztsy

HeEzw o @ fp st ©

dzd fsHMJ IS
i te

Mmilsdoarn M

cOmMf esMistcOdzv j smw

sodw, ftd

gOMEd -6

L (
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e Remove-zH®j dzdj o' Hjdzj dedes?2 LOfdMmd M ItejBBs O
s jteOydd kHOdzj dedw

e Up,Downi Cdetsf €d Hdzv dL Bjdaj dzdv ftedstedlsjlsO or
OHtej MO f Olsdzj 0.

RBjBIBRpMYISE 2 dzBld? tof jlsyk

2 G

r dzv M uUe oHE® s dtcs®Odd Mol BsMisO (fsuMmjlsd) d &&3OME
s B dzO frilecaldP Addresses  Partner IP Addresses s Odztseo dIs+  ff jtoj € dzs yOlIs
f sdztsy jCdfon d € dztsAdE dE&Hdite r L 9 Ols ! AddtEditsAddress (1 d iz dzts €
13) . [ Mmdzd MmJIsi o OwW .285@26HR28D, l4et© oLdBH QBESNgY Ml BsMisO. ¢ H
Bsyils BT Is! dzzdzj o1 .

IF Address: I w . o . 1w .17

Subnet Mask:l 255 . 255 . 255 . 259

(n]4 I Zancel |

tdmizdas ¢

vifdjBts2y IsyeyefHY Iymelse 2 d32

]l tBd&OMId a®l®r ot oesvl s EmMlsOdaso s+ § j wQuStaimsdy Ols j dz!
Cdetsf Addd ' L 9 Ols 'AddsSerdiate ([ d )z dzk €

x|
% Service: HTTF Clienk -
" Protocal: IOther VI Murnber: I
Local Ports —————— Partner Ports

From pork: I From pork: I
To pork: I To pork: I

(0] 4 I Cancel |

tdmkzdas <

| tAddService ddj v §jtjCd yoOlsjdr M Holkdw {t

e Serviceifted EMlsOdzso ¢ JJtej Gzt yolsjdzw o L Iss f ¢
MlsOdztso dIsmvw ISerdice,$ sC flsEAgs ) MSHjtey dls o7 f OH OB f
ftojHtsftcjHjdzj dzdzr 2 dzj t6jHOSCIKdelkzj 3" 2 M dmse
9" BtOls! L dOyjdedj d dzOy Ols! Cdetsf Sz [ s
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Protocolif ted EMlsOdzso Cj fjted Cdz¢¥ yoOlsjdzvw o +Ists s
MlsOdeso WiIsw o fMmi f Ieddee (| FfipsdByC a8 j o 52 ftoslss!
o' BdOiIsmw dL or ff OH O " Nuehber BN H JME OO o KOs GO I4 dsuig
9" otsHdIs! MW dsBjtc 9" BlcOdztzsets f el sdzO. 1 0O
@ idelOtE j L j oo d totso Odzdzts ¢ 5-2%5) s iy botd O dzfff [©a @ d4d @  t
SOC j otLdBoydts ECOLOdd] HJOfOLtsdO ftstlste
otsL sy dets) . [ BPdrSfils j H Hz®c dzD Y j dzO HdzWv L OH Odzed W
ZsC Odz detsdz S s ! 8 Isj toj Portsd H B dzGimlD dzdPa rif tisriedsrts o
Cod3tf ' v Isjted N OffctsBin®Ep@tdToportL OHOj Isw § stels d dzd
HJOf OLBdz fstelstses L L Otej L j tco G563 Odzbzs 5 dzd Jf teds
ftsdzi MPorteimsdzy dzts BT Is! Bide "y ddzd tcOpodes L dzOUJ

Add Service x|
™ Service: I j
%" prokocal: I 'I Murnber: IE‘

Local Ports —————— Partner Ports

From park: I':' From port: I ]
To pork: |65535 To pork: I 65535

(0] 4 I Cancel |

tdmezdas <

MBS flejHkOCOj i R:Milkjor n Mjttodmse

HTTPClienti e f)j §OCjil' frEB&e §EOEOCH) (otls(f stk
Cif’ clsjtcO® f Otslsdzj tsO

HTTPServeri o f]j §OSCjls' (BBl §EOAZOCH) (sl (§ss
TS Od dzscts Cdf! “Isj 6O

LDAP Clienti o f)j § QfSigjldsts € ts dzfH ETRCP), dzO( ) 380tstels ( § Stk
Cdif ! vsjtcO® f Otelsdzj 6O

LDAPServeri o]y §OCjls' figbB&E g0 ZOCR) 38Pskls( § s
T Ok dgscts St s s

LDAPSClienti e fjj §OCjlsr fiofB&E §@EOZOCR) (sl (fsts
Cif’ clsjtcO® f Otclsdzj teO

LDAPS Serveri o fjj f OCKildss € tfdima] HTEO'Pd, ] dzO( fn) 3pstels( § b
¢ Odz! degse s SR B ilsj O

RTELNET Clienti o fpj § OCjls’r f(ogB&E §@OEZOCR) 1G/skls ( § &
(sl v lsjteO® f Otelsdzj tcO

RTELNET Serveri o fjj § OCjls' foEgB&E g0 ZOCH) 107stls ( §
EsC@kcs CHBi! “IsjoO

SMTPClienti )] §OCjls’r foEB&E §@EOEZOCH) 2% stels ( § S|
CEdif' “sjwO §Olsdgj 6O

SMTPServeri o] §OC ik’ fogB&E §@EOROCH) 24 stels ( § St
ZsC Od dzscts S’ “Isj 0

SNMPiofj f§0Cjkr f st g0 doDm,) 161tk O dis@ s
Cdif! “Isj w0

SNMPTrapi o fpj §OCjlsr §oglatk? §gO doDm,) 162ckls ( § Sl
Csdif' “sj O §Owlsdzj 6O

TELNET Clienti o f1j §OCjls' ftgB&E §EO&ZOCH) 23 stels ( §
Codf' “Isj O § Owlsdzj 6O
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e TELNETServeriofj §OCjlsr fofB&IE§EOEZOCR) 23 skls( § &
ZsC Od dzsets S’ 5] 60

e DHCPClient-ofj §OSCjls'r UPBEIE®R? @0 dzO0 § stls 67 ¢ tdst
fOtelsdzj 60 d of)j (ONPjsqHEEEECUEOTPsEls 68 dsC
Codf’ “sj 60O

e DHCPServer-sfj §0OSCjlsr UBRHEHIEE&? §¢0 zOC HEtlss§ 0
fOldj 6O d of)j §OBPjlsqHEEES s ZEAPAI Isdzte s
Cokf’ “j0

e SSHClient-efj § OCjlsr [aPslsBE Guedsbd] d&O( M) 2 swls( {
Cokf ' “Isj O §Owlsdz 6O

e SSHServer-sflj 4§ OCjls'tdAWHWBE dGEAZ" ] dzO( ) 27 s&ls(
TS Od dzscts St v O

s MBS fLjHdEOCOjd & Mikjorn fosksl sdss
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

{fdHOSC s Odzdy o' Hj dzj dzdzse s Mo dmMO deditld § eSlstsE
Service, Mmtseo f OH O¢ h jAdgl Skyrvids.C dzts d3

RBJ B2 Joffslsi2cad®y ¢

10OHOdzdj Hj2MsoadwY o ftwOoaddzj, ©WOMY csifste®dzw ¥ h j ¢ ts
tdihedpftesdLosHdlsy fted f§odkshd §jtj Cds yolsj v

e Passif if&Ols! Milkjos?2 kOWdS BjL hd¥twse OddW
e Dropidzaj fsfbkmC O fMilkjots? lwOWdC

e ProtectusingIPSeci L Oh dh @Qplsj ots?2 ItcOW dS.u(jhsgbtis@o Ols )
stcOWdS LOMdhOjlsmw BjyHE Cddjdssdd d ¢ OL Odz
f OQtclsdzj t© (1 Ists By jls Brils! OHtifMm ddalsj e j2Mm0O

LOhMdhOsh jes fsHMjIs! 9 CBlststets?2 dzOR tsH s W
CdjdzsO) . | jLbd O] | lHeO®©dsbeEdEfic, § b
o 1lts §odtsyjdd] AOf d syl disa CAddIP Address dzj
( dfzdssC S OR-BisEj M Jdzsj e j2MO, HB CEBEBEECETS
bbgeder H&Y §Otlsdaj 6O. odHijM daj BBy jIs Bf 5! oz
#dd IP Address x|
IP Address: I TR PO |
oK I Cancel |
tdhkzdass ¢

£COLOROHBfHES HE Cskbk’ i oL Bty ds sl
J Wy dts wOMYsdsydls! o §B8HYAD] 2w’ NGdedy't J Y
s8R fedsedljls. [ fidzd dzj EHOd&sH' §shkesd
& ZSOLOdE & OHtejMsdk o MidmSj, bkt fesdLet
B Islkdzdzj dz' dz' 35 OH tdjpifBan ftc jsH dgO L dz® UasdT dH v
fedstedsjs0O OHEjMses o My dMm<,.

RN sdzr L v AdY, dzdstff Oafete, OHtc ] MO o My dMsE dsy dzs H BB O9 d
e HOC s Ols! d EHOEYIS! dL Mfdme O.

Userandom IP Addressorderi f ted EmMlsOdsea ¢ { Issets WdkzOy SO Ikd
f OQtclsdzj c©® BEHjIs 9rBdtcOls! M dqL MfdMEO Mdzzyo02 d o
fsmistetsd st Iskdedgj dz2 ) L Isdd3 OHtej Misd3, Mmdzj Hlze h 2 Is
SOCYd MdzEyOldsy ds BB tOL 5.

Y e s
n-O0Sw

) dzts
dme¢
3" 2
tcor
ster
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112
ML H O8AKHP SA.

KE

U208 tstic™ | i stz lsdr@ d @ ¢ Is MW

10.6. | dzdsB J dzB |

9C dZOHC | Bt Hj dzjKi

MHCSP ¥PN Client AdminTool {cp) - <No nam o ] JE
File Buld Help
aukh I Rules IKE |IPSEE I LSP I Setkings I License |
Set IKE parameters
IKE proposals list:
Encryption | Inkeqrity Group
[OCT 258147-89 FoOCTP34.11-94  YWEO 1B
[OCT 28147-89 MoCTP34.11-94 MODP_1536
[OCT 28147-89 MoOCTP34.11-94 MODP_1024
MOCT 25147-39 FoOCTP34.11-94 MODP_76E
Up |
Cronsar |
Mode:  ||GET -
LifeTime of IKE SA
h 28800 sec | 0 kb 0 IPSec SA
Make package. .. Exik
tdmkzdas <

IKE proposals listi 2 steWw HisyJ deder 21 i o pts§fjdztifBcd stedIsj skz.
9 jterndsj?2 Mbtesy¢j dORtHdlMw HtejHdzsyjddj f dOder

Encryptioni f tcJ H dZOG O] ff | Odzestedlsdir P czoO0djnhYy OF 4
sHddz tesMMd2Mcd?2 Ctodf Slsd:tcOWdyud MSd2 Odettd

e [ Juu 28ALBMMI2MS I Stedibtscwol dyj S d?
Ctsdzlt 6 2te Oy d dSP] o SC@AD4789CPRO1-K256-CBC-65534

Integrity T f tcj HdzZOGOJ B | Odzetedlsdzr Htwoseo jteld yYJ dzsmls dets
sHddz esMMd2Med?2 CtedflstscteOVdy MSd?2 Odestedls d:

e Jfuu | Becfimd2MCd2 CtdfbscwOWdyui MSd2 Odgt
o Cwdal ¢ lieOytIP) ( SEREADIDACPROL-65534.

RBj dz0 Odzestdlsdise h W so Oded™ §OCjlstse d feso,eg
fudls’ » O5 Isfw adihintodt @ ticzOts OL c5j M j dzdzts ¢ Ists b & GOSE WPN

Client AdminToolcp. [ dzv dL d3d dzj dedw dd3j dz OdzG tstcdIscstse dzj 5B
Lstsls WO2dz, BYHdmMOtedzs B BZOISCOOHPdagw JddRBjidz Odze sted Is 3
admintoolini” . § jtej L Of MG 2 ¢ GGE Jmyj 2 M.

Odze ts
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Groupi f Ot O3joldtids OB 5Is € d  Cdx¥Isy Jteod OO
e VKO_1IB-dMmf sdz' L 2§ Ismv Qdfcuyuisd.10e800V [RELCA4357]
MODP_768-. cizfif®dbse7 @889 Otcd Odzls O dad sAdafi3O® ) 1 d

MODP_1024-tcf f O B K622 o Otsd O dplf Qi EAGAHOED )
e MODP 1536-ctekff O Bdik5868 o O0kdOds Odig BdHOED) .

Mode -tej )y dd3 sBd3d dz0 ddeW stedZ3OYdji2 B fOLORBKESOR L O
RMBJ 4Is HOoO L dzOyd ded v :

e Main-o {lstsd tjyddi 1§ Otlsdzj EEy ®dzdis FEOF IsHndew oehfjBb t
fEEOMse Oded w .

e Aggresssive-o 1 Istsdz tojydd3dj f Otclsdzj tclz orIKE dzOj Ismw Is
fsddsdso L Mfdmco, Jij=how MO 2 of MisCd?2
i dBO " HOjIsMY B 1t ftejHlzftejyHjddd . [
dmyfsdz L 2jIsmvw (] HzMmlis O dzts slstejtfdzdd H2 dBlsodsKey|DJO Isots tBC
sts Hisdzy jdz dif tsdz! L so Qggrefgsive. Istsdz! S5 toj y d o3

LifeTime of IKESA(sec)i o tcj 3w o fJ CkdzH On, IBAKMP QA BddHIj I€ 5l S
fMeh j Mo s Olsy . | sL Y disj ydz@ugkdzd j.. 429087 205.5dz0 0
{jStdj dzHiz] BEjj28®&OQ] Sthtstts] o' MsOodzj dzs ftod sl
1 2Oy dzd j O ytisLtsdz®@ e jdiy, SAME MiseE @O dzd yj dets. 1) 2flsoOw  fiyl
dzj Hsf EfMisd 8O, ftod ML HOddd ddhmlsOddy ydsddsets ¥ 0
shde¢j.

LifeTime of I KESA(Kb)T S OL " 8 OjIs tsBI jd3 HOdzdzgr » © CddzsB 02 Is
f4ted HOIY Misttdisde’SA0 L Gdzdz" = o IBBMRIN. BGHAdSGEE
Il 5L By detsj 0 gPugh fed Y Mdzs .. 4RO OO B 2Ot J S s dzH 2z §
Ld&z2Oyjidd | CSshstetsj o' MisOo dzj desf S B to] de@ (| dztbp @
Ylsts tsBi jd3 HOdedz' m o CddzsB 0215 0OR T djH B Pl 3@ dz. §
MsLHOdzdd ddzMlsOdzdzy yd sdzdzsc s W O2 dzO BEZHJIs 9" H O

IPSec SAT § s dzd \ jIRplEceSs, ML H Odzdz' R o IBAKME S5 ds@nggtsddsj O
SLAXO s, Yt IRsscdBdY jdkjls asts to O dzd U j dats .

s dzesfUpdDowntf te j HdzOL dzOyj dz@ Hd&zW EZfstWHsyde Odedw MY d
ftedsedlsjlsk.
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a W

wfcf jlskzcy

Bjd2s2lskfmelzy MB

10.7. | dzdzBIGSezB

1 H Odzdzts 2

COYHT 2 dL
10
it
B Iz

9 ¢ dzOH C §
Colstster 7§

lsdzj oz dzOf Qo dzv j Isfyw
sdfMoisHdl Md&Omse Odedj d
H

L OH O IBsk|cve

s
Mfdmst

fotx{dadjls digCB L3 dfldg j 5B to C
Csd3B ESPH Y 5616 OFf t5 ) OBl OL
OB tstotkE f toj SB tcOL
orettc Cdeltojlsdelsets e

dief sdz' L 59 Ols! MW Hdzvw LOMNdIS). stcOW S O
EESP ¥PN Client AdminTool cp - <No name o ] [
File Buld Help
puth | Rues | ke TPSec |isp | settings | License |
Sek IPSec parameters
IPSec Proposal lisk:
AHIntegrity | ESPEncryption | ESP Integrity |
Mone [OCT 258147-589 Mone
Mone [OCT 28147-59 MOCTP34,11-94
MoCT P 34.11-94  Mone Mone
FOCT P 34,11-94  [OCT 25147-59 Mone
MOCTP34.11-94  MOCT 25147-59 MOCTP34,11-94
Mone MULL MOCTP34,11-94 Lp

Daowin

¥ add Proposals with aH

Group: IMODP_1I324 ~ I

—LifeTime of IPSec 54

| 3600 SE.;| 4603000  kh
Make package. .. Exik
tdmzaas <
IPSec Proposal listi 2 stew HtsYJ dedz" 2 M dmMs¢ dzOBtstctse o] BB 16

fOtlsdzj ek HdW M kzOmtse OdtpdDownts 1§ st hj ds MY dzs f €
Ef stew 1 sydo GOkt fffadikedlsjskz. 1 ojtwhdy 2 MistesyS j
ftoj sBOL 8o Odzd 2 Ty dzOdor Mh dds ftedstedls ] lstsd.

AH Integrityi f t6j H d&zZOG Oj 3" j 1 Quiixcoty tdafled3zry j fats Mfstdasiis s dzz ¢

RABj JIsMw Hoe O L dzOyj dedw :
e Nonei Odze stedlsd3 fteso jteSd yj desmisdesMmisd dzj ¢ ted d3d
e 1 Jep3411-M-esmimd2MSd?2 CtedflssctecOWdyi MSd?2 Odzet

o CtsdzW ¢zt OySIP) ( CAIMENICBROL-HIE-HMAC-254.

ESP Integrity T f 6 j H dzZOG O] d3F | OdzetstedIlsd3r ftetse j tc CEPP.yj dztsfls
RABj JIsMw Hoe O L dzOyj dedw :

e Nonei Oz stedilsdzs ftotso j oG § e dzgintedzaismisy dz

e 1 [8P34119-6MMd2MSd?2 CtdflsscwoW dyj S d?2
o Ctda dclicOytIP) ( BRITEINICEROL-HIE-HMAC-65534.

ESP Encryptioni f tcj HdzZOGc O j d&3" | Odzestedlsdzgr " dWictseo BRI f O
ltoj HdzOGOj sMw  Ists @ fifCtw 2ts Hdtedd fftdstasfigfiicdO W d j MS d2 Odzé steo

e Nonei Odze stedIlsds M d ESPEHA O dedey dz3j dzv j Is fpw

O dzG t
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e Nuli Oz tstedlsds fteda3j dgwls: , daets dzj " d¥Wtetso Ols!

e | Juu 28ALBMMI2MS 2 StedibscwoOldyujmMSd? Odket
CtsdzW d ¢ &z (e B0 bSP)  WGEFL4789CPRO1-K256-CBC-254.

RA@3j d20 Odze stedIls s N dofte tff de@sded e CHIO Qujilsits Nis desMisd H Od
Mydlilsr o Ot Ismw adiintodt Q MidzOtc OL d3j M | dzdzts ¢ lIistc 8 H GIASE PN

Client AdminToolcp. [ dzv dL d3j dzj dzedw dd3j dz OdzG tstedIscdsise  dzj 5B
Llstsls WO2dz,, 6GfdMOtdc®kO®ISttOOH Pdedy dJdijdz Odze tstedls o3
admintool.ini",d fjtejL OfkMmilsdls! ccwOWdyd mMéd?2 ddzlsj teW j 2 M.

Add ProposalswithAHT f ted EMmlsOdzseo €] < Istsegts ¥ dzOY SO or atsH(

waming i

'T &H integrity is not applicable ko connections over MAT.
L

Are wou sure wou want ko add proposals with AH integrity to proposal lisk?

fa | HeT I
tdimzdas ¢

Jdzs L dZOYOjls, ybt fslstst sd ¢ NAT] MEDMBICRCd &3 Mts
dL i3] ddPOE I M o LTPHREOELGJO. IAdsBEFHtEtdyudoOils (oo
Okl j dlsd ydesimisd d vyj dzslAjisizdeEchyld dO jifisO SHjOsisy ,j @lzls j dzls d W
] sfpdzy dzOx OlsYesH SwAllf My sMMd2MEd2 CtedflssecOW d
J{euv { B4, 11

Groupi f Ot Osjols g OB 5IsC d € dzs Y o, 5 o fps Q) jtakgf Gz Otels dzj to
e zOMEso Oded v :

e NOPFSi s y@rSdzj o Cdzs yj 20 d fted MA@ MBo GdzdEj dz
{5 Odc tytaffistogly dzdzdz® dz® Ol o ' ff fs dzgztizy Y 52
GOk jtedOdz L Oddhisokzj SHKE dL §jos?2 ¥ OL'

e | BEOWDOLOWS IsdI3,0 Yt §d Mscddhsd 6deda| | telyy
Gse 2 SeEju@Bd § 5 Od bbddEdsE) dz® VKO LB iS OF
Psec.f sy j s dMmyf sd s POEHESESo

e VKO 1B-dMitd L £jlshw Odfcususda00V [REC4357]

e MODP 768- ctolzf §f O -Bld {70682 o Oted Odzls Odze stedls RO
Mmj dzdzds0 dzO)

e MODP 1024-Gtokzf f O Bdikk022 o90ttdOdkzls Odzctstedlsdg
Mj dzdzdzO dzO)

e MODP 1536-ctekzf § © Bdlk588 o OtdOdsls Wafkke stedls ds
M dzdzd0 dzO) .

LifeTime of IPSec SA(sec)ioatej 3 o Mmj S kdzH On, BsesJAwjzdrdds € tsis
mMh i Mo tseo Ols+ . | sL gy detsy 0 dz@ s dzdli. 4 204 WY 295. ts dzO
tdSBd3d dzrH 2 d3ts i 360z0O g W tetsy P flsObdgpddsd d dztso s6 s
1Mo MtwetsC O d L dzOyjdedd O, SCBbtstts] tHBsedd®WOJ IS
Tdegd Hsf EMisdd3r, Ttd MsLHOddd ddnlsOddky ydtsddsets W
shde¢j.

LifeTime of IPSec SA(Kb)T S OL r 9 OjIs tsBi j d&3 HIOGZ ¢ Bls §tgrdds B BB
f4ted HOIY Miststetsdsy IRsec B8O RSO ABSH WalzE 2 [ P ugp ged d Hdzs d
Hd Of OI0.cAR83967295.1 j Csd3j dgH 2| B il 46 @O QP ] | C Slsstetsj of
ftoed tsCter sdd deso st ftotsj CUMEs t§BdzQiudy dad@Qdzddr Ats LadzCEy
dzfj BceteOdzd WJ dz. T1digifHSAWE fifiddiaie™®, ©  tod ML HOdzdd d dzflsC
BEZHjls o HOd Mtstseh jddj B hdB¢j.

s dzsfUpdDowntf e j H d2OL dz2Oyj dz@ HdzW bk steWHBYde Oddw My
ftedstedlsjsk.
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108.] § dzB 5t 5BY tof G52 22 dzB

l 5 o¢C dORTEsMBBOIstcdo OjIsmw d ttjHOCIdekzj sy ds¢ Od
Hdzv fsdz LsoOlsjdzv, wfftcjH]jdzj dzgdzOW o HtojHT HER R ®

dkzh jmMsoakjls HOoO tjyddBO ttOBtslsr i LSP
e tiddzs OolssBOIsduUud MEtsets Wistedzsdtetso Odzedw L SP
e fojdd3 tekydesets L OHOdedw LSP.

1081. 4 L2dz Bz dzgB 2Ny SLKBF HY =~

| jxddj OobSEOLIUjMEEEE W oudutd SR Gad & s © dz8 9 trg
IsC Odz dzOY fsdzdlsdS O BjLtsfOMdshnlsd Ystthkdtelzj sy d
Rules, IKE, IPSecd t©OMmh dtcj dzdz" = f Ot O3y lstrsiss, LOHO9 O a3 n
or LT 9 0j Btsd3 Advarsell.C 152

1 CSP ¥PN Client AdminTool {cp) - <No na N =]
File Buld Help
Auth I Fules I IKE I IPSec LSP |5&ttings I License I

Wiew local security policy and edit if need

Local security policy:

GlobalParameters § -
Title = "This L3P was automatically generated by TSP WPN Cligl
Yersion = "3, 1"
CRILHandlingMode = BEST_EFFORT

)

LOAPSettings |
ResponseTimeout = 200
HoldConnect Timeout = 60
DropiConneckTimeouk = 5

d
IdentityEntry auth_identity 01
Distinguishediame *= CertDescription
Subject *= COMPLETE,"1.2.540. 115549, 1,9, 1=sup

i
)
CertDescription local_cert_dsc_01(
Subject *= COMPLETE,"1.2.840.113549.1.9, 1 =supp@s-terra
J

-
4| | %

[ Use custom LSP Advanced... | Refresh LSP I

Make package. .. | Exik

tdhkzasst

Local security policy 1 f sdzjlSPip Isj Cflstso sd3 W sted3Ols

UsecustomLSPT ZMisOdztso C O L stsets WdzOY SO ( jtoj Cdzs yojls o
Wsttdiddtetso Odzedw L SP.

Refresh LSPT € datstf € O H dzw  thBPdats asi jdapdetuoty palicy H dzw

SlssBteOy jdzdw IsjSkhj2 Ctsdi¥dekzteOydd M dL d3j dzj ded W o

Advancedi € dztsf ¢ O o " LAtvar@ed kSPAREitingsH dzv dzOMistets2 ¢ d tOMmMh d-
MfdMCO f OLEPR stcso
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Bjd2s2lskfmelzy MB

Advanced.SPSettings

Cts SCdzs ltsBOY Ojls t©OMNM dto LBRE 2d 5 flaiffsAh df jj tajdde)

Clbster | By dts Sltej HOCIdEse O! ¢ kMlsOdssadls: L d
sBIl jHddzjdzr o fwils! cwlkzf (.
Advanced LSP Settings El
| Marmne | Yalue -
- dGlobal settings
ZRL handling mode BEST_EFFCRT
Refuse inbound TCP connections False
Log level default
+ IKE settings
- LDAP settings
Server address Maone
Conneck timeout 0
Response timeouk 200
Hold connection timeout a0
Drop connection tirmeouk 5
- SNMP settings
SMMP polling Mone
Trap receiver 1 MNone
Trap receiver 2 Mone
Trap receiver 3 MNone
- DPD setkings
Use DPD True
Idle duration {seconds) &0 b
Response duration 5 -
‘I M bvim e~ bl I ﬂ—I
Trap receiver 2 ;I
Second trap receiver settings.
Edit... | Set defaults | Accept | Zancel |
t dimkz a@as ¢
[CdissH jteydls 4 WkdSydsdOd dr j CdsfCd:

e Edit-Cdzsf CO orLB590 SCdzO HdAzW toj HOSIsdose Odzd W @
tcjHOCIsdctso Odzd™w BlsCter 9 OjIsfmw SOC Y J "ReY'dHe 52
dzZ0 o' Hj dzj dzgdzts?2 MmMbets§ § .

e Setdefaults-S dztsf SO Hdzw EffsOdtso € d L dzgOyJ dzd?2 5 k3

g4t o3j dade’ = .

o Accept-Cdzsf CO Hdzw L OCter Isqw
LdzOyJ dzd2  J tod d3d dzdzr n

e Cancel-Cdzsf O Hdzw L OSter Isdw
LdzOyd ded?2 Jtej d3j dzde’ n

5 ¢ dzO

5Cdz0 f MR Ods dad j

BjL MBRtOdzj dz
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Globalsettings
CRLhandlingmode

1 jtoj d3j dzdzOY L OHOjIs tjydds dmMfsdz' L so Odzd ™ CRLY. S 59
1 tod dzOy Ols JEflittCsasdf @Wj Isfqfw tsCdes HdzZw 9" BsStO L dzOyj da
My dm¢ o:

CRL handling mode x|

ZRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Value: |BEST_EFFORT =]

Set defaulk | (a]4 I Zancel

tdmzazas<
I sL sy dzr §j L dzOygj dzd v :

e DISABLE-fted fftetso jteC ] MIikd¥ JCOIO MfdmMse lstsL
sBtcOBOIsT 9 O Ismw

e OPTIONAL-fjf d sS kLo Oddz & My telsdW
i dz BT &z fejHkflsOdse dzj dz d dzg
sBdj &zO d Wodw jlsw Hj2Mmlselkzy h dds

e BEST EFFORTi M M tlstsL o Odzdz’ 7 Mjelsd¥ s Oktso
fese j6S ) Mjwlsdi SO0 bod ¢ o ksd MAzyo,,
Clssls oy dds lsddyCQPE@NAL Isjs dsic CRLEHE® j s B ' Is!
fsdzujd §smejHnLDAPE | iifesls tCis MBSO EEdE) | .
dmisd LejlsMY (5 kdsdyOd:® .

e ENABLEiHdzW EfMfj"h ds?2 fteso jteSd MjelsdydC OO ©B
slstsL 0 Odzdz’ & Mjtelsd® ¢ Olstso .

1 dzO | i f3ts dzy O ST _EFFORT.
Ilfmj 8O HEZY ttjHOCkdtso OdedWw f jtoj d3gj dedz" 7 dodBj & Is
e Setdefaulti € dztsf &2® kEflsOdegso dzj dedw L dzgOyj dzdv 65 Edizs
§dtej B3] dedats 2
e OKiCdzsf SO Hdkw LOSCE  Isdw SCd&z0 M MsotOds ded j o3
§4tcd d3j dadats 2 .

e Canceli Cdesf CO Hdzw LOCt" Isdw tCdzO BjL MtrhtcOdal &
f4dtj d3j dadzts 2 .

q

Oltse My
(

¢ s
f Kzl uJ dz o

RefusanboundTCPconnections

10OHOjIs B dsC d et CPH) o) HEHbyjhdzfR . RMyGsd LEjshmy ¢ OC
setOddujddi S Hj2flsody. lwkd LjHOCkKdEEs Oddd 1§t
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Refuse inbound TCP connections x|
Refuse inbound TCP connections ﬂ
Default Yalue = False

¥ False
i True

Set defaulk | (a]4 I Zancel |

tdmkzaast

1 jtejCz yOlsjdz' dasjjls HoO §sdsyj ddW:

e TRUE-Zdzgd ylstsy Oj Ismw  j GE€P-R O SfifsjHvd dfj2dzd v, j fdzd
onBHYHdBjLEd O] o jfpe On ddglr dzdd',i FTRPY]Jte
dL o dzj .

e FALSE-dzj ftetsdLoatsHdIlsfw dad ¢ OCdr H B 26 tgfedetf § dzff tz
Ed3tsdzyOded & .

1 020y § fiady §i5ts dzy OBAQSE.

Log level

1 OH OgjisC 2 zdes o jztzc © H kv fMEOL B2, Mow L OdzddDAP ) HEfls
fjtee jtoz, M {USH dgjsdzdsg fatfj i3, SBLOBBICE2 MjtsdWd¢
MishtcOdzj dEPPHc®H@ S ldnd Mls j Bdz' Bq. MisEd Istd ¥ BEC s d tets o O dzq
fawodv,jlsmy &6 ds:

|

Enable log messages only with the specified level or higher
(“default” value means the severity From agent setkings)
Default Yalue = "default”

value: | SR ~
Set defaulk | (a]4 I Zancel

tdmkaast

5 ibdefmitlzy Cdmflestsjtddsjjls fig's N q Etss o dzw
50 Odzd & fi) 5) @ alzts ¢5 2 dzdz' SBtingste {5 EREAENNG |

S
o,
& =

IKE settings

Default port

] stels Hdzv flKEsls EGstsds@®’ 2 BEHjls dhMisd LsoOd 5 k&t
L 2Oy j-dgg Jzts § ud Mmdzts  dI.6558F. O ) Gle@sulgQizd § 5508 Bt dzy O dzd ©

[Sdes Hdzw o' BBSKBO L dZ2Oyjdzdvw § stclsO:
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X
Defaulk IKE pork ﬂ
Default Yalue = 500, Min Yalue = 1, Max Value = 65535
=

Value: I 00| j
Set defaulk | (a]4 I Zancel |

tdmkzasst

Send packet retries

sbdzduimlsets 6§ IKEEOC bR 2 GEb disples] L qORY Hzd J
udmdzs diL  HJOYf CaOmgPAflizs dB30O & ¢

[Sdes Hdzw EMlsOdse € d L dzOyd ded v :

Send packet retries

X
Mumber of the IKE send packet retries ﬂ
Defaulk Yalue =5, Min Yalue = 1, Max Yalue = 30

=l

. N
Yalue: I 3 |
Set defaulk | (a]4 I Zancel |

tdmizdas <

Initialretrytime(second$

1 Oyodz dz" 2 ddzlsj tco Odz oatej d3j dad 34 Y H E HKEd IOS G dz'sdBd

fOtlsdzj ez (o MjSkdHOR). [Mdd skejl dj §sdhzyjd

LOftetsf) s &zOjlsmw fcolststedts d ddadsjteo Oz RBjyHE

o jdzdydoeo Oj Ismw o Ho @de@doq.dzdCst®lO jdsdgs'j two Ho O tOL C
e dzj BEHjIs ftdzzyjdz Slso jls ddzqd

e LdOYjdedj ddelsjtcoOdzO I Biftizpb 1 €Oy datf ¥ mBla xizj r «

fsolkstedzr | ffrlsCd BEHEI ftosHEd) Ols! v f dd

Codzdyjmlsots s lssC digiv HSsefimisdd cpdajcisk ectdz@ugjt r i e s

] SL By dzgs j  Egg0da fJzdud Mdzts 5. H § GO B@EQ f 51 & i3 dzy O

[Cdzets HdzW EMlsOdatso Cd dzOyOdz desets ddzsj oo OdzO o tej d3j

Initial retry time {seconds} 5'
Initial number of seconds between IKE send packet retries ;I
Defaulk Yalue = 1, Min Yalue = 1, Max Yalue =5

YValue: ::ll
Set defaulk | (a]4 I Zancel |
tdmkzaas <
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Maxretrytime(second$

[ OC M d&3Odz: dzr 2 ddzlsjtco Odz otej dzgdi ded BBd Y H EZ IKES9 Iststedz’ 3
fOCilktso f Otolsdgj tofkfndzd iy 1§ e @an R Jedidtx jretry tida©dy jj dizdnj j
YJ &3 L dzOInjtjpldedgryiti me, Iss ftod L Oc tcMakrgtrytinedz e zteOyd d
ftedmeo Od o O Is mmitiaLrelzPtiy indzd j | 5L @I des Y J dzlz i detf gets d L
HJOf OUBRO | dzOyj dedj 80 &z dstsdzyOadzd s

{

Cdzs Hdzw EMmlsOdse S d KOSHdHBOd dses Jdlsj o OkO ot

Max retry time {seconds) §E§ ﬂ

Maximum number of seconds between IKE send packet retries ﬂ
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 60
=l

. N
Yalue: I ) |
Set defaulk | (a]4 I Zancel |

tdmizdas<

Maxsessionduration(second$

[ O¢Cid &3O dz dz 2 ( dzls | tcto @z bote j MigiE(iAg d iz ¢ It dan @)y .dzts j
LdzOyj-dgd jztsj ydfmdzs dL HdOfOLBdO 10. - 800 . [ § dz® yy dt
9" BBGO L dzOyd dzd v :

Max session duration (seconds) x|

Maximum IKE session duration (seconds) ﬂ
Default Yalue = 60, Min Value = 10, Max Yalue = 300

YValue: I | ::ll
Set defaulk | (a]4 I Zancel |

tdmizdas<

Maxsessiondgnitiatedatonce

[ O0¢Id 3Odz! detsy € tsdzd yJ Mdbazdsy dscf s pgj HphldRASH dzv o M =
f Ol dyligmofztsy dztsj EqaOdal dzdyd mdzts dL.1080 Of Pdz@ugPded §
ERsdzyod@s [Cdzs Hdzv or BStO L dzOyy ded v :

Max sessions initiated at once |

Mazimum kokal number of the IKE sessions initiated at once ;l
Defaulk Malue = 30, Min Yalue = 1, Max Malue = 10000
[id

Yalue: I 0| jl
Set default | (] 4 I Cancel |

tdmkzaast
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Maxrespondesessionswitha partner

[ OCid B3O dz' dats HCtSyciafnis) trHistilto tc | ¥y mlatlyf ®tso, fteso-tsH d di3" ~
Emistets? Mise tedzd3indzj Olzls | dzls d WidOyafsaigjotOizlz” d@ ¢ Oygmlse j ¢
SOCdd3 f Otcls dzj tots GBISAKMB SAlzg OB H I s 5 ML HOj s Al
ISAKMP SA, HOdzdzr 2 Olstedelzls ff jtojMisOjls Hj2fMlsatse Olst .

Il sL gy L deOwjdesj ydmdzs dr HdOfOLtsdzO 1. -20. 3 dz
JCdets Hdzw EMlsOdese € d L dzOyJ ded v :

t dmizaass

Max blacklog sessions

"yYjtedr 2 MEdMsS"  f toj H dzO DaBOs OReniflazServiod § tfldse O Lts Ists Is
B Mdzzy d o"Ovdgdterde’. 2 M dMsC” KRddzd BI-f P tso sBEOY OB
dZOr sHWh damw o " Uj tnodsdgy Oy difjStgjo"ts. (KE-lgj By ¢ ' dats 2
ddzdyddtctse Odedets? Mts Miststetsde  Otelsdzj 6O yf ©tzisdzj gy )
Max blacklog sessions i ls O dz0 o dzd] d@zjsls tc O L totg H diptsladzs - o3 [KEzdz" -

sB 3] detso, d deddzid @bl i dids & ¥ d  difte@ste|<Codjdiptdsitz, C tf s¢ O " d o3
9" Yjtedz 2 MedMEOYHdR MdjHizs " jdi3 dzj KEORdEBOL Qf f
teOL toj " |mkadeztsio to ] BKESE B dzseH Olailps e 5 f Otclsdzi @ Mdzad ¥ O,
sCtekedzjdad j a3 08 dBjde h ¥ Msstesdalz, KHIsSMsGY JdHG fif tsdzdz
HOdzdzr d@3  Otels dzj tets O3.

I M2 dzy "BAR ylstsdz €5 f Otclsdzj e L Odesmdlsmw o " yj tede” 2 f
LdzOyd dedd ©OL " jdzdz" » tsH dzdEusBdf)j diase fdig s dstisHid Brsm d
d3j dz h Ols! Mw o Heo O cHEj Ot isEdig O & Pig H jsdzd wdztts B3] dzO
o j zdudoe Olst MW dzO § H ¢ dad vl dfsty ted POy p ded dizgladed Bl ac
i me (SfdmMOdedztscts HOdzj j) .

I 5L By dzs j  Eggodas dzdyd i) dzts  d-10..42949BRBL s dzO

[ Mdzd L 2Oy dzdj tOo dzs 'Oz Isfich) §" gt tadlig j2Is ffy. My s €

( Mdzd L dzOy jbidmklgg sédsions B ts dz' ¢ gzd te O dadeiy j ek responder

sessions with a partner, Is tMax blacklog sessions ff toe o O d a @zOlsfij Miax j

responder sessions with a partner - 1.

1 20yd dzd § § 5 -AeEsdzyOded

'Ted LOCEBELS) CodW¥dcktoydd M lsdMd: fisddddgls'dui H&ok il tsezsy d v
f Otclsdzj 6OR MBLOMT 80 jMw. [ Mdd 34 "ujted 2 MEdmMsc” oCds yjd, Ists
floddgj dgws siw dzse’ j § OtOd3jlster dzOMbtesj§ " yjtedsets Mfdmco" .
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