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1. [ ftelegy dz i sk B ¢ dz2

I C a3y dzj ¢ Is CIPWRNsGlenCodh SH W Is:
ssdi3tf GLYsin € dz0 C slststetsdz L Of i Ode'
e HdMmIstcd €&EASVEIPN Client3.17 € O Is Ocdient AdminTool_SC
e HC k] ddsOqlsf®bpsuenentation:
e t ECBoatsHMIse 5 OH dGJCRE_fiyBNg Clilsnts &sdtin_Guide_sc.pdf
e { ECBoatsHMIse s {f KOBP VRN @inj deer_ Guide_sc.pdf
o ssfdv Milsd¥de OO Mtsslses jlsMisedy Advuvls t MM
o IdZsctOWdUuiMSd2 Mijydod: dr 2 LOMdldr 2 L dzO¢
J gdquZchW 2O dMmMfsd Lo 0ded] fsctoOBRBAdSEE {f to
1

e [dujd@vdmfsd (5o 0dd] U tois€ tc@ izttt dzB ¢ {f tizs ¢ O |
#S1R csBHEWSB. 2e) CodBfOdded ¢uodc dOdz
e ARV . t foslt .30 MA4 ) tetsCtOBdBdr 2 S tsdi3f dzj
h

BJL S OMEBB MANLClient.] j cfifdw 3. 1e, WEdSydsddtikz:®
f zOsW stcdzsPHlsg St 6 §tsH EZftcOQodzjdedj 3 S j 6O
Microsoft Windows XP (9 s sd3 y cdhéuded), Micnosoft Windows Vista

hevCs tBMdd

fn
q
Y
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2. [ BdBBh Y82y 2 ~sWtsd

]l tetsG tc Odgdzdzr 2 Ctsdsf dzj €y ¢ s dzd J dzls BJLBY OmMdatsMmlis d C
WEdC yduosdedtelzs b d2 dz0 Of f Ot OIsdz - f zO¥ stcd3OR 9
PftcOodzj ded j d3 s j eOydesdedez" = MdMmlsjdgz Microsoft Wi
Mi crosoft Windows VidQ@ a¢ tedifls djotalzdp O bsdg®y d ts dzd te
SHdzsets fsdz L 59 Olsj dzw .

) GECOR®Bdr 2 CtdfdjSh (HOMjj ) tsHkSl CSP VPN C
ftej HdzOL dzOyJ dz Hdzv MsL HOded ™ BPY 6z CedaWRNdEls tsi figHzds df jo3Hc
oL OdBsHJ 2 Mise z¥H =fedgdie jipdddtafdds{O dsd ¥ @l j dplyRNBq

lesHESK CSRNyPRNddY jIs fdjHkzs hdj WeEdSydd

e LONdlk bLOWJCO d&O ksods Oklsjdlsd¥dcoydd/
5 f sl tPeas &B dsd / IRkezESP

e §OCjlsdzz® Wdd sOyds kwO¥dSO f dhfsd Lse O
LOGdzso s Mjlkjotsets d kteOdhf stlsdsects Lktte

e Okbjdsd¥dSOyds Glidsj dloPisgU@®yds L dzO fMjlsd
e MB ' b2 ds] ol sddtto Odzd j

e W jOdzdL Oyds L OHOdzdzts?2 HMydi dzdder oL OdBsH |2
d/ ddzd L OMdlsk kttO¥dEO) HdEY COYHBEB LOMdhH ]
LOHOdzdzsds L Oh dh jdzgdetsds tej Y dd3y Istsdzr €5 Hdzw L O
ydfmdzj wd Bsezd dz' dz' & f Otelsdzj tese 5 oL O dBsHj 2

e jchkddilkj dkzy Miss2CtsMmls: L Ok kicOW s O

e BOMSCdiesalClk OHEBjMd 7 fsmstOdhlss L ONJdH O] &
kO ¢ 0) .

CSPVPNClientsfzh j ko @ sk kOW SO § o kTEO/PdEse )] d3j 2
CORS OF &jyHEZdAdOGEwd KEMNL Pdze@tcls s

e Security Architecture for the Internet Protocol i RFC2401
e |IP Authentication Header (AH) T RFC2402
e |P Encapsulating Security Payload (ESP) i RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

e The Internet Key Exchange (IKE) i RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) 1 RFC2407.

1 sHECl CAentqiPiNsd Lijls o COyjMmlsaj odajhdaj2 Stodt

B d B dzq Sfiptg LHffiflstodsf Sy EBE 2 L OM dlsr dJdW seBAdHEE (& s
32" 6OL OB Bl Odzdzsj C Sdf[Ofdzd.j 2 "wdddzOd

#s1 R sl 8. 6] OdzdL k] s CstefffipEEOILT U MEd) Odett
o JJuu 28AWAHYY e Mdadn) d ¥ tse Odedzj R
e 1 Juu | -B4OME S EUISDG B Odad W

e JJuu (| -DATYGtoedizdtetso @ dzdsp G € Is teuscfiititsts o s 2
fsufdmd (¢AI

e VKO [bvUu | -BDAITIBH oG ®lsCtcr ssets tcOMftcj HJ d
Cdzt Yy 2 FEMWdtdBOdz0 o MBEAIPBBMISe dd M

e GjdzjteOyds MmAzzyO22dz 7 ydmj dz.
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CSP VPN Clientw o dzw j Isfpw  f tetsHECIstsds Hdzw Ctstof steOlsdo dzse ts
fd3r Mdzfs, § wdzply o sl O Mflztsdpdiffis tets2 € d Gl eris®ls @ stsets
sikzh jmMlsedzw jIs fMdMmisj dddzr 2 OH B3] dzd Miste Olsste d dzd OH d3qd
ftejnftedvisdw.

ltetsH ECSBVPN ClientH dzv o fpj 7 d dals @ ie @sjHEOL 50 28 f sdzd s € k2
BJLBY OMmdatsis .
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.oy o ey toEB 28 ¢ €
2 s Gdpylskz? dzff Is tz -

] totsH ESPSVPNCliente r f 2h jdz Hdzw Mmdzj HE¥E P dR BOLtSa "™ n f dzOlI
e MS Windows Vista (32-bit) Business SP2 Russian Edition
e MS Windows XP Professional SP3 Russian Edition.

l esHipGB i Misdd M Ctdflssc oy dusdyShfoaB . § &zod d dz0 isq
GOL OB 5l ©dzag] ®afizd j 2 -s"[d ] ¢ Oz

I yofmisd tjOddL OVWSeE/IKEEsEEC sarg8 dtsydgdsd di3j Misd i3 M
Cisco I0S v.12.4.

I yoOmisd EHOA] dadzsc 5 s dzd Iststed dze O 1dte ths pSskd d3 jnfs O df M
fmCiscoWorks Monitoring Center for Performance2 . 0. 2, 9 n SH W CigcdjVosks s ls O
VMS 2.3.

ltesHEzGC s Mo d3j M IRPaEZk,fgToked PROB4KR, eToken NG-FLASH, eToken
NG-OTPHf tetsd L o tsH fls 8 QAladdin.d&3tf O dzd d
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4. MY ymtdsysn § 2§ ¢ dz2
) Mis{ s e2ds IsEgBHdR § St
e dtpr a3t d§f G B IzY d3Y

1 to s H ESPVPN Client f tQJ HdzOL wizyd dds £ O R'sde'fAstc Olsd o dzr = Mmd ls
1 sdzOGE,0Ojulsts o Cdrn Mibvwn @O O] dzj dzdzj (Id;!,gizﬁl
BJL Y Offdetsis d Ctstel]’tstsOLs,qmmu@%rﬂs@lientmmim%dﬁzb@dz
sOCdds tsBOL 5d3, Ut OHBdddMisOltst BJjL Y OMdetsfisd
f J tofts dQxiad@ dzdz" 2 dfvozfipflsCifed® C2j s H dzv SCAD  HsEOEs jfdzv , § tod
ZOMIstes2 Cd Hdv fifsc ish Otz j ¢t HEdy dshlsd’ &

ltesyg M § shjctsip@ded dd tc 5 @B d s dzdets 6 § SfzOC SlB OIs j dzv
ftosdLotsHdIsMw Mdzj HEE h dd3 SBteOL 5.

OH BfdglstcOste BjL 5§ OMdesiisd §skzzyOjl OH®B] g BlsEOls
febHZC IB®L d3j " j dzdzts ¢ Blieny AdMBTOA BEE Fiils O &z | BEE s HJME

B dzd flstcOltste kMlsOdzOo dzdo Ojls dz® Mmotsjds S ' » Isj
Bsh' ¥ C(chkbEses cobsoadls HiY §od Lo Olsj &Y d dzf

o H

fts

RING sdz' te gz fifls Odzts o dzj dede'tsj fEjderlsyidy & OlsT lsSter st o ¢
fsd Liso Oljdzv, SCtstedzjots? Mmjtelsdl o CAAESE Clale wibps s of jitabrdsl
BJLEBY OMdesMmisd, #itzyHt Pipdetizdzizs sz L 59 Olsj dzw, OH dBd dz
ddzhlsOdzdzw yd sdzedz" 2 § OCjls ftsdz L so Olsj dzv .

g ts

LHOd] ] ddzilsOdd ydsdias@lsj ¢0S§ison jf figlem dzv j syw  H
e dMytd LsoOdedj klsddzdls make imskQamedzs?2 MistetsC d
e dMitd Lo Odd] cwOWdujmMSsets ddadsj ¥ j2Mmo.

[ 2% MsLHOddY ddhsoddy ydsdescts §0Cjik0 @ Lo 0
Click Installation, € tsldasjte@rd L 2 j kv ) §sdsh: s Elsdddks' ¢ sd
make_inst .exe. GCIsO ElsddzdlsO i dfifoudsd] did 19 G dndaskjej dzdrds t . €

ljtjin dMfsd L so Oukkjimgeels dGdefldz0 BT 5! ML HORO d L
02dz o Isj € Mlsts als @ O8M e @adjSL 1§ O fiy dztwfsls i O dzd §

Sdatt G 2te Oy s dasAs G 50 LOXEOTL H Odzd | dztsC Odz dzts?2  ff t5dzd |
jLtsf Ofmdetsisd. std¥debktOydsdd 2 %02 d"

U ndzsdzs e f tpisiyg e dsd tetso Oded v  f j e dzOdz! dz" = d dzils O dz
fsdz Lso Olsfdgi? Liigod®fded j A3 Mj telsd W d € Ol EHzf BLthsrlsr” ¢
ftoj HiEzMIs Odztf g zPdzer’] v j SdFz¥Pueshared Keys)d Elsd dzdIsr

make_inst .exe s MOz @Il SHEBISS9 C O ddzinls Odzdzw y d ts dzdzts 6 t5
Ttoj HIzMmIs Odzidzafdaridal Od3d ( Pr e sdi'arree@ fiKeiyd&QtEedwY f SHGBISTE
ddzmls Odzcdzy yd tsdzdzis e s f OC jlsO f tsisC ter Ish) E3ls & jids fyl©aki dedz

W N ==

Sdz' LsoOdedj cwOWdU)MSeEts ddzsj ol j 2 fyds ey 4 to
s Offdesisd, §jtftdOd d 7 &OMbtetsj$ d ML HOd]
Jusaf(plsqfqzyvtsdzutsaedzq,jds MjtedW @Bt lCtr s A
H Iz fipls O dzis(o telf) Ldzdg v j Sgz¥Pyeshared Keys) s f d ) ® dzis ezO o

Hctslstsagosddmaﬁﬁazmlzdﬁwol;m kO M ftksh:s cwoW dyj mct

I sdz LsoaOlsjdzr, dMmfsdz L 2w ftsHEtslstsodzj dade” 2 Hdzv  dgj
fj et dd@xpdQdzdzr 2 d dzils Odzdzw ytsdzdzr 2 § OC jls, £8dL 9 51
VPN ClientdzO fmeotsjd3 SR silsjte].

[Odzffjitej2Hdlj € tfomHseyylstse Wfj MIsO OH B dzd Ms OS8O
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5. tfiHfkfcdze Mmeotfh >y
BjdRt2lskmelzy M oy

OH BPdglstcOlstste B j L s OMdesMmisd f sdzEyOjls OH B dzd MisteOls
1 tctsH ZCSB @PN Client AdminTool, tOL d3j " j dzdzts ¢ @ieny AdnDTOQ &6 G |
fHlsOo dzv | iIsalts fipsdiflsCO® HdMistedBEZIsdo O 1 Istsets 1 tetsHEZC L

e setup .exe i zls d dzd B P zWifidows Installer

e setup .ini T dzOMIstesj ydzr 2 ¥ 02 dz, drjupex8 sH A" 2 H dzv
e sysdlls .cabi RtcOdzd dzd h j TMidlils j diidss -7 s H § dpd 3 dals @V

e wversion .txt TlsjCmMsttoORez, MoH]j O EBHES BB

e VPN CLIENT_ADMIN msi i MSI-8 O LdQizfn Is O dzdAMBI 5 Mi€roSoft
Installer)

e VPN CLIENT_ADMIN cab i 7 tc O dzd déd®2jdz®s ez j dzls ©
dPHBIdZdMistcOlstste HEsdy jdz EMlsOdaseo dls: OHBJddMisOlsds

100 M d iy @idt géd dismv ¢ 5 d3Q dHER] dedefisuql s edzs ¢ 5
fswodvjlsmw Cdts oadLOLHO f ftededoOh jddjd ¢ ddhls

i CSP ¥PN Client AdminTool (sc) Setup - 0] x|

Welcome to the CSP VPN Client

7 AdminTool (sc) Installation

Wizard

[t iz gtrongly recammended that you exit all Windows programs
before rinning thiz zetup program.

Click Cancel ta quit the zetup pragram, then cloze any programs
wou have running. Click Mest to continue the ingtallation,

WARMIMG: This program iz protected by copyright law and
international treaties.

|Inauthaorized reproduction or distribution of thiz program, or ang
portion of it, may result in gevere civil and criminal penalties, and
will be progecuted to the marsimum extent pozzible under law.

Wersion: 3.1.9869 2o

< Back | MHext = I Cancel

t ik dzss

Il s8Cdzay M bjCMissdy [ dyj dzt dsdedetse s wtse dzOM j dzdw ff 51y
i sdztsy J§ dzefgpt thelicenseagr eement " SizOfZESO Jé¥t HisMiskz dats

CSP VPN Client
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i CSP ¥PN Client AdminTool (sc) Setup o [m] S

License Agreement

Y'ou must agree with the licenze agreement below to proceesd.

Hacromuee Jenressmuorsoe O OTIATISHE ONpegeIlAeT ¥EIIOEHA MOITOIES OF AHFLT
FAKOHEO IpHobperersoro opogyeTa 3T VPN (ganee - Hagems) Komesrmma
[Tomes0EaTermen [ dEEE e CER I FOPEARTIe CERR IEaT0nd). [TpemaeTon HacToAIETD
JIeaTeHFHOMHOTD (OMTANE I ARTASTC A BOFMEeRHAR Tepegada [] oiEs o aTermo

He ORI TR EE D, HeTle( e Ak A6 MBI I A TTOMET OF arEa Hzgemmen,

[Tog Hegemier moMraaeTCA KOMITIEES MATepHATEHED: 00 eXTOE (T 0T} AMMEEDE M, ITHH
HATELL, ATOIAPATHELE CpefCTE, HOCKHTETeH I 0pMAITIOL, KO8 I 0TE AMMEE DL

T OFVETOE, AOKYMEHTAIRE B IIeTaTHOH B AIeKTHOHHOH § ophay) BREI QB B
Crierpdemarpoo KonrmesTa Hegema,

Hzmemre MOFeT BRIFOHATE KOLOIOHEHTE] (IR OTH AMMEEIE H AIOIAPATHEIE CPefeTE,

HEIH OPMATHOMHELE HOCHTEIE M ITH0Wes] OT THETERY 10 CTABIEECOE . K OHeHE T

[Tommes oEaTeNE IO AT IIfI AR HA MCIIONES 0F A e ITED KOMIIOHEHT HA OCHOER - I
TTrrrrorrmres v vr TTerrrmrmrsmrrrre mr i mrrr srar s T T T AT T AT ST SR, PSS AR TS PRI RS ML T -

| accept the icense agreement

{+ | do not accept the license agreement
Wize Installation \wWizard®

Rezet | < Back et = Cancel

t dmk @&ts ¢

lrBteOls! fO0fCk, o Colsttekt BEHjIs EMlsOdzso dzj dz OH o
CdzOadh iz Browse:

= 1En nn ool {5C EeLtup -
fi CSP ¥PN Client AdminTool {sc) Sek o x

Destination Folder

Select a folder where the application will be installed.

T he *Wize Installation “izard will install the files for CSP YPM Client &dminT ool [zc] in the
following Falder.

Toinstall into a different folder, click the Erowse button, and zelect another falder.
Yaou can chaose not ta install CSPWYPH Client AdminT oal [22] by clicking Cancel ta exit
the YWize [nztallation 'Wizard.

" Destination Falder

:%Program FileshCSP WPH Client AdminT ool sch Browse |

"Wise |nstallation ‘wizard®

¢ Back | Mest » I Canicel

t dmkz &ts ¢
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[ v ZOYOd&O f tetsyj Mgy Qlsizi SO dyrd Ne x t

i'él‘ CSP ¥PN Client AdminTool {sc) Setup o [m] S

Ready to Install the Application

Click. Mest to beqin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wise |nstallation Wizard®

¢ Back | M et > I Caricel

t dmMkz dets €

R&ZHIC Olstste fsyj MO ddafyls Odzdz yd d :

{5 CSP ¥PN Client AdminTool {sc) Setup o ] S

Updating System
The features you selected are curently being inztalled.

Initializing...

Wise |nstallation Wizard®

Caricel

t k&S
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R dzf)ls Oczdzw yqw L Oo jteh j dzO, Oy Ol! C&zOodhlkz Finish:

i'-L'!:I‘ CSP ¥PN Client AdminTool {sc) Setup o [m] S

CSP VPN Client AdminTool (sc)
7 has been successfully installed.

Click. the Finigh button to exit thiz inztallation.

¢ Back | Finizh I Canzel

t dmk @zts €

L ls Odats o dzji digdRdZY M® tc Ols d ofiphs fiPls WAL jds. fdzj HEzs h g8 § Of t5¢
s 516 dzj th @ O

e make_ inst .exe i ElsddzdIs O Ctsd@3OdzH dzts?2 MstesCd Hdzv M
ddhlsOdzdzy yd sdzdztse s W O2 dzO f tsdz' L s9 Olsj dzw

e pkg maker.exei zlsddzdtsO¥ dyj MSsets ddzlsj oW j 2 MO H dzw
ZsC Odz! des?2 fsdzdlsdSd, dzsCOdz' dgr 1 dZ2OMmbstetsj € d
ftsdz L soa Olsj dzv, € lststcOmakepihst texed jls Eklsd dzdlskz

e pkg maker.chmi W 02 dz MftcOo € d
e wversion .txt TlsjCMmistsar 2 WO2dz, M icow@CED o jtohmd!
e WO2dtedflssectcOWdyu MSs2 B fRBISjSd "stodflsts

sc_gost.dll

e sccrypto.dll
e etsdkd! I d Hts.
o oM sdIccOIlsj dz' ddil §j it QRdzr 8B J MY Jj yud dedw OB TSIST
1 Of AdgenttsH j ey dls Bmdesode” §J W O2dzr ddzilsOdzdzy ststc O:

e VPN CLIENT_WIN2K. msi i MSI-B O LdQizf) Is O dzdAMBI & Mi€roSoft
Installer)

e VPN CLIENT_WIN2K. cab i 7 t O dzd d¥q@2jde®s dzd j dzls O
e sysdls .cabi RteOdzd dzdh j MEliyls j digidas 7 s H § did I dals @
) Of SEXfsH j 6y dls
e My jBdZr | WOz, dzj 5B RSEX@E Go @ dz¥ MBS©C J
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6. 1 EmM2eWw k! BWEYSEDA

vj R dsdBseatys j M j udo Ojls Okkjdsd¥dcoyds, hd¥ese Oc
@O ktto dj fj WR)HOQe Bjsdr. o

[dzv ) OdzdL Oydd {lsdn Weedbjygen 6y § d® dists g dzdzd Is | dz'
qdz seBOydY, CulsswoOv f shKBo dvd s 2t iSO Malfeakl
e oMt o BiaE@Y S O L Oh dlsr .

[ dzv Ok jdsd¥ dCoOydd oL Od di3tsH j 2 Mikhdzjsthedrns Higlaic s dz
dzj CslsstcOW OklsjdasdW ds OydtsdzadzOw d daW¥ stedzOyd v .

sO0C2 Okljdsd¥dSoyddds? dd¥ stekOydy 2 @Bsyjls BT
e fjHEMsOdse dj ddzr 2 ( tcPreshajedey)dsr 2 ) § dzs y (
e MittkdW SOl MisOdH Otls® m. 5009.

RAZj ¢ Ismvw dzj S Blstste’ | BeteOddyd dzdvw fted twWOBtslsy M 60O
(Extensions) , SCwltster j §fd3iydidr ¢0¢ Cwdlsdyde j. 1 IsOB
cOMmh dqtoj ded?2 Mjtelsd¥W JS OO, Ctlsste’ j] BRHEIS t©OMf SL d
ltesHESC s, Jdzd k ddr kEfiiGaiibdz) RYEJL de@ézd € &sd )
BzuEkls ftedfmkzlmsotso Ol Htokzedj tw©WOMh dqtojddw, daj ¢
Ctodlsduyder j, bt IsOCt2 MjtesdW SO dzgj BwBsyjl Br Is!

skmMkzlsMisezjls o IsOBd&Jyd, dats wodzw jlsfmw dei Mg dolsd H dpc
dmf sdz’ L lzj Ismw.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

dzdw L dzOyjdzd? d §odzdzr 2 My dMmsE Certificate

{1dmo
HsGC Zd3d dzlsi Rfp@tods2ed.rg/himli/rfc5280#section-4.2).
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7. tYfJHfEkzfcdz 26Iskzed
cBdzyzB Is temy J WiskB

dzdzw h Pidshargdeyg s
tetf dzff | + W (hdkQinR Iz -

szt tesdL o sdz! dzOW  f sdzj H s osCdejulz! ddissifjlsls BB AR!Is Lo ff d i)

gL HOI! {ftojHEMisOAase fzRuzigtrPreshared Key) dzts ) dzts tc OL dz' d3q
My s OdRd. wOWL Of fiCHsEsd WOk dieky ftsdL o td
ftsmdjHse Olsj dz datsyls! Mg dso sdztso .

RBBY Cddu@ dzsd¥ S Olstste, Memsswh d2 dL &OBJHENS IR B
", d ABdid OUd&ol: Y f @OLY.dinsGRekkBES - d do

ltoed ki uQ@dafldd: ftoj HzMIsOdztso dzj dedzr 2 Cdzé Yy L OHOdz dgj MC t
fJdtejdtsin 9 Isjdzj Cdz¢ yo sBbkHjls § ©j-DIYIs@EAfjdz sHp 2 d3w
otsLOOIO d fjtejdo tsis@HOOH el J)isHetslIstsa Cj Htoj HEzMISC
f Otclsdzj 6O Hisdddf Bz L 59 Odz" {1 Isd fd dge sdzr .

RBY ftojHEMSOMSs dzj dzdzsets C dzs yO dftsd L kjlsmw:
e ftod fSHEBEBOC)] JdMsOdd ydsdbsects §0Sjlk0 f

e fted MLHOd dsCOod dt?2 (BHdsdSd BJL T Ofd
9 Mistc zAUtNtethgdPr e shar ed o OlttdBlklsj Sharedl K

#4tS5LHOdzd J “Jugsdpddsic 5 §f OC jIsO ftsdz' L s9o Olsj dzv tsmikh j Ml
L IsOf ts9:

e OHABJdd MistcOtste BjL s OfdesMmisd ddzd §sdz' L 59 Ols
ftoj HEMlSOdatse dzj dadz” 2 € dzv y

e OHBddMscOEBRAEisd SfttjHjdvjls HEY fod Lt
fskdsdSk BjLtsfOMdshsd d(fMRedEn .04 o
&S Odz! dzs? ftsdedlsdSd B Lt Omdsmdd] stdiddk
"] BHCEGlBOC O ddaMlsOdzdz ydtsdedese s f OCjs0O M
ddzs j e j2MmO"

e OHBddzd MistcOIstste BJ LS OMdesMmisd dz0 Mo tsj d@3 OB S
make_inst .exe L C OISOz O OHBJddMistcOlsdo dzse s 1 (
Mz yOj BEHj I " HOds Mttseh jddj B thdeCj.
SBWLOIjd dgs ECOLT 90 Isfpw ddgw ddzfipls Odzdz? y d 5 dz
dqd&z3v JtejHEMIsOdztse dzj dzdztse s € dz¢ YO, Suddgj\p jdddzd W
s sizZOdmake_inst .exe 9 1 Issd3 MdzEy0O] dd&3idls Mmdzj HEzs hC
(f sHtcBifashOz®d dzs ) [ ded ff dethke Gnst.exe"):

make_inst .exe -0 SFX file _path -I LSP_file _path
Tkn <Preshared _key name>{ -kv <Preshared _key val >|
- kvf <file _path _Preshared _key val >}

e fHGBo dzj dgdyr 2 d dzgMls Oczdzw ydsdadz’ 2 W O22 dz ftsH
f otsH LOSBEPN Client, ff j tefts dzOdz’ dz' gzts GO iy deke] Ssdf b
BjLt Ofdetsiisd. ¢HBJddMisteOlststs B L 5 OMdzesls d
fsHEBIstse dzj dzdz’ 2 d2mMfs@UiAs ydisEAids sw h d2 dL ©H
d dzfls Odzdzw yd sdedztsc ts W 02 dzO.

CSP VPN Client

Copyr i-Teha CSE2082010 19



CSPVPNClient3.1 u W dzf ¢ j skzaf Bjd2s2lskfe Yy fMB

8. 6B Isyysem2y tff JH
2BlszBBRBY Yy2dssfHy
f zdzin! 24 dzg?2 dzdzw " B dz?
(sy M2 2 dBlzB dZ2?2 ) Is
w [z 2 d3Rakeinst

v fsHeslse Cd ddzils Odzdzw yd s dzdzats
Mssttsd dzO@ lCtrilsr & Cd¥ yOr ( fJ
[

fsdz L soOjdzv, MmMtslse jlsmiselzs h d2
dod BUSt dzls WXORdtg) sbdelsj 2dzjte ddgd JIs f
smw Mmdzizy j B-@Y ¢ dztlziyf 8 @Oy o WizW ¢ e BZOY
nSHJ@ROW w sBifMfiudddwy LOMdIsr d yJ dzsfls dets
sfw COlOdzsetsds W O2 dzso 52 MdMmilsj e OMY fsCzs j I de
9 C G,ddsfpIsdziptc ¥ 02 dzj, Ctslsster j t©WOL B M O8 Isfypw  daC
dzJ B3 Cdzt ud o sd3 dats fnddidnigaglsiz EOW tedfdgPapkeh dzt o je .

Otedd Blsdzdyoslsmw Isjd, Skt MLHOjIs Cdzs yioks
SoPIlsg@zv OC s S dz¥ yjotsds desmdlsj dzj cteOL d3j h j dz
Sdz" d3 Cdzt ysdzs ftsdz! L so Olsjdzv, oBL Bsy dzO ddzd oz
WdCe OO ftsdz LB9OIsjdzvw d M St sdetsets € dzs yO,

sdzr d3 Cdzt ysdz ots otej 3w d dadzOuidaesy Qlf jf dzelzO € 5 iBY

dz0O
?

d
4
Y
B 5,
©
H dz

CFIFgRET O
TH EOFES -7
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81 {yMe! C Ibyytsem2C
I mMd Hj2Medw 8 MBLHOddY Cdz¢ yjots?2 f Oter, Wtstedid
Milbd¥ds OO ftsd LsoaOlsjdv ftesdLotHWISMY OH &d dzd f)
WO2dz ) MjCtjlsdy B SCczs ysdi tOL g " O Isfw  dzO o ,dzj M dzj
HdMSjlj. 1 1 lstd fisy jodk@s duff lso siCdsiaisde 2 dzj 6 o fj St j ks
d deils Oczczy y tsdzdz” 2 W 02 dz, f todf tototjds CBC s Isfotg tdsofijlsHe jdd
Mjlbd¥ds OO ftsd LsoaOljdv d fMjStejlsdsets Cds yo o
WO2z00 ftod LOBB\PHGERJGO SCtdBf: slsjte] Mhsttzstss Olsj dv
fif 5t tstCotsizls j 2 dzjte d WORdz i MjCtjlsdy &8 S s ysodk M H
desidlsfitef " j &3 Hj2MlsodY OHKBJddMistcOIsstc® BJjL 5 Ofdats
e OHBJddMIstcOlste BjL Y OMdshisd §fskzzydjl ks O
Mjtlbd¥ds Ol ftod! LisoOljdkv d Sttedzj o2 Mmjtelsd
yj dzlste © (CRCertfita)) { CMf stelsdtetso Ocdzdz" j] o WO dz
fjtojHORMGH s dzls j 2 dzj o ) fjStojlsdy o8 € dzs ysd3 dzd B
MjCtejlsdz a3 Szt ysag dz®@ HdME j s
e OHBJddMistcOlstste BjL Y Plhdzsbpks d §f stiztc ) B9 ls j dzvw &

fszdlsdClk B LLBA)OMEHEH 6 OJ Is(hdx zdw 6 1OR @] |
IsC Odzt dzs? fsdzdlsdSd B Lt OMdesffld. std¥dek

e OHBJdd MistcOIstste BjL s Ofdesmisd 2O Meotsj diz OB s
make_inst .exe. |1 fydwa 1lsts?2 CsBOdHT EZSOLT 90}
ddmlsOdzdzy yd sdedese s ¥ 02 dzO, f kls! € dzs€ Odz' dets &
M tesd¥de Ok, (ULBBYHBEY L 8AEF 2] O d W O2 kO MM
Cdzt ysdz dz0 S sd3f! s lsjtej dz L s Olsj dzv ( dzgztdzd O &z
Ctsdzlsj 2 d2j@@lzaf M Mmj Stejlsdz d3 S dz¢ ysdz 2SS OL "™ 9 O] I
O SR’ slsjtcj §tsdzr L tso Olsjidavd fif Cog\w@D@ dzdats 5 My §

e ifMdzd ftcd YsHGEBIsse Cj ddzf s @etiedz? vz t&dzdizts & © 2 2
M Ctejlsde d3 Cdzs ysds dzj o ¢ dzé yOls! da d dzinls O dzdz
floed sHfftesLifiicsslse jlsMisoadw MitlsdW dS OO d f
fsdz LsoaOlsjdzv, des LOHOL! Cfidteseo Odedj ¢Cts
C dzs ytsterd o dzfyls O dzdzv N Glignt, C SsPs VP € ts 3O dzH j
make_inst .exe 2C OL " 9 O Is fiff' ts Hstf SjRefcdzd s O s d i O dzO
} tod dzts ) § dwdf df dadhke Anst.exe™):

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

- kf Secret _Key_ Path

{[ -skp Secret _Key_ Password ]|

[ -skpf file _path _Secret Key Password ]}

{[ -up USERcert _container _password ]|

[-ufp file _path _USERcert _container _password ]}
ics Source USERcert container _name

- kfs Source _Secret _Key Path

e ifMdzd ftcd YHGEBIsse Cj ddzils Otziztsyd B tzdzts & ts MW
CsfJesoOdzdj Ctsdalsj 2dz2j €O d Mmj Stej sdesegts § adz
O LOofBgEdestslse jlsmsadw MjtesdWde OO d fmj ¢
fsdz Ltso Olsj dzv, mlake inst Sexedg@da jr o @M layfigvy :

- ucpkgcopy on

I chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}
- kaf Secret _Key_ Path _ADMIN
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I fmd

o MEM Mok ls Htcked] HBYtdddlsjd drj tfydd
ftesstsC sdzdtetse Odedey TfdlzanisOdZ2zy ydd £ SPONVEN C
C:inst_client_log.txtz € OL jlseh® i yd

-a /l* C\inst _client _log .txt /i

SHEGIsEe dzj dzder 2  dells Oczcew ydtsdedz” 2 WOz MsH ]
s H EOSBPN Client, § j ot dzOdz dz' gzts €20 fizly dsteR] s af S Iz
jLsfOmdshlsd, o Mjlsd¥dCOls J d&sSod dr ?
fr &2 52 B Mistsy sdztsy j dzdw € sdzlsj 2 dzj 6 @Od Y 02 &
SdiYf ¢ L soRBEES sdzlsj 2dzj e d Mj St lsdzr 2
dzfls O dzczw y f ts daplzt Bd OB Olsste B jL 5§ OMdesmlsd
Sd Lso Ol dz8 §BHESEBO dzj dzdz 2 ) b fifdyts @dafis | d s
L JdisOddy ydoddscts % 02 &0, Csdsj2djc0
Sdzl Ltso Olsj dzv  dz@ o dzj " dzj a5 S dzé unj cftsSogz bttt dolsL o
SHdSEE Jdhsodey ydehkbeses % 02 &zO.

O SO 0 P WSk

Mstsed j Wz 8'0f dif tots O diglis d omkdes B2 o Y tetsyj M JJ

tcOBtSIsT, ©or o tsHMdkdninst ologi. &R M tcd COYHBA MtsL HOdzd d
d dzfls O dzdz¥ \y d s dedpske st g dt@ f j e f dMr)o OJ Ismw
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82 1 E2fmMyf<¢ Isyytsem?2¢

HBSLHOd] Sd¢yjoeos?2 Ot d Wtttddtetseo Odzdj L Of to
fsdz! LsoaOljdzv ftesdLosHWMMY OHKBJd]dMscOsstsd
CefiBf ' slsjtej tsdz LtsoaOlsjdzv. 1ted { bsdz Ctsdalsj 2 daj
COL BN O sw &0 3 jMmMStsd HIMS] Stdf:slsjted §
dzj o tsL s d2O ftetso jteC O MEOLY | Ky dso BtV d M
CsfdiesoOdzdy Sdalsj2dzj tc®@ d WO2dO f MjiCtejlsdy &
Mz yo] dai ftesdLotsHdlsmw.

ri2fmsad™ OHBdddMscOs®tO BjL i OMdshisd & ! Issdk

e OHAB3ddzd MIstcOlstste B L s OMdzsMmisd dgzdgj f sdz! L 59 Ols
fsdz LsoOlsjdzv MBLHOjI Cdz¢yjobkyr Ok d Wit
Mittlsd¥de Ol fsdz LsoOIsjdzv. uwtsLHOdzdzr 2 L Of tefs
EHsMisse jtewes h jgts yj dzste® MjtelsdWdEOlsse. 1 ted
Md Ctejlbde @3 Cdzt ysdz ftsdz’ L s9 Olsj dzv HOL Ay N OJIsM

e OHBJdzd MistcOIstste v dz2O Miteo jtoy EZHBMISts jtews h
LOfesik MSLHOjl dsCOd dr 2 Mjtksd¥ds ok §sd
WOdd sttedjots? Mjtldyds Ol HFuteth®isse jtows h jg
Certificate) s OC % j L CMystldtelzjlsmw o8 Y OB O des S dzd
fskzkyOjls B0 {Id Mjtesd¥ dc OO ks OHddddnls

e OHBdddMstcOlsEas ML SH@HHj &Y jls HEY (sd Lo C
fskdsdSk BjLtsfOmdshsd JfBOREiy ®.04d&Bdkdgi] o
TCOd dzs? fsdzdlsdSd B j O Gidas B)s § 02 st dz¥ d ¢ &2

e OHBJdzd MIstcOIstste Bj L s OMdesMmisd dz0 Motsj d@3 OB s
make_instexe.l tSfydwns 1 lsts?2 CSBOdHT ECOLT 9 0OjIsmw
¥ 0240, k! ¢ dsCOd dsdikkz mMjtlsdW Ok d «
LSP,d d3v € tsdzlsj 2 dzj 6] Ufte ¥ lORrd® ndzs ytsdz dz0 € ts i3 ¢
fsdz LsoOlsj dzv, dsCOd dzr § dzOMstets2¢d d HIG.
MiCtejlsdgr d@f Szt ysdz Z2COL " 90OjIsfmw §tsdzder 2 f Ezls!
fsdz! L so OB dzO deralfe inst .exe 2¢ OL ' 9 O Is fiffv 5 HstYf 3y dits
Elsd dzg@netdd dtsy JudsfdddzdgiEke inst.exe"):

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

- kf Secret _Key_ Path

{[ -skp Secret _Key_Password ]|

[ - skpf file _path _Secret _Key_ Password ]}

{[ -up USERcert _container _password ]|

[-ufp file _path USERcert _container _password ]}

fih jfMsokéls Hiked) HGfsddadls]d d j sfydd
floslsts sdzd 3B Oz tdzd 2 Co\ingtOZldnt _log . txt f tod
d dzfpls © dzdZSR\\MVPY ClientzC OL " 9 Oj sfqw s ydw:

-a /l* C\inst _client _log .txt /i

e fSHCEBIstso dzj dedz" 2 d dzlsOdzdzy ydsdede” 2 W O2dz MtsHJ
f totsH ECSBVPN Client, f j tetsdzOdz! dz' gzts €zO iz dste Isoff ¢ Iz
BjLfOMdesmisd, wd Mjwlsd¥deOls d dztsS Odz' dzr 2
i &C ) Miststf sdztsy j dedv Ctsdzelsj 2dzj 6O WO &ZO
fsdz Lo Ojdzv. o¢HBJddMisteOlstste Bj LY Ofdatsisd
fsHGESIstse dzj dadzr 2 dzfls OfdzeA syt siafi?2 2d f Oy dets 6 ts
d dzfls Odzczy yd s dedets g 5 W ©2 dzO.
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I'fnj Mtsed juEeO]) i3' | =@t dzisQdipkkdsivt o §tetsyj Mg JJ
tcOBtslsT, o' 9 tsHimMdkdnist 9 logv. &R ff e C Oy HBAER MtsL HOdzd d
d dzfls O dzdzw y d 5 dzdaske st M dz@ § jtsj f dMr)e O smw
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9. vfdjiBB2y sy lsdztf d3t d
ItslskzB By Y2 ss! y
fJtfcimydeytstsy

[ dzv ML HOded W d dzff OQ dpdrsg d 51ty B tstas dr'tsic tise Qs jindizio2

SH s o toj RicdetedzOG O Isfyw  PBHYNSAR dz's0 Gl L oo QS izl ks d dz
make_instexe. 1 Odzj i Y d MO BAT-WRRGESHdz/IsHY d ydzr = fMydj dzOted .
Csfigf ! 6 Isjted OHBJAddMtcOIssc® H B dy OO B @ O st oH O dzO
fsdz L 5p Dlsijldis? B HOE shof,§ s s site™ g OddOMmY 5  d3d o
f sdz' L s9 QIOjfdejdyjad €\@n client, o dzf D1 §\tpn_client\alice d
c\vpn_client\bob ( @ Oy dzts, ylstsB"™ dzj B '™ fz2BY)t. & Mis & WsrFdRdz s H S5 H
dzji ¥ dls WdalRedzert, O @Y jdzj S slstste’ » My dzOted j ecaaiisc kzls
Isp.txt d pwd.txt ( f Otctzg@ C sSdals j 2 dzj to) .

d4Yyj dzOted?2 1 Issdy Myj deOtedd S tdalsj 2dzj ter ) fyj Stoj Isdz o3q
ddzj s s  zMmls 82 dfEOUCSBEK-WjO2 dzr ¢ dzOth @tfsfnf dzioL s0 Ols j dzj 2
d d3j dajpaglient.exe. 1O C Or § sdz! dzjsp @Olis jalag ROdz! dz" | MmjtelsdW d
RN sdz L izj ISAMj BB dHzd C OLSPH dvH dgd)j & §sdz L tse Olsj dzj 2

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET LSP_PATH=c: \ vpn_client \Isp.txt

SET CA_PATH=c:\ vpn_client \ ca.crt

for Ir % TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe - ¢ %CA_PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEX %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
RN sdz L 2 sw Mdzj HEzE hdj dOMistes?2 C d:

TEMPLATE DIRT f Of,C G0 € tsls stdftds2H fdRffSafls L 5 DIs) tzls! Hisdzy j dz
BJL fttsBj dzso .

MAKE_INST PATH §f k£ 1§& Is d dzoidkg_inst.exe.
CONTAINER_NAME i d 3¢ tsdgls j 2 dzj 6O
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LSP_PATHi § €58 h JLSP.
CAPATHi f ls! ¢ GAfjteied¥ ¢ Olstk.

i’ d HOdjj "Makein@allsionSdsmipigle" 58 5L dZOYOj s by jh dat
9 j toh j t4Ahkerrorddcured"' 1 ylsts ftetsdL sh dzO0 tsh dB C O.

H
o
Yj dzOte.d 2R B Bzl v (@ Ry Csjdds j 2 dzj ese ) Mj S tej Isd
& yOd o fmjn §sdd6dkbQELEPPd ¢ COfi@fhyd o

sdz L 5o Olsj dzj 2 vphdiient.exedsPopH 8 & dz' L 55 O gfijz ECA
jelsd¥% s OKSPd fo ¥

@echo off

SET TEMPLATE_DIR=c:\ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

for Ir W TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe -C %%i\ ca.crt - u %%i\ localcert.crt - uc
%CONTAINER_NAME%p %CONTAINER_PASSWORD%%%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto :end
err

echo An error occured

exit
:end
echo Make installations complete

1Ber g dzOMmtets?2 € d:
CONTAINER_PASSWORD i 5B " 2 ff Otetsdz .

4 yJ dzOte.d IJj3 k& Mndas@dwd duyde dzO0tc d tdet2 sz yOJ d3" § W O2 dzf
SH O] B 2d i3] d=@ugme.exe ( ¢ msername Mtseo f GsH Gnj d d3j dzj O3
fsdz L tso Olsj dz2 M§ 52401 =iczexdsE dffob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D:\ CSP VPN Clie nt\ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%
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for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -c
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_P2SWORD%I %%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
H]j BFX DIRTf Of @0 S slsstelzt C dZzOHEILMY §dZEyojidiir i W 0O2

1

4YyJ dzOte dl2" fAsdzdz™ j IsTyw  § tod rlsd ~ylsisl diz frpdzdftpyljo dz@ ©O¢ i 52,

f O §pdz L t5o10tst] mialrdzd Is j dz' dzts parlty, d Ish) S¥HQtaly O d 2 f Otets dz
Ctsdzlsj 2dzj 6O HdzvW HOdzdzse 5 ff LA GLHED @lOPdEV .2 sk jL Slot
EfMis OdzO o dzd & © ESP VPNs®ienkzcfLls f sHGE tsSlstso dzj dzdzsets H dzv  dzj Gt
d &zflzdzy ydsdzdzse s W 02 d&zO, Ists tsdz BkzHJjls MisOadls: iMw
cimyvpn( fp ftetss § dztsd3) :

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ CSP VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
%%~fi\ pwd.txt - 1%%~fi \ Isp.txt -a"INSTALLDIR= \"c: \myvpn\"™) &

(if errorlevel 1 goto err)
goto :end

err

echo A n error occured
exit

:end

echo Make installations complete
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10. {fJHfzfcedzB 2tslskzB d
cBdzyzB Is tof daff | + W
2y MmMay CisB

U Isd dzgfdg Omaker.exe f tcJ H EMIsOo d&zW jIs OH Bddzd MistcOlsstelz B Jj L 5
GteOW dyd MS d2 d ddiptg e Q &) HAy ¢ O dz'Bdits s ff fOtddefsldndsSdd L OH
ZOMmMlstesj € f tc &WANeCIIsiCe nCtS Pd d figafuls oGy " f @ Czglzls @ sH dzv

fsdz L s Olsj dzw .

lted fsHetslstsaCj dJdmMlsOdzdzy ydsddtsets OS¢ jIsO fsdz L s
Preshared Keysc tc OW¥ d yd MS d2 ddzlsjteW j 2 M GtojHsMbBOoadzw jls ot
MSLHOdzdz 2 Cdz¢#y dqL WO d&zO dzdets 9 jMmisd jet f € dzO

#JSteilbde 2 Cdz#y fsdz L5990 dzv, Mlse jlsMmisekzs h d2

By Jls ZORHdI Mw o Ctdalsg 2dzj ey (MisOdzn Otelsdz” 2 MY
stsdzlsj 2 dzj 6 MsHj Yy dls Mdzey § B dzlz b, off Wdzsdayjj dstipwy  f daiistoiel
WORdzseots?2 MdMmMisj d&3r . sbdzlsj2dzite d ¥WO2dz i My Stej Isdzr
NdMsCtsd3 HdMSj ddets dzO o dzj brlg] figd Clslgs y Jlodejd$ Isiatsthddsty
eTokend Htc.

eYyj ZOtedd Glsddyos kv sjd, Skt ML H O s K (g olee
sk LcoOljd" d d&O SOCEd Cd yjotsd dshdls) dj oL
fjStjlsdy & Sz ysds sz Lo Olsj dzv, oL B3y dzO ddzd d
fjesd¥ SO0 fod LcoOlsjd" d MjCjlsdses Cdv yO o
W02 d&zO, Csfdi) Eipdzsg ®dzjdej d WO22dz M fMmjStejldr & €d
d dzfyls

j
J
o)
s OddY ydd &0 Stdkf' “lsjt sd Lso Olsj dv.

CSP VPN Client

Copyr i-Teha CSE2082010 28



CSPVPNClient3.1 u W dzf ¢ j skzaf Bjd2s2lskfe Yy fMB

101 { Y Me+ € Isyytsem2¢ tff jH
2slskze dzdzy y2f ssf Hf toB dz
BWEYBE222dB Y2 3¢ Iz Mm

d Hig2MmMbeadw 5 MBLHOddE Cdzv yjos?2 §OLr, Wstdd
j UsffS OISO fisdz LtsoOlsjdzv ftesdLotsHYIsw OH i3 ded fyls te
&z i) MjCtejlsde 5 Szt ysdzs tOL di3j " O Ismw  dzO o, dzj M dzj
Cilbj. OHBIdddMistcOIsste BjL s OMdasisd § sdzzyOj Is
Yts d3 l;’tsdzJ Lso Ols jf dgv sdz@BkzH ¢ i & Pldgilas &3 M9 L d®@ md{d ' o 5L
sj2dzgjte d WO2Rdz M MmjCt]jld & ¢ d¢fuistd pilfdznis Oralb
sl jlsMisoedw Mjtlsd¥dSOO d Mjftej sdesets € dztg YO oz
sO¢yj MEsfdese Ols! Ctsdalsj2dzjtc d SW B2 dzddPi Stg fmldsd dB
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SL dzOy0jls, ylsfip ddgjdazjjdd,dzj ket O L Admizaziontziner namis, dz j

fl SRy 8 ilsjtcO® OHBERYHZ]H Istc@Usdsitc'®j dz o d dzffls © dzdzW °
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1 § tsdkJser containerpwdH sdzy j dz2 BF Is4 EZCOL Odz § Otetsdzr €

( mdadf s dgpurce key flenameL OHOdz W ©O2dz fp MJ Cted Isder dF & «
Cdalsj 2dzj 60O) , tocCeTaggn! Jjdadzr @ flaedile nabhelets dzy § dz
Bfls! L OH@AEWOQXdEs 52 MmdMmisj d3d

lted LOHOddd WO2AEZO M Mmi ¢ Boprtedeeydde o ytsdz o
fsHEEOLE®R] 90 jIsmw, ylss tdz L O dh j dz ey fdes dzj d3,
pwd.
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1042 dbklsj dasd W d S Oueshargiey] 1§ tsdEsh o

lted Obkljdlsd¥WdSOydd MmMsstetsdz fted @B d ftoj HEMISO
fited Cdzt yoOlsj dz2 o HrasklkredKegzdj Us e

EEEP ¥PN Client AdminTool {sc) - <No nam - 0] x|
File Buld Help

Auth IRuIes I IKE I IPSec I L5P I Settings I License I RMNG container I

Set authentication method parameters

" Use certificate ¥ lse preshared key

Key narme: kel

{* From keyboard:

kKey body: 123456 789qmertyy ;I

™ From File:

key file name:; I |

User identity bype: IKE':.-'ID j walue: I reul
Make package... Exit
tdmkz &ts ¢

sdzj Hes hdj oz MisOdseowismw HisMiskzyf d 5 Hdzv L Of s
e Key namei d d3¥ Y toj HzMls Odets o dfjBdzdetsOdsty df! ddg" RO .4 Ote O o3
[ dzv 9 9BHO ftjHEMISOdSe dzj dedztse s Cdzs yoO dd3d J smw  f J

e Fromkeyboardi § t6j H zfls Odzs o dzjdalzdpids Sdzsjwlsd f ¢ dzO
) tod Ri u@diEd: ftej HizMis Odzatse dzj dadz’ 2 S dzs Y L OHC
MstesC ORq, st COBHez) §owidshinjls fjHnmls
fd dso ts zO BYR DG 3o tazodc OO ( § jjoBSHO C Ot
ftod fsHEBlBSC] fjHEMsOdss dzj dzdese 5 € dzv y
dMftsd Lo Odz +Isd fddge sdzr .

e Fromfilei f t6j HzMls Odzts o dzjmagdfls? o Vge¥spw dL W O2 d&zO
ZC OL Odzdz" dKeypfilethasndzj

e User identity type T sdtf dHjdaelsdWdSOyddadats? d da¥ tstcds
fitej M zOj B2 f Otelsdzj ek fted ML HOd]d L O dh
[BWLOjd dzZ 2 fOGORjIste. ) tsdzj MsHjydlk orf f
fpdzj Hize M ddBd L dzOUJ ded W &3

o Defaulti o COyJjMmlsej dH JjfRiecddta @lststz@ jIs o Mr dzC
Hy2Mboadlsj @Hdejd 1SRRG s Isj O, ZO C ittt d
VPN Client
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e IPV4Addri e SCOydfmlsej dHJjdsd® S OtstcO® § Otols dzj te
OHtWF M Slsster 2 dzlzy dets L QdendtisValus'® f tsdzj " Us

e KeylDio COYjMmlsej dH jfdRecditagi®sswd jls o' fi)r &zO

f smdzj Hs9 Ols j dz' detsfyls
f s dzjser'ldentity value"”.

e User identity value T L dzOyj dzd |

1 OtcORBj Iste sBW L Olsj dz' dgr 2

) d, BoSiis®te bBs | L dzlH yadss jLdE

JH] dZsd¥ S OlststcO, 9 9t
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105 | dzdsB J dzB Ru |l e s

]l 5 o ¢ dROlasiiyis y dzts fMtsL HO9 Ols! , tjHOCISJetseo OIs! , BEHOdMV
LOhdIsr ItcOW d&¢ O.

l1tcOQoaddzO dgzy dzs wOMY sdzOcOIs! o MEdmMEy o YstewHC
Hsdy des dzOR sHdIs! MMw Atslsw B' SHds ftOs ddts.

od f &TQIEA GS jflc®o g &zO B I HisAdy of GdSE 8O o  SteW H S j |
stedlsjkO  MEOoddeo Ol! MW § OO Is ts 'IP-Q HOE jshydsdg, & O
LIsdddd qJ fOwORBjlstcOBBd o ftwOoaddzyj Hts dzOR sy Hj dad
d 0o dds idkdCgB? ks lssy O lsiw .

EESP ¥PN Client AdminTool sc - <No nam 0] x|

File Build Help

futh  Rues |E | mpsec |Lsp | Settings | License | RNG cantainer |

add rules

Rule lisk:

Local IP | Partner IP Services | Ackion

10.0.10.17 192.165.15

add. .. Edit. .. | Remove I

Make package. .. | Exik

f dmkzdas ¢

sdesf € Lkf tcOo dzj ded v :
e AddiorL " 90jls tCdts, o (ks ftesdLotsHdlsMmw
Editi or L' 90jls w{dt®©Chditctso Odedw o Hj dzj dzdetsets

e Removei zZHOdzj dzdj o' HJ dzj dedese s ftcOoddzO BJjL L O
MisHjtey dlsmy tsd 5 SHds fwOs dds, Ikt ftod f
9" HOds MM jdzdd 5 dzj oatsL sy dzsisd LOSCSEts
EHOdY jIsiw)

Upifted dzO3 Olsdd {2 SdsfCd or Hjdzj dedatsj 1 toc
fjtejdijhOjlsmMw &0 SHdzk MlsesySk oojtrn, ko jd

Downi fted dzO Olsdd {1 Iss?2 CdesfCd orf Hj dzj dedetsj -
fjtejBjhOjlsmy dz0 SHiEz NMsesySk oddL, kdj d
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1051 4 tsL H Odzd J§

d tej HOCIsdtctse Odzd J

4L HOd2d] d ttjHOSCIkdtetse Odzd j f tcrAd/EfitFOU Iff ds,t5 U  ldstsi tef tds jfh
9r L " 90jIsfwAdl dzdzBdit 58 o ¢ RGesC |
x|
Set rule parameters
—Local IP Addresses —Partner IP Addresses
= any £ any
% Custom ' Custom
IP Address | Subnet Mask, | IP Address | Subnet Mask, |
10.0,10.17 255,255.255.255 192.1658.15.0 255.255.255.0
Add. .. | Edit. .. | Remaove | Add. .. | Edit... | Remove |
—Services and Protocals — fckion
i any " Pass
% Custom " Drop
Y= [Farts I ¥ Protect using IPSec
HTTE Client - Tunnel IP Addresses of IPSec partner:
Protocol TCP (0., 65535)-(0,,65535) |- lse random IP Address order!
10.0.11.1 wl
10.0.11.7
Du:uwnl
add. .. | Edit... | Remaove | Add. .. | Edit... | Femove |
ik I Cancel |
tdmEz dek ¢
[ JOdztse s 5] dui§jdgtds Riu IteB dzOMisd Hdz¥ L OHOdzedWw f tcOo d dzC

e Local IP Addresses i 9o

VPNEflstes?2 flse © qdzd §sHmjlsd,

{Bd&OMIs: ddddls

LIsts? tsB dzOMIPMPHUsQ i@ IsiAEE O dz! dzts
ZzO0 Cslstster j BEH
fjtejCds yOlbjdz M Hobkd"w {5zt

e AnyidMmf sdz' L ] ISROH dzy s 2

e Customi filsOdztse dIsfiyw

HisMis iz dz'IR¥D HSE jdBsO  Holzw d3 @ frp Sisaf-

fsHmilsd
e Partner I[P Addresses 19 {1 Ists? B dzOMIPM HUcQ HN®@* e g2y
fsHmilsd ¢ Otclsdzj s, dzO Ctslster §j ©OMftesmMisteO
e Services and Protocols i B dzOfMls! Hdzv L OHOdzdw Mjlsjor
ftoslbsCtsdkzse, d2O Ctbtstr j tOMftesmMistcOdzw j Isfw
e Action T9 1Ists?2 wBdZOMISd L ORF®Y dgindzy HB2MNis® dijj Is
stcO¥W Sk 1 Istsets fftcOo ddzO.
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sdzsf € d EZ§ tcOo dzj ded v :
e Addieor L' 9 O] P ati€edsts dzv o PHB] MO d dBOMSd =~ Ml
fsufmjlsd
e Editioar LM 9o0jls wih®Slditctso OdzedY o' Hj dzj dzdzts?2 L O
e Removei zHOdzj dzdj o' Hjdzj dzdzs?2 LOfdMmd BJL LOYTIG

e Up,Downi Cdesf € d Hdzw dLdBjdej dzdw ftedstedlsjlsO o i
OHtj MO f Otlsdzj 6O.

RBJBIBEpMYIsB 2 dzBlsdz?2 twf JIsy k2 o

[ dzfsL HOdedwY d toj HROAHstE[jtdhs® Cdffis © (f sHMmilsd) d d&EBOMm!
9 tsB dzQotrll YPrAddresses  Partner IP-Addresses z s Odeso d s+ j toj € dz¥ YO
f sdztsy jCdafoin f € dzSAdE dE&Hdite ' L 9 Ols + AddtEditiFsAddress (f d Mz dets €

12) . [ Mmdzd MmJ Isj o Ow .28528H28D, ldetPenddq IsZHBibtelj Ay D fiply &). dzj
By ils BT It dzkdzj o &.

Add IP Address X|

IF Address: I o . o .10 . 17

Subret Mask:l 255 . 255 . 255 . 255|

Ik I Cancel |

tdmezdas ¢

RBJ B2 lHspyiizheldH 12 3¢ iy & ¥ dpf d3B

]l tB&OMmIsd afi®r vt oevl s EMlsOdztse dls* ¢ § QuStairsdy Ols j dz!
Cdesf Add8 ' L 9 Ols!AddSerdite ( d fiqkz @&% €

Add Service x|

i Sepvice: HTTP Clienk -
™ Prokocal; IOther vI Murnber : I
Local Ports ——————— Partrer Porks

Frorn pork: I From pork: I
To pork: I To port: I

K I Cancel |

tdmkzdast
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| ©AddService ddj il §jtjCde yOlsjd f Holkdw (¢t

Service Tfted EfmMlsOdtseotC,j fjty &d® yoOlsjdzw o 1 1Ists
MlsOdzso dIsmv ISwerdice <C HflsEHigts] MsHjtey dls " f OHO
fteJ HBftejHjdzj dadzr 2 dzj i HOSIdekzj di3r 2 Mfdmese
dgzy dets of BteOIls! daglzydetsy L dzOyjdedjy o dzoOy O+ ¢

Protocol Tftcd EmMpoOodpsd C dt yolsjdzv o 1 Iss ff sdzsy |
MlisOdeso wWismw o fmJ §Ieddace (| Ffipsdy ¢ fsidM8j o 52 ftesls
o' BdtOjlsMmw dL o f OH OF " Nuenker B H{ENK Os d3GDIs by JYf i
9" otsHdIs! Mw desdBj tc o' BicOdzdzse s f eslsB8C sdzO.

BsBjdelz L OtejL jtco detso Odzdzts-858). § Listfls 2 © G Bezdd (-
fecssCsdkO SOC 3] oL dsyds zSOLOdk]j HJOfO

9 Ctlsster n L Ists 9 5L d3ts Palist) tc j H dz@zOdg®y j dz0 cradzy
fstclsseo dzO dzsC Odzt dztsd3 € s d3tf ' Polsji teqj dzv OL GsHB QizRdiyls
fstelsseo dzO € sd3ff ¢ & lis j thety Bzofriipdetisf TQjporeL. OH O Isyw  § St
ddzd HdOfOLBdz fstelsse dL L Otej L jit6S55E ts9 Odzdzts 6
1 20y Jj dzd J Fromgoitsrag dzyy dzts B Is! d3j de' "j ddzd tOo dz
ff tsdzj poft.o

Add Service x|

" Service: I j

{*" Protocol: ' Murmber: IE'

Local Ports —————— Partner Parts ————

Fram pork: I':' Framm park: I':I
To pork: I 65535 To port: 65535

K, I Cancel |

tdmkzdas ¢

s MBS fjHdkOCOj & R:Mmikjorn Mitodmse

HTTP Clienti e fj § OC jls' f sl dzOZICR) § sl ( § St
Codf! “Isj 0 § Oklsdz O

HTTP Serveri o M OC jIs' foskGAbBw)] TGO( M) §se(fs
6 O0d descts Cdf! st

LDAP Clienti o fjj § OC jIs' { todistsS dzOdzd CR) 380 tels ( § St
Cdif ' “sjO § Otelsdzj teO

LDAP Serveri o fyj § OC jlIsr  tcdsislisT s pfzOdz@ (CR) 38Pctels ( ff
ZsC Odz! desets St s Isj tcO

LDAPS Clienti 8 jj § OC j 57 1 todbistsS b jz0dz@ CR) 63pstels ( § s
CdBf ' 5sj O § Otelsdzj teO

LDAPS Serveri o fpj § OC jIs' 1 todbistsS & fz0dz@ CR) dpstels ( § t
ZsCOd dzscts Shf! 5] 0

RTELNET Clienti e fjj § OS j ' 1 tedislst &z0kz@CR) 147 tkls (
Cdif ' ssjteO® § Otclsdzj tcO

RTELNET Serveri ey § OC jlsr { tedislisfC dsilz0dz0 CHR) 1G/stels (
ZsC Odz! detsets St ! 6 Isj 6O

SMTP Clienti 8 fjj § OC jls' { todisis dz0dz@ CR) 2% skls ( St
CoBf! “Isj 0O § Oklsdz 6O
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e SMTPServerioafjj §OCjls' { disist diz0k® CRIS 2% S
EZsC Odz dzgsEts CEdBf ! “Isj 0O

e SMTPClienti o fyj §OCjIr f tedEisist dizOR@CR) 23 stels ( § St
CoBf! slj0 § Oklsdy O

e SNMPiofj §OCjkr féiskTEEORZOOR) 14l ( § sl O
ZsC Od dzgsEts CdBf ! “Isj 60

e SNMPTrapiofj §OSC ik’ ¢ t@islst ¢ jrzO deOs ) SLERO )
Cdif ' “sjtcO § Otclsdzj tcO

e TELNETClienti of)j §OCjlst 1§ tdEisisl @iz0dkzdCR) 23 stls ( f
Cdif ' “sjteO® § Otelsdzj tc®

e TELNETServerioflj §OCjls' ftoslssCsdzO TCP dHEMNJ
S Od dzgsets SCEdBY ! “Isj 60

e DHCPClentiofj §0OCjlsr fusksSsdO UDP, dHEkhdj
fOtldzj €O d ofj §OSjkr fsksSsdd UDP, dHE
Cdif ' 5] ©O0.

e DHCPServeriofnfj f0OCjlsr ftoskkssdkzO UDP, duizh dj
fOtclsdzj 6O d oMMy HO0Cjlr foolstSE sdz®C O@PEsdB 2
CBf ' 6 Isj tcO.

e dMBC fjHEOCO i 8 Milkjorn (ks sdse
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

t JHOSCIsdteso Odedj o7 HJ dzj dedzse s Mjteoa dMO Edi ftetslsts¢
Service, ftseo §f OH O h jAdg Skrvide.C dzts d3

RBJ B2 g )EfipazacR d3y

1 OHOdedj Hj2Mlsadw o JtOoaddzj, tOMf totsiptionOdzy s " j ¢ ts
(dhmedyyesdL osHdlsmY ftod fosdshd §jwj d yolsj v i

e Passi fesfEMCOls! Milkjos?2 kwOWdS BjL hdicssd
e Dropidzj fesfbkmCOl: Mmjkjos?2 kwOWdS

e ProtectusingIPSeci L O dh @lsisj o 52 (IshtedOW teft€ otQjlsls j) o 52
stcOW S LOMNdh OjImMw &BiyHE Cddjdssd d 2¢0L 0O
f Otelsdgj 6©® (1l sy jls Brils! OHtejf ddalsj teW j 2 fiy
LOMNdh O h jets fsufpjls!:, o Ctbttets? dORBHJIMW
Jqdzls jteW j2 MO CdzdJ dels©) . 1 tejlzdeddg dg'Ols j1 ¢ ds ssifitsls
fjtej Szt yolsjdzv o 1t  sdzBddfgdzhj sdz@cczd I8 jj diina
sC dafldIPAddress (f MMk dss S C OR-Glstej i ddelsj oW j 2 MO, H
Clststetse tff sHNiSHejSIy dz sz dzdzj dz2 HdzvW § Otclsdzj 6O. ¢ H

dzz dzj o ' .
£dd IP Address x|
IP Address: I w .o o1
ik I Cancel |
tdmMzass ¢
[ By des ECOL OROHEpf s Hts Clstster 7 oL By dzs f tsfls
Mfdmsj dBsydts wOMYf sdzsydls! o (8HYHD] 2o’ MPded< Y
mMod3r 2 o MsCd?2 ftodtedlsjls. { Mdzd dzi EHOdztsfy! f sfmls
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fiteor &3 ECOL Odzdz" d3 OHtej MMMy BRI SCBsf fhtfsds
ol &3 lskdedzj dz' dz o5 OH W oW fdtc jlsv. dBO L dpAERITdR'd H d&zv  d L
ftedetdlsjlsO OHtjmse o MmYfdmsj.

RMY tsdz! L zWAdE, Bzt f Detpte, OHte j MO o M dMtsS dRsy dets HisB O o
tcjHOCIdetseo Ols! d EHO&vIS: dL MfdMm¢O.

Use rand om IP Address order Tf ted EMmlsOdsso Cj L Istsegts W dzOy C O [
f Otclsdzj €O BEZHJjIs 9rBdOls: v dL MEdMEO MdzEyoO? dzf &3
fsmMstesdls! Iskdedzgj dz2 M L Isdd3 OHtej Msdz, Mmdzj vz h g2 Is
SOCyJ MdzEyO2dzr 3 Bt OL 5.
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10.6 | dzdsB YEozB |
Jits2 9Cd&ZOHS | BftejHj dzjky UWOststs" | ffStzibdOd @l fijw
fMtsL H O8AKKIP SA.

@ESP ¥PN Client AdminTool {sc) - <Mo nanme = 0] x|
File Buld Help

Luth I Fules IKE IIF'Sec I L5P I Settings I License I RME conkainet I

Set IKE parameters

IKE proposals lisk:

Encryption | Inteqgrity Group
[OCT 28147-89 FoCTP34.11-94  WKO_IB
[OCT 28147-89 FOCTP34.11-94 MODP_1536
[OCT 28147-89 FoCTP34.11-94 MODP_1024
[OCT 28147-89 FoCTP 34,1194 MODP_768

Lo

b |
[osim

Mode: IMain j

LifeTime of IKE 54
|V| 25800  sar | 0 kb 0 IPSec sA

Make package. .. | Exit

tdmezdsst

IKE Proposals list Tz stew His R g d Mfs® | h deEYfjskzdiRed sted s skz.
jtornds 2 MistesyCj dz2On sy ddzddve e diddzshitg iftgd Is § Is s d3.
Encryption T ftejHd&ZOGOj d3F | Odzctstcdlsdyy P} ictk®@ O kMY OB 5
sHddz esMMd2Med?2 CtodflssectOW dyjmMed2 Odetstedls d3:

e Jfuu 28AWaEHNG2MCd?2 StdflsceOW duj NS d?2 Odze
fioj HilsOo dzj dedz” 2 o € tsdZLSPY Iz GSEE4TEICRROL-KPERH C j
CBC-65534

Integrity Tftcj H&ZOCOj 3" | Odzetstedlsdir ftese jteCd yJj dzsMmlisc
sHddz esMmd2MCd?2 CStwdflstscteO¥ dyjMEd?2 Odze sted s d3:

e J[uyu [ BABhHNd2MCd2 CwdikscwoWduj MSd2 Od
fioj HilsOo dzj dedz’ 2 o € tsdzLSPY I GSAIAHLFICPROL-ZOH € j
65534.

RBBj 20 Odzcstedlsdsse h qiitoseo Odzgdvw § OCY Gdzee’ § ftetso j o€
fMudlsr o O Isfw adfintodk @ MizOL OL Bj " j dedzsc 5 o (CORVPH  otsH
Client AdminToolsc. | dzv dL d3j dzgj dedw ddsj teH Qs ts B k5 g5 © ¢ g 58 5
Llssls WO2d 26 d ip@tzestdagOls L OH Oded"  d ki dz Ocdze sted Is ds
admintoolini’ ,d § jtejL OfEMmisdls! cwOWdujMSd2 dqdasj el j2M.
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Group 1 f Otc O 3jolstas OB tsIs € d  Sgrlsy Jtcod OO
e VKO 1IBidMmf sdz' L 2§ smw CGRSTR:3.I$ME2001 REC4357]
e MODP_7687T ctelztf f O -Bld I(t=/96'82 o Otcd Odzls O dzad sAdAfiFORD ) 1

e MODP 1024i ok f O B k022 o OtedOdzs Odze stedls GO
M| dzdzdzO dzO)

e MODP 1536i ctof f O B k588 o OtedOdzls Odze stedls GO
Mmj d&zdzdz0 dzO) .

Modei tej ¥ d 5 B 3] d20 dJde ste 3Oy d J 2 t5f tzOpdsCogidsde) ndzdLlvOh ¢
RABjJjIs HOO L dzOyj ded v :

e Mainio {ilstsd tjyddi § Otlsdsj By ®dzdns fEOF IsHndzw oy j
d fsc&zOmse Oded v .

e Aggressivei o L Istsd3 i ddsi § Otclsdzj tolf j sl dzOj Isfmw
f sdzd IsfiC Gy d BF O OV MOB" 2 o' MEICEP of teadtistagd Ist]ld
ey dBO or HOjIsMW B { Ispfigpdy oy eziv f @ Iy ji gziled § d €
dmf sdz! L 2§ Ismvw § o] HEzMisOdaste O didsta] 2 ¢ vz dals ffW d ¢
KeylD, Ists HBd jdz dimy sdz' L saAdOrlessifpy Issdz! S5 toj )

LifeTime of IKE SA(sec)iotej d3v o Mmj SCkzdzhn Or, IBAKMPSEA dzdj 6t
BHils Mkh jhceo thsPHzts| I wgPug ged Jd Mdzs dO.. 4R QG OL ts dzO
205.1 J S s3] dgH Iz § o35 ji 2880RGUSjIoEfigitsy o ' fnts@ owEdg Tas” Isd d dzts o t
ftoetsy § 2Dy dELjdZ@UOIgts, 9 6] BN ISIAG2Y BctcOddiplsdy. Mistets S
dzi Hsf EMsd &3O, 1OS C0O0C ftod MLHOd]d ddmlsOddy yds
Msseh jddi BB GhdBECJ.

LifeTime of IKE SA(Kb)iZ¢OL T 90jls BiI jdg HOdzdzr = o € ddztss
fJteJ HOIs» fisls ®tERSEE'SA,0 ML HO @S © - ts6 EHAEMP SA.

Il BL i3y dets§ I wgpP el jlzd d Mdzts dQ.. 4RPWBT206. (SO d3j dzH 2 § d3ts §
LdzOyjiddj Slststetsj o' MIsOodzj des fted BIsCter Isdd dzse tsa
Yybsts Bl jd3 HOdedzr = 9o Cddzbk B PO- MdkicsHPEWDIESA @@ dz s O
fted MBSLHOddd ddhlsOddy ydtsddsets ¥ 02 d2z0 BEZHjl o5 H

IPSec SAT ¢ tsdzd y jlfiplsceS, ML HOdzdz" 7 o IBABMR 9L ds@iglgsdzdsj O
sL dzOYy0jls, ylstPset 8AlYjy jtpEste@dzd yj dzts .

s detstfUpd Downt to j H dzOL dzOyJ dz' Hdzw EfstewHtsydeo Odzedw MY d1
ftcdtstedIlsd Iskz.
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10.7 | dzdzBIgSezB

]l HOdzdzs?2 9 CdZzOHC ] L OH OvIBspe fotxfdadjls digOB @ dflddj 5B t6 C
COYHT2 dL SCobtster m jMils! CtsdiB JESPY Y sE1cOf 5 p ©OrZfOL
1 Otclsdzj telz dzOf E PHtiz? | P sfgtseo ftoj SBOL KEOdzd2 d s
fesdmMasHdl Mt zOMseo Odedd d o' Biste CtsdzStej Isdzse s  dz
BEHjil dMftsd L s90Ols! MW HdAv L. dlsr bcOWJEO HAdw

P CSP VPN Client AdminTool (sc) - <No name N [=l

File Buld Help

‘Auth |Rules |IE  TPSec |isp | Settings | License | RNG container |

Set IPSec parameters
IPSec Proposal list:
AHIntegrity | ESPEncryption | ESP Integrity |
Maone MILILL MCTP 34.11-94
Mone MoCT 2814789 Mone
Maone MOCT 2814789 MCTP 34.11-94
MCTP 34.11-94 None Mone
MCTP 34.11-94 TOCT 2814789 Mone
MCTP 34.11-94 TOCT 2814789 MCTP 34.11-94 Up |
Down |
Group: IND PF5 j ¥ add Proposals with AH
LifeTime of IPSec SA
|7| 3600 sac | 4508000  Kh
Make package... Exit

tdmezdas ¢

IPSec Proposal list Tk steWwWHYyj dedzr 2 MydmMsS kOBt { tojt
or mr dzOj di3* = ¢ Otglsdzj ez Hdzw Mtsec ZOfYypgModag v . 1 tcd § S
or fsdzdgv jIsiw EfstewHtsydeOdedy MfdMCO 5 ftedstcdlsy
AH Integrity iTftej HdzZOG OJ d3F § (QAxicoty tdaflefdzry J fitts Mfstdaslts Y ts dzlz ¢
R34 § s dzOayQ dzd v :
e Nonei Odze stedlsds ftetso jteSd yJj dzsfisdetsfmisd dzj 1§ tod ¢
e 1 [Jup3411lM9itesMmMd2Med?2 CtwdflscecwOWdudi MEd2 Od
ftod HMIsOo dzj dzdzr 2 9 ¢ 5dzi3IPy & €SI 1§4CPROL-HIB+H € j
HMAC-254.
ESP Integrity iIftei HdEZOGO] 3" | OdzetstedIsd3r s shig tol€ ¢ mydelzizis
ESP.RA3j j sy Hoe O L dzOyj ded W :
e Nonei Odze stedlsdz ftese jtwesd yj dzsfisdasmisd dzi f tedc
o 1 Jup341lAitesMMd2Mcd?2 CtdflscOWdui MEd2 Od
ftej HMIsOo dzj dzdz” 2 o € 5dzlSIPy &z SSAIIF4CPROL-HIB+H € j
HMAC-65534.
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ESP Encryption T ftej Hd&ZzZOcOj d5F | OdzetstedIlsdd h dWteseo Odedw 1 (
ESP:1 t6j HdzZOG Oj Ismw Itsdz! ¢t5 SHddz tesMMd2Med?2 Ctodflstsc
e Nonei Odzé stedIlsd3 M d ESPHEHA O dzdevy d3j dzv j Is fyw
e Nulli Oz tstedlsds ftodad3jdewils! , des degj M JWictse Ols!
o JJuu 284k MMd2Med2 CtodPls®csBhdizsnNe d

ftoj HMISOo dzj dzdz’ 2 o© € ts A2t SPY Iz ESRH4AVEOCRROL-KLH6H €
CBC-254.
RBBj 20 Odkzcstedlsdsse h dii tso Odzgd" §OCjlsse d fteso jteC
Mudlsr o O Isfyw adintodk Q MidzOLE OL Bj " j dedgsc s o YCORMUPYH § tetsH
Client AdminTool sc. rdlzvd3j dzj dedv dd3j dz Odze stedlsdise dzj SB r SHC
L ssls W ORHA MOdzdz” 2 " 9 SlE@OIE | dzPH Odzed™W ddzjdz Odze sted Is 3
admintool.ini",d f jtejL Of zfmisdls! cteOWdyujmMed?2 ddalsjteWj2Mm.

Add Proposals with AHT §f ted bEfMls Odgidso WidzONILO o asH sy Mt

waming i

'T &H inkeqgrity is not applicable ko conneckions over MAT,
L]

Are you sure you want bo add proposals with &H inkegrity to proposal list?

Aa | HeT I

{ ik dds¢
[dzs BL&OYOjls, vyt ksl sd ¢1NAl FeOMEICHIS] & s
dL 3] daPOE M o LTCRPEOLGJ]0O. lAdsBEHEEudo Ojls e
Oklsj dasdydesiisd d yp dzNATKEDNES O jflsO HjOsstzr j| Okzls j dals d 4
1 Sfdzj dzOy OlYeeH SeBd & s ©sMMd2MSd2 SCdflssc o
SCR341194-H96-HMAC-253.

Group i f OtlcOdzjols e OB BIsC d € dz¥ yJ o tscos fifg@iQjjtafgfl Qdz@f Otcls dzj te
fMtse zOMtso Odad W :

e NOPFSitf y@PSdzj o Cdzt Uj kO d fted MIAcEOMEe Odzed d
5B BB dz O ze (5 tafiisiogly dzdzcBPdz® VK Tzj 1B ' ff tsdzdzy j Is iyw
sd¥ yjos?2 BOjedOd L OddMSKE) kMY L §j o 52

e | ' BlOdzdz 2 1§ OteOdj Isupls t6 L 2O Ofj s &z 50 Oded d dats:
or f SdzdzW j sMW  dase ' 2m jeieddsh iz qWKYE[ B H@n
[yl dMYf sd wtze PBLH®] St o

e VKO IBidMmytd LEkjlhy OGDSBRMEHEP00L [RECA357]

e MODP 7687 ctolzff § O -Bld I06'82 o Otd Odzls Odze s ls &GO
Mj 0 o)

e MODP 1024i ctezf f © Bdisk022 o O0ttdOdzls Oekctstedlsds
Mmj dzdzcO dzO)

e MODP 1536i ctoff O B k5868 »o0tdOdls Odctsidlsd
M dzdzd50 dzO) .

LifeTime of IPSec SA (sec)iotej 3w o MmMJ CkdzH On, WsesJAYJ dedj
Bzuils Mmikh jMmisetse Ols: . § gy dgtsy dzig gl fdztzO yly. dz2P4 WY OL 5 dzO
295.1 § S tsd3j deH Iz j d3ts ji 360020 y§ HAdptetsy Hifls®B Wpdadsd d detso ts
ftesj @ISO Mt O, S sEOPEMHRFL ZOYOJj s dzj 56 tcOdzd Y
IPsec SA,T dzj Histf EMis@WYS@C MisL HOdedd d dzfyls Odzdzw y d s dzdzts @ ts
9" HOds ftstsBh jdedj B BShdBGCJ.

LifeTime of IPSec SA (Kb) i S OL M 90OjIs tBI jd3 HOdzdzr = o € ddzts
Bsckzls fjtejHOLY Mmiststtldec SA & GdUIB3 dashy tzts HEfsuii dzd |
ud mdzts dL dza@®d ®PHOA6T295.1 j StsdZ dzH 2 B J 46 @EOQPM:]d ) S Slsste
or MlsOo dzj des ftod lsSter Isdd dztse ts¢ ts ytistests jsBIS @ .d3 1HAPDlads"
CdzsB ©O2IsOr dzj G ieOdzd ] tefs Iz Indg®IB@HGEds His< @ O dzd d
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ddls Odzdzw yd s dzedzs e s W OR®e B pezif 5 BB HOUWEE S j .
s desfUpdDowntf to j Hdz2OL dzOyj dz" Hdzv Ef steWHtsYydo OdedwV M d:
fedstedlsjsk.
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108 [ § dzB 5t 5BY tof B32 22 dzB

I oC kOREEsMBOstdo Oj sy ¢ ©jHOCIdElkjlshy dsS Od
Hdzv fsdr LsoObjdv, Sfwhid]djdz®WCOR ftejH' HE

gkh jmMsokjls Ho O iy ddBBO twOBSIsr M LSP
e Widd3 OolssBOIJyUl MSEsets Wisted3Jeso Odzdw L SP
e toidd ttkzydssets L OHOdzdw LSP.

1081 t jydd OolsskOIdYj MSBEE WSt

l tixdd3j OoalstsdizOlsdyj MS s
zs € Odzy dzOv H jsidasfs@f§ dBs Mmls d
Rules, IKE, IPSecd tOfmh dtcj dzdz’ =
9" L' 9 Oj d3ts dz Avdateffl.C 152

MR CSP YPN Client AdminTool {sc) - <No na -0 x|

¢ W s weoid S8R Gedzd ¥ ) ® dz® 5 tiz§
WstedBdtelzj s dzO fShdase j |
fOO®R) steso, L OHOo Oj &g A

File Buld Help

&uth I Rules I IKE I IPSec L3P ISetl:ings I License I RMNG container I

Wiew local security policy and edit if need

Local security policy:

GlobalParameters § -
Title = "This LSP was automatically generated by C5P WPM Clier
Yersion ="3.1"

CRLHandlingMade = BEST_EFFCRT

LDAPSettings
ResponseTimeout = 200
HoldConnect Timeout = &0
DropConneckTimeout = 5

IdentityEntry auth_idenkity 011
KeyID = "7z7475"

i

AuthiMethodPreshared auth_method 011
SharedIkESecret = "keyl"
LocallD = auth_idenkity_01

IKEParameters |

-
1| | 3

[T Use customn LSP Advanced. . | Refresh LSP I

Make package. .. | Exit

fdmEzdas ¢

Local security policy 7§ sdzjlSPrp Isj SMistsottsdz WistcdzOls j

Use custom LSPikmMisOdzsoa €O 1 Istsets WdzOY SO §jted Cdz¢ yoOj s
Wtstedsdtetso Odedw L SP

Refresh LSPi C dzsf € © H dzv B8Pt sskjdepgetudtgpad | i cy H dzv
sSktsBtcOy jdedV IsjCEMj2 CodWdekzteOydd f dL d3d dzj dzd v 3
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Advanced i C dztstf $ © 9o " LABvaur®ed sSPAREItings H dzv  dzOMistets2 ¢ d twOMmh
MfdMCO f OtEPBj stetso

Advanced.SPSettings

Clsts BCdzs SlstsBtOY Ojls ttOMh d o LERE 2d mn JIffeLh dofjj taj i)
Colstste’ | By dets tsltej HOC I d oo Ols  d3szuis]@ dzts ol djlde j o o
Bl jHddzgjdzr o fwils! ctelzf{.

{6 dzts

Advanced LSP Settings x|
| Mame | Walue -
- ialobal settings
CRL handling mode BEST_EFFORT
Refuse inbound TCP connections False
Log lewvel default
+ IKE settings
- LDAP settings
Server address Mone
Connect timeout ]
Response Lirneouk 200
Hold connection krneouk &0
Drop connection Lireout =]
- SMMP settings
SMMP palling Mone
Trap receiver 1 Mane
Trap receiver 2 Mone
Trap receiver 3 Mone
- DPD settings
Id=e DPD True
Idle duration (seconds) a0 b
Response duration g5 -
MNekvis~- =]
« | _"I_I
Trap receiver 2 ;I
Second krap receiver sethings.
=
Edit... | Set defaults | Accepk | Zancel |
tdmkzas ¢

MesHjteydl 4 WekdSydosdOd d' j SdsfSd:

Editi Cdesf CO o7 Ltsoa O SECdO Hdzv tjHOSIsdtese Oded W
[Sdzs BjHOCKdteso OdzgdY tlsCter 9 Ojlsmw KOS (1o
"B hgz@ T v dzj e BC ] .

Setdefaults 1 C dzsf € O Hdzv EMlsOdeso Cd L dzOyJ ded?2 5 L
f4ted d3j dedz’ = .

Accepti Cdesf SO HdzW L OCter sdvw S dzO M Mtsh o Odzj dzq
L dzOuj detbd d3f dedz’ - .

Cancel T C detsf SO Hdzv L OCter Isdvw ¢ECdpPdep dged 2 Mtsr tc Odzj
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Globalsettings

CRLhandlingmode

) jtoj d3j dzdzO" L OHOj iydd dMysd Lso Odd™ CRH. d S o
1 6 &zOy Ols JEfit € easef @) s MY 6 dzs H &Y o @ L dzOR|j dz
My dm¢ O:

CRL handling mode x|

CRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Valug: |BEST_EFFORT |

Set default | Ik I Cancel

t dMmk ais ¢

Il sL sy dz" § L dzOyJ dzd v :
e DISABLET ftcd fteso jtebCj MjtelsdW dEOSO MfdmMss BISE
sSBtcOBOIs™ 9 Oj Ismw
e OPTIONALT M dMisS SlstsL 8 Odzdz" = Mjtesd¥ dSOlstse dmy
Mz yoj, JjMmdd tsdz B" &z ftejHEMIsOdtso dzj dz ddzd
ftosyjIkFNyge 3§ 20 d weodzw jlsmw HJ2Mlsolkzs M dd
e BEST EFFORTIi M dMBs¢ GlstsL 9 Odzdzr = Mjlsd¥ ¢ Olstse
foso jteCj MjlsdWds Oz yetdz § Hdzg Iskzdzw o dzw j Is
Hi2fMlsoakzs hddz. Clktsls tojy ddz GPEINALB ] BMCRUss o]

BN Jls BT ISt §dizyjd {§sHRBAPY By d3 sz eSS edQ
Ld&zOujdedj dMitsd LejkMy §6 Ekdsdyodss .

e ENABLEi HdzW kMY jh ds? fetse jwlCd Mj i@l o
slstsL o Odzdz’ = fjtelsd¥ S Olstso .

1 dz0 y J i fizts dzy O BEST_EFFORT.
I fmd BCdZ20 HdY tjHOCIsdieseo OdzdwY ff jtoj a3 dadz" 7 ddd ¢ Is
o Setdefaulti C dztsf SO Hdzw EfMlsOdzso dzj dedw L dzOyj dedvw
fdte] d3j dedzts?
e OKiSCdzsf SO Hdzw L OCter dgfdzd 5 daO" dntc @ydzete®s L dzO1
f4 tej d3j dadats 2 .

e Canceli Cdesf CO Hdzvw LOCter sdvw CdzO BjL MishteOdz
f4 tej d3j dadats 2 .

RefusanboundTCPconnections

1 OHOj s B S dtsts FCPHN tsoj Misfriyjhdzf™ . RMYtsdz L Ejlsmw ¢ O¢
scteOdzdujddj € kjrBESdusoDuzdd fswWeodvjlshmy € das:
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Refuse inbound TCP connections x|
Refuse inbound TCP connections ;I
Default Yalus = False

[~
% False
" True

Set default | Ik I Cancel |

tdmezaas¢

) jtej Sy yOlsjdzr dasjjls Ho O §sdsyj ded":

e TRUET EZdzdylstsy Oj Isfpw § j dEP-ROD LIS HMB R dzj ded v,
ontHWNdWBjLEDR KO lo jfips O ddglydzhpfy,j TCP
ddzdyddtese Odzdz § dL o dzj.

e FALSEi dzj ftesdLotHdlMY dd S OCdn H s te® teizdetf j dzf 6
EdzsdzyOded & .

1 dz0 y J it §its dzy O dE4LSE.

Log level

1OHOjl kttso jdd oOydeshisd fskbsSsddtkz d & mMse' s
ftser bsqmdd)ls j ddzr dsq, fDAPGjladajtel , S o w L Odzdzr ESPH 1 to
d fodzyjddjd, GBwOBskCs?2 MjlsdyidCoOkss d drn M
lted jHOCkdEsoOddd §Wodv,jlshmyw € dts:

X

Enable log messages only with the specified level or higher
i “default” value means the sewerity From agent sektings)
Defaulk Yalue = “"default”

value: -
Sek default | K I Zancel
tdmMkzads ¢

ROUj dzd j 5 iHefmitzy Cidmestsitadsjjls gz LO dziz s & iz
Bl ¢ s ddipiy s Raadfls 0o dzvojehmEEBEingsp  sdzi Sever it

IKE settings

Default port

) Stels HdzY fIKEss€®ldEGT 2 BkHjls dhisd Lo 0d 5 k&t
L dzOu jidadjjdzs j udMdzts dL.65566. O ) QeO\lFQizd j § & 509.03ts dzy O dzd &

JCdes Hdzv o' BBKBO L dZOYjdzdv f stelsO:
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Default port Xl

Defaulk IKE port ;I
Cefaulk Yalue = 500, Min Yalue = 1, Max Yalue = 65535

Walue: I 00| :ll
Sek default | K I Zancel |

tdmkzaast

Send packet retries

ssdzdyjmMsot (i KEEOC jisho dzf Golsdzj tolz. | sy jdgEsyjdes j L
udmdzs dr HJ Ot GzOsde@Piflgsts a0 dad ©

[Cdpsdzy bflsOdatso §d L dzOyJ ded v :

Send packet retries

x|
Munber af the IKE send packet retries ;I
Default Yalue =5, Min Yalue = 1, Max Walue = 30

ke

. -
Yalue: I 3 -
Set default | Ik I Cancel |

tdmizaas ¢

Initial retry time (seconds)

1 OyoOdzt dz" 2 ddzlsj o Odz atej a3 ded 3 Y H 2 HKEd IOS g dz'sdgd

fOlsdzj ez (o MjSkdHOR). [Mdd skejl dj §tdhzyjd

L Of sy’ dzOj sfw ftsolststedzts d Jaesjteo Oz BiyHE fsolst

FojdzdydeaOjlsimMw o Hoa O tOLO. Clbtl ddadsjtco Oz zo j dzd
e dzj BEHjIs ftsdzkEyjd ko jls ddzd

e L dOyYjddj ddalsjtcoOdzO I B tizpb 1 Oy y dztf ¥ mBa xzj

colsstfdsfy sCd BEHEIS ftetsHisd Ols! mMw M ddals g to:

Codzdyjmlsots fsfristsS dzj Hifisdedz s L dzOyj dzd W

]l 5L 3y dets§ i wpP uefs gizd Jd Mdzts dL.5. H d @AOQ] safQ@ 6 1.2 d3ts dzy C

[Sdzets HdzW EMlsOdatsoa Cd &OyOdz detsets dazlsjteo OdzO o toj d3j
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Initial retry time (seconds) El

Initial number of seconds between IKE send packet retries ;I
Defaulk Yalue = 1, Min Yalue = 1, Max Walue =5
Le

Walue; I :II
Set default | Ik I Cancel |

t d miz@s

Max retry time (seconds)

J OCMddizOdz dz" 2 ddelsjtcoOdz atcj g dzed B Y HE IKESe Iststedz o3
fOCjilstse f Otcls dzi tofzf dzch ey 1§ Iz @mn R dJedidtsc jretry tidag©dg jj dizdhj J

yJ &3 L dzOnjtjpldedfyiti me, Iss ftcd L OctcMakrgtrytinedz e 2tcOydd
ftedmeo Od o O] Is MmitiaLrelzPtiy indzd j | 5L @3y desyd dzdz Wil deif gzes d L
HOf OULB®RO | dzOyJ dzd § i 80. &z dBts dzy O dzd

[Cdzs Hw EfMlsOdzse §d BOSMdBEOd dsets Jdisj o OkO o

Max retry time {seconds) El

Maximurmn number of seconds bebween IKE send packet retries ;I
Default Yalue = 30, Min Yalue = 1, Max Yalue = &0
hd

. -
Yalue: I | -
Set default | Ik I Cancel |

tdmzass ¢

Max session duration (seconds)

[ OCMd &30dz! dz" 2 ddzlsjteo Odz o to] tKE (zf OO & dxy @HEs)y dhpij ) d
L 20y jidgdijdztsy ydfmdzs dr HdOf OLBdzO 10. iB800. [ % de®yi C
9" BSKO L dzOyj ded W :

Max session duration (seconds)

x|
Maximum IKE session duration (seconds) ;I
Default Yalue = &0, Min Yalue = 10, Max Yalue = 300

=

Walue; I 0| :II
Set default | Ik I Cancel |

tdmizaas¢
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Maxsessiondnitiatedatonce

[ OCHdBOd dsj Cwdzduj Mise s ©H deso-igj figh) dedzs v dettzd ) 6 §f B 2
f Otcls dzvl s odss ¥ dzts j i g wefs flzd i d Mdzs  d1.10006 Of P z@ P dzd § 4
EsdzyOdRgy [Cdes Hdw o' BSELO L dzOyYJ deq v :

Max sessions initiated at once x|
Maximum total number of the IKE sessions initiated at once ;I

Default Value = 30, Min Value = 1, Max Value = 10000

i<
Value: I 50| j
Set default | Ok I Cancel |

tdmizadass

Maxrespondesessionswithapartner

f OCId B3O dz! dzts HCtasYdianis) restafis tc | dig miaty &ese, feso-5H A" -
Eflstes? e tedzdimdzi Okzls | dals d WidOUadaisiotOidgz dg S Oug mise j
kOSC dds § Otels dzj tots BISAKMVB SAlz§ OB H s d&ztsS 5 ML HOj siw A tsls
ISAKMP SA,  HOdzdz' 2 ObtedBblkl §jtejmlsOjls Hj2Mlso o Ols! .

I 5L ks dzsj @ QU ged udmMzs L HJOf OL 5dz® 1. §200. 1 dz
[Cdzs Hdzw EflsOdtse & d L dzOyj ded v :

tdmkzads ¢

Max blacklog sessions

"y jtedzr 2 Myfdmtse”
sBMdzzy d o Odad v ) .

f HdZ Da2Os QdenialdrServid® ! i€ OsistsIs

Y de' 2 MY d inGIKE-§ QifdjdRfip L ks ) dste 9
ZOr sHWh dnfw o Ud sd3 MY dm<j " . IKEM|idoe Oy f jtea s
q’dzq’uq’q’tstsaOdzdztsl’ fr]ls sstetsdz" f Otelsdzj O, § Otelsdzj to M
Max blacklog sessions &z fls © dz0 o dzdff dnEzjsls tc O L totg H dptstadis jm YKEzdz -
sB d3j detso , d dzdfdgf @limlizjj dds G W d y of ©tksds Cajhdetssdty, ¢ tf SO " d ds o
"Ujteds 2 MEdNEOY HEE MdjHizs " jd dj KESBdEGOL Qd ) tets
tcOL toj h j=ladzztho t6 ] GIKEMSE Bj detso HdzW HOdzdzgse s f Otclsdzj 6O
sCtokecdzj dzdj &3 9 i dz " ¥ Mttt dkz, KHSsGY dHEG fif cdzdz
HOdzdz" d3 ff Otels dzj tots d3.
I M2 dey "BE&ER ystsdzid e f @Oddsmdlsmw o " yjtedzr 2 Mfdmse ",
LdzOyd dedd tOLtej " jdadz" = tsH dztdEisjBdfzj ddalete  fdag ts dstisHiaf dBrism d
Zdzj dzt M Ols' Mw o Heo O cdeRj O tff dstdiag © & Pig ' jsdzd wdztss Bfi3j dzO

tcJ
j to
tc dz
fn
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