PyKOBO,EI,CTBO no BHeEOPEeHUo

OTKa3oycTonunBoe peLueHue (knacrep).
3epKanbHbIW BapuaHT. AyTeHTU(UKaLKUA Ha

cepTudmkarax

OnucaHue cteHaa

Puc. 1. ObLwasa cxema noaknoveHuns

192 168151
192168152
192 168153

192 168 1031

192 168 103 127

10.12.118.254

GW 3

=

IPHost 1 Router 3

GW 4

192 16815 254

192 168151
192168154

Router 1

10.0.110.254

10.0. 110 101
10.0. 110 104

10.12 1181
10.12 1184

P B

] —

Puc. 2 Cxema cteHaa

10.0.110 101

10.12 1181 192 168161
10.12 1182 10.0.110102 192 168 16.2
10.12 1183 10.0.110 103 192 168163

192.168.16.254

GW 1

GW 2

192168 101.2
IPHost 2
Router 2

192 168 101 254

192 168 16.1
192 168 16.4
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B aTom cueHapun peanusoBaHa BO3MOXHOCTb CO34aHMs OTKa30yCTONYMBOrO peLleHns ans aAByx
nogceten Ha 6ase wrto3o 6e3onacHocTn CSP VPN Gate. B stom cueHapum nogcetb SN1
(192.168.103.0/24) 3awwmiieHa Knactepom, PyHKLMM KOTOPOro BbIMOMHAT ABa LWo3a 6e30nacHoOCTU
GW1 1 GW2, a BTopas nogcetb SN2 (192.168.101.0/24) — knactepom u3 gsyx LUNO30B 6€30nacHOCTU
GW3 n GW4. B cxemy BkntodeHsl Tpu poytepa: Router1, Router2 n Router3.

Ilornka paboTbl 0TKa30yCTOMYMBOrO pPeLIeHMSs

B npeanoxeHHoM pelleHun peanv3oBaHa cnegytoLas noruka:
e B kauvectBe knactepa nucnonb3ytoTca Aea wrnto3a 6esonacHoctn CSP VPN Gate

e LUnto3bl nmetoT pasnnyHble ponu: GW1 n GW3- ocHoBHble Wwinto3bl 6e3onacHoctn, GW2 n GW4
— pesepBHble LWo3bl 6e30MacHOCTU.

e Kpome wnto3oB 6e30nacHOCTM onpeaeneHbl «kHagexHble» ycTponctea. Ha atm yctponcTtea oyayT
onpaenAtbesa ICMP-nakeTbl 4na AgnarHoCTUkn paboTocnocoBHOCTN ceTeBbIX MHTEPdENCOB
L0308 BesonacHocTw.

e B HOpMaJibHOM peXunme BeCb Tpa(*)VIK 06pa6aTb|BaeTcs=| Ha OCHOBHbIX LLUMTt03ax 6e30nacHOCTH.
Pe3epBHbIe LUSt03bl 6€30MACHOCTU B 3TO BpeMA HaxXoOATCA B peXnuMe OXnaaHuA.

e B cnyyae Bbixoga 13 CTposi Mo6oro 0CHOBHOIO LLN03a 6e30MacHOCTU ero 3aMeHsIET NapHbIA emy
pe3epBHbIN W3 6e3onacHOCTU n obpabaTbiBaeT BECb NPOXOAALLMIA TPaUIK.

e [locne BoccTaHOBNEHUS pa6OTOCﬂOCO6HOCTM OCHOBHOTO LUNt03a 6e3onacHocTH pes3epBHbIn
LLUJI03 nepexognT B PeXXnm oXxXngaHmda n otaaet ynpaBiieHMe OCHOBHOMY LUSO3Y GesonacHocTw.

(] HPOBepKa p860TOCI'IOCO6HOCTVI OCHOBHOI'O 1 pe3epBHOro LWJ1H30B ©e3onacHocTH, a Takke
OENCTBNSA MO aKTMBaLMn U HaCTpOVIKe VIHTep(bEVICOB npon3BoaATCcA C NOMOLLBbKO CKPUNTOB,
yCTaHaBJ1MBaeMbIX Ha LUSO3bI ©e3onacHocTu.

MapameTpbl 3aLMLLEHHOrO COeANHEeHMS

MapameTpbl 3alMLEHHOro coeanHeHnst mexay nogcetamm SN1 n SN2:
o AyTeHTudumkaumsa Ha cepTudmkarax.
o |KE parameters:
e Encryption algorithm — GOST
e Hash algorithm — GOST
e DH-group — group2 (1024)
e |PSec parameters:

e ESP encryption algorithm — GOST

OcCHOBHbI€e Warn no HaCTPonKe YCTPOMCTB CTEeHAA

HacTpolika yCcTponcTB cTeHaa:
e COopky cTeHaa 1 NPOBEPKY COEQUHEHNI Mbl HE ONUCHIBAEM

o KoHdurypmpoBaHue kaxgoro 13 wito3oB 6e3onacHoctn GW1-GW4 npomsBoamTcs no
crneaylowemy cLueHapuio:

e HacTtpoika agpecoB wnto3a 6e3onacHocTn

e YCTaHoOBKa CKPUMTOB.

e HacTpoika poyTuHra. YctaHaBnvMBaem poyTep no yMmonyaHumio
e Peructpauusa CA n nokanbHoOro ceptudukaToB

e CosgaHue nonutukn 6e30MacHOCTM, UCMONb3ys KOMaHOHYH CTPOKY
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e HacTtpoiika yctpomncts Router1 — Router3

e Hactponka yctpoincts IPHost1 - IPHost2.

Hactponka wnio3a 6esonacHoctn GW1

Hactpoika agpecoB wnto3a 6e3onacHocTu

[na npepoTepalleHnst KoHNMkToB IP-agpecoB pekomMeHayeTcs HacTPOUTb agpeca, koTopble ByayT
Ha3Ha4yaTbca HTepdencam npu ctapte OC. [Inga yctaHoBneHHoro npogykta CSP VPN Gate Bepcun 2.2
1 BbILLE 3TO MOXHO BbINOMHUTL NMPY NOMOLLM cKpunTa /usr/sbin/ipsetup (B OC Linux -
/sbin/ipsetup), BXOomAmero B COCTAaB MNPOIAYKTA.

IOna npomykTa CSP VPN Gate Bepcum 2.1 Takyo HACTPOMKY aIpeCOB MOXHO BEHIIOJIHUTH
B Odamne /etc/hosts.

WuTepdency c umenem PHYS_1_1_NAME gomxeH 6biTb HasHadeH agpec FIXED_1_1_PARAM, a
uHTepdericy ¢ umeHem PHYS_1_2 NAME — agpec FIXED_1_2 PARAM. CooTBETCTBME UMEH, aApECOB
N KOHKPETHBIX 3Ha4YeHWIn CMOTpUTE B pasgene “OnncaHne HacTpanBaeMmblX MAapamMeTpoOB OCHOBHOMO
ckpunTa yctpovictea GW1”.

YcTaHoBKa CKpMnTOB

Ha wnto3 6esonacHoct GW1 HyHO ycTaHoBWUTb ABa ckpunTta. OamH ckpunT ByaeT oTBeyaTth 3a
KOH(UIyprpoBaHue MHTePdENCOB 1 OLEHKY paboToCNoCOGHOCTY LLM3a, a BTOPOM CKPUNT - 3a CTapT
OCHOBHOIO CKpUMTa Npu nepesarpyske onepauuoHHON CUCTEMDI.

OcHoBHoW ckpunT (Vvpn_main_gate)

OcHoBHOM CKpUNT coxpaHsaeM B anpektopun /etc/init.d nog nmeHem vpn_main_gate v BbINnonHAEM
ans Hero

chmod a+x vpn main gate

TekcT ckpunTa vpn_main_gate:
#!/bin/ksh

# Version 1.2

IP RELIABLE1=10.0.110.254

IP RELIABLE2=192.168.16.254

PHYS 1 1 NAME=iprb0

TUNNEL_1 PARAM=10.0.110.101/16

TO_CHECK_1 NAME=S$PHYS 1 1 NAME:1l
TO CHECK 1 PARAM=10.0.110.102/16

FIXED 1 1 NAME=$PHYS 1 1 NAME:2

FIXED 1 1 PARAM=10.0.110.103/16

PHYS 1 2 NAME=iprbl
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TUNNEL 2 PARAM=192.168.16.1/24

TO CHECK 2 NAME=$PHYS 1 2 NAME:1l

TO _CHECK 2 PARAM=192.168.16.2/24

FIXED_1_ 2 NAME=S$PHYS 1 2 NAME:2
FIXED 1 2 PARAM=192.168.16.3/24

CHECK N=3

RELAX TIMEOUT=4

PING=/usr/sbin/ping

do_pingl ()
{
SPING $IP_RELIABLE1 1 > /dev/null

do_ping2 ()
{
SPING $IP RELIABLE2 1 > /dev/null

notify ()
{
logger -p localO.notice "$1"

echo ‘date’ "$1" > /dev/console

on_ fail ()

{
ifconfig $PHYS 1 1 NAME down 2> /dev/null
ifconfig SPHYS 1 2 NAME down 2> /dev/null
ifconfig $TO CHECK 1 NAME down 2> /dev/null

ifconfig $TO CHECK 2 NAME down 2> /dev/null

ifconfig $FIXED 1 1 NAME SFIXED 1 1 PARAM broadcast + -deprecated 2>

/dev/null

ifconfig S$FIXED 1 2 NAME SFIXED 1 2 PARAM broadcast + -deprecated 2>

/dev/null
/opt/VPNagent/bin/lsp mgr reload

notify 'Main gate is deactivated'

on ok ()
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ifconfig STO CHECK 1 NAME $TO CHECK 1 PARAM broadcast + deprecated up 2>
/dev/null

ifconfig STO CHECK 2 NAME $TO CHECK 2 PARAM broadcast + deprecated up 2>
/dev/null

sleep SRELAX TIMEOUT

ifconfig S$PHYS 1 1 NAME STUNNEL 1 PARAM broadcast + up 2> /dev/null
ifconfig SPHYS 1 2 NAME STUNNEL 2 PARAM broadcast + up 2> /dev/null
ifconfig SFIXED 1 1 NAME deprecated 2> /dev/null

ifconfig SFIXED 1 2 NAME deprecated 2> /dev/null
/opt/VPNagent/bin/lsp mgr reload

notify 'Main gate is activated'

ifconfig $TO CHECK 1 NAME plumb 2> /dev/null

ifconfig $TO_CHECK 2 NAME plumb 2> /dev/null

ifconfig SFIXED 1 1 NAME plumb 2> /dev/null

ifconfig SFIXED 1 2 NAME plumb 2> /dev/null

ifconfig SPHYS 1 1 NAME STUNNEL 1 PARAM down broadcast + 2> /dev/null

ifconfig $PHYS 1 2 NAME S$TUNNEL 2 PARAM down broadcast + 2> /dev/null

ifconfig SFIXED 1 1 NAME $FIXED 1 1 PARAM up broadcast + 2> /dev/null

ifconfig SFIXED 1 2 NAME SFIXED 1 2 PARAM up broadcast + 2> /dev/null

if do pingl && do ping2; then
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
on ok

else
RETRY COUNT1=0
RETRY COUNT2=0
on fail

fi

while true; do
if [[ SRETRY_COUNT1 -gt O ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
if do pingl; then
RETRY COUNT1=SCHECK N
_lse
RETRY COUNT1=$ ( (SRETRY COUNT1-1))
if [ SRETRY COUNT1 -eq O ]; then
on fail
fi
fi
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if do ping2; then
RETRY COUNT2=SCHECK N
else

RETRY COUNT2=$ ( ($RETRY_COUNT2-1))

if [[ SRETRY COUNT1 -gt 0 ]] && [[ SRETRY COUNT2 -eq 0 ]]; then
on fail

fi

fi

if [[ SRETRY_COUNT1 -gt O ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
sleep 1

fi

else

if do pingl && do ping2; then
RETRY COUNT1=$CHECK N
RETRY COUNT2=SCHECK N
on ok
fi
fi
done

3anyck ckpunTa vpn_main_gate 6yaeT npousBoAUTLCS C MOMOLLbIO BCMIOMOraTeslbHOro CKpunTa npu
CTapTe onepaLyoHHON CUCTEMbI. 3amnyck U OCTaHOBKY CKpMNTa vpn_main_gate MOXHO Npou3BoanTb
BPYYHYIO, ANS Yero creayeT BbiNoSHUTL!

/etc/init.d/vpn main gate init start | stop

OnucaHne HacTpanBaeMbIX NapamMeTpPoB OCHOBHOIO CKpunTa
yctpouctesa GW1

B ocHOBHOM ckpuvnTe BbINOMHUTE CriefytoLmMe HaCTPONKN:
IP_RELIABLE1 — IP-agpec HagexHoro ycTponcTea 13 BHeLLHen noaceTu.
IP_RELIABLEZ2 — IP-agpec HagexHoro ycTponcTaa n3 BHyTPeHHeN NoACETH.
PHYS 1 1 NAME — ums BHelLHero dmaundeckoro nHTepderica.

TUNNEL_1_PARAM — napameTpbl BHELUHEro ouanyeckoro nHrepdgenca: IP-agpec n gnvHa
npecdwmkca (KonMYecTBO eAnNHWL, B CETEBOW Macke).

TO_CHECK_1_NAME — nms BHellHero BupTyanbHoro nHtepdetrica Virtual (to check), kotopbin
ByaeT ucnonb3oBaTbCcsa AN onpeaeneHns paboTocnocobHOCTM Wo3a 6e3onacHoCTM (Ha Hero
OyaeTt oTnpaBnATb ping pe3epBHbIN W3 Be30nacHOCTN).

TO_CHECK_1_PARAM — napameTpbl BHELLHEro BUpTYyanbHOro nHtepdenca: IP-agpec n anvHa
npecukca (KonM4ecTBoO eaANHULL B CETEBOW Macke).

FIXED_1_1_NAME — ums BHeLLHero BupTyanbHoro nHtepdeica Virtual (fixed).
FIXED_1_1_PARAM — napameTpbl BHELIHErO BUpTYyanbHoro uHtepdenca Virtual (fixed): I1P-
agpec u anvHa npedmkca (KonM4ecTBO eQUHNLL B CETEBOW Macke).

PHYS_1_2 NAME — ums BHyTpeHHero hmsn4eckoro nHTepdgerica.

TUNNEL_2 PARAM — napameTpbl BHYTpeHHero cdmaundeckoro nHtepderica: IP-agpec n gnvHa
npedwmkca (KonM4ecTBO eAnNHWL, B CETEBOW Macke).
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TO_CHECK_ 2 NAME — nms BHYTpeHHero BMpTyanbHoro nHrtepdenca Virtual (to check),
KOTOpbLIN ByaeT Mcrnonb3oBaTbCsa 4S8 onpeaeneHnst paboTocnocobHOCTH Wnto3a 6e30nacHOCTH
(Ha Hero byaeT oTNpaBnATb ping pe3epBHbIN W3 6e3onacHoCTy).

TO_CHECK_2_PARAM — napameTpbl BHYyTPEHHEro BUPTyansHOro nHTepdenica: IP-agpec un
AnnHa npedukca (KonM4ecTsBo eQuHNL B CETEBOW Macke).

FIXED_1_2 NAME — ums BHyTpeHHero supTyansHoro nHtepdenca Virtual (fixed).

FIXED_1_2 PARAM — napameTpbl BHYTpeHHero BupTyarnbHoro nHtepdeica Virtual (fixed): IP-
aZpec v AnvHa npedukca.

CHECK_N — konnyecTBo HeycneLlHbIX NOMNbITOK ping, NOCre KOTOPbIX CYNTAETCH, YTO CBA3U HET.
YeM MeHbLUe aaHHOe Yncro, Tem BbicTpee cpabaTbiBaeT NepeksitoyYeHne MHTepdencoB, HO TEM
OonblUe BEpPOATHOCTb JTIOXHbIX cpabaTbiBaHUN.

RELAX_TIMEOUT — TanmayT (B CekyHOax) Mexay NoOHATMEM BMPTyanbHbIX HTEpencos
Virtual (to check) 1 nogHATMEM TYHHENbHbLIX MHTepdercoB iprb0 n iprb1. B aToT TanmayT
pe3epBHbIN L3 6€30NacHOCTN JOIMKEH ONYyCTUTb TYHHENbHbIE nHTepdencol iprb0 u iprb1.

notify — komaHgbl onoBelleHns. HacTpowka onucaHa Hwxe B pasgerne “Komangbl onoBeLleHms”.

KomaHAabl onoBeleHus
ELe ogHOM HAcCTpOMKOM OCHOBHOTO CKpUMTa siBNseTcs pyHKuusa onoselueHuns (notify).
OHa nossonseT 3afaBaTb KOMaHbl ONOBELLEHNS Takue Kak BbiBO B CUCTEMHYIO KOHCONb, Syslog v T.n.
B OCHOBHbIX CKpunTax 3TM KOMaHAbl NULWYTCH B Brioke:
notify ()
{

# KomMaHIEl OnoBelleHUS .
}

B paHHyto chyHKUMIO NepedaeTcsa cTpoka coobLeHus Ans BolBoaa. B komaHgax aTa cTpoka 3agaeTcs Kak
$1.

Mpumep koMaHAbl BbiBOAA HA CUCTEMHYIO KOHCOMb. BMecTe ¢ coobLuieHreM BbIBOAMTCS AaTta U Bpemst
cobbITUS:

echo “date’ "$1" > /dev/console
I'Ipmmep KOMaHAbl BbiIBOAaA B SyS|OgZ
logger -p localO.notice "$1"

Mpumeyanue: B aprymeHTe —p 3agaetcs syslog facility n severity reHepmpyemoro coobuieHms. Ytobbl
AaHHoe coobLueHne Bbino nony4vyeHo, HeobxoamMmo, 4Tobbl syslog-daemon 6bin COOTBETCTBYHOLLMM
o6pa3oM ckoHdurypmpoBaH B daine /etc/syslog.conf.

Mpumep BbIBoga coobleHuii ¢ facility localO n severity notice B cpann /var/adm/messages:

localO.notice /var/adm/vpnlog
Mpumep oTnpasku coobLueHnin Ha xocT 192.168.101.2:

localO.notice @192.168.101.2
I'Ipmmep (byHKLI,MI/I BblBO4A HAa CUCTEMHYHK KOHCOJ1b U B SyS|OgZ

notify ()

{

logger -p localO.notice "$1"

echo “date” "$1" > /dev/console

}

BcnomoratenbHbIn ckpunT (vpn_main_gate_init)

© 2003 — 2008 S-Terra CSP 7



PykoBoacTBO No BHEAPEHUIO

BcrnomoraTenbHbI CKpUNT CiyxuT st obecneveHuns 3amnycka u 0OCTaHOBKM OCHOBHOTO CKpuUMTa.

BcnomoraTenbHbIN CKPUNT coxpaHseM B aupektopumn Zetc/init.d nog umeHem vpn_main_gate_init n
BbIMOSTHAEM A1 HEro

chmod a+x vpn main gate init
TekcT ckpunTa vpn_main_gate_init:
#!/bin/sh

# Version 1.2

VPN MAIN GATE SCRIPT=/etc/init.d/vpn main gate
PS=/usr/bin/ps

GREP=/usr/bin/grep

KILL=/usr/bin/kill

AWK=/usr/bin/awk

case $1 in
'start')

SVPN_MAIN GATE SCRIPT &

rr

'stop')

PID="$PS -ef | $GREP -v grep | $GREP $VPN MAIN GATE SCRIPT | $AWK '{print
$21'°

if [ ! -z "$PID" ] ; then

/usr/bin/kill $PID 1> /dev/null 2>&l

fi
*)

echo "Usage: vpn main gate init { start | stop }"

rr

esac

[Onga Toro, 4Tobbl ckpMnT vpn_main_gate Bbi3biBancs npu StartUp-e n octaHasnusancs npu Shutdown-e,
HeobxoaMMOo caenaTb JIMHKM Ha CKpunT vpn_main_gate_init:

In -s /etc/init.d/vpn main gate init /etc/rc2.d/S22vpn main gate init

In -s /etc/init.d/vpn main gate init /etc/rc0.d/K91lvpn main gate init

YcTaHOBKa LWK03a N0 YMONYaHUIO

lMocne BbINOMHEHUSI 3TUX HACTPOEK HEOOXOAUMO YCTAHOBUTL LUIKO3 MO YMOonYaHuio. B kauecTBe aToro
yCTpOWCTBa crnefyeT BbibpaTtb agpec ycrpoictea Router1: 10.0.110.254.

Pernctpauusa CA ceptudmkara

BapeructpupoBaTtb CA cepTudumkaT B NpoayKTe Ha wWito3e 6esonacHoctn GW1 MOXHO no ogHoOMy 13
OBYX BapnaHTOB.

HoctasbTe Ha wnto3 6esonacHocTn CA cepTudukaT, CKONMPOBaHHbLIM B hann. MoXXHO BOCNONb30BaThLCS
yTUnMTON pscp.exe u3 naketa Putty ans gocraskn canna ¢ ceptudumkatom, Hanpumep, CA.cer Ha w03
B kaTanor /certif:
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pscp —-r CA.cer root@10.0.232.2:/certif

Pernctpaunsa CA cepTudukaTta Ha LIM03e NPOU3BOAUTCH YTUNNTOM cert_mgr import, koTopasa BxoauT B
cocTtaB npogykta CSP VPN Gate:

/opt/VPNagent/bin# ./cert mgr import -f /certif/CA.cer -t

Co3paHue nokanbHoro ceptudgukara

CosfgaHue nokanbHoro ceptudmkata Mol 3gecb He onuckiBaeM. MNogpobHoe onucaHue npoueaypsbl
reHepaumy KnioYeBomn napbl, GOPMMPOBAHNSA 3anpoca Ha cepTuduKaT U CO30aHNS NOKarbHOro
cepTudmkata npmsegeHo B gokymeHte CSP_VPN_Appendix.

Pernctpauus nokanbHoro ceptudmkara

HocTaBbTe Ha w3 6esonacHocTn GW1 KOHTEHEp 1 NoKanbHbIN cepTudmkaT, CKONMMPOBaHHLIN B
dann.

Ecnun ncnoneayetcss CK3N «Kpunto-KOM 3.1», TO KOHTENHEp C KntoveBon nHdopMaumen npeacrasnser
cobon kaTtanor. B aTom cnyyae Ans gocTtaeky nokaneHoro ceptudukaTa, Hanpumep, gatel.cer un
KOHTenHepa gate1 Ha LWIM3 MOXHO BOCMOMb30BaTbLCA YTUMMTON pScp.exe u3 naketa Pultty:

f Cpepa nepepnayv B 3TOM cny4vae JomKHa ObITh
- AOBEepPeHHON

MpenoynpexoeHne

Ona poctakn, Hanpumep, B katanor /certif BeinonHute:
pscp -r gatel.cer root@10.0.110.101:/certif
pscp -r gatel root@10.0.110.101:/certif

Pernctpauums nokanbHOro ceptugumkaTa Ha LWno3e NpomM3BoOaUTCA yTUNUTON cert_mgr import, BxogsLen
B coctaB npogykta CSP VPN Gate:

/opt/VPNagent/bin/cert mgr import -f /certif/gatel.cer -kc /certif/gatel

Ecnu ncnonbsyetcsa CK3U «Kpuntollpo CSP» 1 KOHTEHep ¢ CEKPETHBLIM KIMHOYOM PacrnonoXeH Ha
AnckeTe, a Ha annapaTHou nnatdopme NpUCyTCTBYET ONONMNN-AUCKOBOL, TO FIOKarnbHbIN cepTudnkaT
perucTpupyeTcst KOMaHAon:

/opt/VPNagent/bin/cert mgr import -f /certif/gatel.cer -kc
"FAT12\\gatel.000"'

Co3panune nonutukmn GW1

Mpuctynum k HacTporke CSP VPN Gate, yctaHoBneHHoro Ha wino3e 6esonacHoctn GW1.

HacTpowky MOXXHO NPON3BOANTL FNOKaNbHO WY yAaneHHo, UCNOoNb3ys KOMaHOHY CTpoky. [ing aTtoro
nepengem B anpektoputo /Zopt/VPNagent/bin/ n 3anyctmm cs_console.

|_|pVI NMOMOLLIN 3TOrO NpuUnoXxeHusa HeO6XOD,VIMO HaGpaTb crnenyrLuyro KOH(bI/IpraLI,VII-OZ
crypto ipsec df-bit clear
crypto isakmp identity dn
crypto isakmp keepalive 10 3
username cscons password csp
hostname GW1
enable password csp
i
i
i

crypto isakmp policy 1
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hash md5

encryption des

authentication rsa-sig

group 2

!
crypto ipsec transform-set GOST esp-des

mode tunnel

!
ip access-list extended CryptoACL

permit ip 192.168.101.0 0.0.0.255 192.168.103.0 0.0.0.255
!
crypto map CMAP 1 ipsec-isakmp

match address CryptoACL

set transform-set GOST

set pfs group2

set peer 10.12.118.1

|

i

1

interface FastEthernet0/0

ip address 10.0.110.101 255.255.0.0

ip address 10.0.110.102 255.255.0.0 secondary
ip address 10.0.110.103 255.255.0.0 secondary
crypto map CMAP

!

interface FastEthernet0/1

ip address 192.168.16.1 255.255.255.0

ip address 192.168.16.2 255.255.255.0 secondary
ip address 192.168.16.3 255.255.255.0 secondary

quit

TekcT LSP koHdurypaumm, KoTopasi nonyveHa B pesyrbTaTte KOHBEPTUPOBaHKWSA Cisco-like koHurypaumm,
NPOMCXOAALLEro Npu BbIXoAe 13 KOHPUIypaLMoHHOIo pexmMma cs_console, npuBeaeHa B [NpunoxeHuu.
Ee TeKkcT MOXHO nMony4YnTb, Ncnonb3ys ytunuty Isp_mgr show, Bxogsuwyto B coctaB CSP VPN Gate.

Hactponka wnto3a 6e3onacHoct GW2

LLinto3 6e3onacHocTv GW2 B Hallel cxeme urpaeT porb pe3epBHOro LW3a. Ha Hem Takke cnegyeT
YCTaHOBWTb [iBa CKPMMNTA — OCHOBHOWN 1 BCMOMOraTeNbHbIN.

Hactpoiika agpecoB wni3a 6e3onacHocTu

[nsa npepoTtepalleHns KOHNUKTOB IP-agpecoB pekoMeHOyeTCcs HAaCTPOUTb afapeca, koTopkle byayT
HasHa4vaTbCcs HTepdericam npu ctapte OC. [inga ycraHoBneHHoro npogykta CSP VPN Gate Bepcun 2.2
1 BbILLE 3TO MOXHO BbINOMHUTL NPY NOMOLLM ckpunTa /usr/sbin/ipsetup (B OC Linux -
/sbin/ipsetup) .
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Ina npogykra CSP VPN Gate Bepcun 2.1 Takyto HaCTPONKY agpecoB MOXHO BbINOMHUTL B charine
/etc/hosts.

WuTepdeicy c umeHem PHYS_2_1_NAME gonxeH 6biTb HasHayeH agpec FIXED_2_1_PARAM, a
uHTepcpency c umeHem PHYS 2 2 NAME — agpec FIXED 2 2 PARAM. CooTBeTCTBUE UMEH, apecoB
N KOHKPEeTHbIX 3Ha4YeHun cmoTpuTe B pasgene ‘OnucaHve HacTpamMBaemblX NapamMeTpoB OCHOBHOIQ
ckpunTa yctpovictea GW2”.

YcTaHOBKa CKpuMnToB
OcHoBHoW ckpunT ycTponctea GW2 (vpn_reserve_gate)

OCHOBHOI CKpUNT HAZO0 NONOXUTb B ampekToputo Zetc/init.d nog imeHem vpn_reserve_gate u
BbIMNONHUTL ANS HEFO

chmod a+x vpn reserve gate

TeKcT ckpunTa vpn_reserve_gate:
#!/bin/ksh

# Version 1.2

IP RELIABLE1=10.0.110.254

IP RELIABLE2=192.168.16.254

IP_TO CHECK1=10.0.110.102
IP_TO CHECK2=192.168.16.1

PHYS 2 1 NAME=iprb0
TUNNEL_1 PARAM=10.0.110.101/16

FIXED 2 1 NAME=SPHYS 2 1 NAME:l
FIXED 2 1 PARAM=10.0.110.104/16

PHYS 2 2 NAME=iprbl
TUNNEL 2 PARAM=192.168.16.1/24

FIXED 2 2 NAME=$PHYS 2 2 NAME:1l

FIXED 2 2 PARAM=192.168.16.4/24
CHECK_N=3

PING=/usr/sbin/ping

notify ()

{

logger -p localO.notice "$1"

echo ‘date’ "$1" > /dev/console
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do pingl ()
{
$PING $IP RELIABLEl 1 > /dev/null

do _ping2 ()
{
$PING $IP RELIABLE2

—
\Y%

/dev/null

do_ping gl ()
{
$PING $IP TO CHECK1 1 > /dev/null

do_ping g2 ()
{
$PING $IP TO CHECK2 1

V

/dev/null

ifs down ()
{
ifconfig SFIXED 2 1 NAME -deprecated 2> /dev/null
ifconfig SFIXED 2 2 NAME -deprecated 2> /dev/null
ifconfig SPHYS 2 1 NAME down 2> /dev/null
ifconfig S$SPHYS 2 2 NAME down 2> /dev/null
/opt/VPNagent/bin/lsp mgr reload

notify 'Reserve gate is deactivated'

ifs up()

{
ifconfig SPHYS 2 1 NAME STUNNEL 1 PARAM broadcast + up 2> /dev/null
ifconfig S$SPHYS 2 2 NAME STUNNEL 2 PARAM broadcast + up 2> /dev/null
ifconfig SFIXED 2 1 NAME deprecated 2> /dev/null
ifconfig SFIXED 2 2 NAME deprecated 2> /dev/null
/opt/VPNagent/bin/lsp mgr reload

notify 'Reserve gate is activated'

IFS UP FLAG=0

ifconfig SFIXED 2 1 NAME plumb 2> /dev/null
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ifconfig S$FIXED 2 1 NAME SFIXED 2 1 PARAM up broadcast + 2> /dev/null

ifconfig S$FIXED 2 2 NAME plumb 2> /dev/null

ifconfig SFIXED 2 2 NAME SFIXED 2 2 PARAM up broadcast + 2> /dev/null

ifconfig S$SPHYS 2 1 NAME STUNNEL 1 PARAM down broadcast + 2> /dev/null

ifconfig $PHYS 2 2 NAME STUNNEL 2 PARAM down broadcast + 2> /dev/null

if do ping gl && do ping g2; then
RETRY COUNT G1=$CHECK N
RETRY COUNT G2=$CHECK N
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs down
else
RETRY COUNT G1=0

RETRY COUNT G2=0

if do pingl && do ping2; then
RETRY COUNT1=$CHECK N
RETRY COUNT2=SCHECK N
ifs up
IFS UP_FLAG=1

else
RETRY COUNT1=0
RETRY COUNT2=0
ifs down

fi

fi

while true; do

CHECK_ CONTINUE=0

if [[ $RETRY COUNT Gl -gt 0 1] && [[ $RETRY COUNT G2 -gt 0 ]]; then
if do ping gl; then
RETRY COUNT G1=$CHECK N
RETRY COUNT1=SCHECK N
else
RETRY COUNT_G1=$ ( (SRETRY COUNT G1-1))
fi

if do ping g2; then
RETRY COUNT G2=$CHECK N
RETRY COUNT2=SCHECK N

else
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RETRY COUNT G2=$ ( (SRETRY COUNT G2-1))

fi
if [[ SRETRY_COUNT_G1 -gt 0 ]] && [[ SRETRY COUNT G2 -gt O ]]; then
sleep 1
fi
else

if do ping gl && do ping g2; then
RETRY COUNT G1=$CHECK N
RETRY COUNT G2=$CHECK N
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs down

IFS_UP_FLAG=0

fi
fi
if [[ $RETRY COUNT Gl -eq O ]] || [[ SRETRY COUNT G2 -eg 0 ]1]; then
if [[ SRETRY COUNT1 -gt 0 ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
if do pingl; then
RETRY COUNT1=$CHECK N
_lse
RETRY COUNT1=$ ( (SRETRY COUNT1-1))
if [ SRETRY COUNT1 -eq O ]; then
ifs down
IFS_UP_FLAG=0
fi
fi
if do ping2; then
RETRY COUNT2=$CHECK N
else
RETRY COUNT2=$ ( (SRETRY COUNT2-1))
if [[ $RETRY COUNT1 -gt O ]] && [[ SRETRY COUNT2 -eq O ]];
then
ifs down
IFS UP FLAG=0
fi
fi
if [[ SRETRY COUNT1l -eq $CHECK N ]] && [[ SRETRY COUNT2 -eq
SCHECK N ]] && [[ $IFS UP_FLAG -eq 0 ]]; then
ifs up
IFS UP FLAG=1
fi
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if [[ SRETRY_COUNT1 -gt O ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
sleep 1
fi
else
if do pingl && do ping2 && [[ $IFS UP FLAG -eq 0 ]]; then

RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs up
IFS UP FLAG=1
fi
fi
fi

done

OnucaHue HacTpauBaeMbIX NapameTpoOB OCHOBHOro ckpunTta ycrponuctea GW2
B ocHOBHOM cKpunTe HacCTpouTe cnegylowue napameTpbl:
IP_RELIABLE1 — IP agpec HageXHOoro yCTporucTBa U3 BHELLHEN NOACETH.
IP_RELIABLEZ2 — IP agpec HageXHOoro yCTporucTBa U3 BHyTPEHHEN NoaceTu.

IP_TO_CHECK1 — agpec BHeLIHEro niTepgernica 0OCHOBHOTO LUM03a 6e3onacHocTn, no
KOTOPOMY MPOU3BOAUTCHA NPOBEPKa ero paboTocnocobHOCTY.

IP_TO_CHECK2 — agpec BHyTpeHHero nitepdgeinca OCHOBHOrO LuMo3a 6e3onacHocT, no
KOTOPOMY MPOU3BOAUTCHA NPOBEPKa ero paboTocnocobHOCTY.

PHYS 2 1 NAME — ums BHeLlLHero omandeckoro nHTepderica pe3epeHoOro Lwno3a
©e30nacHOCTU, Ha KOTOPOM YCTaHOBIIEH TyHHENbHbIN agpec (06wwmin Ans obomx LWI30B
BesonacHocTw).

PHYS 2 2 NAME — umsa BHyTpeHHEro hmanyeckoro nHTepgenca pe3epBHoro Ln3a
©e30nacHOCTU, Ha KOTOPOM YCTaHOBIIEH TYHHENbHbIN agpec (06wmii Ang obomx LW308
6esonacHocTh).

TUNNEL_1_PARAM — napameTpbl BHELUHEro ou3nyeckoro nHTepdgenca pe3epsHoOro LWno3a
6esonacHocTu: IP-agpec 1 gnuHa npedukca (Konm4ecTBO eAMHUL, B CETEBOWN Macke).
TUNNEL_2_ PARAM — napameTpbl BHYTPEHHEro msnyeckoro nHTepderica pesepsHoro Lwnio3a
6esonacHocTu: IP-agpec 1 gnuHa npedukca (KonM4ecTBO eAMHUL, B CETEBON MacKe).

FIXED_2_1_NAME — nmMs BHELLHEero BMpTyanbHOro MHTepgenca, ¢ KoToporo ocyLLecTBAseTcs
ping onsi npoBepkn paboTocnocobHOCTN OCHOBHOTO LWS03a 6e30nacHoCTH.

FIXED 2 2 NAME — umsi BHyTPEHHEro BUpTyasnbHOro uHTepderica, ¢ KoToporo
OCYLLECTBNAETCA ping ANsi NpoBepKM paboTocnocoBHOCTN OCHOBHOTO LWSo3a 6e30nacHOCTY.

FIXED_2_1_PARAM — napameTpbl BHELLUHEro BUPTYanbHOro uHtepdenca: IP-agpec n anvHa
npecwmkca (KonM4ecTBoO eAnHUL, B CETEBOW Macke).

FIXED_2_2 PARAM — napameTpbl BHYTPEHHEro BUPTYanbHOro uHtepdenca: IP-agpec n anvHa
npecwukca (KonM4ecTBo eANHULL B CETEBOW Macke).

CHECK N — konn4yecTBo HeycneLlHbIX NOMNbITOK ping, NOCre KOTOPbIX CYNTAETCH, YTO CBA3U HET
N OCHOBHOW LUNKO3 6e30MacHOCTYM BbILLEN U3 CTPOS. YeM MeHbLlLe AaHHOe YMCo, TeEM ObiCTpee
cpabaTbiBaeT nepeknoyeHne NHTepdencoB, HoO TeM OorbLle BEPOATHOCTb JTOXHbIX
cpabatbiBaHWA.

notify — komaHabl ONoBeLLEeHUS.

© 2003 — 2008 S-Terra CSP 15



PykoBoacTBO No BHEAPEHUIO

KomaHabl onoBelweHus

HacTtpoiika KomaHg onoBeLLEeHNS NPON3BOAMUTCS TOYHO Tak Xe, Kak 1 411 OCHOBHOIO CKpUMTa LW3a
6e3onacHoctn GW1.

BcnomoratenbHbIn ckpunT yctponctsa GW2 (vpn_reserve_gate_init)
BcnomoraTtenbHsbli CKpUNT CIYyXUT Ana obecneyvyeHus 3anycka n oCTaHOBKM OCHOBHOIO ckpunra.

BcnomoraTenbHbIN CKpUNT coxpaHsieM B aupektopuumn Zetc/init.d nog umeHem
vpn_reserve_gate_init 1 BbinonHgemM gns Hero

chmod a+x vpn reserve gate init
TekcT ckpunTta vpn_reserve_gate_init:
#!/bin/sh

# Version 1.2

VPN RESERVE GATE SCRIPT=/etc/init.d/vpn reserve gate
PS=/usr/bin/ps

GREP=/usr/bin/grep

KILL=/usr/bin/kill

AWK=/usr/bin/awk

case $1 in
'start')

$VPN RESERVE GATE SCRIPT &

rr

'stop')

PID="$PS -ef | $SGREP -v grep | S$SGREP $VPN_RESERVE_GATE_SCRIPT | SAWK
'"{print $2}'"

if [ ! -z "$SPID" ] ; then

/usr/bin/kill $PID 1> /dev/null 2>&l
fi

echo "Usage: vpn reserve gate init { start | stop }"

esac

[na Toro, yTobbI CKPMNT vpn_reserve_gate Bbi3biBanca npu StartUp-e n octaHaenmeancsa npyu Shutdown-
€ HeobxoaMMO caenaTb JIMHKM Ha CKpUMT vpn_reserve_gate_init:

In -s /etc/init.d/vpn_reserve gate init /etc/rc2.d/S22vpn_reserve gate init

In -s /etc/init.d/vpn reserve gate init /etc/rc0.d/K9lvpn reserve gate init

YcTaHOBKa LWK03a N0 YMONYaHUIO
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Mocne BbINOMHEHUS 3TUX HACTPOEK HEOOBXOAMMO YCTAHOBMTL LUMIO3 MO YMON4YaHuio. B kayectBe aToro
ycTponcTBa crnefnyeTt BbibpaTtb agpec ycrpornctea Router1 - 10.0.110.254.

Pernctpauusa CA ceptudukara

Pernctpauusa CA cepTudmkaTa B NpodyKTe Npov3BOAMTCA TakkKe Kak M Ha Wwo3e 6esonacHoctn GW1.

Perucrtpauus nokansHoro ceptudmkara

[ocTtaBka nokanbHOro ceptudukarta n KoOHTerHepa Ha w3 6esonacHocTn GW2, a Takke peructpauus
cepTudukaTa NPon3BOASATCS aHaNOrM4YHO, onNnMcaHHoMy ang wn3a GW1.

Co3pgaHue nonutukn GW2

Hactporiku CSP VPN Gate yctponctesa GW2 Huuem He oTnm4yaroTca OT HacTpoek yctponctea GW1 n
BbINOMNHATCA aHanornm4yHo. KoHdurypaumsa aToro yCTpomcTea:

crypto ipsec df-bit clear
crypto isakmp identity dn
crypto isakmp keepalive 10 3
username cscons password csp
hostname GW2
enable password csp
!
logging trap debugging
!
crypto isakmp policy 1
hash md5
encryption des
authentication rsa-sig
group 2
!
crypto ipsec transform-set GOST esp-des
mode tunnel
!
ip access-list extended CryptoACL
permit ip 192.168.101.0 0.0.0.255 192.168.103.0 0.0.0.255
!
crypto map CMAP 1 ipsec-isakmp
match address CryptoACL
set transform-set GOST
set pfs group2
set peer 10.12.118.1
!
interface FastEthernet0/0
ip address 10.0.110.101 255.255.0.0
ip address 10.0.110.104 255.255.0.0 secondary
crypto map CMAP
interface FastEthernet0/1

ip address 192.168.16.1 255.255.255.0
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ip address 192.168.16.4 255.255.255.0 secondary

quit

Tekct LSP koHdurypauum, kKoTopas noryvyeHa B pesynbTaTe KOHBEPTUPOBAHUSA Cisco-like koHurypaumn,
npusegeHa B MNpunoxeHun. Ee TeKCT MOXHO NOMAy4YnNTb, UCNOMb3ysa YTUNUTY Isp_mgr show, BxogsLlyto B
coctaB CSP VPN Gate.

Hactpoika wnio3a 6esonacHoct GW3

LLnto3 6e3onacHocTv GW3 B Halleln cxeme urpaeTt ponb OCHOBHOrO LWNto3a. Ha Hem Takxke crnegyeT
YCTaHOBUTb OBa CKpunta — OCHOBHOW 1 BCMOMOraTesbHbIN.

YcTaHoBKa CKpuMnTOB
OcHoBHoW ckpunT yctponctea GW3 (vpn_main_gate)

OCHOBHOM CKPUNT HAA0 NONOXUTb B AupekToputo /etc/init.d nog umeHem vpn_main_gate u
BbIMNOMHUTL ANS HEero

chmod a+x vpn main gate
TekcT ckpunTa vpn_main_gate:
#!/bin/ksh

# Version 1.2

IP RELIABLE1=10.12.118.254
IP RELIABLE2=192.168.15.254

PHYS 1 1 NAME=iprb0
TUNNEL 1 PARAM=10.12.118.1/24

TO CHECK 1 NAME=$PHYS 1 1 NAME:1

TO _CHECK_1 PARAM=10.12.118.2/24

FIXED 1 _1 NAME=$PHYS 1 1 NAME:2

FIXED 1 1 PARAM=10.12.118.3/24
PHYS 1 2 NAME=iprbl
TUNNEL 2 PARAM=192.168.15.1/24

TO CHECK 2 NAME=$PHYS 1 2 NAME:1l

TO _CHECK 2 PARAM=192.168.15.2/24

FIXED_1_ 2 NAME=SPHYS 1 2 NAME:2
FIXED 1 2 PARAM=192.168.15.3/24
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CHECK_N=3

RELAX TIMEOUT=4

PING=/usr/sbin/ping

do_pingl ()
{
$PING $IP RELIABLEl 1 > /dev/null

do ping2 ()
{
SPING $IP_RELIABLE2 1 > /dev/null

notify ()
{
logger -p localO.notice "$1"

echo “date’ "$1" > /dev/console

on_ fail()

{
ifconfig $PHYS 1 1 NAME down 2> /dev/null
ifconfig SPHYS 1 2 NAME down 2> /dev/null
ifconfig $TO CHECK 1 NAME down 2> /dev/null
ifconfig $TO CHECK 2 NAME down 2> /dev/null

ifconfig S$FIXED 1 1 NAME SFIXED 1 1 PARAM broadcast + -deprecated 2>
/dev/null

ifconfig SFIXED 1 2 NAME SFIXED 1 2 PARAM broadcast + -deprecated 2>
/dev/null

/opt/VPNagent/bin/lsp mgr reload

notify 'Main gate is deactivated'

on_ ok ()
{

ifconfig $TO CHECK 1 NAME STO CHECK 1 PARAM broadcast + deprecated up 2>
/dev/null

ifconfig STO CHECK 2 NAME $TO CHECK 2 PARAM broadcast + deprecated up 2>
/dev/null

sleep SRELAX TIMEOUT
ifconfig $PHYS 1 1 NAME S$TUNNEL 1 PARAM broadcast + up 2> /dev/null
ifconfig SPHYS 1 2 NAME STUNNEL 2 PARAM broadcast + up 2> /dev/null

ifconfig SFIXED 1 1 NAME deprecated 2> /dev/null

© 2003 — 2008 S-Terra CSP 19



PykoBoACTBO N0 BHEAPEHMIO

ifco

nfig SFIXED 1 2 NAME deprecated 2> /dev/null

/opt/VPNagent/bin/lsp mgr reload

notify 'Main gate is activated'

ifconfig

ifconfig

ifconfig

ifconfig

ifconfig

ifconfig

ifconfig

ifconfig

if do pi
RETR

$TO_CHECK 1 NAME plumb 2> /dev/null
$TO CHECK 2 NAME plumb 2> /dev/null

SFIXED 1 1 NAME plumb 2> /dev/null

SFIXED 1 2 NAME plumb 2> /dev/null

SPHYS 1 1 NAME STUNNEL 1 PARAM down broadcast + 2> /dev/null

SPHYS 1 2 NAME STUNNEL 2 PARAM down broadcast + 2> /dev/null

SFIXED 1 1 NAME SFIXED 1 1 PARAM up broadcast + 2> /dev/null

SFIXED 1 2 NAME SFIXED 1 2 PARAM up broadcast + 2> /dev/null

ngl && do ping2; then
Y COUNT1=$CHECK N

RETRY COUNT2=$CHECK N

on_o
else

RETR

k

Y COUNT1=0

RETRY COUNT2=0

on f
fi
while tr
if [

ail

ue; do
[ SRETRY_COUNT1 -gt 0 ]] && [[ SRETRY COUNT2 -gt O 1]; then
if do pingl; then

RETRY COUNT1=SCHECK N
else

RETRY COUNT1=$ ( (SRETRY_ COUNT1-1))

if [ SRETRY COUNT1 -eq 0 ]; then

on fail

fi

fi

if do ping2; then
RETRY COUNT2=SCHECK N
else

RETRY COUNT2=$ ( (SRETRY_COUNT2-1))

if [[ $RETRY COUNT1 -gt O ]] && [[ $SRETRY COUNT2 -eq O ]]; then

on fail

fi
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fi
if [[ SRETRY COUNT1l -gt O ]] && [[ $SRETRY COUNT2 -gt O ]]; then
sleep 1
fi
else

if do pingl && do ping2; then
RETRY COUNT1=$CHECK N
RETRY COUNT2=SCHECK N
on ok
fi
fi

done

BcnomoratenbHbin ckpunt yctponctea GW3 (vpn_main_gate_init)

BcnomoraTenbHbIn cKpUnT coxpaHsiem B aupektopumn Zetc/init.d nog umeHem vpn_main_gate_init n
BbINOSHAEM 418 HETO

chmod a+x vpn main gate init
TekcT ckpunTa vpn_main_gate_init:
#!/bin/sh

# Version 1.2

VPN_MAIN GATE SCRIPT=/etc/init.d/vpn main gate
PS=/usr/bin/ps

GREP=/usr/bin/grep

KILL=/usr/bin/kill

AWK=/usr/bin/awk

case $1 in
'start')

$VPN_MAIN GATE SCRIPT &

rs

'stop')

PID="$PS -ef | SGREP -v grep | SGREP $VPN MAIN GATE SCRIPT | $AWK '{print
$2})'°

if [ ! -z "$SPID" ] ; then

/usr/bin/kill $PID 1> /dev/null 2>&l

fi
*)

echo "Usage: vpn main gate init { start | stop }"
esac
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YcTaHOBKa LWK03a N0 YMONYaHUIO

Ha 310 ycTpOMCTBO CKPUNTLI HE YCTAHABIUBAKOTCA, HYXKHO TOMbKO YKa3aTb LUS03 N0 YMOSTYaHUIO -
10.12.118.254.

Pernctpauusa CA ceptudmkara

Pernctpaunsa CA cepTudukaTta B NPOAYKTE NPON3BOAMTCS TaKkKe Kak U Ha wrto3e 6esonacHocTn GW1.

Peructpaums nokansHoro ceptudukara

[ocTaBka nokarnbHOro ceptudukata 1 KoHTelMHepa Ha wwinto3 6esonacHocT GW3, a Takke permcrpauus
cepTudmkaTa Npou3BoAsTCS aHanorM4YHo, onnucaHHoMmy Ans wiosa GW1.

Cosaganue nonutukn GW3

[na sToro Heobxoomumo nepentn B gupektoputo Zopt/VPNagent/bin n 3anyctnts cs_console.

B koHCONM Hy)XHO HabpaTb KOHMUIypaLmio:
crypto ipsec df-bit clear
crypto isakmp identity dn
crypto isakmp keepalive 10 3
username cscons password csp
hostname GW1
enable password csp
!
logging trap debugging
!
crypto isakmp policy 1
hash md5
encryption des
authentication rsa-sig
group 2
!
crypto isakmp key TestShareKey address 192.168.13.119
!
crypto ipsec transform-set GOST esp-des
mode tunnel
!
ip access-list extended cryptoACL
permit ip 192.168.103.0 0.0.0.255 192.168.101.0 0.0.0.255
!
crypto map CMAP 1 ipsec-isakmp
match address cryptoACL
set transform-set GOST
set pfs group2
set peer 10.0.110.101
!
interface FastEthernet0/0

ip address 10.12.118.1 255.255.255.0
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ip address 10.12.118.2 255.255.255.0 secondary

ip address 10.12.118.3 255.255.255.0 secondary

crypto map CMAP

interface FastEthernet0/1

ip address 192.168.15.1 255.255.255.0

ip address 192.168.15.2 255.255.255.0 secondary

ip address 192.168.15.3 255.255.255.0 secondary

!

quit

Tekct LSP koHdurypauum, kKoTopas noryvyeHa B pesynbTaTe KOHBEPTUPOBAHUS Cisco-like koHurypaumn,

npueegeHa B [NpunoxeHnn. Ee TeKCT MOXHO NONy4uTb, MCNONb3ys yTunuty Isp_mgr show, Bxoasiuyio B
coctas CSP VPN Gate.

Hactponka wnro3a 6esonacHoctn GW4

YcTaHOBKa CKpMNTOB
OcHoBHoW ckpunT yctpoictBa GW4 (vpn_reserve_gate)

#!/bin/ksh

# Version 1.2

IP RELIABLE1=10.12.118.254

IP RELIABLE2=192.168.15.254

IP_TO CHECK1=10.12.118.2
IP_TO CHECK2=192.168.15.2

PHYS 2 1 NAME=iprb0
TUNNEL 1 PARAM=10.12.118.1/24

FIXED 2 1 NAME=SPHYS 2 1 NAME:l
FIXED 2 1 PARAM=10.12.118.4/24

PHYS 2 2 NAME=iprbl
TUNNEL 2 PARAM=192.168.15.1/24

FIXED 2 2 NAME=$PHYS 2 2 NAME:1l

FIXED 2 2 PARAM=192.168.15.4/24

CHECK_N=3
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PING=/usr/sbin/ping

notify ()

{
logger -p localO.notice "$1"

echo ‘date’ "$1" > /dev/console

do _pingl ()
{
$PING $IP RELIABLEL 1

\Y%

/dev/null

do_ping2 ()
{
SPING $IP_RELIABLE2 1 > /dev/null

do_ping gl ()
{
$PING $IP TO CHECKI1

=
V

/dev/null

do ping g2 ()
{
$PING $IP TO CHECK2 1 > /dev/null

ifs down ()

{
ifconfig SFIXED 2 1 NAME -deprecated 2> /dev/null
ifconfig SFIXED 2 2 NAME -deprecated 2> /dev/null
ifconfig SPHYS 2 1 NAME down 2> /dev/null
ifconfig $PHYS 2 2 NAME down 2> /dev/null
/opt/VPNagent/bin/lsp mgr reload

notify 'Reserve gate is deactivated'

ifs up()

{
ifconfig SPHYS 2 1 NAME STUNNEL 1 PARAM broadcast + up 2> /dev/null
ifconfig $PHYS 2 2 NAME S$TUNNEL 2 PARAM broadcast + up 2> /dev/null
ifconfig SFIXED 2 1 NAME deprecated 2> /dev/null
ifconfig SFIXED 2 2 NAME deprecated 2> /dev/null

/opt/VPNagent/bin/lsp mgr reload
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notify 'Reserve gate is activated'

IFS UP_FLAG=0

ifconfig $FIXED 2 1 NAME plumb 2> /dev/null

ifconfig SFIXED 2 1 NAME SFIXED 2 1 PARAM up broadcast + 2> /dev/null

ifconfig SFIXED 2 2 NAME plumb 2> /dev/null

ifconfig S$FIXED 2 2 NAME SFIXED 2 2 PARAM up broadcast + 2> /dev/null

ifconfig $PHYS 2 1 NAME STUNNEL 1 PARAM down broadcast + 2> /dev/null

ifconfig SPHYS 2 2 NAME STUNNEL 2 PARAM down broadcast + 2> /dev/null

if do ping gl && do ping g2; then
RETRY COUNT G1=$CHECK N
RETRY COUNT G2=$CHECK N
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs down
else
RETRY COUNT G1=0

RETRY COUNT G2=0

if do pingl && do ping2; then
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs up
IFS UP FLAG=1

else
RETRY COUNT1=0
RETRY COUNT2=0
ifs down

fi

fi

while true; do

CHECK CONTINUE=0

if [[ SRETRY COUNT Gl -gt 0 ]] && [[ $SRETRY COUNT G2 -gt 0 ]]; then
if do ping gl; then
RETRY COUNT G1=$CHECK N
RETRY COUNT1=SCHECK N

else
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RETRY COUNT G1=$ ( (SRETRY COUNT G1-1))
fi

if do ping g2; then
RETRY COUNT G2=$CHECK N
RETRY COUNT2=SCHECK N
else

RETRY COUNT_G2=$ ( (SRETRY_COUNT_G2-1))

fi
if [[ $RETRY COUNT Gl -gt 0 ]] && [[ SRETRY COUNT G2 -gt 0 ]]; then
sleep 1
fi
elise

if do ping gl && do ping g2; then
RETRY COUNT G1=$CHECK N
RETRY COUNT G2=$CHECK N
RETRY COUNT1=SCHECK N
RETRY COUNT2=$CHECK N
ifs down

IFS UP FLAG=0

fi
fi
if [[ $RETRY COUNT Gl -eq 0 1] || [[ SRETRY COUNT G2 -eq 0 ]]; then
if [[ SRETRY_COUNT1 -gt O ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
if do pingl; then
RETRY COUNT1=SCHECK N
else
RETRY COUNT1=S$ ( (SRETRY COUNT1-1))
if [ $RETRY7COUNT1 -eq 0 ]; then
ifs down
IFS UP FLAG=0
fi
fi
if do ping2; then
RETRY COUNT2=SCHECK N
_lse
RETRY COUNT2=$ ( (SRETRY COUNT2-1))
if [[ $RETRY COUNT1 -gt O ]] && [[ SRETRY COUNT2 -eq O ]];
then
ifs down

IFS UP FLAG=0
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fi

fi

if [[ $RETRY COUNT1 -eq $CHECK N ]] && [[ SRETRY COUNT2 -eq

SCHECK N ]] && [[ $IFS UP FLAG -eq O ]]; then

ifs up
IFS UP FLAG=1

fi

if [[ SRETRY_COUNT1 -gt O ]] && [[ SRETRY COUNT2 -gt 0 ]]; then
sleep 1

fi

else

if do pingl && do ping2 && [[ S$IFS UP FLAG -eq 0 ]]; then
RETRY COUNT1=$CHECK N
RETRY COUNT2=SCHECK N
ifs up
IFS UP FLAG=1

fi

fi
fi
done

BcnomoratenbHbiv ckpunt yctpoctea GW4 (vpn_reserve_gate_init)
#!/bin/sh

# Version 1.2

VPN RESERVE GATE SCRIPT=/etc/init.d/vpn reserve gate
PS=/usr/bin/ps

GREP=/usr/bin/grep

KILL=/usr/bin/kill

AWK=/usr/bin/awk

case $1 in
'start')

$VPN_RESERVE_GATE_SCRIPT &

rr

'stop')

PID="$PS -ef | SGREP -v grep | SGREP $VPN_RESERVE_GATE_SCRIPT | SAWK
'"{print $2}'"

if [ ! -z "$PID" ] ; then

/usr/bin/kill $PID 1> /dev/null 2>&l
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echo "Usage: vpn reserve gate init { start | stop }"

esac

YcTaHOBKa LWK03a N0 YMONYaHUIO

Ha 3To ycTpOMCTBO CKPUNTLI HE YCTAHABIMBAKOTCA, HYXKHO TOMbKO YKa3aTb LLUS03 N0 YMOSYaHUIO -
10.12.118.254.

Pernctpauusa CA ceptudukara

Moprotoeka CA cepTudmkata k permcrpauumn B NpoayKTe Npon3BoaNTCH TakKe Kak 1 Ha LUM3e
6esonacHocTn GW1.

Pernctpauus nokanbHoro ceptudmkara

[locTaBka nokanbHOro ceptudukarta u KoOHTerHepa Ha w3 6esonacHocTn GW3, a Takke permcrpauus
cepTudmKaTa NPoM3BOAATCA aHaNorM4yHo, onucaHHoMy ans wnosa GW1.

Co3pgaHue nonutukn GW4

[ns sToro Heobxoammo nepentn B gupexktopuio /opt/VPNagent/bin v 3anyctutb cs_console.
B KoHCONM Hy>XHO HabpaTb KOHGUIypaLmio:
crypto ipsec df-bit clear
crypto isakmp identity dn
crypto isakmp keepalive 10 3
username cscons password csp
hostname GW2
enable password csp
!
logging trap debugging
|
!
crypto isakmp policy 1
hash md5
encryption des
authentication rsa-sig
group 2
!
crypto ipsec transform-set GOST esp-des
mode tunnel
!
ip access-list extended cryptoACL
permit ip 192.168.103.0 0.0.0.255 192.168.101.0 0.0.0.255
|

crypto map CMAP 1 ipsec-isakmp
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match address cryptoACL

set transform-set GOST

set pfs group2

set peer 10.0.110.101

!
interface FastEthernet0/0

ip address 10.12.118.1 255.255.255.0

ip address 10.12.118.4 255.255.255.0 secondary
crypto map CMAP

interface FastEthernet0/1

ip address 192.168.15.1 255.255.255.0

ip address 192.168.15.4 255.255.255.0 secondary

quit

Tekct LSP koHdurypaumm, Kotopas nony4vyeHa B pesynbTate KOHBEepTUpOoBaHus Cisco-like koHdurypaumm,
npueegeHa B [punoxeHnn. Ee TeKCT MOXHO NONYy4YUTb, MCNONb3YS YyTUANTY ISp_mgr show, BXogsLLyto B
coctas CSP VPN Gate.

Hactpoika yctponctea Router1

[JononHnTenbHbIX HaCTpoeK Ana aToro yCTpOIZCTBa He Tpe6yeTcs=|.

Hactpoika yctponcTtea Router2

HacTpowika aToro ycTpoicTBa CBOAUTCS K YCTAHOBKE B KQYECTBE LUM03a M0 YMONMYaHUI0 «00LLero»
agpeca yctponcte GW1 n GW2 B atom cermeHTe cetu - 192.168.16.1.

Hactponka yctponctsa Router3

HacTpowika aToro ycTpoicTBa CBOAUTCS K YCTAHOBKE B KQ4YECTBE LUM03a M0 YMOMYaHUI0 «00LLero»
appeca yctporicte GW3 n GW4 B atom cermeHTe cetn - 192.168.15.1.

Hactponka yctpounctsa IPHost1

HacTpowika aToro ycTponcTBa CBOAUTCS K YCTAHOBKE B KQYECTBE LUMK03a MO YMOMYaHUI0 «BHYTPEHHETO»
agpeca yctponcTtea Router3: 192.168.103.127.

Hactpowka yctpounctea IPHost2

HacTtpolika 3Toro ycTpoiicTBa CBOAMTCS K YCTAHOBKE B Ka4eCTBE LUM03a MO YMOMYaHUIO «BHYTPEHHEro»
agpeca yctpoincTtea Router2: 192.168.101.254.
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Mpunoxexue

LSP yctponctea GW1

# This is automatically generated LSP

# Conversion Date/Time: Mon Apr 24 18:04:48 2006

GlobalParameters (
Title = "This LSP was automatically generated by

CSP Converter at Mon Apr 24 18:04:48 2006"
Version = "2.1"
CRLHandlingMode = OPTIONAL
LDAPLogMessageLevel = INFO
SystemLogMessagelevel = INFO
PolicyLogMessagelevel = INFO
CertificatesLogMessageLevel = INFO

)

SyslogSettings (

)

Server = 127.0.0.1

Facility = LOG_LOCAL7

IKETransform IKETransform 1 (

)

CipherAlg  *= "G2814789CPROL-
HashAlg *= "GR341194CPRO1-

GroupID *= MODP 1024

LifetimeSeconds = 86400

ESPProposal ESP GOST (

)

K256-CBC-65534"
65534"

Transform* = ESPTransform (
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

CertDescription ca (

)

Issuer *= "C=RU,O0=GINS, OU=QA, CN=MSCA"
SerialNumber = "33ae6c6b85536£834a8d8e5358333f4f"
Subject *= "C=RU,O0=GINS, OU=QA, CN=MSCA"

AuthMethodGOSTSign auth ca(

LocalID = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA )

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
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)

IKERule IKE CMAP 1 (
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca

MainModeAuthMethod *= auth ca

DoAutopass = TRUE
DPDIdleDuration =10
DPDResponseDuration = 3
DPDRetries =5

)
IPsecAction CMAP 1 (
TunnelingParameters *= TunnelEntry (
PeerIPAddress = 10.12.118.1
DFHandling=CLEAR
)
ContainedProposals *= ( ESP_GOST )
GroupID *= MODP_ 1024
IKERule = IKE CMAP 1
)
FilteringRule Filter nil acl CMAP 1 (
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.101.0/24 )
PeerIPFilter *= FilterEntry( IPAddress *= 192.168.103.0/24 )
NetworkInterfaces *= "iprb0O"
Action *= ( CMAP 1 )
)
FilteringRule Filter nil acl(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprb0O"

Action *= ( PASS )

LSP yctpounctea GW2

# This is automatically generated LSP

# Conversion Date/Time: Mon Apr 24 17:15:35 2006
GlobalParameters (

Title = "This LSP was automatically generated by
CSP Converter at Mon Apr 24 17:15:35 2006"

Version = "2.1"

CRLHandlingMode = OPTIONAL

LDAPLogMessagelevel = DEBUG

SystemLogMessagelevel = DEBUG

PolicyLogMessagelevel = DEBUG

CertificatesLogMessagelevel = DEBUG
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)
SyslogSettings (
Server = 127.0.0.1
Facility = LOG_LOCAL7
)

IKETransform IKETransform 1 (

CipherAlg  *= "G2814789CPRO1-K256-CBC-65534"

HashAlg *= "GR341194CPR0O1-65534"
GroupID *= MODP 1024
LifetimeSeconds = 86400

)
ESPProposal ESP GOST (

Transform* = ESPTransform (
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

CertDescription ca (

Issuer *= "C=RU, O=GINS, OU=QA, CN=MSCA"
SerialNumber = "33ae6c6b85536£834a8d8e5358333f4f"
Subject *= "C=RU, O=GINS, OU=QA, CN=MSCA"

)
AuthMethodGOSTSign auth ca(

LocallID = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA )

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)
IKERule IKE CMAP 1 (
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca
MainModeAuthMethod *= auth ca
DoAutopass = TRUE
DPDIdleDuration =10
DPDResponseDuration = 3
DPDRetries =5
)
IPsecAction CMAP 1 (
TunnelingParameters *= TunnelEntry (
PeerIPAddress = 10.12.118.1
DFHandling=CLEAR
)
ContainedProposals *= ( ESP_GOST )
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GroupID *= MODP 1024
IKERule = IKE CMAP 1

)

FilteringRule Filter nil acl CMAP 1(
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.101.0/24 )
PeerIPFilter *= FilterEntry( IPAddress *= 192.168.103.0/24 )
NetworkInterfaces *= "iprb0O"
Action *= ( CMAP 1 )

)

FilteringRule Filter nil acl(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprb0O"

Action *= ( PASS )

FilteringRule Filter nil acl 1(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprbl"
Action *= ( PASS )

)

LSP yctponctea GW3

# This is automatically generated LSP

# Conversion Date/Time: Thu Apr 27 20:12:08 2006
GlobalParameters (

Title = "This LSP was automatically generated by
CSP Converter at Thu Apr 27 20:12:08 2006"

Version = "2.1"

CRLHandlingMode = OPTIONAL

LDAPLogMessageLevel = DEBUG

SystemLogMessagelevel = DEBUG

PolicyLogMessageLevel = DEBUG

CertificatesLogMessagelevel = DEBUG

SyslogSettings (
Server = 127.0.0.1

Facility = LOG_LOCAL7

IKETransform IKETransform 1 (
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"
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GroupID *= MODP 1024

LifetimeSeconds = 86400

)
ESPProposal ESP GOST (

Transform* = ESPTransform (
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

CertDescription ca(

Issuer *=
SerialNumber =
Subject *=

)

"C=RU, O=GINS, OU=QA, CN=MSCA"

"33ae6c6b85536£834a8d8e5358333£4f"

"C=RU, O=GINS, OU=QA, CN=MSCA"

AuthMethodGOSTSign auth ca(

LocallID = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA )
DoNotMapRemoteIDToCert = TRUE
AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)

IKERule IKE CMAP 1 (
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca
MainModeAuthMethod *= auth ca
DoAutopass = TRUE
DPDIdleDuration =10
DPDResponseDuration = 3
DPDRetries =5

)

IPsecAction CMAP 1 (

TunnelingParameters *= TunnelEntry (

PeerIPAddress =
DFHandling=CLEAR
)
ContainedProposals *
GroupID *= MODP 1024
IKERule = IKE CMAP 1

)

10.0.110.101

( ESP_GOST )

FilteringRule Filter nil acl CMAP 1 (

LocalIPFilter *= FilterEntry( IPAddress *= 192.168.103.0/24

PeerIPFilter *= FilterEntry( IPAddress *= 192.168.101.0/24

NetworkInterfaces *= "iprb0O"

Action *= ( CMAP 1 )

)
)
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)
FilteringRule Filter nil acl(

LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprb0O"

Action *= ( PASS )

)
FilteringRule Filter nil acl 1(

LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprbl"

Action *= ( PASS )

LSP yctponctea GW4

# This is automatically generated LSP

# Conversion Date/Time: Thu Apr 27 18:14:21 2006
GlobalParameters (

Title = "This LSP was automatically generated by
CSP Converter at Thu Apr 27 18:14:21 2006"

Version = "2.1"

CRLHandlingMode = OPTIONAL

LDAPLogMessageLevel = DEBUG

SystemLogMessagelevel = DEBUG

PolicyLogMessageLevel = DEBUG

CertificatesLogMessagelLevel = DEBUG
)
SyslogSettings (
Server = 127.0.0.1
Facility = LOG_LOCAL7
)
IKETransform IKETransform 1 (
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP 1024
LifetimeSeconds = 86400
)
ESPProposal ESP GOST (

Transform* = ESPTransform (
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
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CertDescription ca (

Issuer *= "C=RU,O0=GINS, OU=QA, CN=MSCA"
SerialNumber = "33ae6c6b85536£834a8d8e5358333f4f"
Subject *= "C=RU,O0=GINS, OU=QA, CN=MSCA"

)
AuthMethodGOSTSign auth ca(
LocallID = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA )

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)

IKERule IKE CMAP 1 (
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca

MainModeAuthMethod *= auth ca

DoAutopass = TRUE
DPDIdleDuration = 10
DPDResponseDuration = 3
DPDRetries =5

)
IPsecAction CMAP 1 (
TunnelingParameters *= TunnelEntry (
PeerIPAddress = 10.0.110.101
DFHandling=CLEAR
)
ContainedProposals *= ( ESP GOST )
GroupID *= MODP 1024
IKERule = IKE CMAP 1
)
FilteringRule Filter nil acl CMAP 1 (
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.103.0/24 )
PeerIPFilter *= FilterEntry( IPAddress *= 192.168.101.0/24 )
NetworkInterfaces *= "iprb0O"
Action *= ( CMAP 1 )
)
FilteringRule Filter nil acl(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprb0O"
Action *= ( PASS )
)
FilteringRule Filter nil acl 1(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
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NetworkInterfaces *= "iprbl"

Action *=

Routing Table:

Destination

(

PASS

IPv4

)

Tabnuua mappyTtoB yctponcrsa GW1

Gateway

Flags

Ref

Interface

192.168.13.0

192.168.101.0

192.168.16.0

192.168.16.0

192.168.16.0
10.0.0.0
10.0.0.0
10.0.0.0
default

127.0.0.1

Routing Table:

Destination

IPv4

10.0.110.1
192.168.16.254
192.168.16.1
192.168.16.1
192.168.16.1

10.0.110.101
10.0.110.101
10.0.110.101
10.0.110.254
127.0.0.1

Tabnuua mappyTtoB yctponcrsa GW2

Gateway

Flags

Ref

91931

iprb0
iprb0:1
iprb0:2
iprb0
iprb0:1
iprb0:2

1o0

Interface

192.168.13.0
192.168.101.0
192.168.16.0
10.0.0.0
default
127.0.0.1

Routing Table:

Destination

IPv4

10.0.110.1
192.168.16.254
192.168.16.4
10.0.110.104
10.0.110.254
127.0.0.1

Tabnuua mapwpyTtoB yctponctesa GW3

Gateway

UG

UH

33
63
14
1148

iprbl:1
iprb0:1

100

Interface

192.168.15.0
192.168.15.0
192.168.15.0
192.168.103.0
10.12.118.0
10.12.118.0
10.12.118.0
224.0.0.0

default

192.168.15.1

192.168.15.1
192.168.15.1
192.168.15.254
10.12.118.1
10.12.118.1
10.12.118.1
10.12.118.1

10.12.118.254

UG

~ O O 3

o O O O 4

iprb0
iprb0:1
iprb0:2

iprb0
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127.0.0.1 127.0.0.1 UH 2 1551 100

Tabnuua mappyTtoB yctponctsa GW4

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
192.168.15.0 192.168.15.4 U 1 59 iprbl:1l
192.168.103.0 192.168.15.254 UG 1 4
10.12.118.0 10.12.118.4 U 1 69 iprb0:1
default 10.12.118.254 UG 1 99
127.0.0.1 127.0.0.1 UH 2 1325 100

BbiBoa komaHab! ifconfig —a yctpoiictea GW1
1lo0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST,IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000
iprb0: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 8
inet 10.0.110.101 netmask ffff0000 broadcast 10.0.255.255
ether 0:20:c9:85:6£:17

iprb0:1: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 8

inet 10.0.110.102 netmask ffff0000 broadcast 10.0.255.255

iprb0:2: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 8

inet 10.0.110.103 netmask ffff0000 broadcast 10.0.255.255

iprbl: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 7
inet 192.168.16.1 netmask ffffff00 broadcast 192.168.16.255
ether 0:e:a6:78:83:2d

iprbl:1: flags=1040843<UP, BROADCAST,RUNNING,MULTICAST, DEPRECATED, IPv4> mtu
1500 index 7

inet 192.168.16.2 netmask ffffff00 broadcast 192.168.16.255

iprbl:2: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 7

inet 192.168.16.3 netmask ffffff00 broadcast 192.168.16.255

BbiBog komaHab! ifconfig —a yctponcrea GW2

1o0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST, IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000

iprb0: flags=1000842<BROADCAST, RUNNING, MULTICAST,IPv4> mtu 1500 index 8
inet 10.0.110.101 netmask ffff0000 broadcast 10.0.255.255
ether 0:50:£fc:90:7f:1c

iprb0:1: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST, IPv4> mtu 1500 index 8
inet 10.0.110.104 netmask ffff0000 broadcast 10.0.255.255

iprbl: flags=1000842<BROADCAST, RUNNING, MULTICAST,IPv4> mtu 1500 index 7
inet 192.168.16.1 netmask ffffff00 broadcast 192.168.16.255
ether 4c:0:10:71:5c:b6
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iprbl:1: flags=1000843<UP, BROADCAST,RUNNING,MULTICAST, IPv4> mtu 1500 index 7

inet 192.168.16.4 netmask ffffff00 broadcast 192.168.16.255

BbiBog komaHab! ifconfig —a yctpoiictea GW3
1o0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST,IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000
iprb0: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 2
inet 10.12.118.1 netmask ffffff00 broadcast 10.12.118.255
ether 0:d:61:12:9a:50

iprb0:1: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 2

inet 10.12.118.2 netmask ffffff00 broadcast 10.12.118.255

iprb0:2: flags=1040843<UP, BROADCAST,RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 2

inet 10.12.118.3 netmask ffffff00 broadcast 10.12.118.255

iprbl: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST,IPv4> mtu 1500 index 3
inet 192.168.15.1 netmask ffffff00 broadcast 192.168.15.255
ether 0:d:61:12:9a:51

iprbl:1: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 3

inet 192.168.15.2 netmask ffffff00 broadcast 192.168.15.255

iprbl:2: flags=1040843<UP,BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4> mtu
1500 index 3

inet 192.168.15.3 netmask ffffff00 broadcast 192.168.15.255

BbiBoa komaHab! ifconfig —a yctponctea GW4

1lo0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST,IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000
iprb0: f£lags=1000842<BROADCAST, RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 10.12.118.1 netmask ffffff00 broadcast 10.12.118.255
ether 0:d:61l:a:7b:3c
iprb0:1: flags=1000843<UP,BROADCAST, RUNNING,MULTICAST, IPv4> mtu 1500 index 2
inet 10.12.118.4 netmask ffffff00 broadcast 10.12.118.255
iprbl: flags=1000842<BROADCAST, RUNNING, MULTICAST,IPv4> mtu 1500 index 3
inet 192.168.15.1 netmask ffffff00 broadcast 192.168.15.255
ether 0:d:61l:a:7b:3d
iprbl:1: flags=1000843<UP,BROADCAST, RUNNING,MULTICAST, IPv4> mtu 1500 index 3
inet 192.168.15.4 netmask ffffff00 broadcast 192.168.15.255
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