PyKOBO,CI,CTBO no BHeEOPEeHUIo

OTKa3oycToMunBoe peLueHune ¢
pe3epBUpOBaHNEM UHTEPhEenCcoB.
AyTteHTudmkauma Ha ceptudukarax, CK3U
«Kpuntollpo CSP 2.0»

OnucaHue cteHaa

CueHapuit UnniCTPUPYeET NOCTPOEHME 3aLLMLLEHHOTO COEAMHEHMS MexXay ABYMS NOACETAMU, oaHa U3
KoTopbix - SN1-192.168.1.0/24 3awwmwaeTcs wto3om 6e3onacHoctn GW1, a BTopas nogceTtb - SN2-
192.168.2.0/24 3awmwaeTcsa wno3om 6esonacHoctn GW2, umetowero ase NIC B ogHom ceTeBoMm
npocTpaHcTee. Yctponctea IPHost1 n IPHost2 cmoryT obwartbea mexay cobon no 3auieHHOMY
kaHany (VPN). Bce octanbHble coeanHeHus paspeLleHbl, HO 3awmwaTtbesa He OyayT. (PucyHok 1)
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PucyHok 1

MapameTpbl CSP VPN Gate

OnepaumnoHHas cuctema: SunOS 5.8
Bepcusi u HammeHoBaHwue npoaykta: CSP VPN GATE1000 build 2.2.7389
MO kpunTtonpoBangepa: «Kpuntollpo CSP» Bepcum 2.0

I'Iapameprl 3aljUeHHoro coeanHeHns

MapameTpbl 3aMLLEHHOro coeanHenns mexay nogcetsmm SN1 n SN2:
e _ AyTeHTudmKaums Ha cepTudmkaTax
e _IKE parameters:
¢  Encryption algorithm — GOST
e _Hash algorithm — GOST
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e  DH-group — group2 (1024)
e |PSec parameters:
e ESP encryption algorithm — GOST

INlornka paboTbl 0TKAa30yCTOMYUBOrO pPeLleHuns

OcHOBHas ngest COCTOUT B NCMOSb30BaHMN BO3MOXHOCTEN in.mpath-gemoHa. 3ToT cepBuc nossonsieT
umeTb B cucteme Heckornbko NIC B ogHom cermeHTe ceTu. OauH nHTepdenc HaxoamTcsa B paboyem
COCTOSIHMM, @ BTOPOM — B «cngawemy. [Npun nponagaHum nnHKa, Ha akTUBHOM UHTepdence aBToMaTU4ecKu
aKTUBUpPYeTCA «cnawumny». Npu nepekntoyeHnmn, Ha 3anacHon UHTepPdEeNC NepPeHOCATCS HAaCTPONKN
aKTMBHOrO. [locne BOCCTAHOBMEHNSA NIMHKA, NPONUCXOAMUT NepeknoyeHme Ha OCHOBHOW MHTepdenc.
Cuctema MoxeT npebbiBaTh B ABYX cocToaHMAX — normal u failover. B Hawwem npumepe nHtepdetric iprb0
pesepBupyeTcs nHTepdericom iprb1. Becb Tpaduk, B 0601X COCTOSIHUAX MOET Yepes agpec
10.0.110.101.

Hactponka wnto3a 6e3onacHoct GW2

CHauana Hactpoum ycTporcteo GW2. Bce HacTpolikvu 6yaem npov3BoauTb yaareHHo, NofyyYns AOCTyN K
YCTPOWCTBY MO NPOTOKONY Ssh ¢ npaBamu cynepnons3oBaTens.

[ns Hayana BbINOMHUM HECKOSbKO LlaroB rno HaCTDOIZKe in.mpath-,quOHa.

1. YMeHbLIUM 3Ha4YeHUs TaﬁmayTa Ana NepeKkriioyYeHns. ,D,J'IFI 3TOro yCtaHoBMUM B
/etc/default/mpathd 3HaYeHne FAILURE DETECTION TIME pasHoe 2000.

#

#ident "@ (#)mpathd.dfl 1.1 00/01/03 SMI"

#

# Time taken by mpathd to detect a NIC failure in ms. The minimum time
# that can be specified is 100 ms.

#

FAILURE DETECTION TIME=2000

#

# Failback is enabled by default. To disable failback turn off this option
#

FATLBACK=yes

#

# By default only interfaces configured as part of multipathing groups
# are tracked. Turn off this option to track all network interfaces

# on the system

#

TRACK_INTERFACES ONLY WITH GROUPS=yes

2. YcTaHOBMM COOTBETCTBME afpecoB NcegoHMMaM MHTepdericoB. MicnpaBnexns Gyaem genatb B
/etc/hosts

#
# Internet host table
#
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127.0.0.1 localhost loghost
10.0.110.101 supp-gw-data
10.0.110.102 sSupp-gw

10.0.110.103 supp-gw-fail

192.168.2.254 supp-gw-int

3. Cpenaem HeobXxoauMble HACTPOMKU B /etc/hostname. iprb0
gw2#vi /etc/hostname.iprb0

supp-gw group test -failover up \

addif supp-gw-data up

4. N B /etc/hostname.iprbl

gw2#vi /etc/hostname.iprbl

supp-gw-fail group test deprecated -failover standby up

Pernctpaumsa CA ceptucukara

Ona pernctpauun CA cepTndukaTa BbIMONHAM Criegyrolime OeNCTBUS:

1. [HoctaBum chann CA ceptmudukaTta Ha w3 6esonacHocTu. [ns AoCTaBKU MOXHO
BOCMNONb30BaTbCS YTUMUTOM pscp . exe M3 NakeTa Putty. ®ann ca.cer 4OCTaBUM B
npeaBapuUTENbHO CO34aHHbIA KaTasor /certs:

pscp ca.cer root@192.168.2.254:/certs

f Cpepa nepepnayv B 3TOM cny4vae JomKHa ObITh
- AOBEepPeHHON

MpenoynpexoeHne

2. C nomoubto yTUnuThI cert_mgr, BXOAsLLE B COCTaB NPOAYKTa, 3aperncTpupyemM ceptucmkaT B
6ase npoaykra:

gw2#/opt/VPNagent/bin/cert mgr import -f /certs/ca.cer -t

Peructpaums nokansHoro ceptudukara

Ons perncrtpaunmn riokaribHoro CepTVI(bI/IKaTa B 6ase npoAyKTa BbINOJTHUM creayrwine OEencTBus:

1. [HoctaBum B channoByto cucTemy LWto3a 6es3onacHocTr dann nokansHoro ceptudpumkaTta. CHoBa
BOCMONb3YEMCSH YTUITUTON pscp . exe.
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pscp locall.cer root@192.168.2.254:/certs

2. [ocTaBMM KOHTENHEPbl C CEKPETHBLIMU KIHoYaMmM A NOKanbHOro ceptudmkaTa Ha Lno3
©6e3onacHoCTu.

pscp -r locall.000 root@192.168.2.254: /var/CPROcsp/users

3. Tlonyyum ums KOHTENHepa C CeKPETHbIMM KItoYamu, Ans 3TOro UCMosb3yeM yTUNnTY csptest,
BxogsLwyto B coctae MO kpuntonpoBangepa:

gw2# /opt/CPROcsp/src/csptest/csptest -keyset -machinekeyset -verifycontext
-enum_containers —unique

CryptAcquireContext succeeded.HCRYPTPROV: 1

HDIMAGE\\locall.000|
locall

OK.

4. 3apernctpupyem nokanbHbln ceptudukat B 6ase Npodykra, UCNonNb3oBaB YTUMUTY cert mgr U3
cocTaBa npogykTa. iIMnopT nponsBogMM KOMaHAou cneayroLero Buaa:

gw24# /opt/VPNagent/bin/cert mgr import -f /certs/locall.cer -kc
'HDIMAGE\\locall.000"

5. Y6eaumcs, 4to cepTudukaTbl MMNOTPUPOBAaHbLI YCMELLHO:

gw2# /opt/VPNagent/bin/cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted 1.2.840.113549.1.9.1=support@s-
terra.com, C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,0OU=Support
Group, CN=Support Group CA

2 Status: local 1.2.840.113549.1.9.1=support@s-
terra.com,C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,OU=Support
Group,CN=locall

Co3pgaHue nonuTUKKM 6e30nacHoOCTH

Mocne pernctpaunm ceptudmkaToB nepengem K cosgaHuno nonutukn 6esonacHoctn ana GW2.
CospaBatb nonutuky byaem B MHTepdence komaHaHOM CTpoku. [insg Bxoda B KOHCOMb neperaeM B
AVpekTopuio /opt/VPNagent/bin/ U 3anyctmm cs_console. [lepeiiiem B pexXmm HacTPONKK.

3agagum agpec wrro3a no yMmosn4aHuK:
gw2 (config)# ip route 0.0.0.0 0.0.0.0 10.0.110.100

Bagagum napameTpbl ang IKE:
gw2 (config)#crypto isakmp policy 1
gw?2 (config-isakmp) #hash md5
gw2 (config-isakmp)# encryption des
gw2 (config-isakmp)# authentication rsa-sig

gw2 (config-isakmp)# group 2
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gw2 (config-isakmp) #exit

Cos3nagum Habop npeobpasoBaHuii ans IPsec:
gw2 (config)#crypto ipsec transform-set Gost esp-des
gw?2 (cfg-crypto-trans) #mode tunnel

gw2 (cfg-crypto-trans)#exit

Onuwem Tpaduk, KOTOPLIM NNaHMpyeTcs 3awmwaTte. [Ang aToro cosgagnm pacluMpeHHbIn CrCOoK
aoctyna.

gw2 (config)#ip access-list extended SN2toSN1
gw2 (config-ext-nacl)# permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255

gw2 (config-ext-nacl) f#exit

Cos3gagum KpunTokapTy:
gw2 (config)#crypto map CMAP 1 ipsec-isakmp
gw2 (config-crypto-map)# match address SN2toSN1
gw2 (config-crypto-map)# set transform-set Gost
gw2 (config-crypto-map)# set peer 10.0.110.100

gw2 (config-crypto-map) #exit

«MpuBsKEM» KPUNTOKAPTY K UHTEPdECy, Ha KOTOpoM ByOeT TepMUHMPOBATLCS TYHHENb:
gw2 (config)#interface FastEthernet0/0
gw2 (config-if)#crypto map CMAP
gw2 (config-if) fexit

YTo6bI Nocne nepekrtoyYeHnst ¢ OCHOBHOMO MHTepdenca Ha pe3epBHbIA TYHHENb NePecTPOnCs,
npuBsKeM KpuntokapTy K interface FastEthernet0/1:

gw2 (config)#interface FastEthernet0/1
gw2 (config-if)#crypto map CMAP
gw2 (config-if)#exit

OTtkntounm 06paboTKy cnmcka oTo3BaHHbIX cepTudmkaros (CRL):
gw2 (config)#crypto ca trustpoint s-terra technological trustpoint
gw2 (ca-trustpoint)# crl optional

gw2 (ca-trustpoint)fexit

Hactpoiika yctporictBa GW2 3aBeplueHa. Npu BbIXxoae 13 KOHUIypaLmoHHOro pexxuma nponcxoamT
3arpyska KoHurypaumm.

B MpunoxeHnn npuBeaeHbl TEKCT cisco-like koHdurypauum , Tekct LSP, Tabnvua MapLipyToB 1 _BbiIBOA
koMaHabl ifconfig —a
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Hactpouka wnto3a GW1

PeFMCTpaLI,VIFI CA v nokanbHoro CepTVI(*)VIKaTOB Nnpon3BOONTCA TaK Xe, KakK 1 Ona wo3a BGesonacHocTn
GW2.

TekcT nonuTmnkn 6esonacHocTn, TekeT LSP, Tabnuua mapLlpyToB U BbiBOA KOMaHAb! ifconfig —a

ans wno3a GW1 npueeaeHsl B MpunoxeHun.

Hactpowka yctpounctsa IPHost1

Ha yctponctee IPHost1 B kayecTBe Wo3a N0 YMOMYaHUIO HYXXHO YKasaTb aapec BHYTPEHHEro
nHTepdeinca wnio3a 6esonacHoctn GW1 - 192.168.1.254.

HacTtponka yctpouncrsa IPHost2

Ha yctponctee IPHost2 B kayecTBe Wino3a N0 YMOMYaHUIO HYXXHO YKasaTb agpec BHYTPEHHEro
uHTepdeinca yctponctea GW2 — 192.168.2.254.

MpoBepka paboTOCNOCOOHOCTU CTEHAR

Mocne Toro, kak HacTporka GW1un GW2 3aBepLueHa, MHULMUMPYEM co3aHne 3aLlULLEHHOIO COeAMHEHUS.

1. Ha IPHost1 BbInonHuM koMaHay:

ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1): 56 data bytes

64 bytes from 192.168.2.1: icmp seqg=0 ttl=61 time=5.8 ms
64 bytes from 192.168.2.1: icmp seg=1 ttl=61 time=1.6 ms
64 bytes from 192.168.2.1: icmp seg=2 ttl=61 time=1.5 ms
64 bytes from 192.168.2.1: icmp seg=3 ttl=61 time=1.5 ms
64 bytes from 192.168.2.1: icmp seg=4 ttl=61 time=1.6 ms
64 bytes from 192.168.2.1: icmp seg=5 ttl=61 time=1.6 ms
64 bytes from 192.168.2.1: icmp seqg=6 ttl=61 time=2.7 ms
64 bytes from 192.168.2.1: icmp seg=7 ttl=61 time=1.6 m

B pesynbTarte BbINOMHEHUS 3TON KOMaHabl Mexay ycrtponctBamm GW1 n GW2 6yget yctaHosneH VPN
TYHHenNb. Y6eanTbCcsa B 3TOM MOXHO NPU MOMOLLM YTUNUTLI sa_ show.

2. Haycrponctee GW2 BbINOMHUM KOMaHAy:

gw24#/opt/VPNagent/bin/sa_show
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IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent
Rec

IPSec SA 1 8 (192.168.1.0-192.168.1.255,%*)-(192.168.2.0-192.168.2.255,%*) *
ESP tunn 8951 11904

Tenepb, He ocTaHaBnmBas nocblnky ICMP-nakeToB ¢ IPHost1, oTknio4Mm oCHOBHOM UHTEpdEC Ha
GW2. doxaemcs yctaHoBreHust SA vyepes pe3epBHbIN iprb1 nHtepdeic n BO30GHOBNEHNS CBA3N:

64 bytes from 192.168.2.1: icmp seqg=365 ttl=61 time=1.5 ms
64 bytes from 192.168.2.1: icmp seg=366 ttl=61 time=1.5 ms
64 bytes from 192.168.2.1: icmp seqg=367 ttl=61 time=1.5 ms
64 bytes from 192.168.2.1: icmp seg=368 ttl=61 time=1.6 ms
64 bytes from 192.168.2.1: icmp seqg=372 ttl=61 time=3446.6 ms
64 bytes from 192.168.2.1: icmp seq=373 ttl=61 time=2447.0 ms
64 bytes from 192.168.2.1: icmp seqg=375 ttl=61 time=447.7 ms
64 bytes from 192.168.2.1: icmp seq=376 ttl=61 time=2.8 ms
64 bytes from 192.168.2.1: icmp seg=377 ttl=61 time=2.7 ms

Y6eauTbcs B TOM, YTO TYHHEMb NEPECTPOUNICS, MOXHO NP NOMOLLUM YyTUNKUTLI sa_show.

3. Ha ycrtporictee GW2 BbINOMHMM KOMaHAy:

gw2#/opt/VPNagent/bin/sa_ show

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent
Rec

IPSec SA 1 6 (192.168.1.0-192.168.1.255,*)- (192.168.2.0-192.168.2.255,*) *
ESP tunn 10238 15896

MNMocne aToro BepHeM CTEHA, B UICXOHOE COCTOsIHUE U NpoHabniogaem nepeknioyeHne ¢ pe3epBHOro Ha
OCHOBHOW NHTepenc:

64 bytes from 192.168.2.1: icmp seg=424 ttl=61 time=1.5 ms

64 bytes from 192.168.2.1: icmp seg=425 ttl=61 time=2.7 ms

64 bytes from 192.168.2.1: icmp seg=426 ttl=61 time=1.5 ms

64 bytes from 192.168.2.1: icmp seg=427 ttl=61 time=1.5 ms

64 bytes from 192.168.2.1: icmp seq=8 ttl=252 time=4228.4 ms
64 bytes from 192.168.2.1: icmp seqg=9 ttl=252 time=3229.0 ms
64 bytes from 192.168.2.1: icmp seqg=10 ttl=252 time=2229.4 ms
64 bytes from 192.168.2.1: icmp seqg=13 ttl=252 time=20.1 ms
64 bytes from 192.168.2.1: icmp seg=14 ttl=252 time=2.0 ms
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MoxHo ybeanTtbes, 4To SA onsTk Obin nepecTpoeH. [nga atoro Ha GW2 BbINOMHUM KOMaHay:
gw2#/opt/VPNagent/bin/sa_ show

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent
Rec

IPSec SA 1 13 (192.168.103.0-192.168.103.255,*)-(10.0.110.0-10.0.110.255,%*)
* ESP tunn 13685 18547

MbI TOMBKO 4YTO co3ganu KoHUrypaumio, obecnedrBaroLLyo B3auMogencTBme Mexay yCTpoicTBamm 13
noaceten SN1u SN2 no 3almiieHHOMY KaHany, C UCNOfb30BaHNEM pe3epBMpPOBaHMSA NHTEPEECOB Ha
wno3e CSP VPN Gate (GW2).

Mpunoxexue

TekcT cisco-like koHdurypaummn gna GW1

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp keepalive 10 5
username cscons password csp
hostname GW1l
enable password csp
!
logging trap debugging
!
crypto isakmp policy 1
hash md5
encryption des
authentication rsa-sig
group 2
!
crypto ipsec transform-set Gost esp-des
mode tunnel
!
ip access-list extended SN1toSN2
permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
!
crypto map CMAP 1 ipsec-isakmp
match address SN1toSN2
set transform-set Gost
set pfs group?2
set peer 10.0.110.101
|

interface FastEthernet0/0
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ip address 10.0.110.100 255.0.0.0

crypto map CMAP
interface FastEthernet0/1

ip address 192.168.1.254 255.255.255.0

!
crypto ca trustpoint s-terra technological trustpoint

crl optional
crypto CA certificate chain s-terra technological trustpoint
certificate 551C69033C5A62864FCD2D961858B88B

3082036730820314A003====skip====9E0C4C06767E9824AACC65993BB3FI9F918325EA384EB
E

quit

ip route 0.0.0.0 0.0.0.0 10.0.110.101 1

end

Tekct LSP gns yctponcrea GW1

# This is automatically generated LSP
#
# Conversion Date/Time: Fri Feb 15 11:45:33 2008

GlobalParameters (

Title = "This LSP was automatically generated by
CSP Converter at Fri Feb 15 11:45:33 2008"

Version = "2.1"

CRLHandlingMode = OPTIONAL

LDAPLogMessageLevel = DEBUG

SystemLogMessagelevel = DEBUG

PolicyLogMessageLevel = DEBUG

CertificatesLogMessagelevel = DEBUG

SyslogSettings (
Server = 127.0.0.1
Facility = LOG_LOCAL7
)
RoutingTable (
Routes *=
Route (
Destination = 0.0.0.0/0
Gateway = 10.0.110.101

Metric = 1
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IKETransform IKETransform 1

(
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP 1024

LifetimeSeconds = 86400

ESPProposal ESP Gost
(

Transform* = ESPTransform

(
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

CertDescription ca

(

Issuer *= "1.2.840.113549.1.9.1=support@s-
terra.com,C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,OU=Support
Group, CN=Support Group CA"

SerialNumber = "551c69033c5a62864£fcd2d961858b88b"

Subject *= "1.2.840.113549.1.9.1=supportls-
terra.com,C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,OU=Support
Group, CN=Support Group CA"

)

AuthMethodGOSTSign auth ca

(

LocallD = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

IKERule IKE CMAP 1
(
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca
MainModeAuthMethod *= auth ca

DoAutopass = TRUE
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DPDIdleDuration = 10
DPDResponseDuration = 5

DPDRetries =5

IPsecAction CMAP 1
(
TunnelingParameters *= TunnelEntry(

PeerIPAddress = 10.0.110.101

DFHandling=COPY
)
ContainedProposals *= ( ESP _Gost )
GroupID *= MODP 1024

IKERule = IKE CMAP 1

FilteringRule Filter nil acl CMAP 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.1.0/24 )
PeerIPFilter *= FilterEntry( IPAddress *= 192.168.2.0/24 )
NetworkInterfaces *= "rtlsO"

Action *= ( CMAP 1 )

FilteringRule Filter nil acl

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "rtlsQO"

Action *= ( PASS )

FilteringRule Filter nil acl 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "rtlsl"

Action *= ( PASS )

TekcT cisco-like koHdurypaummn gna GW2

crypto ipsec df-bit copy

crypto isakmp identity dn
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username cscons password csp
hostname suppgw?2
enable password csp
!
logging trap debugging
!
crypto isakmp policy 1
hash md5
encryption des
authentication rsa-sig
group 2
!
crypto ipsec transform-set Gost esp-des
mode tunnel
!
ip access-list extended SN2toSN1
permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
!
crypto map CMAP 1 ipsec-isakmp
match address SN2toSN1
set transform-set Gost
set pfs group?2
set peer 10.0.110.100
!
interface FastEthernet0/0
ip address 10.0.110.102 255.255.255.0
ip address 10.0.110.101 255.255.255.0 secondary
crypto map CMAP
interface FastEthernet0/1
ip address 10.0.110.103 255.255.255.0
crypto map CMAP
interface FastEthernet0/2
ip address 192.168.2.254 255.255.255.0
!
crypto ca trustpoint s-terra technological trustpoint
crl optional
crypto CA certificate chain s-terra technological trustpoint
certificate 551C69033C5A62864FCD2D961858B88B
3082036730820314A00====skip====0C4C06767E9824AACC65993BB3F9F918325EA384EBE
quit
!
ip route 0.0.0.0 0.0.0.0 10.0.110.100 1

end
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Tekct LSP gns yctponcrea GW2

# This is automatically generated LSP

#

# Conversion Date/Time:

GlobalParameters (

Title
CSP Converter at Thu Feb 14 11:4

Version
CRLHandlingMode
LDAPLogMessageLevel
SystemLogMessagelevel
PolicyLogMessageLevel

CertificatesLogMessagelevel

SyslogSettings (
Server = 127.0.0.1

Facility = LOG_LOCAL7

RoutingTable (
Routes *=

Route (

Thu Feb 14 11:48:45 2008

"This LSP was automatically generated by

45 2008"
"2.1"
OPTIONAL
DEBUG
DEBUG
DEBUG

DEBUG

Destination = 0.0.0.0/0

Gateway = 10.0.110.100

Metric = 1

)

IKETransform IKETransform 1

(

CipherAlg  *= "G2814789CPRO1-K256-CBC-65534"

HashAlg *= "GR341194CPRO1-65534"

GroupID *= MODP 1024

LifetimeSeconds = 86400

ESPProposal ESP Gost
(

Transform* = ESPTransform

(

CipherAlg*

LifetimeSeconds = 3600

= "G2814789CPRO1-K256-CBC-254"
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LifetimeKilobytes = 4608000

CertDescription ca

(

Issuer *= "1.2.840.113549.1.9.1=supportls-
terra.com, C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,0OU=Support
Group, CN=Support Group CA"

SerialNumber = "551c69033c5a62864£fcd2d961858b88b"

Subject *= "1.2.840.113549.1.9.1=supportls-
terra.com, C=RU, ST=Moscow, L=Z2elenograd, O=S-Terra CSP,OU=Support
Group, CN=Support Group CA"

)

AuthMethodGOSTSign auth ca

(

LocallD = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

IKERule IKE CMAP 1

(
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca
MainModeAuthMethod *= auth ca
DoAutopass = TRUE

DoNotUseDPD = TRUE

IPsecAction CMAP 1
(
TunnelingParameters *= TunnelEntry(

PeerIPAddress = 10.0.110.100

DFHandling=COPY
)
ContainedProposals *= ( ESP Gost )
GroupID *= MODP 1024

IKERule = IKE CMAP 1

FilteringRule Filter nil acl CMAP 1
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LocalIPFilter *= FilterEntry( IPAddress
PeerIPFilter
NetworkInterfaces *= "iprbO"

Action *= ( CMAP 1 )

FilteringRule Filter nil acl

(

LocalIPFilter *= FilterEntry( IPAddress

PeerIPFilter *= FilterEntry( IPAddress *=
NetworkInterfaces *= "iprbO"
Action *= ( PASS )

AuthMethodGOSTSign auth ca 1

(

LocallD =

DoNotMapRemoteIDToCert = TRUE

AcceptCredentialFrom *= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)

IKERule IKE CMAP 1 1

(
Transform* = IKETransform 1
AggrModeAuthMethod *= auth ca 1
MainModeAuthMethod *= auth ca 1
DoAutopass = TRUE
DoNotUseDPD = TRUE

IPsecAction CMAP 1 1

(

TunnelingParameters *= TunnelEntry(

PeerIPAddress = 10.0.110.100

DFHandling=COPY

)

ContainedProposals *= ( ESP Gost )
GroupID *= MODP 1024

IKERule = IKE CMAP 1 1

*= 192.168.2.0/24 )

*= FilterEntry( IPAddress *= 192.168.1.0/24 )

*= 0.0.0.0..255.255.255.255 )

0.0.0.0..255.255.255.255 )

IdentityEntry( DistinguishedName* = USER SPECIFIC DATA
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FilteringRule Filter nil acl CMAP 1 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.2.0/24 )
PeerIPFilter *= FilterEntry( IPAddress *= 192.168.1.0/24 )
NetworkInterfaces *= "iprbl"

Action *= ( CMAP 1 1 )

FilteringRule Filter nil acl 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprbl"

Action *= ( PASS )

FilteringRule Filter nil acl 2

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "iprb2"

Action *= ( PASS )

Tabnuua mapwpyTtusayum GW1

gwl#netstat -rn

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
192.168.1.0 192.168.1.254 U 1 20 rtlsl
10.0.0.0 10.0.110.100 U 1 98 rtlsO
default 10.0.110.101 UG 1 18
127.0.0.1 127.0.0.1 UH 2 2016 100

Tabnuua mapwpyTtusayum GW2

gw2#netstat -rn

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface

10.0.110.0 10.0.110.102 U 1 40 1iprbo0
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10.0.110.0 10.0.110.101 U 1 0 iprb0:1
10.0.110.0 10.0.110.102 1 1 iprbl
192.168.2.0 192.168.2.254 U 1 8 iprb2
default 10.0.110.100 UG 1 0
127.0.0.1 127.0.0.1 UH 2 242 100

BbiBoa komaHab! ifconfig —a yctpoictea GW1

gwl#ifconfig -a

1o0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST, IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000

rtls0: f£lags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 8
inet 10.0.110.100 netmask ££f000000 broadcast 10.255.255.255
ether 0:50:£c:90:7f:1c

rtlsl: f£lags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 9
inet 192.168.1.254 netmask ffffff00 broadcast 192.168.1.255
ether 4c:0:10:71:5c:b6

BbiBoa komaHab! ifconfig —a yctponcrea GW2

CTtapToBoe coCcTosiHUE:
gw2#ifconfig -a
1o0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST, IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000

iprb0: flags=9000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4, NOFAILOVER> mtu
1500 index 2

inet 10.0.110.102 netmask ffffff00 broadcast 10.0.110.255
groupname test
ether 0:a0:c9:2b:7d:f2
iprb0:1: flags=1000843<UP,BROADCAST, RUNNING,MULTICAST, IPv4> mtu 1500 index 2
inet 10.0.110.101 netmask ffffff00 broadcast 10.0.110.255

iprbl:
flags=69040843<UP, BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4, NOFAILOVER, STA
NDBY, INACTIVE> mtu 1500 index 3

inet 10.0.110.103 netmask ffffff00 broadcast 10.0.110.255
groupname test
ether 0:90:27:9b:b0:cf

iprb2: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 4
inet 192.168.2.254 netmask ffffff00 broadcast 192.168.2.255
ether 0:a0:c9:85:6£:17

lMocne oTka3a OCHOBHOrO fnMHKa Ha iprb0, 6ygeT «nogHATY» BUPTYarbHbIA UHTEPEENC C agpecom
10.0.110.101 Ha iprb1.

gw2#ifconfig -a
1o0: flags=1000849<UP, LOOPBACK, RUNNING, MULTICAST, IPv4> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000
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iprb0: flags=19000843<UP,BROADCAST,RUNNING,MULTICAST, IPv4,NOFAILOVER, FAILED>
mtu 1500 index 2

inet 10.0.110.102 netmask ffffff00 broadcast 10.0.110.255
groupname test
ether 0:a0:c9:2b:7d:£f2

iprbl:
flags=29040843<UP, BROADCAST, RUNNING, MULTICAST, DEPRECATED, IPv4, NOFAILOVER, STA
NDBY> mtu 1500 index 3

inet 10.0.110.103 netmask ffffff00 broadcast 10.0.110.255
groupname test
ether 0:90:27:9b:b0:cf

iprbl:1: flags=21000843<UP, BROADCAST, RUNNING,MULTICAST, IPv4, STANDBY> mtu
1500 index 3

inet 10.0.110.101 netmask ffffff00 broadcast 10.0.110.255

iprb2: flags=1000843<UP,BROADCAST, RUNNING, MULTICAST, IPv4> mtu 1500 index 4
inet 192.168.2.254 netmask ffffff00 broadcast 192.168.2.255
ether 0:a0:c9:85:6£:17
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