PyKOBO,D,CTBO no BHeJpeHuto

[locTpoeHue 3aluLLEeHHON CeTU nepeaavu AaHHbIX
B TONONIOMUK «3Be3aa» C pe3epBUpoBaHNEM
LWNH30B 6€30MacHOCTU, C MCMONb30BaHUEM
TexHonorun DMVPN

Onucanue cTeHaa

CueHapuii onvcbiBaeT NOCTPOEHME 3aLLMLLEHHON CETU Nepeaayn AaHHbIX B Tonosoriy 3eesga ¢
pesepBrpoBaHMeM LWN30B 6esonacHocTu. Micnonb3oBaHue texHonorn DMVPN (Dynamic Multipoint VPN)
Mo3BONSET AMHAMUYECKN NOAKIN0YATL HOBbIE CeTu (pununanbl) 6e3 nepeHacTpoiku o6opyaoBaHUs
LieHTpanbHoro oguca.

3

HORVPM1

BR1_Lan BR1R BR1VFN
./SP‘CEL H2 Lan
BR2_Lan BRIR BR2VPN HQRVFMZ  HGRR
PucyHok 1
Apnpecauums
BR1 ISP Loopbacks
- f ] Ackress
Object Address Object Address Object
BR1 Lan 192.168.1.0/24 ISPR FA10.x 10.0.0.1/29 BRIR Led 192.168.260.1/32
BRIR FALD 192.168.1.1/24 ISPR_FA1/0.y 10.01.1/30 BRR Lo 182,168,250 732
BRIR_FAIA 192.168.11.1/30 ISPR_FAI/ND .z 10.02.1/30 v Lo 192,183 250 %32
BRIVPN_FADMD  192.188.11.2/30 GFR L0 192,165 250.4/37
BRIVEN_FADA  10.0.0.2/29
HQ
Object Address
BR2 HQ_Lan 192,168.0.0/24
HQMR_FAD/ 192, 166.0.1/24
Object Address HOMR_FADA 10.0.1.2/30
BRZ Lan 192.168.2.0/24 HOWMR SPETO 192.168.33.1/30
BR2R_FALD 1902.168.2.1/24 HORVPNI FADMD  192.168.33.2/30
BR2R_FA1/ 192.160.22.1/30 HQRR_FAD/M 192,168.0.2/24
ERZVEN FADD  |192.160.22.2/30 HQORR_SPE1/D 192, 166.44.1/30
BR2VPN_FADA  10.0.0.3/29 HORVPNZ_FADM  192.168.44.2/30
HORVPNZ_FADA  10.02.2/30

mGRE Scenario1

Object
HCIMR_Tun
HGRR Tund
BR1R_Tunl
BRZR_Tunll

Address

11.0.0.1/29
11.0.0.2/29
11.0.0.3/29
11.0.0.4/29

NAT: HQMR_FAOQ/1 UDP 500 & 4500 -> HQRVPN1 UDP 500 & 4500

mGRE Scenario2

Object Address
HGMR_Tunl 11.00.1/29
HQRR_Tund 11.00.8/29
BR1R Tund 11.00.2/29
BR1R_Tun1 11.00.10/29
BRZR_TurO 11.00.3/729
BR2R Tunil 11.00.11/29
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PyKOBO,ElCTBO no BHeJpeHuto

B cTenge npeacTaBneHbl ABa BapMaHTa pasMeLlleHmns Wnto3oB 6esonacHocTn S-Terra VPN Gate:
e inline — BR1VPN, BR2VPN, HQRVPN2
e on-stick —- HOQRVPNL1.

Ha mapwpytusatopax Cisco: BR1R, BR2R, HOMR, HQRR HacTpoeH DMVPN B pexume 6e3 3awwmThbl
TyHHenen (without tunnel protection). CeTeBble B3anmogencTeusi ceten cunuanoe BR1 _Lan, BR2 Lanu
ceTu ronosHoro odpuca HQ_Lan nponcxogaT BHYTPU TyHHenen, nogHsaTbix B pamkax DMVPN. WndposaHue
TYHHENMPOBAHHOIO Tpaduka OCyLLECTBIISETCA Ha LWIo3ax 6e3onacHocTu cemerictea CSP VPN Gate ¢
ucnonb3oBaHvem kpuntoanroputMmos FOCT. B3anmHas ayTeHTUdUKaLms wno3os 6e3onacHoCcTu
OCYLLIECTBSIETCS HA NpedonpeaeneHHbIX kno4vax (preshared-key).

B npeanoxeHHon cxeme ucnonb3yetcs NAT (Ha ycTponctBe HQMR). Ucnonb3oBaHne NAT He aBnsieTcs
HeobxoaMMbIM AN NOCTPOEHUA AAHHOIO CLieHapus 1 BBEAEHO C LeNbio AEMOHCTPaLUN BO3MOXHOCTH
paboTbl 4aHHOrO peLleHns B ceTsax, rae ucnonb3yetca NAT-npeobpasoBaHve Tpadumka.

PesepBupoBaHue wnio3oB 6€30nacHOCTU (KaHaNoB CBSA3M) B LIeHTpanbsHOM 0doMce OpraHn3oBaHo 3a cHeT
NCMNonb30BaHWsa ABYX MapLupyTusaTopoB — ocHoBHoro (HQMR — HQ Main Router ) u pesepsHoro( HQRR —
HQ Reserve Router ). [No ymonyaHuto Becb Tpaduk U3 yaaneHHbIx oumcos npoxogut yepes HQMR. B
cnyyae Bbixoga n3 ctposs HQMR, Tpaduk aBTomatnyecku nepeHanpasnsetcs Yepe3 HQRR.

PaCCMOTpVIM ABa BapuaHTta cueHapud, B obowux cnyydaax 6y/:|,eT MCcnosnb30BaTbCA TONOJIONNA «3Be3aar.

1. OGMeH gaHHBIMU BO3MOXEH TOMNbKO MeXay LieHTpanbHbIM oducoM 1 dounuanamu. 3awumTa
ceTeBOro Tpaduka Mexay dpunuanamm He npeaycmaTpusaeTcsl, ceTeBble B3auMoAeicTBMSA Mexay
dmnranamun OoMmkHbl ObITb 3anpeLLeHbl NoNUTMKaMn 6e30nacHoCTy.

2. O6GMeH gaHHbIMY BO3MOXEH Kak Mexay rofioBHbIM 0OMCOM U bunmanom, Tak n Mexay dunmanamm
C nepewmdpaumen Tpaduka B ronosHom ocuce. B kaxxgom ns dunnanos HacTpoeHo no Ase
DMVPN cetn — ogHa ¢ HQMR u ogHa ¢ HQRR.

CueHapui 1

T

ER1_Lan BR1R BRI1VPN

. HORVEN1

HQ_Lan

BR2_Lan BRZR BR2ZVFN HQRVFNZ  HORR

PucyHok 2

CwuHel nyHKTUpHOW nNuHuen nokaszaHa DMVPN ceTb.

MapLupmisau,Mﬂ Mexay ueHTpalbHbIM U yOoaneHHbIMU o¢w|caM|/| OCyLLeCTBNAETCA C NOMOLLUBIO NMPOTOKOa
OSPF.
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PyKOBO,EI,CTBO no BHeJpeHuto

Hactponka DMVPN TyHHens Ha mapwpyTtusatope HQMR

Cosgagum TyHHenbHbIN MHTepdelic: interface TunnelO.

Ona Toro, yto6bl HQMR 6b1n 60nee npeanoyTUTENEH AN NPOTOKONOB AMHAMUYECKOW MapLLpyTMU3aLmm,
BbICTaBUM criegyliee 3HadeHne ans bandwidth:

bandwidth 1000
3apagum IP agpec TyHHenbHOMY UHTEepdency:
ip address 11.0.0.1 255.255.255.248

[nsa npepoTtepalleHns parmeHTaumm Ha VPN wnto3ax, 3agagum MakcumarbeHoe 3HadeHne MTU Ha
TYHHENbHOM UHTEepdence:

ip mtu 1400

Ons Toro, 4ytobbl HUB aBTOMaTtuyecku gobaensan agpeca Spoke MapLipyTM3aTopoB Afs PacChIfKu
multicast-nakeToB:

ip nhrp map multicast dynamic
3agagum nhrp network-id:
ip nhrp network-id 1000

3apagum napameTp holdtime gnsa nhrp. MapameTp nokasbiBaeT, kak yacTto Spoke mapwpyTtusatop dyget
peructpupoBaTbca Ha HUB mapLupyTtusartope:

ip nhrp holdtime 60
[na pabotel OSPF yepes TyHHenNbHLIN UHTEpPhelc 3agagnm network type — broadcast:
ip ospf network broadcast
[nsa toro, yto6bl HQMR 6bin DR 3agagum ospf priority:
ip ospf priority 20
B kauecTBe agpeca TyHHenbLHOro niTepdenca byagem ncrnonb3osatb loopback nHtepdelic:
tunnel source Loopback0
Coenaem gaHHbli nHtepdenc mGRE nHTepdencom:

tunnel mode gre multipoint

Ons pabotbl VPN wnto3a yepe3 NAT, HacTpoum ctatuyeckyto TpaHcnsumio udp noptos 500 n 4500 ¢
BHeLlHero agpeca yctponctea HQMR Ha agpec HQRVPN1:

ip nat inside source static udp 192.168.33.2 500 10.0.1.2 500 extendable
ip nat inside source static udp 192.168.33.2 4500 10.0.1.2 4500 extendable

3agagnm cTaTUYeCcKU MapLUpyT, NoKasbiBaOLWUIA, YTO agpeca TYHHErbHbIX MHTepPEeNCcoB NapTHEPCKNX
LUNIO30B OOCTYNHbI Yepes3 agpec RVPN moayns:

ip route 192.168.250.0 255.255.255.0 192.168.33.2
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PyKOBO,EI,CTBO no BHeJpeHuto

Hactpouka wno3za HQRVPN1

Tak Kkak agpeca NapTHEPCKMX LUM030B 3apaHee HeN3BECTHbI, TO Ans wudpyemoro Tpaduka B access-list B
destination ykasaBaem any:

ip access-list extended GRE HQMR TO ANY

permit gre host 192.168.250.3 any

Cosp,aeM ANHaMUN4YEeCKYy0 KpUNToKapTy, TaK Kak agpeca napTHepoB TakKXKe 3apaHee HEN3BECTHbI:

!
crypto dynamic-map FAOO DMAP 10

match address GRE HQMR TO ANY

set transform-set ESP GOST CI

set pfs groupb

|

crypto map FAOO CMAP 10 ipsec-isakmp dynamic FAOO DMAP

MonHble TekcTbl koHpurypaumm yctponcte HOQMR n HQRVPN1 foCTynHbI B KOHLE ONMCaHUSA AaHHOrO
cueHapws.

Hactpowuka yctponctea HQRR

Tak kak AaHHbIN MapLUpyTU3aTop ABNSETCH pe3epBHbIM, TO OH saBnsieTca HUB ans Bcex Spoke
MapLLpYTU3aTOPOB, a Tak xe Spoke ana mapwpytusatopa HQMR.

interface TunnelO

description ### HQ RESERVE DMVPN HUB ###
bandwidth 900

ip address 11.0.0.2 255.255.255.248
no ip redirects
ip mtu 1400

ip nhrp map multicast dynamic

Tak Kak gaHHbIV MapLipyTu3artop asnsetca Spoke ansg HQMR, To 3agagnm mannupoBaHue TYHHENbHOro
agpeca mapupyTtusatopa HQMR k ero gomsmyeckomy:

ip nhrp map 11.0.0.1 192.168.250.3
Ons Toro, 4To6bl multicast-nakeTbl ABHO OTChIaNUCh Ha manyecknii agpec mapwpytmusatopa HQMR:

ip nhrp map multicast 192.168.250.3
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PyKOBO,ElCTBO no BHeJpeHuto

ip nhrp network-id 1000
ip nhrp holdtime 60

3apagum agpec next hop resolution protocol server — TyHHenNbHbIV agpec mapLupytmusatopa HQMR:
ip nhrp nhs 11.0.0.1

ip ospf network broadcast

[nsa Toro, 4ytobbl MapwpyTtusatop HQRR 6bin BDR — 3agagum ero priority:

ip ospf priority 10

tunnel source Loopback0

tunnel mode gre multipoint

HacTpoika wnro3za HQRVPN2

Tak kak Mbl 3HaeM agpec mappyTtusatopa HQMR, To access-list onuceiBatoLLmii Tpadmk, KOTOPLIN
Heobxoammo wudposaTtb mexgy HQRR n HOMR, 6yaeT Bbirnagets criegyowmm obpasom:

|
ip access-list extended GRE HQRR TO HQMR
permit gre host 192.168.250.4 host 192.168.250.3
!
B otnnune ot agpeca maplipyTtnsatopa HQMR, agpeca Spoke w0308 3apaHee HEU3BECTHbI — MO3TOMY
destination — any:
ip access-list extended GRE HQRR TO ANY
permit gre host 192.168.250.4 any
!
Tak kak agpeca Spoke poyTepoB HEU3BECTHbI 3apaHee — Ans wudgposaHusa Tpaduka byget
Mcnonb3oBaTbca ANHAMUYecKas KpuntokapTa:
crypto dynamic-map FAO1 DMAP 10
match address GRE HQRR TO ANY
set transform-set ESP GOST CI
set pfs groupbd
!
Onsa wudposanua Tpaduka mexay HQRR n HQMR uvcnone3yeTca ctaTudeckas Kpuntokapra:
crypto map FAOl CMAP 10 ipsec-isakmp
match address GRE HQRR TO HQMR
set transform-set ESP GOST CI

set pfs groupb
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PyKOBO,EI,CTBO no BHeJpeHuto

set peer 10.0.1.2

crypto map FAQOl CMAP 20 ipsec-isakmp dynamic FAOl DMAP

MonHble TekcTbl kKoHUrypaumm yctponctB HQRR n HQRVPN2 focTynHbI B KOHLE OnncaHnst 4aHHOro
cueHapwusi.

Hactpo#nka yctponctea BR1R

OanHbIn MapLupyTusatop asngetca Spoke kak ana mapuwpytusatopa HQMR, Tak u gna maplipyTtusatopa
HQRR. MoaToMy HacTpOnKnN TyHHENbHOro nHTepdenca aHanormyHbl HacCTpoMKam, OTHOCSALMMCS K Spoke
yacTtum yctponctBa HQRR 3a ucknovyeHnem Toro, 4To:

e Yy paHHoro wnwo3a agsa HUB maplpyTtmsaTtopa

e  [1aHHbIN LIM03 HMKOrAa He AormkeH ObiTb DR unm BDR — noatomy ospf priority BeicTaBneHa B 0.

interface TunnelO

description ### BRANCH1 DMVPN INTF ###
ip address 11.0.0.3 255.255.255.248
no ip redirects

ip mtu 1400

ip nhrp map 11.0.0.1 192.168.250.3
ip nhrp map 11.0.0.2 192.168.250.4
ip nhrp map multicast 192.168.250.3
ip nhrp map multicast 192.168.250.4
ip nhrp network-id 1000

ip nhrp holdtime 60

ip nhrp nhs 11.0.0.1

ip nhrp nhs 11.0.0.2

ip ospf network broadcast

ip ospf priority O

tunnel source Loopback0

tunnel mode gre multipoint

Hactpo#nka yctponctea BR1VPN

Tak kak agpeca HUB mapLupyTn3aTopoB U3BECTHbI 3apaHee, To B access list OHM SBHO yka3bIBalOTCS U
NCNONb3YTCA CTaTUYeCKue KpUnToKapThl:
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PyKOBO,EI,CTBO no BHeJpeHuto

ip access-list extended GRE BR1R_TO HQORR

permit gre host 192.168.250.1 host 192.168.250.4
!

ip access-list extended GRE BR1IR TO HQMR

permit gre host 192.168.250.1 host 192.168.250.3
|

!

crypto map FAOl CMAP 10 ipsec-isakmp

match address GRE BRIR TO HQMR

set transform-set ESP _GOST CI

set pfs groupbd

set peer 10.0.1.2

!
crypto map FAQOl CMAP 20 ipsec-isakmp

match address GRE BRIR TO HQRR

set transform-set ESP_GOST CI

set pfs groupb

set peer 10.0.2.2

BaxHo: B criyyae, ecnv oguH 13 Spoke mapLupytum3atopoB (Hanpumep, BR1VPN) nonpobyeTt nocnaTe Yto-
nmbo B CeTb, 3alumLaemMyo apyrum Spoke mapLupyTu3aTopoM, TO NakeT, Npuasa Ha yctponctso BR1VPN un
(Tak kak agpecom HasHayeHus ana gaHHoro GRE naketa 6ygeT cdumanyeckui agpec gpyroro Spoke) He
nonagasi Nog kakoe-nubo npasuno wndposaHus, ynget ¢ ycTporctea BR1VPN B oTkpbiTOM BUAE.
MN3bexaTb 9TOro MOXHO, Hanpumep, nosecus access-list Ha nHtepdence yctporictea BR1R, paspelatowmii
npoxoxaeHne GRE nakeToB Tonbko Ha agpeca yctponctB HQMR n HQRR.

MonHble TekcTbl KoHpUrypaumm yctponcts BR1R n BR1VPN gocTynHbl B KOHLE OnN1caHns AaHHOro
cueHapus.

Yctponctea BR2R 1 BR2VPN HacTpavsatoTca aHanornyHo yctponctsam BR1R n BR1VPN. TekeT mx
KOHpMrypauum Tak e SOCTYMNeH B KOHLE ONUCaHWSA JAaHHOMO CLieHapusi.

MpoBepka oTkazoyctonunsocTy (Ha npumepe BR1)

[na npoBepkx 0TKa30yCTONYMBOCTM JAHHOMO peLleHns NpoBeaeM creayoLline AencTBus.
B wraTtHoM cny4vae Becb Tpaduk oT BR1_Lan B HQ_Lan npoxoauT 4Yepes yctporctso HQMR:
BR1R#show ip route 192.168.0.0 255.255.255.0
Routing entry for 192.168.0.0/24
Known via "ospf 10", distance 110, metric 1001, type inter area
Last update from 11.0.0.1 on TunnelO, 00:29:18 ago

Routing Descriptor Blocks:
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PyKOBO,ElCTBO no BHeJpeHuto

* 11.0.0.1, from 192.168.250.3, 00:29:18 ago, via Tunnel0

Route metric is 1001, traffic share count is 1

OTkntounm BHeLWHU nHTepdenc (nHtepdenc fal/l) Ha JaHHOM YCTPOMCTBE M MPOBEPUM 3a Kakoe BpeMsi
MapLUpyT Ha ycTponcTBe BR1R B ceTb HQ_Lan nepekntountcs Ha ycTporictBo HQRR (BbiBOg KOMaHAbI
show clock caenaH npakTnyeckun ogHOBPeEMeEHHO ¢ koMaHaon shut Ha uHTepdelice fal/1 yctporictBa
HQMR). MNMpoBepsTbL BpeMs nepekntoveHuns bygem no timestampam BbiBoga debug ip route.(BpeMst 4OMKHO
ObITb 0Kono 40cek — 3Ha4yeHMe no ymonyaHuto dead timera ospf).

BR1R#show clock

13:41:19.807 UTC Thu Jul 2 2009

BRIR#

Jul 2 13:41:22.507: RT: NET-RED 0.0.0.0/0
BR1R#

Jul 2 13:41:56.191: %0OSPF-5-ADJCHG: Process 10, Nbr 192.168.250.3 on
TunnelO from FULL to DOWN, Neighbor Down: Dead timer expired

BR1R#

Jul 2 13:42:01.699: RT: del 192.168.0.0/24 via 11.0.0.1, ospf metric
[110/1001]

Jul 2 13:42:01.699: RT: add 192.168.0.0/24 via 11.0.0.2, ospf metric
[110/1010]

Jul 2 13:42:01.699: RT: NET-RED 192.168.0.0/24

Kak BMAaHO, MapLupyT ycneLuHo nepeknioymncs Ha yctpornctso HQRR:

BR1R#show ip route 192.168.0.0 255.255.255.0
Routing entry for 192.168.0.0/24
Known via "ospf 10", distance 110, metric 1010, type inter area
Last update from 11.0.0.2 on TunnelO, 00:00:11 ago
Routing Descriptor Blocks:
* 11.0.0.2, from 192.168.250.4, 00:00:11 ago, via TunnelO

Route metric is 1010, traffic share count is 1

BRI1R#ping 192.168.0.
Jul 2 13:42:22.507: RT: NET-RED 0.0.0.0/0
BRI1R#ping 192.168.0.1 source 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/10/16 ms
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PyKOBO,ElCTBO no BHeJpeHuto

BR1R#

Tenepb BHOBb BkIOYMM nHTepdgenc fald/1 Ha ycTponctBe HQMR — MapLUpyT BHOBb AOMMKEH NEPEKIOYMTLCS
Ha Hero:

Jul 2 13:44:22.511: RT: NET-RED 0.0.0.0/0

Jul 2 13:44:22.803: RT: del 192.168.0.0/24 via 11.0.0.2, ospf metric
[110/1010]

Jul 2 13:44:22.803: RT: add 192.168.0.0/24 via 11.0.0.1, ospf metric
[110/1001]

Jul 2 13:44:22.803: RT: NET-RED 192.168.0.0/24
BR1R#show ip route 192.168.0.0 255.255.255.0
Routing entry for 192.168.0.0/24
Known via "ospf 10", distance 110, metric 1001, type inter area
Last update from 11.0.0.1 on TunnelO, 00:00:06 ago
Routing Descriptor Blocks:
* 11.0.0.1, from 192.168.250.3, 00:00:06 ago, via TunnelO

Route metric is 1001, traffic share count is 1

BbiBoA Tabnuubl MappyTusaumm ¢ yctpoincraa ISP:

ISP#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.0.2.0/30 is directly connected, FastEthernetl/0.45
C 10.0.0.0/29 is directly connected, FastEthernetl/0.43
C 10.0.1.0/30 is directly connected, FastEthernetl/0.44
ISP#
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PyKOBO,ElCTBO no BHeJpeHuto

BbiBog Tabnuubl mapwpyTtusaummn, DMVPN-related nHdopmauuu, a Takxe
cTaTUCTUKM IPsec coefMHeHns C YCTPOUCTB B rOJIOBHOM U yAaneHHbIX odpucax

HOQMR u HQRVPN1

HQOMR#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding

UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnel(O, IPv4 NHRP Details

Type:Hub, NHRP Peers:3,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.4 11.0.0.2 UP 00:19:12 D
1 192.168.250.1 11.0.0.3 UP 00:11:24 D
1 192.168.250.2 11.0.0.4 UP 00:18:01 D

HOMR#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.0.1.1 to network 0.0.0.0

192.168.250.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.250.3/32 is directly connected, Loopback0
S 192.168.250.0/24 [1/0] via 192.168.33.2

10.0.0.0/30 is subnetted, 1 subnets

C 10.0.1.0 is directly connected, FastEthernet0/1

© 2003 — 2009 S-Terra CSP 10



PyKOBO,ElCTBO no BHeJpeHuto

11.0.0.0/29 is subnetted, 1 subnets

o O O O

C 192.168.33.0 is directly connected,

S* 0.0.0.0/0 [1/0] via 10.0.1.1
HOMR#show ip nhrp
11.0.0.2/32 via 11.0.0.2

Tunnel(O created 00:22:11, expire 00:00:59

Type: dynamic, Flags: unique registered used

NBMA address: 192.168.250.4
11.0.0.3/32 via 11.0.0.3

TunnelO created 00:12:03, expire 00:00:47

Type: dynamic, Flags: unique registered
NBMA address: 192.168.250.1
11.0.0.4/32 via 11.0.0.4

TunnelO created 00:19:02, expire 00:00:50

Type: dynamic, Flags: unique registered used

NBMA address: 192.168.250.2
HOMR#

HQRVPN1:~# sa show -e

IKE sessions: 0 initiated, 0 responded

11.0.0.0 is directly connected, TunnelO

192.168.1.0/24 [110/101] wvia 11.0.0.3,
192.168.2.0/24 [110/101] wvia 11.0.0.4,
192.168.33.0/30 is subnetted, 1 subnets

192.168.0.0/24 is directly connected, FastEthernet0/0
00:11:22, TunnelO
00:17:58, TunnelO

Special-Services-Enginel/0

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec

ISAKMP SA 1 (10.0.0.3,4500)-(192.168.33.2,4500)
ISAKMP SA 2 (10.0.0.2,4500)-(192.168.33.2,4500)
ISAKMP SA 3 (10.0.2.2,4500)-(192.168.33.2,4500)

ready 1160 1084
ready 1160 1084
ready 1128 1116

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type

Sent Rec

IPSec SA 1 30 (192.168.250.2,*)-(192.168.250.3,*) 47 ESP tunn 6096 8696

IPSec SA 2 31 (192.168.250.1,*)-(192.168.250.3,*) 47 ESP tunn 6256 9048

IPSec SA 3 32 (192.168.250.4,*)-(192.168.250.3,*) 47 ESP tunn 5264 7744

HORVPNI : ~#
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HQRR u HQRVPN?2

HQRVPN2:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec
ISAKMP SA 1 (10.0.0.2,500)-(10.0.2.2,500) ready 1160 1084
ISAKMP SA 2 (10.0.1.2,4500)-(10.0.2.2,4500) ready 1184 672
ISAKMP SA 3 (10.0.0.3,500)-(10.0.2.2,500) ready 1160 1084

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type
Sent Rec

IPSec SA 1 31 (192.168.250.3,%*)-(192.168.250.4,*) 47 ESP tunn 8608 13952
IPSec SA 2 32 (192.168.250.1,%*)-(192.168.250.4,*) 47 ESP tunn 9224 12520
IPSec SA 3 33 (192.168.250.2,*)-(192.168.250.4,*) 47 ESP tunn 9224 12520
HQRVPN2 : ~#

HQRR#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.44.2 to network 0.0.0.0

192.168.44.0/30 is subnetted, 1 subnets
C 192.168.44.0 is directly connected, Special-Services-Enginel/0

192.168.250.0/32 is subnetted, 1 subnets
C 192.168.250.4 is directly connected, LoopbackO
11.0.0.0/29 is subnetted, 1 subnets

11.0.0.0 is directly connected, TunnelO

192.168.0.0/24 is directly connected, FastEthernet0/0
192.168.1.0/24 [110/112] via 11.0.0.3, 00:16:27, TunnelO
192.168.2.0/24 [110/112] via 11.0.0.4, 00:23:01, TunnelO

nw O O O O

* 0.0.0.0/0 [1/0] via 192.168.44.2
HORR#
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BR1R u BR1VPN

BR1VPN:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec
ISAKMP SA 1 (10.0.1.2,4500)-(10.0.0.2,4500) ready 1152 672
ISAKMP SA 2 (10.0.2.2,500)-(10.0.0.2,500) ready 1152 672

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type
Sent Rec

IPSec SA 1 8 (192.168.250.3,*)-(192.168.250.1,*) 47 ESP tunn 15264 25368
IPSec SA 2 9 (192.168.250.4,*)-(192.168.250.1,*) 47 ESP tunn 14484 22848
BR1VPN: ~#

BR1R#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.11.2 to network 0.0.0.0

192.168.11.0/30 is subnetted, 1 subnets
C 192.168.11.0 is directly connected, FastEthernetl/1
192.168.250.0/32 is subnetted, 1 subnets
C 192.168.250.1 is directly connected, LoopbackO
11.0.0.0/29 is subnetted, 1 subnets
11.0.0.0 is directly connected, TunnelO
IA 192.168.0.0/24 [110/1001] wvia 11.0.0.1, 00:22:20, TunnelO
192.168.1.0/24 is directly connected, FastEthernetl/0
192.168.2.0/24 [110/1001] via 11.0.0.4, 00:22:20, TunnelO
* 0.0.0.0/0 [1/0] via 192.168.11.2

nw O O O O

BR1R#show dmvpn
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Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding

UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnel(O, IPv4 NHRP Details

Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 192.168.250.3 11.0.0.1 UP 00:22:32 S
1 192.168.250.4 11.0.0.2 UP 00:22:33 S

BR1R#show ip nhrp
11.0.0.1/32 via 11.0.0.1
TunnelO created 00:22:36, never expire
Type: static, Flags: used
NBMA address: 192.168.250.3
11.0.0.2/32 via 11.0.0.2
TunnelO created 00:22:36, never expire
Type: static, Flags: used
NBMA address: 192.168.250.4
BR1R#

BR2R u BR2VPN

BR2VPN:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec

ISAKMP SA 1 (10.0.1.2,4500)-(10.0.0.3,4500) ready 1152 672
ISAKMP SA 2 (10.0.2.2,500)-(10.0.0.3,500) ready 1152 672

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type

Sent Rec

IPSec SA 1 9 (192.168.250.3,*)-(192.168.250.2,*) 47 ESP tunn 20452 33768

IPSec SA 2 10 (192.168.250.4,*)-(192.168.250.2,*) 47 ESP tunn 19680 31240
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B

B
C

1

r

G

n Q O O O

B
L

R2VPN: ~#

R2R#show ip route

odes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS

evel-2

ia - IS-IS inter area, * - candidate default, U - per-user static
oute

o - ODR, P - periodic downloaded static route
ateway of last resort is 192.168.22.2 to network 0.0.0.0

192.168.250.0/32 is subnetted, 1 subnets
192.168.250.2 is directly connected, Loopback0
11.0.0.0/29 is subnetted, 1 subnets
11.0.0.0 is directly connected, TunnelO
192.168.22.0/30 is subnetted, 1 subnets
192.168.22.0 is directly connected, FastEthernetl/1
IA 192.168.0.0/24 [110/1001] wvia 11.0.0.1, 00:33:50, TunnelO
192.168.1.0/24 [110/1001] via 11.0.0.3, 00:27:05, TunnelO
192.168.2.0/24 is directly connected, FastEthernetl/0
* 0.0.0.0/0 [1/0] via 192.168.22.2
R2R#show dmvpn
egend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding

UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details

T

ype:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.3 11.0.0.1 UP 01:07:46 S
1 192.168.250.4 11.0.0.2 UP 01:07:24 S
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BR2R#show ip nhrp
11.0.0.1/32 via 11.0.0.1
TunnelO created 01:08:16, never expire
Type: static, Flags: used
NBMA address: 192.168.250.3
11.0.0.2/32 via 11.0.0.2
TunnelO created 01:08:13, never expire
Type: static, Flags: used
NBMA address: 192.168.250.4
BR2R#

BRIR#

KoHdourypauum mapupytusaropos u S-Terra VPN wnto30B (cisco-like n

native Isp)

HQMR n HQRVPN1

HQMR#sh run

Building configuration...

Current configuration : 3327 bytes

! Last configuration change at 13:15:38 MSD Thu Jul 2 2009 by root

! NVRAM config last updated at 11:43:36 MSD Thu Jul 2 2009 by root

'+

version 12.4

configuration mode exclusive manual
service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec
service timestamps log datetime localtime
no service password-encryption

!

hostname HQMR
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boot-start-marker

boot-end-marker

!

security authentication failure rate 3 log
logging message-counter syslog

logging buffered 51200 warnings

enable secret 5 $1$8LcDSfdBOc7n3wYChIkiDy4Zto0
enable password csp

|

aaa new-model

aaa authentication login default local
aaa authentication enable default enable
aaa authorization exec default local

|

|

aaa session-id common

clock timezone MSD 3

clock summer-time MSD recurring

!

dotll syslog

ip source-route

no ip domain lookup

ip domain name s-terra.com

login block-for 120 attempts 3 within 30
no ipvé cef

!

multilink bundle-name authenticated

|

|
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voice-card 0
|
|

username root privilege 15 secret 5 $1SAMFYSnvOYpWE2gF1Kx3Q91fCsB1

archive

log config
hidekeys

|

|

!

ip ssh version 2

|

|

|

interface Loopback0

description ### HOMR MANAGEMENT INTERFACE ###

ip address 192.168.250.3 255.255.255.255
!

interface TunnelO

description ### HQ MAIN DMVPN HUB ###
bandwidth 1000

ip address 11.0.0.1 255.255.255.248
no ip redirects

ip mtu 1400

ip nhrp map multicast dynamic

ip nhrp network-id 1000

ip nhrp holdtime 60

ip ospf network broadcast

ip ospf priority 20

tunnel source Loopback0

tunnel mode gre multipoint

!
interface FastEthernet0/0

description ### TO HQ LAN ###

ip address 192.168.0.1 255.255.255.0
no ip proxy-arp

duplex auto

speed auto

no keepalive
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no

mop enabled

interface FastEthernet0/1

description ### TO ISP ###

ip
no
no
ip
ip

address 10.0.1.2 255.255.255.252
ip unreachables

ip proxy-arp

nat outside

virtual-reassembly

duplex auto

speed auto

no

no

keepalive

mop enabled

interface Special-Services-Enginel/0

description ### TO HQRVPN1 ###

ip
no
ip
ip
no
no
|
rou
lo
ar
ne

ne

no
ip
ip
no
ip
no

ip

ip
ip

address 192.168.33.1 255.255.255.252
ip proxy-arp

nat inside

virtual-reassembly

keepalive

mop enabled

ter ospf 10

g-adjacency-changes

ea 1 nssa

twork 11.0.0.0 0.0.0.7 area 1
twork 192.168.0.0 0.0.0.255 area O

ip forward-protocol nd

route 0.0.0.0 0.0.0.0 10.0.1.1

route 192.168.250.0 255.255.255.0 192.168.33.2
ip http server

http authentication aaa

ip http secure-server

http timeout-policy idle 60 life 86400 requests 10000

nat inside source static udp 192.168.33.2 500 10.0.1.2 500 extendable
nat inside source static udp 192.168.33.2 4500 10.0.1.2 4500 extendable
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!
ip access-list standard LOCAL TO RVPN
permit 192.168.33.1

deny any

control-plane

|

|

!

no ccm-manager fax protocol cisco
!

mgcp fax t38 ecm

|

|

!

line con O

exec-timeout 0 O
privilege level 15
logging synchronous

line aux 0

access-class 3 in
privilege level 15
transport input telnet
line 66

access-class LOCAL TO RVPN in
no activation-character
no exec

transport preferred none

transport input all

transport output pad telnet rlogin lapb-ta mop udptn v120 ssh

line vty 0 4

exec—timeout 0 O

privilege level 15

transport input all

!

scheduler allocate 20000 1000

end
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HOMR#

HQORVPN1l#show running-config

!
version 12.4

no service password-encryption

!

crypto ipsec df-bit clear

crypto isakmp identity hostname

crypto isakmp keepalive 10 3

ip host HQRVPN2 10.0.2.2

ip host BR1IVPN 10.0.0.2

ip host BR2VPN 10.0.0.3

username cscons privilege 15 password 0 newsecretpw
hostname HQRVPN1

enable password csp

|

|

!

crypto isakmp policy 10

hash mdb5

encr des

authentication pre-share

group 5

!

crypto isakmp key key333 hostname HQRVPN2
!

crypto isakmp key keylll hostname BR1VPN
!

crypto isakmp key key222 hostname BR2VPN
!

crypto ipsec transform-set ESP _GOST CI esp-des esp-md5-hmac
!

ip access-list extended GRE HQMR TO ANY
permit gre host 192.168.250.3 any

!
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crypto dynamic-map FAOO DMAP 10
match address GRE HQMR TO ANY
set transform-set ESP GOST CI
set pfs groupb
!
crypto map FAO0O CMAP 10 ipsec-isakmp dynamic FAOO_ DMAP
|
|
!
interface FastEthernet0/0
ip address 192.168.33.2 255.255.255.252
crypto map FAOO CMAP
!
interface FastEthernet0/1
shutdown
|
!
ip route 0.0.0.0 0.0.0.0 192.168.33.1
end

HQRVPN1#

HQRVPN1:~# lsp mgr show

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Jul 2 09:20:37 2009
GlobalParameters (
Title = "This LSP was automatically generated by
CSP Converter at Thu Jul 2 09:20:37 2009"
Version = "2.1"
LDAPLogMessageLevel = INFO
SystemLogMessagelLevel = INFO
PolicyLogMessagelevel = INFO

CertificatesLogMessagelevel = INFO

SyslogSettings (
Server = 127.0.0.1
Facility = LOG LOCALY
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RoutingTable (
Routes *=
Route (
Destination = 0.0.0.0/0
Gateway = 192.168.33.1

Metric =1

)

IKETransform IKETransform 10

(
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"
GrouplID *= MODP_1536

LifetimeSeconds = 86400

ESPProposal ESP ESP GOST CI
(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

AuthMethodPreshared IKE auth cs key HQRVPN2
(
LocalID = IdentityEntry( KeyID *= "48515256504e31" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.2.2
KeyID *= "48515256504e32"
)
SharedIKESecret = "cs key HQRVPN2"

IKERule IKE FAQO DMAP 10
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IKEPeerIPFilter* = FilterEntry( IPAddress *= 10.0.2.2

Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key HQRVPN2Z
MainModeAuthMethod *= IKE auth cs key HQRVPN2
DoAutopass = TRUE

DPDIdleDuration = 10

DPDResponseDuration = 3

DPDRetries =5

IPsecAction FAOO DMAP 10

(

TunnelingParameters

*= TunnelEntry(

DFHandling=CLEAR

)

ContainedProposals *= ( ESP _ESP GOST CI )

GroupID *= MODP_ 1536

IKERule = IKE_FAOO DMAP 10

AuthMethodPreshared IKE auth cs key BRIVPN

(

LocallD

RemotelID

IPv4Address *=

IdentityEntry (

10.0.0.2

KeyID *= "42523156504e"

)

SharedIKESecret = "cs key BRIVPN"

IKERule IKE FAQ0O DMAP 10 1

(

IKEPeerIPFilter* = FilterEntry( IPAddress *=
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key BRIVPN
MainModeAuthMethod *= IKE auth cs key BRIVPN
DoAutopass = TRUE

DPDIdleDuration = 10

IdentityEntry( KeyID *= "48515256504e31" )

10.0.0.2

)

)
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DPDResponseDuration = 3

DPDRetries =5

IPsecAction FAQO DMAP 10 1
(

TunnelingParameters *= TunnelEntry (

DFHandling=CLEAR
)
ContainedProposals *= ( ESP ESP GOST CI )
GroupID *= MODP_ 1536
IKERule = IKE FA0O DMAP 10 1

AuthMethodPreshared IKE auth cs key BR2VPN
(
LocalID = IdentityEntry( KeyID *= "48515256504e31" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.0.3
KeyID *= "42523256504e"
)
SharedIKESecret = "cs_key BR2VPN"

IKERule IKE FAQO DMAP 10 2

(
IKEPeerIPFilter* = FilterEntry( IPAddress *= 10.0.0.3 )
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key BR2VPN
MainModeAuthMethod *= IKE auth cs key BR2VPN

DoAutopass = TRUE
DPDIdleDuration = 10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAQO DMAP 10 2

(

TunnelingParameters *= TunnelEntry (
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DFHandling=CLEAR
)
ContainedProposals *= ( ESP _ESP GOST CI )
GroupID *= MODP_ 1536
IKERule = IKE FAQO DMAP 10 2

FilteringRule Filter nil acl FAOO DMAP 10

(

LocalIPFilter *= FilterEntry( IPAddress *= 192.168.250.3 ProtocollID *=
47 )

PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255
ProtocolID *= 47 )

NetworkInterfaces *= "ethO"

Action *= ( FAOO DMAP 10 ), ( FA0O DMAP 10 1 ), ( FAOO DMAP 10 2 )

FilteringRule Filter nil acl

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "ethO"

Action *= ( PASS )

FilteringRule Filter nil acl 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )

NetworkInterfaces *= "ethl"
Action *= ( PASS )

)

HQRVPN1:~#
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HQRR n HQRVPN2

HQRR:
HORR#sh running-config

Building configuration...

Current configuration : 2850 bytes

!

version 12.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname HQORR

!

boot-start-marker

boot-end-marker

!

security authentication failure rate 3 log
logging message-counter syslog

enable secret 5 $1$emDN$rVoGtT4YVYh3yHd.CTVFG1
!

aaa new-model

|

!

aaa authentication login default local
aaa authentication enable default enable
aaa authorization exec default local

I

|

aaa session-id common

clock timezone MSK 3

clock summer-time MSK recurring

!

dotll syslog

ip source-route

|
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ip cef
|
!
no ip domain lookup
ip domain name s-terra.com
login block-for 120 attempts 3 within 30
no ipve cef
!
multilink bundle-name authenticated
|
|
|
|
|
!
voice-card O
|
|
|
|
!
username root privilege 15 secret 5 $1SuXHASG7HSMONzBUAMUk3W8ViXhO
archive
log config
hidekeys
|
|
!
ip ssh version 2
|
|
!
interface Loopback0
description ### HQRR MANAGEMENT INTERFACE ###
ip address 192.168.250.4 255.255.255.255
!
interface TunnelO
description ### HQ RESERVE DMVPN HUB ###
bandwidth 900
ip address 11.0.0.2 255.255.255.248
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no ip redirects

ip mtu 1400

ip nhrp map multicast dynamic

ip nhrp map 11.0.0.1 192.168.250.3
ip nhrp map multicast 192.168.250.3
ip nhrp network-id 1000

ip nhrp holdtime 60

ip nhrp nhs 11.0.0.1

ip ospf network broadcast

ip ospf priority 10

tunnel source Loopback0

tunnel mode gre multipoint

!

interface FastEthernet0/0
description ### TO HQ LAN ###
bandwidth 10000

ip address 192.168.0.2 255.255.255.0
no ip proxy-arp

duplex auto

speed auto

no keepalive

no mop enabled

!

interface FastEthernet0/1

no ip address

no ip proxy-arp

shutdown

duplex auto

speed auto

!
interface Special-Services-Enginel/0
description ### TO HQRVPN2 ###

ip address 192.168.44.1 255.255.255.252
no ip unreachables

no ip proxy-arp

no keepalive

no mop enabled

!
router ospf 10

log-adjacency-changes
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area 1 nssa

network 11.0.0.0 0.0.0.7 area 1
network 192.168.0.0 0.0.0.255 area O

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.44.2

no ip http server

ip http authentication local
no ip http secure-server

|

|

ip access-list standard LOCAL TO RVPN

remark ### PERMIT ONLY LOCAL ACCESS TO RVPNS CONSOLE ###

permit 192.168.44.1
deny any

|

|

!

control-plane

|

|

ccm-manager fax protocol cisco

!

mgcp fax t38 ecm

|

1

dial-peer cor custom
|

|

!

line con O
exec—-timeout 0 O
privilege level 15
logging synchronous
line aux 0

transport input telnet
speed 115200

line 66
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access-class LOCAL TO RVPN in
no activation-character

no exec

transport preferred none
transport input all

transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
line vty 0 4

privilege level 15

transport input all

!

scheduler allocate 20000 1000

end

HORR#

HQRVPN2#sh run

!
version 12.4

no service password-encryption
!

crypto ipsec df-bit clear
crypto isakmp identity hostname
crypto isakmp keepalive 10 3
ip host HQRVPN1 10.0.1.2

ip host BRIVPN 10.0.0.2

ip host BR2VPN 10.0.0.3
username cscons privilege 15 password 0 newsecretpw
hostname HQRVPN2

enable password csp

|

|

|

crypto isakmp policy 10

hash md5b

encr des

authentication pre-share
group 5

!

crypto isakmp key key333 hostname HQRVPN1
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!
crypto isakmp key key444 hostname BR1VPN
!
crypto isakmp key key555 hostname BR2VPN
!
crypto ipsec transform-set ESP_GOST CI esp-des esp-md5-hmac
!
ip access-list extended GRE HQRR TO HQMR

permit gre host 192.168.250.4 host 192.168.250.3

!
ip access-list extended GRE HQRR TO ANY

permit gre host 192.168.250.4 any

|

!
crypto dynamic-map FAO01 DMAP 10

match address GRE HQRR TO ANY

set transform-set ESP_GOST CI

set pfs groupb

!

crypto map FAO0l CMAP 10 ipsec-isakmp

match address GRE HQRR TO HQMR

set transform-set ESP GOST CI

set pfs groupb

set peer 10.0.1.2

!

crypto map FAO0l CMAP 20 ipsec-isakmp dynamic FAOl DMAP
|

!

!

interface FastEthernet0/0

ip address 192.168.44.2 255.255.255.252

!

interface FastEthernet0/1

ip address 10.0.2.2 255.255.255.252

crypto map FAOl CMAP

|

!

ip route 0.0.0.0 0.0.0.0 10.0.2.1

ip route 192.168.250.4 255.255.255.255 192.168.44.1

end
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HQRVPN2 #

HQRVPN2:~# lsp mgr show

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Jul 2 12:22:10 2009
GlobalParameters (
Title = "This LSP was automatically generated by
CSP Converter at Thu Jul 2 12:22:10 2009"
Version = "2.1"
LDAPLogMessageLevel = INFO
SystemLogMessagelevel = INFO
PolicyLogMessageLevel = INFO
CertificatesLogMessagelevel = INFO

SyslogSettings (
Server = 127.0.0.1
Facility = LOG LOCAL7

RoutingTable (
Routes *=
Route (
Destination = 0.0.0.0/0
Gateway = 10.0.2.1
Metric =1
)y
Route (
Destination = 192.168.250.4
Gateway = 192.168.44.1

Metric =1

)

IKETransform IKETransform 10

(
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP 1536
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LifetimeSeconds = 86400

ESPProposal ESP ESP GOST CI
(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

ESPProposal ESP ESP GOST CI 1
(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

FilteringRule Filter nil acl

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "ethO"

Action *= ( PASS )

AuthMethodPreshared IKE auth cs key HQRVPNI

(
LocalID = IdentityEntry( KeyID *= "48515256504e32" )

RemoteID IdentityEntry(
IPv4Address *= 10.0.1.2

KeyID *= "48515256504e31"
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SharedIKESecret = "cs_key HQRVPNI"

IKERule IKE FAOl CMAP 10

(
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key HQRVPNI
MainModeAuthMethod *= IKE auth cs key HQRVPNI

DoAutopass = TRUE
DPDIdleDuration = 10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAOl CMAP 10
(
TunnelingParameters *= TunnelEntry (

PeerIPAddress = 10.0.1.2

DFHandling=CLEAR
)
ContainedProposals *= ( ESP ESP GOST CI )
GroupID *= MODP_ 1536

IKERule = IKE FAOl CMAP 10

AuthMethodPreshared IKE auth cs key HQRVPN1 1
(
LocalID = IdentityEntry( KeyID *= "48515256504e32" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.1.2
KeyID *= "48515256504e31"

)
SharedIKESecret = "cs key HQRVPNI"

IKERule IKE FAQOl1 DMAP 10

(
IKEPeerIPFilter* = FilterEntry( IPAddress *= 10.0.1.2 )

Transform* = IKETransform 10
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AggrModeAuthMethod
MainModeAuthMethod
DoAutopass
DPDIdleDuration
DPDResponseDuration

DPDRetries

IPsecAction FAO1 DMAP 10
(

TunnelingParameters

*= IKE auth cs key HQRVPNI 1
*= IKE auth cs key HQRVPNI 1
TRUE

10

3

5

*= TunnelEntry(

DFHandling=CLEAR

)

ContainedProposals *

GroupID *= MODP_ 1536

IKERule

AuthMethodPreshared IKE

(
LocallD

RemotelID

IdentityEntry( KeyID *= "48515256504e32"

( ESP_ESP_GOST CI 1 )

IKE FAOl DMAP 10

auth cs key BR1VPN

)

IdentityEntry(

IPv4Address *= 10.0.0.2

KeyID *= "42523156504e"

)
SharedIKESecret

"cs key BRIVPN"

IKERule IKE FAOl DMAP 10 1

(

IKEPeerIPFilter* = FilterEntry(

Transform*
AggrModeAuthMethod
MainModeAuthMethod
DoAutopass
DPDIdleDuration
DPDResponseDuration

DPDRetries

IPAddress *= 10.0.0.2 )

IKETransform 10

*= IKE auth cs key BR1VPN

*= IKE auth cs key BR1VPN

TRUE
10

3

5
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IPsecAction FAO1 DMAP 10 1

(

TunnelingParameters *= TunnelEntry (

DFHandling=CLEAR
)
ContainedProposals *= ( ESP ESP GOST CI 1 )
GroupID *= MODP 1536
IKERule = IKE FAQOl DMAP 10 1

AuthMethodPreshared IKE auth cs key BR2VPN
(
LocalID = IdentityEntry( KeyID *= "48515256504e32" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.0.3
KeyID *= "42523256504e"

)
SharedIKESecret = "cs _key BR2VPN"

IKERule IKE FAQOl DMAP 10 2

(
IKEPeerIPFilter* = FilterEntry( IPAddress *= 10.0.0.3 )
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key BR2ZVPN

MainModeAuthMethod *= IKE auth cs key BR2VPN

DoAutopass = TRUE
DPDIdleDuration =10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAOL DMAP 10 2
(

TunnelingParameters *= TunnelEntry (

DFHandling=CLEAR
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ContainedProposals *=
GroupID *= MODP_ 1536

IKERule = IKE FAQOl1 DMAP 10 2

FilteringRule Filter nil acl FAO1l CMAP 10

(

LocalIPFilter *= FilterEntry( IPAddress *=

47 )

PeerIPFilter
47 )

*= FilterEntry( IPAddress *=

NetworkInterfaces *= "ethl"

Action *= ( FAOl CMAP 10 )

FilteringRule Filter nil acl FAO1l DMAP 10
(

LocalIPFilter *= FilterEntry( IPAddress *=

47 )

PeerIPFilter *= FilterEntry( IPAddress *=
ProtocolID *= 47 )

NetworkInterfaces *= "ethl"

Action *= ( FAOl DMAP 10 ), (

FilteringRule Filter nil acl 1
(

LocalIPFilter *= FilterEntry( IPAddress *=

PeerIPFilter *= FilterEntry( IPAddress *=
NetworkInterfaces *= "ethl"
Action *= ( PASS )

ISPR

show running-config

Building configuration...

Current configuration 1750 bytes

( ESP_ESP_GOST CI 1 )

FAOl DMAP 10

192.168.250.4 ProtocolID *=

192.168.250.3 ProtocolID *=

192.168.250.4 ProtocolID *=

0.0.0.0..255.255.255.255

1), ( FAO1 DMAP 10 2 )

0.0.0.0..255.255.255.255 )
0.0.0.0..255.255.255.255 )
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!
upgrade fpd auto
version 12.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!
hostname ISP

!
boot-start-marker
boot-end-marker

|

logging message-counter syslog

enable secret 5 $1$bG4US$aN6p0Og7GkjUUSkhrMJIFJgO0

aaa new-model

aaa authentication login default local
aaa authentication enable default enable
aaa authorization exec default local

|

!

aaa session-id common

ip source-route

ip cef

|

|

|

!

no ipvé cef

!

multilink bundle-name authenticated

|

!

voice dsp waitstate 0

|
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memory-size iomem 0

username root privilege 15 secret 5 $1$gkWOSulRSKImUHkKkbLMH66YNI1G6QON.

archive

log config

hidekeys

|

|

!

interface FastEthernet0/0

no ip address

shutdown

duplex half

!

interface FastEthernetl/0

no ip address

duplex auto

speed auto

no keepalive

!
interface FastEthernetl/0.43
description ### TO BRANCHES ###

encapsulation dotlQ 43

ip address 10.0.0.1 255.255.255.248

no ip unreachables

no ip proxy-arp

!

interface FastEthernetl/0.44
description ### TO HQMR ###

encapsulation dotlQ 44

ip address 10.0.1.1 255.255.255.252

no ip unreachables

no ip proxy-arp

!

interface FastEthernetl1/0.45

description ### TO HQRR ###
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encapsulation dotlQ 45

ip address 10.0.2.1 255.255.255.252
no ip unreachables

no ip proxy-arp

!

interface FastEthernetl/1
no ip address

shutdown

duplex auto

speed auto

!

ip forward-protocol nd
no ip http server
no ip http secure-server

|

|

!

logging alarm informational
|

|

control-plane
|

!

!

mgcp fax t38 ecm
|

|

!

!

gatekeeper
shutdown

|

!

line con O

exec-timeout 0 O
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logging synchronous
stopbits 1
line aux 0

stopbits 1

line vty 0 4

|

end

ISP#

BR1R n BR1VPN

BRI1R#show running-config

Building configuration...

Current configuration : 2318 bytes

!

upgrade fpd auto

version 12.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname BRI1R

!

boot-start-marker

boot-end-marker

!

security authentication failure rate 3 log
logging message-counter syslog

enable secret 5 $1$YU52$/3RzR8PirNSp4IFlod00d/
!

aaa new-model

|

|

aaa authentication login default local
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aaa authentication enable default enable
aaa authorization exec default local
|

|

aaa session-id common

ip source-route

ip cef

|

|

|

!

no ip domain lookup

login block-for 120 attempts 3 within 30
no ipvé cef

!

multilink bundle-name authenticated
|

!

voice dsp waitstate 0

|

|

memory-size iomem O

username root privilege 15 secret 5 $1$51J85$naRD3f3hgZuNP5NoZsDM10

archive
log config
hidekeys

© 2003 — 2009 S-Terra CSP

43



PyKOBO,D,CTBO no BHeJpeHuto

interface Loopback0

description ### BR1R MANAGEMENT INTERFACE ###

ip

address 192.168.250.1 255.255.255.255

interface TunnelO

description ### BRANCH1 DMVPN INTF ###

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

address 11.0.0.3 255.255.255.248
ip redirects

mtu 1400

nhrp map 11.0.0.1 192.168.250.3

nhrp map 11.0.0.2 192.168.250.4

nhrp map multicast 192.168.250.3
nhrp map multicast 192.168.250.4
nhrp network-id 1000

nhrp holdtime 60

nhrp nhs 11.0.0.1

nhrp nhs 11.0.0.2

ospf network broadcast

ospf priority O

tunnel source Loopback0

tunnel mode gre multipoint

interface FastEthernet0/0

no

ip address

shutdown

duplex half

interface FastEthernetl/0

description ### TO BR1 LAN ###

ip

no

address 192.168.1.1 255.255.255.0

ip proxy-arp

duplex auto

speed auto

no

no

keepalive

mop enabled

interface FastEthernetl/1

description ### TO BRIVPN ###

ip

address 192.168.11.1 255.255.255.252
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no ip unreachables
no ip proxy-arp
duplex auto
speed auto
no keepalive
no mop enabled
!
router ospf 10
log-adjacency-changes
area 1 nssa
network 11.0.0.0 0.0.0.7 area 1
network 192.168.1.0 0.0.0.255 area 1
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.11.2
no ip http server
no ip http secure-server
|
|
|
!
logging alarm informational
!
!
!
control-plane
|
!
1
mgcp fax t38 ecm
|
|
!
1
gatekeeper
shutdown
|
1
line con O

exec-timeout 0 O
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logging synchronous
stopbits 1

line aux 0

stopbits 1

line vty 0 4

|

end

BRIR#

BR1VPN#show running-config
!
version 12.4
no service password-encryption
!
crypto ipsec df-bit clear
crypto isakmp identity hostname
crypto isakmp keepalive 10 3
ip host HQRVPN1 10.0.1.2
ip host HQRVPN2 10.0.2.2
username cscons privilege 15 password 0 newsecretpw
hostname BR1VPN
enable password csp
!
|
|
crypto isakmp policy 10
hash mdb5
encr des
authentication pre-share
group 5
!
crypto isakmp key keylll hostname HQRVPNI1
!
crypto isakmp key key444 hostname HQRVPN2
!
crypto ipsec transform-set ESP _GOST CI esp-des esp-md5-hmac
!
ip access-list extended GRE BR1R _TO HQORR

permit gre host 192.168.250.1 host 192.168.250.4
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!
ip access-list extended GRE BR1R_TO HQOMR

permit gre host 192.168.250.1 host 192.168.250.3
|

!
crypto map FAOl CMAP 10 ipsec-isakmp

match address GRE BRIR TO HQMR

set transform-set ESP _GOST CI

set pfs groupb

set peer 10.0.1.2

!
crypto map FAOl CMAP 20 ipsec-isakmp

match address GRE BRIR TO HQRR

set transform-set ESP GOST CI

set pfs groupbd

set peer 10.0.2.2

|

|

!

interface FastEthernet0/0

ip address 192.168.11.2 255.255.255.252

!

interface FastEthernet0/1

ip address 10.0.0.2 255.255.255.248

crypto map FAOl CMAP

|

|

ip route 0.0.0.0 0.0.0.0 10.0.0.1

ip route 192.168.250.1 255.255.255.255 192.168.11.1
end

BR1IVPN#

BRIVPN:~# lsp mgr show

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Jul 2 13:17:50 2009
GlobalParameters (

Title = "This LSP was automatically generated by
CSP Converter at Thu Jul 2 13:17:50 2009"

Version = "2.1"
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LDAPLogMessageLevel
SystemLogMessagelevel

PolicyLogMessageLevel

= INFO
= INFO
= INFO

CertificatesLogMessagelevel = INFO

SyslogSettings (
Server = 127.0.0.1
Facility = LOG _LOCAL7Y

RoutingTable (
Routes *=
Route (
Destination = 0.0
Gateway = 10.0.0.
Metric =1
)y
Route (
Destination = 192
Gateway = 192.168

Metric = 1

)

IKETransform IKETransform 10

(
CipherAlg *= "G2814789C
HashAlg *= "GR341194cC
GroupID *= MODP_ 1536

LifetimeSeconds = 86400

ESPProposal ESP ESP GOST CI
(

Transform* = ESPTransform

(

IntegrityAlg*
CipherAlg*

LifetimeSeconds =

LifetimeKilobytes =

.0.0/0
1

.168.250.1
1101

PRO1-K256-CBC-65534"
PRO1-65534"

"GR341194CPRO1-H96-HMAC-65534"

"G2814789CPRO1-K256-CBC-254"
3600

4608000
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ESPProposal ESP ESP GOST CI 1
(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

FilteringRule Filter nil acl

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )

PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "ethQ"

Action *= ( PASS )

AuthMethodPreshared IKE auth cs key HQRVPNI
(

LocallID IdentityEntry( KeyID *= "42523156504e" )
RemotelID

IPv4Address *= 10.0.1.2

IdentityEntry (

KeyID *= "48515256504e31"

)
SharedIKESecret = "cs key HQRVPN1"

IKERule IKE FAOl CMAP 10

(
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key HQRVPNI
MainModeAuthMethod *= IKE auth cs key HQRVPNI
DoAutopass = TRUE
DPDIdleDuration = 10

3

DPDResponseDuration
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DPDRetries =5

IPsecAction FAQOl1 CMAP 10
(
TunnelingParameters *= TunnelEntry (

PeerIPAddress = 10.0.1.2

DFHandling=CLEAR
)
ContainedProposals *= ( ESP ESP GOST CI )
GroupID *= MODP_ 1536
IKERule = IKE FAOl CMAP 10

AuthMethodPreshared IKE auth cs key HQRVPN2
(
LocalID = IdentityEntry( KeyID *= "42523156504e" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.2.2
KeyID *= "48515256504e32"
)
SharedIKESecret = "cs key HQRVPN2"

IKERule IKE FAQ0l1 CMAP 20

(
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key HQRVPN2

MainModeAuthMethod *= IKE auth cs key HQRVPN2

DoAutopass = TRUE
DPDIdleDuration = 10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAQO1 CMAP 20
(

TunnelingParameters *= TunnelEntry (

PeerIPAddress = 10.0.2.2
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DFHandling=CLEAR
)
ContainedProposals *= ( ESP ESP GOST CI 1 )
GroupID *= MODP_ 1536
IKERule = IKE FAQl CMAP 20

FilteringRule Filter nil acl FAO1 CMAP 10

(
LocalIPFilter *= FilterEntry( IPAddress *= 192.168.250.1 ProtocolID *=

47 )

PeerIPFilter *= FilterEntry( IPAddress *= 192.168.250.3 ProtocolID *=
47 )

NetworkInterfaces *= "ethl"

Action *= ( FAOLl CMAP 10 )

FilteringRule Filter nil acl FAO1 CMAP 20

(

LocalIPFilter *= FilterEntry( IPAddress *= 192.168.250.1 ProtocolID *=
47 )

PeerIPFilter *= FilterEntry( IPAddress *= 192.168.250.4 ProtocolID *=
47 )

NetworkInterfaces *= "ethl"

Action *= ( FAOl CMAP 20 )

FilteringRule Filter nil acl 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )

NetworkInterfaces *= "ethl"
Action *= ( PASS )

)

BR1VPN: ~#
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BR2R v BR2VPN

BR2R#show running-config

Building configuration...

Current configuration : 2232 bytes

!

upgrade fpd auto

version 12.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname BR2R

!

boot-start-marker

boot-end-marker

!

logging message-counter syslog

enable secret 5 $1$yn3M$nBVGR30ilgEG2LsgEOVDS.
!

aaa new-model

|

!

aaa authentication login default local
aaa authentication enable default enable
aaa authorization exec default local

|

|

aaa session-id common

ip source-route

ip cef

no ip domain lookup

no ipvé cef
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multilink bundle-name authenticated

voice dsp waitstate 0

memory-size iomem O

username root privilege 15 secret 5 $1$9g0yB$7dfoQlgWRvbpnimMONBy2.

archive

log config

hidekeys

interface Loopback0

description ### BR2R MANAGEMENT INTERFACE ###

ip address 192.168.250.2 255.255.255.255

interface TunnelO

description ### BRANCH2 DMVPN INTF ###

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

address 11.0.0.4 255.255.255.248

ip redirects

mtu 1400

nhrp map 11.0.0.1 192.168.250.3
nhrp map 11.0.0.2 192.168.250.4
nhrp map multicast 192.168.250.3
nhrp map multicast 192.168.250.4
nhrp network-id 1000

nhrp holdtime 60

nhrp nhs 11.0.0.1

nhrp nhs 11.0.0.2

ospf network broadcast

ospf priority O

tunnel source Loopback0

tunnel mode gre multipoint
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!
interface FastEthernet0/0
no ip address
shutdown
duplex half
!
interface FastEthernetl/0
description ### TO BR2 LAN ###
ip address 192.168.2.1 255.255.255.0
no ip proxy-arp
duplex auto
speed auto
no keepalive
no mop enabled
!
interface FastEthernetl/1l
description ### TO BR2VPN ###
ip address 192.168.22.1 255.255.255.252
no ip unreachables
no ip proxy-arp
duplex auto
speed auto
no keepalive
no mop enabled
!
router ospf 10
log-adjacency-changes
area 1 nssa
network 11.0.0.0 0.0.0.7 area 1
network 192.168.2.0 0.0.0.255 area 1
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.22.2
no ip http server
no ip http secure-server
|
|
|
logging alarm informational
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!
!
control-plane
|
|
!
mgcp fax t38 ecm
|
|
|
!
gatekeeper
shutdown
|
!
line con O
exec-timeout 0 O
logging synchronous
stopbits 1
line aux O
stopbits 1
line vty 0 4
!

end

BR2R#

BR2VPN#sh run

!

version 12.4

no service password-encryption
!

crypto ipsec df-bit clear
crypto isakmp identity hostname
crypto isakmp keepalive 10 3
ip host HQRVPN1 10.0.1.2

ip host HQRVPN2 10.0.2.2
username cscons privilege 15 password 0 newsecretpw

hostname BR2VPN
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enable password csp

|

|

!

crypto isakmp policy 10
hash mdb

encr des

authentication pre-share
group 5

!

crypto isakmp key key222 hostname HQRVPN1
|

crypto isakmp key key555 hostname HQRVPN2

crypto ipsec transform-set ESP_GOST CI esp-des esp-md5-hmac

ip access-list extended GRE BR2R_TO HQOMR

permit gre host 192.168.250.2 host 192.168.250.3

ip access-list extended GRE BR2R_TO HQRR

permit gre host 192.168.250.2 host 192.168.250.4

|
!
crypto map FAOl CMAP 10 ipsec-isakmp
match address GRE BRZ2R TO HQMR
set transform-set ESP GOST CI
set pfs groupbd
set peer 10.0.1.2
!
crypto map FAOl CMAP 20 ipsec-isakmp
match address GRE BRZR TO HQRR
set transform-set ESP GOST CI
set pfs groupb
set peer 10.0.2.2

|
!
interface FastEthernet0/0

ip address 192.168.22.2 255.255.255.252
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interface FastEthernet0/1

ip address 10.0.0.3 255.255.255.248

crypto map FAOl1 CMAP

|

!

ip route 0.0.0.0 0.0.0.0 10.0.0.1

ip route 192.168.250.2 255.255.255.255 192.168.22.1
end

BR2VPN#

BR2VPN:~# lsp mgr show

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Jul 2 13:17:23 2009
GlobalParameters (
Title = "This LSP was automatically generated by
CSP Converter at Thu Jul 2 13:17:23 2009"
Version = "2.1"
LDAPLogMessageLevel = INFO
SystemLogMessageLevel = INFO
PolicyLogMessageLevel = INFO

CertificatesLogMessagelevel = INFO

SyslogSettings (
Server = 127.0.0.1

Facility = LOG LOCAL7

RoutingTable (
Routes *=

Route (
Destination = 0.0.0.0/0
Gateway = 10.0.0.1
Metric =1

)y

Route (

Destination = 192.168.250.2
Gateway = 192.168.22.1

Metric =1
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)

IKETransform IKETransform_lO

(

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341194CPRO1-65534"

GroupID *= MODP_ 1536

LifetimeSeconds = 86400

ESPProposal ESP_ESP_GOST CI

(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

ESPProposal ESP ESP GOST CI 1

(

Transform* = ESPTransform

(
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-65534"
CipherAlg* = "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

FilteringRule Filter nil acl

(

LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "ethO"
Action *= ( PASS )
)
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AuthMethodPreshared IKE auth cs key HQRVPNIL
(
LocalID = IdentityEntry( KeyID *= "42523256504e" )
RemoteID = IdentityEntry(
IPv4Address *= 10.0.1.2
KeyID *= "48515256504e31"
)
SharedIKESecret = "cs key HQRVPNI"

IKERule IKE FAO0l1 CMAP 10

(
Transform* = IKETransform 10
AggrModeAuthMethod *= IKE auth cs key HQRVPNI

MainModeAuthMethod *= IKE auth cs key HQRVPNI1

DoAutopass = TRUE
DPDIdleDuration =10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAQl CMAP 10
(
TunnelingParameters *= TunnelEntry (

PeerIPAddress = 10.0.1.2

DFHandling=CLEAR
)
ContainedProposals *= ( ESP _ESP GOST CI )
GroupID *= MODP 1536
IKERule = IKE FAOl1 CMAP 10

AuthMethodPreshared IKE auth cs key HORVPN2

(
LocalID = IdentityEntry( KeyID *= "42523256504e" )

RemoteID IdentityEntry(
IPv4Address *= 10.0.2.2

KeyID *= "48515256504e32"
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SharedIKESecret = "cs_key HQRVPN2"

IKERule IKE FAQOl1 CMAP 20
(

Transform* = IKETransform 10

AggrModeAuthMethod *= IKE auth cs_ key HQRVPN2

MainModeAuthMethod *= IKE auth cs key HQRVPN2Z

DoAutopass = TRUE
DPDIdleDuration = 10
DPDResponseDuration = 3
DPDRetries =5

IPsecAction FAOL CMAP 20
(

TunnelingParameters *= TunnelEntry (

PeerIPAddress = 10.0.2.2

DFHandling=CLEAR
)

ContainedProposals *= ( ESP ESP GOST CI 1 )

GroupID *= MODP_ 1536

IKERule = IKE FAOl CMAP 20

FilteringRule Filter nil acl FAOl CMAP 10

(
LocalIPFilter *= FilterEntry( IPAddress *=

47 )

PeerIPFilter *= FilterEntry( IPAddress *=
47 )

NetworkInterfaces *= "ethl"

Action *= ( FAOl CMAP 10 )

FilteringRule Filter nil acl FAQ01 CMAP 20

(

LocalIPFilter *= FilterEntry( IPAddress *=
47 )

PeerIPFilter *= FilterEntry( IPAddress *=
47 )

192.168.250.2 ProtocolID

192.168.250.3 ProtocolID

192.168.250.2 ProtocolID

192.168.250.4 ProtocolID

* =

* =

* =

*—
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NetworkInterfaces *= "ethl"

Action *= ( FAOl CMAP 20 )

FilteringRule Filter nil acl 1

(
LocalIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )

PeerIPFilter *= FilterEntry( IPAddress *= 0.0.0.0..255.255.255.255 )
NetworkInterfaces *= "ethl"

Action *= ( PASS )

BR2VPN: ~#

CueHapui 2

HORVPM1

HQ_Lan

HORVPMZ HORR

BRZ_Lan BRZR BR2ZVFEN
PucyHok 3

CvHen v 3eneHon NyHKTUPHOM NuHnen nokasaHsl ase DMVPN cetu (y nepson HUB — HQMR |, y BTopown —
HQRR).

OTtnunune HaCTpoOeK AaHHOro cueHapua oT cueHapua Ne1:

e Tenepb aBe DMVPN cetu — y nepsorn HUB HQMR, y BToport HQRR. Tak kak HUB Gonblue He
CBsA3aHHbLI Mexay cobon, To HeT HeobxoanmocTn HQRR HacTpauBaTh kak Spoke gns HQMR.
Hactpovika HQVRM octanacb 6e3 nsmeHeHun. Hactpovika HQRR:

interface TunnelO

description ### HQ RESERVE DMVPN HUB ###
bandwidth 900

ip address 11.0.0.9 255.255.255.248

no ip redirects

© 2003 — 2009 S-Terra CSP 61



PyKOBO,ElCTBO no BHeJpeHuto

ip mtu 1400

ip nhrp map multicast dynamic
ip nhrp network-id 2000

ip nhrp holdtime 60

ip ospf network broadcast

ip ospf priority 10

tunnel source Loopback0
tunnel mode gre multipoint

e Tak xe Ha yctporctBe HQRVPN2 nponana Heo6xoauMOCTb B HACTPOMKE CTaTUYECKON KpUNTOKapTbI
nna cesa3m HQRR ¢ HQMR.

e Ha kaxgom n3 Spoke (BR1R 1 BR2R) mapLupyT1u3aTtopoB Tenepb NogHMMaloTCA Ha OavH, a ABa
TYHHenbHbIX MHTepdenca. Nprnyem nx Tun He MGRE, a p2p GRE (tunnel mode gre ip).

Hactporikn yctponcts BR1VPN n BR2VPN He nameHunmco.

BR1R

BRI1R (config) #do sh run | beg Tun
interface TunnelO

description ### BRANCH1 DMVPN INTF ###
bandwidth 1000

ip address 11.0.0.3 255.255.255.248
ip mtu 1400

ip nhrp map 11.0.0.1 192.168.250.3
ip nhrp map multicast 192.168.250.3
ip nhrp network-id 1000

ip nhrp holdtime 60

ip nhrp nhs 11.0.0.1

ip ospf network broadcast

ip ospf priority O

tunnel source Loopback0

tunnel destination 192.168.250.3

!
interface Tunnell

description ### BRANCH1 DMVPN BACKUP INTF ###
ip address 11.0.0.10 255.255.255.248
ip mtu 1400

ip nhrp map 11.0.0.9 192.168.250.4
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ip nhrp map multicast 192.168.250.4
ip nhrp network-id 2000

ip nhrp holdtime 60

ip nhrp nhs 11.0.0.9

ip ospf network broadcast

ip ospf priority O

tunnel source Loopback0

tunnel destination 192.168.250.4

BR2R

BR2R#show running-config | beg Tun

*Jul 2 14:06:04.154: %SYS-5-CONFIG I: Configured from console by
consoleinterface TunnelO

description ### BRANCH2 DMVPN INTF ###
bandwidth 1000

ip address 11.0.0.4 255.255.255.248
ip mtu 1400

ip nhrp map 11.0.0.1 192.168.250.3
ip nhrp map multicast 192.168.250.3
ip nhrp network-id 1000

ip nhrp holdtime 60

ip nhrp nhs 11.0.0.1

ip ospf network broadcast

ip ospf priority O

tunnel source Loopback0

tunnel destination 192.168.250.3

!
interface Tunnell

description ### BRANCH2 DMVPN BACKUP INTF ##4#
ip address 11.0.0.11 255.255.255.248
ip mtu 1400

ip nhrp map 11.0.0.9 192.168.250.4
ip nhrp map multicast 192.168.250.4
ip nhrp network-id 2000

ip nhrp holdtime 60
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ip nhrp nhs 11.0.0.9

ip ospf network broadcast
ip ospf priority O

tunnel source Loopback0

tunnel destination 192.168.250.4

MpoBepka paboTOCNOCOOHOCTM OTKa30yCTOMYMBOrO pPeLueHus

[ns nposepku 6ygem c agpeca n3 BR1_Lan nuHrosatb agpec u3 BR2_Lan naketamu pasmepom 1000 6anT.

B wratHom cnyyae, Tpacduk u3 BR1_Lan B BR2_Lan 6yget npoxogutb 4epe3 HQMR:

BR1R#show ip route 192.168.2.1
Routing entry for 192.168.2.0/24
Known via "ospf 10", distance 110, metric 101, type intra area
Last update from 11.0.0.4 on TunnelO, 00:04:11 ago
R2outing Descriptor Blocks:
* 11.0.0.4, from 192.168.250.2, 00:04:11 ago, via TunnelO

Route metric is 101, traffic share count is 1

[o Toro, kak Mbl 3anycTuUM ping-nakeTbl, MPOBEPMM CHETUYMKN 3aIMPOBaHHbIX U pacLLUMPOBaHHbIX
nakeToB Ha ycTponcTee BR1VPN:

BRI1VPN:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec
ISAKMP SA 1 (10.0.2.2,500)-(10.0.0.2,500) ready 1552 1072
ISAKMP SA 2 (10.0.1.2,4500)-(10.0.0.2,4500) ready 1184 672

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type
Sent Rec

IPSec SA 1 9 (192.168.250.4,*)-(192.168.250.1,*) 47 ESP tunn 65728 89872
IPSec SA 2 10 (192.168.250.3,*)-(192.168.250.1,*) 47 ESP tunn 30220 50752

3anycTtum ping:

BRIR#ping 192.168.2.1 source 192.168.1.1 size 1000 repeat 100
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Type escape sequence to abort.
Sending 100, 1000-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (100/100), round-trip min/avg/max = 12/22/40
ms

BRIR#

Yb6eaummcs, uto Tpacduk mexay BR1IR n HQMR yBennuuncs:

BRI1VPN:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec
ISAKMP SA 1 (10.0.2.2,500)-(10.0.0.2,500) ready 1552 1072
ISAKMP SA 2 (10.0.1.2,4500)-(10.0.0.2,4500) ready 1184 672

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type
Sent Rec

IPSec SA 1 9 (192.168.250.4,*)-(192.168.250.1,*) 47 ESP tunn 66052 90384

IPSec SA 2 10 (192.168.250.3,*)-(192.168.250.1,*) 47 ESP tunn 132944
160256

BR1VPN: ~#

Tenepb oTknto4mMm MHTepderic fad/1 Ha yctponctee HQMR n ydeammcst, 4TO MapLUpYT NepeKoYnsca Ha
HORR:

BR1R#

Jul 2 14:10:27.063: %0OSPF-5-ADJCHG: Process 10, Nbr 192.168.250.3 on
TunnelO from FULL to DOWN, Neighbor Down: Dead timer expired

BR1R#show ip route 192.168.2.1
Routing entry for 192.168.2.0/24
Known via "ospf 10", distance 110, metric 1001, type intra area
Last update from 11.0.0.11 on Tunnell, 00:00:37 ago
Routing Descriptor Blocks:
* 11.0.0.11, from 192.168.250.2, 00:00:37 ago, via Tunnell

Route metric is 1001, traffic share count is 1

3anycTum ping u NpoBEpUM CYETUMK NMAKETOB (Ha 3TOT pa3 TpaduK JOIMKEH yBenuumeaTbest Mexay BR1VPN
n HORR)
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BRIR#ping 192.168.2.1 source 192.168.1.1 size 1000 repeat 100

Type escape sequence to abort.
Sending 100, 1000-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (100/100), round-trip min/avg/max 12/23/44

ms

BR1VPN:~# sa show -e

IKE sessions: 0 initiated, 0 responded

ISAKMP SA Num (Remote Addr, Port)-(Local Addr,Port) State Sent Rec
ISAKMP SA 1 (10.0.2.2,500)-(10.0.0.2,500) ready 1552 1072

IPSec SA Num (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type
Sent Rec

IPSec SA 1 9 (192.168.250.4,*)-(192.168.250.1,*) 47 ESP tunn 170720 201824

BR1VPN: ~#

BHoBb Bkntounm nHTepdenc fal/1 Ha HQMR v ybeamnmcs, 4To MapLUpyT nepeknoynnca obpartHo:

BR1R#

Jul 2 14:12:47.515: %0OSPF-5-ADJCHG: Process 10, Nbr 192.168.250.3 on
TunnelO from LOADING to FULL, Loading Done

BR1R#show ip route 192.168.2.1
Routing entry for 192.168.2.0/24
Known via "ospf 10", distance 110, metric 101, type intra area
Last update from 11.0.0.4 on TunnelO, 00:00:00 ago
Routing Descriptor Blocks:
* 11.0.0.4, from 192.168.250.2, 00:00:00 ago, via TunnelO

Route metric is 101, traffic share count is 1

BRI1R#
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BbiBog Tabnuy mappytusaummn nugopmauum o DMVPN c yctponcTs

BRI1R

BR1R#show dmvpn
Jul 2 14:07:07.151: %SYS-5-CONFIG I: Configured from console by console
BR1R#show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding

UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnel(O, IPv4 NHRP Details

Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.3 11.0.0.1 UP 00:17:26 S

Interface: Tunnell, IPv4 NHRP Details

Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.4 11.0.0.9 UP 00:15:00 S

BR1R#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.11.2 to network 0.0.0.0
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192.168.11.0/30 is subnetted, 1 subnets
C 192.168.11.0 is directly connected, FastEthernetl/1l
192.168.250.0/32 is subnetted, 1 subnets
C 192.168.250.1 is directly connected, LoopbackO
11.0.0.0/29 is subnetted, 2 subnets
11.0.0.8 is directly connected, Tunnell

11.0.0.0 is directly connected, TunnelO

192.168.1.0/24 is directly connected, FastEthernetl/0

n O O O O O

* 0.0.0.0/0 [1/0] wvia 192.168.11.2
BR1R#

BR2R

BR2R#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding

UpDn Time --> Up or Down Time for a Tunnel

IA 192.168.0.0/24 [110/101] wvia 11.0.0.1, 00:02:34, TunnelO

192.168.2.0/24 [110/101] via 11.0.0.4, 00:02:34, Tunnel0

Interface: Tunnel(O, IPv4 NHRP Details

Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.3 11.0.0.1 UP 00:07:24 S

Interface: Tunnell, IPv4 NHRP Details

Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.168.250.4 11.0.0.9 UP 00:04:30 S

BR2R#sho

BR2R#show ip rout
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BR2R#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.22.2 to network 0.0.0.0

192.168.250.0/32 is subnetted, 1 subnets

C 192.168.250.2 is directly connected, Loopback0
11.0.0.0/29 is subnetted, 2 subnets

C 11.0.0.8 is directly connected, Tunnell

C 11.0.0.0 is directly connected, TunnelO
192.168.22.0/30 is subnetted, 1 subnets

C 192.168.22.0 is directly connected, FastEthernetl/1

O IA 192.168.0.0/24 [110/101]] via 11.0.0.1, 00:03:37, TunnelO

0 192.168.1.0/24 [110/101] via 11.0.0.3, 00:03:37, TunnelO

C 192.168.2.0/24 is directly connected, FastEthernetl/0

S* 0.0.0.0/0 [1/0] via 192.168.22.2

BR2R#
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