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1. AHHOTaLMA

Hactoswmin  OOKyMEHT  COAEpXWUT  onucaHve NpaBun  MONb30BaHUS
crnegylWwmMMn  ucnonHeHnsmn  MporpammHo-annapatHoro komnnekca «C-

Teppa VPN» Bepcun 4.1 (NMAK PJIKE.00010-01, pnanee MAK):

Tabauna 1. 'pynna ucnoanenunii CK3H ¢ Kpuntollpo CSP

C-Teppa KnueHnt CP KC1 "1-2"
C-Teppa KnueHnt CP KC2 "1-4"
C-Teppa W03 CP KC1 "3-2"
C-Teppa LLnto3 CP KC2 "3-4"
C-Teppa LWnwo3 CP KC3 "3-6"

B 3aBucumoctn ot ncnonHenus, NMAK coctout uns MO (MK «C-Teppa KnueHT
41» wnn MK «C-Teppa W3 4.1», MK «C-Teppa KIT 4.1», CK3U
«Kpuntollpo CSP»), annapatHon nnatgopmbl obLiero HasHavyeHus (x86-
cosmectumyto [MOBM) wunu cneumnanusmpoBaHHOW (cemencTBa MoAynewn
MCM), a Tak e MOXeT BKMYaTb B CBOW COCTaB CneuvanvM3vpoBaHHble
yctponcTea (ANMO3, Crac).

KomnnekTHoCTb ncnonHeHun ykasaHa B opmynspe PJIKE.00010-01 30 01.

2. HasHaueHue

MAK PJIKE.00010-01 siBnsietca moandukaumen CK3M PJIKE.00005-02.

MAK npegHasHayeH Ans 3awunTbl OT  HECAHKUMOHMPOBAHHOIO [JOCTyna

KOHGoMaeHUnanbsHON nHdopmMaumu, He coaepkaLien cBeaeHunn,

COCTaBIALWNX rOCYJAPCTBEHHYIO TanHy, B NPOU3BOSIbHbLIX MHPOPMALIMOHHO-

TENEKOMMYHMKAUMOHHbIX CUCTEeMax, B TOM 4uCrie MOCTPOEHHbIX Ha OCHOBE

npoTokonoB cemerictea TCP/IP, ¢ BbINONHEHMEM cnefyowmnx PyHKLUNNA:
dunbTpauna nepegaBaeMon B CeTSX MHQoOpMaumn, Ha YpOBHE

npoTtokonos cemenctea TCP/IP;
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obecneyveHne kpuntorpaduyeckon 3awmuTbl  KOHPUAEHUMANbHOM
MHOpMaUMn, He coaepXxallen cBeeHUn, COCTaBnALWMX rocy4apCTBEHHYO
TavHy, nepegaBaemMon no npotokoniam cemenctea TCP/IP;

ABYCTOPOHHASA Kpuntorpaduyeckas ayteHTudpumkaumss aboHEHTOB npu
YCTaHOBIIEHUN COEANHEHNS

KOHTPOJSIb LIENTOCTHOCTU MAKETOB C UCMOSIb30BaHNEM X3LU-PYHKLUMN

nMmMTo3awumTa Tpadumka npu nomowm npotokonoB IPsec AH w/unn
IPsec ESP.
MAK PJIKE.00010-01 ygosnetBopsieT «TpeboBaHnaAM K LWMPpoBanbHbIM
(kpynTorpadpuyeckum)  cpeactBaMm, NpedHasHayYeHHbIM  Ans  3alnTbl
nHdOpMaLmMn, He cogepXxallen ceejeHUn, COCTaBNALWMX rocyaapCTBEHHYO
TavHy» no knaccam KC1/KC2/KC3 a Takke «TpeboBaHMAM K yCTpomcTBam
TMNa MEeXCEeTEeBOW a3KpaH» Mo knaccam 4 wn 3, B 3aBUMCMMOCTU OT

KOMMneKkTaunn NcnosyiHeHuA.

3. TpeboBaHus k cuctemHomy MO

MO MNAK PJIKE.00010-01 cyHKkumoHupyeT Ha NM3BM pasnuyHbix TMNOB 1 NOA
yripaBreHveM  OnepaumoHHbIX  CUCTEM, YyKasaHHbIX B  dopmynsape

PJIKE.00010-01 30 01.

4. Tpeb6oBaHMA NO OPraHU3aLMOHHO-TEXHUYECKUM U AAMUHUCTPATUBHLIM MepaMm
obecneuyeHuns 6ezonacHocTy akcnnyatauum MAK
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41.

OOwwme TpeboBaHua

[ns 6esonacHon akcnnyatauun NMAK 1 nporpammHoro obecnevyeHnss JOMKHbI
BbIMNOSTHATLCS OpraHn3aunoHHO-TEXHNYECKNE n agMUHUCTPaTMBHbIE
TpeboBaHusa. K HAM oTHOCcATCA TpeboBaHMs MO PU3NYECKOMY pa3MELLEHMIO
MAK, yctaHoBke nporpammHoro obecnedenus Ha MNAK, cpegcteam 3awmTbl OT
HecaHkumoHnpoBaHHoro goctyna (HC[I) k OC mn ynpaBrneHuo KOMMIIEKCOM,
obecneyeHunto 6ecnepebonHoro pexunma pabotsl MAK.

Mpn oakcnnyatauun T[1AK TpeOyeTcss BbINOMHEHWE OENCTBYIOWNUX B
Poccunckon ®enepauyum tpeboBaHuin nNo 3alimte MHoOpMaLmm OT YTEYKM Mo
TEXHUYECKMM KaHanam, B TOM YMcrie no kaHany ceasu (Hanpumep, CTP-K).
Mpun pasmewieHun MAK B nomeweHunsax, npefHasHayYeHHbIX ONS BeOAeHUs
NeperoBopoB, B XO4e KOTOpbIX OBCyXgalTca BOMNPOCHl, Ccoaepxalime
cBeneHus, cocTasnsoLwme rocygapCTBEHHYO TanHy nnm
KOHMOeHUnanbHOro  xapakrtepa, AdaHHble [IAK  OOMKHbI  MMETb

COOTBETCTBYHWOLLEE pa3peLlUeHne.
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4.2. TpeboBaHus no pasmewieHuto MAK

Mpwn

pasmeweHnn [NMAK  Ha npeanpuatmm  NOMELLEHUA  OOSMKHbI

YAOBNETBOPSTL Crieaylowmnm TpeboBaHusaM duranyeckort 6e3onacHoOCTy:

obecnevyeHne KpyrnocyTodHON OXpaHbl KOPNyCcoB NPeanpuaTus
obecneyeHne KOHTPOMS BHELWHEro nepumeTpa W BHYTPEHHUX
nomMeLleHnin

obecneyeHne NPonyckHOro pexunma

pPSAOM C OKHaMu NOMELWEHNN He OO0IMKHO ObITb NOXapHbIX NECTHUL U

BOOOCTOYHbIX TPYO

ABEepU [OOMKHbl  OblTb  MPOYHbIMM U 06OpyAOBaHbl  HaOEXHLIMM

MeXaHNYEeCKUMN 3aMKaMu
obopynoBaHMe NOMELLEHNA CUCTEMOW NOXaPHOW CUrHanuaawumm

BeaeHue XXypHarna Bblgayun Knyen oT BXOAHbIX ABepen B OucChl, B
KOTOPOM pPEerncTpupyeTcsl BpeMsa cOayn U Bblgaudum Kntoden, pammnus
COTPYOHMKA, B3SIBLUErO MNU CAaBLUEro KIoY LEeXYPHOMY BaxTepy Mo

30aHUIo

Ana  ucnosHeHun «1-2», «3-2» MpUHATL Mepbl MO UCKHYEHUIO
HECaHKUMOHUPOBAHHOIO AOCTyna B  MNOMELIEHUs,, B  KOTOpPbIX
pasmelleHbl MNMAK ¢ yctaHoBneHHbiM CK3W, NOCTOPOHHMX Nuu, He
ABNAKLWMXCA MepcoHanoMm, AonyweHHbIM K paboTte B  3TUX
nomewieHnax. B cnyyae Heob6xoguMMOCTM MPUCYTCTBUS MOCTOPOHHUX
NUL, B YKa3aHHbIX NOMELLEHUAX, AOMKEH ObiTb obecneyeH KOHTPOsb U
obecneyeHa HEBO3MOXXHOCTb KakMX-NMBO OENCTBUMA C UX CTOPOHbI Ha

MAK
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e BHYTPEHHAA MMaHMPOBKA, pPacrnofiokeHne U YKOMMNEeKTOBAaHHOCTb
paboymx MecT B NMOMELLEHUAX OOMKHbl obecneunBaTtb UCMONHUTENAM
paboT coxpaHHOCTb [AOoBepeHHbix uMm [MAK, koHduaeHumanbHOM

MHJ OpMaUUK, B TOM YUCHE KMoYeBOU NHpopMaLn.
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4.3.  ABMUHUCTpaTMBHbIE Mepbl 0e30NacHOCTH

besonacHaa oakcnnyatauma [1AK un ob6paweHna ¢ CK3W  gomkHbl

pernameHTnpoBaTbCa crneayrowmmMmm JOKyMeHTaMu:

e WHcTpykumss no obpaweHuio ¢ ceptuduuympoBaHHbiMn  OCH
WwnppoBanbHbIMM  cpeacTBaMn  (CpeAcTBamMu  KpunTorpaguyeckon

3aWmThl MHpopMaLUKN) Ha NpeanpUsaTUN.
e XypHan yyeta CK3W, TecToBbIX Knto4en (Mpun Hanm4mm).
e JKypHan yyeTa obpaleHus atanoHHbix CD anckos.

KoTopble cnefyeTr paspabotatb cornacHo TpeboBaHnam PykoBoacTBa
agMunHuctpatopa 6esonacHoctn CK3U “Kpuntollpo CSP”.

ObsizaTenbHO Hanuuve onedvatbiBaemMoro cenda ansa xpaHeHus CK3U,
TECTOBbIX Krtoyen, atanoHHelx CD pguckoB c¢ O T1AK, pgpyrow
KOoHdmaeHunanbHon nHgopmaunn. [Onsa cenda AOMKHO ObITb ABa Krto4ya -
OCHOBHOW KITHOY XpaHUTCA Y cOTpyaHuKa, oTBevarowero 3a CK3W, a gybnukar
- B orne4yaTaHHOM ero JIM4HOM ne4vaTblo neHane B cende [eHeparnbHOro

AONpeKTOopa.
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4.4,

Tpe6oBanusa no 3awute NMAK ot HC[]

B cdyHKuMmM agMuHucTpaTopa 6€30nacHOCTN BXOAMT BbIMyCK CEPTUUKATOB U

KOH(pUrypupoBaHue npoaykTa, BKIoYas ynpasreHne nepevyHem OOBEepeHHbIX

cepTudukaTos.

Mpn opraHusaumm padot Ha [MAK pormkHbl GbiTb BbIMOMHEHbI crnegyouwmne

TpebosaHusa no 3awmte NMAK ot HCL:

AomuHnctpatopom MAK HasHavaeTcs agMuHUCTpaTop 6e3onacHoOCTH.

KOHTpOnb LEeNnoCTHOCTU NpOorpamMmMHON U MHgopmMaunoHHon vactu 10
MAK «C-Teppa VPN», Bkntovas dannbl, ykasaHHble B pasgene
«TpeboBaHua no kpuntorpacpmyeckon  3awmte»  PykoBoacTBa
agmuHucTpatopa  6esonacHoct CK3UW  «Kpuntollpo  CSPw,
Heobxoammo ocyuwectTBnAaTb ¢ nomowbio O TAK He pexe 1 pasa B
mMecsy, npwu npoBegeHun nepunoan4eckoro TeCTUPOBaHUS
pabotocnocobHoctn MAK «C-Teppa VPN». Takke Ons UCNONHEHUN
«1-4», «3-4», «3-6», OCHaWEHHbLIX cepTudnuympoBaHHbim AlMNMAS,
KOHTPOSIO  LEenoCTHOCTU AOSMKHbl noasepratbess  pannel OC B
COOTBETCTBMM C  IKCMyaTauuoHHOM  OokymeHTauuen  AMNMAS.
Baanmopgenctene AINMAO3 c¢ CK3WM pgomkHO npou3BoaMTLCH B
cooTBeTCTBUM ¢ PykoBoACTBOM agmuHucTpaTopa 6e3onacHoctn CK3U

“Kpuntollpo CSP”.

LlenoctHocte O TTAK wucnonHeHun «3-4», «3-6», OCHaLWEHHbIX
yctponcteom C3H «ClMAOC-USB-01» no TY 4024-001-70221576-2011,

obecneunsaetcs yctponcteom C3H «CMNAC-USB-01».

LlenoctHocte MO TAK wucnonHeHnn «3-4», «3-6», Ha 6asze MCM
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obecneunMBaeTcs OpraHM3auMOHHbIMKM MepamMuM W  KOHTponupyeTcs

3arpysunkom OC, Bxogsawmm B coctas MCM.

e AamuHucTtpaTop ©6e30MacHOCTM [OSMKEH O3HAKOMUTLCS CO  BCEW

AoKymeHTaumen, npunaraemon K MNAK.

e AyTeHTUdUKaUMs agMumHUCTpaTtopa 6e3onacHOCTM Ons UCMOSHEHUN
«1-2», «3-2» OCHOBaHa Ha naporse, KOTOPbIN AOIMKEH BBOAUTLCA UM C
KnaBuaTypbl CO6CTBEHHOPYYHO Npu ocyLecTeneHnn goctyna B OC, He
oTobpaxkasiCb Ha 9KpaHe MOHUTOpa B SIBHOM BuAe, naeHTuduKaums
OCHOBaHa Ha ugeHTudgukaTtope, KOTopbi BBOOUTCA C KnasmaTtypbl. [1pu
nepBoM JoCTyrne aaMuHUcTpatop 6e30nacHOCTU OO0SMKEH 3aMeHUTb

naposib Ha OTNNYHBIA OT YCTaHOBIIEHHOro Npu nHctannsauum MO MAK.

o [lns NCMNONHEHUN «1-4», «3-4», «3-6», OCHAaLUEHHbIX
ceptupuumpoBarHHeim  ANMA3, ocyuwecTBnseTca OONONHUTENbHAsS
ayTeHTUdukaums nocpegcrsom ANMA3 cornacHo COOTBETCTBYHOLLEMY

PyKOBOACTBY MNMOJIb30BATENA.

e [na wucnonHenmn «3-4», «3-6» c¢ C3H ClAOC ayreHTMduKaums
npounssogutca npu  nomowm C3H «CMNAC-USB-01» cornacHo
PykoBoactesy agmunuctpaTtopa [1AK, a ceaHc paboTbl HeobGxogumo
3aBepwatb BblkntodeHnem nutanna  TMAK, wnu  usBneveHvem

cneunaribHoOro 3arpy3o4Horo HocuTen4.

e [na wucnonHeHnn «3-4» Ha MCM wn «3-6» Ha Bcex annapaTHbIX
nnatgopmax npon3BoaANTCA AONosHUTENbHasA porneBas
oAHodgbakTopHas  unu  AByxdaktopHad  ayTeHTudukauus  go

npuegeHnss CK3M B cocTosiHMe roToBHOCTM, NMpW MOMOLUM MOAyns
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pasrpaHuyeHus gocTyna, sxogsuiero ¢ coctan [1AK.

e [lpaBo Aoctyna K pexumy yrnpaBneHus KOMMMEeKCoM
(nonb3oBaTenbCKOMY NHTepdency MAK) nveet TOMNbKO

aZlMUHUCTpPAaTOP.

e Ums agMMHUCTpaTopa AOOJIKHO ObITb YHUKalnbHbIM N HE MpeBbILLAaTb 8

CMBOIJIOB.

e /Ma agmuHucTpaTopa [OOIMKHO HavMHaTbCs C OyKBbl NATUHCKOrO
andgasuTta (CTpoYHOW unM nponucHon). Oanee moryT unatn 6ykBebl
naTuHckoro andasuta (CTPOYHbIE WM NPOMNUCHLIE), UMdpbI,

(nogyepkuBaHve) u - (gedwc).

e Hactpownky lAK (HasHauyeHue |P-agpecoB uHTepdencam, cosgaHue
nonuTukn  6e3onacHoOCTM, perucTpaumio  ceptTudukaToB, Apyrue
AONONHUTENbHbIE HAaCTPOWKM) OCYLLECTBNSAET TONbKO agMUHUCTPATOp

Ge3onacHoOCTM B COOTBETCTBUM C PyKOBOACTBOM aAMMUHUCTpaTopa.

e HeobGxooumo opraHvM3oBaTb CMCTEMY NPOTOKONMPOBAHUSA U ayauTa, U
BECTU PErynsipHbIi aHanu3 pesynbTaToB ayauTa C Lenbio BbisIBNEHUS

HapyLLEeHU HeCaHKUMOHUpoBaHHOro agoctyna K MNAK.

e Heobxogumo paspaboTaTb MOAUTUKY HA3HAYEHUS U CMEHbI Naponemn
(ans Bxoga B OC, gna goctyna K YnpaBneHUO KOMMIEKCOM) B
COOTBETCTBMM C nNpaBunamu, U3NOXeHHbIMM B  PykoBoactee

agMunHuctpatopa 6esonacHoctn Kpuntollpo CSP:
e [ONMHa Napons OOoSMKHa ObITb HE MeHee 6 CUMBOOB;

e B 4ucrgie CMMBOJIOB NaposiA 06a3aTenbHO AOMKHbI NPUCYTCTBOBATb
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OykBbl B BEPXHEM M HWXHEM peructpax, umdpbl U cneumanbHble

cumsonbl (@, #, $, &, *, % 1 1.0.);

e rapornb He [OOMKeH BKMYaTb B cebs nerko BblYMCNSEMblE
coyeTaHUs CUMBONOB (MMeHa, amunum u T. A4.), a Takke

obwenpuHaTble cokpawieHms (USER, ADMIN n T. a.);

e [pn CMeHe nMnapond HoBOe 3Ha4deHue [OOJNDKHO OT/in4aTtbCd OT

npeabigywiero He MeHee 4emMm Ha 4 cnmBona,

rlepVIO,EI,I/IL-IHOCTb CMeEeHbl Nnapona onpeaendercd I'IpI/IHFITOI7I NONUTUKOM

©e30nacHOCTU, HO He AO0IKHa npeBblllaTb 1 roa.

HeobOxoaMmo cobnogate npaBuna, onucaHHble B PykoBoactee

agMunHucTpatopa 6esonacHoctn Kpuntollpo CSP.

3anpelyaeTcs:

octaBnATb 6e3 koHTpona MNAK;
OCYLLECTBNATb HECAHKUMOHUPOBaHHOE BCKpbiTne MNIBM,;

OCyLleCTBINATb HeCaHKUMOHUpOBaHHOE adMNHNCTPaTOPOM

BGe3onacHocTu KornnpoBaHWe KIto4eBbIX HOcUTENnewu;

pasrnawatb COAEepXMMOe HOcuTenewn Krw4eBon uHopMaunn unm
nepefasaTtb camMu HOCUTENN NMLaM, K HUIM He JONYLLEHHbIM, BbIBOOUTb
KNIOYeBYy MHopMauuo Ha gucnnen, NnpuHTep 1 T.M. UHbIe cpeacTsa

oTobpaxkeHust nHpopmauuu;

MCNoJ1b30BaTb KIito4eBble HOCUTENIN B peXnmMmax, He npeayCMOTPEHHbIX

dyHKUMOoHUpoBaHuem [MAK;

3anncbiBatb Ha Kro4yeBblie HOCUTEJTN NOCTOPOHHIOKO I/IHCbOpMaLI,VII-O.
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3awwmTa NAK n knouweson nHgopmauum ot HCJLl gomkHa obecneunBaTbCsl HE
TONbKO B pexmme (PYHKLNOHMPOBAHMUS, HO MU NPU NPOBEAEHNN PEMOHTHbLIX W
pernameHTHbIX paboT.

Mpn akcnnyatauun «C-Teppa KnueHT» AONa orpaHuyYeHuUsi BO3MOXHOCTEN
HapywuTena no nogdopy napons Tpebyetrca 3agatb B OC  nonuTtuky
ONOKNMPOBaHUSA YYETHbIX AAHHbLIX MPU MOMOLLM AporpamMmbl secpol.msc mnnu
HenocpeactBeHHo B peectpe OC. Hanpumep, ans Toro, 4Ttobbl NpU
obHapyxeHun 10 nocrnegoBaTerbHbIX Heyda4dHbIX MOMbITOK BXoAa, Y4ETHada
3anuncb 6noknpoBanack Ha 1 yac, Heo6xogMmo:

napameTpy Account Lockout Threshold npuceBontb 3HaveHne 10 (NONbITOK);

napameTpy Account Lockout Duration npucBonTb 3HayeHne 60 (MUHYT).
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4.5.

Tpeb6oBaHusa no yctaHoske M0 MNMAK Ha MOBM

lNpu noctaBke UCNONHEHUU «3-2», «3-4», «3-6» B cocTaBe MNpPOrpamMMHO-
annapaTHoro KomMnsekca ornepaunoHHasi cuctema n CK3U
npeayctaHaenueatoTcs. [pu aTom agMuHncTpaTopy 6e3onacHocTH

- 3anpeLwaeTca HeCaHKUMOHMPOBaHHOE N3MEHEHNE cpebl

dyHKunoHunpoaHus MO MAK, a uMeHHo:

mogepHusauma OC, BKNOYas yCTaHOBKY LUTaTHbIX OOHOBEHWN;

e nobaBneHMe/oTKNIYEHNEe  OTAENbHbIX  CEepPBMCOB  onepauyMoOHHOMN
cucTeMbl (MO OTHOLUEHMIKO K COCTOSIHMKO OMEepauuoOHHOM CUCTEMbI Ha

MOMeHT noctasku MNMAK);
e yCTaHOBKA 4OMONHUTENBHbLIX MPUNOXEHWN;
e BHeceHune nameHeHun B MO MAK;

e MOOM(UKauMA drannoB, coAepXXalluux WCMOSHAEMble KoAbl, Mpu uX

XpaHeHN Ha XXeCTKOM OUNCKE;

e pobaBneHue/yganeHune annapaTtHbIX KOMMOHEHT (B TOM YKUCHE CeTEBbIX

KapT, )KECTKUX ANCKOB U T.M.).

HapylweHne 9TMX OrpaHuMYeHun paccmaTpyMBaeTCs Kak  HapyleHue
uenoctHoctn MO MAK 1 npuBoanT K CcpbiBY 3asBNEHHON OYHKLUMOHANbHOCTU
MAK, n 4aBnsetca OCHOBaHMEM [Ansl OTKkasa B CepBUCE TEXHUYECKOro

conpoBoxaeHusi n nogaepxku MNAK.

MAK B ncnonHeHun «3-6» noctaBnseTcs ¢ 3aMKHYTOM NPOrpaMMHON cpenon,

COCTaB KOTOpOVI HEe MOXET ObITb LUTATHbIM o6pa30M N3MEHEH adMNHUCTPaTOpPOM

MAK.
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Mpun akcnnyaTaummn Bcex mcnosiHeHun MNAK ong uvckrmoveHns BO3MOXHOCTU
BNUAHUSA annapaTHbIX KoMrnoHeHToB CPK Ha dyHkumoHupoBaHne CK3U OomkHbI

ObITb BbINOMHEHBI Crieayowme TpeboBaHus:

e B cnyyae o00paboTkum WHpopMauuu, nognexawen obssaTtenbHon
3awmTe B COOTBETCTBUMM C  3akoHogaTenbcTtBOM  Poccumnckon
depepaummn, Heobxogmmo nposoanTb uccregoeanusa MO BIOS CBT,
Ha koTtopom yctaHoBneHo 1O AK "C-Teppa VPN", Ha cooTBeTCTBME
TpeboBaHnaM  "BpeMeHHbIX  METOOMYECKMX  pPeKkoMeHJaumm K
NpPoOBeAEeHU0 uccnegoBaHM nporpamMmHoro obecnedenuss BIOS no

AOKYMEHTUPOBAHHbLIM BO3MOXHOCTAM";

e B IO BIOS T13BM pomkHbl ©OblTb oOnpedeneHbl YCTaHOBKW,
MCKNoYalLLmnme BO3MOXHOCTb 3arpy3kM OnepaumoHHON CUCTEMB,

OTJIMYHOM OT YCTAHOBJIEHHOMW Ha X€CTKOM [ANCKE;

e Bxog B BIOS MN3OBM pgomxeH ObiTb 3aliuWeH naponemMm ¢ AJIMHON He

MeHee 6 CMMBOJIOB;

e cpeacteamu BIOS pgomxkHa 6bITb UCKNKOYEHA BO3MOXHOCTb paboThl Ha
M3BM, ecnn BO BpemMsi €ro HavanbHOW 3arpy3km He npoxoasaTt

BCTPOEHHbIE TECThI,

e [OMKHO ObITb NpoBedeHO onedaTbiBaHMe cucteMHoro 6noka [MAK,
ncknovarwLlee BO3MOXXHOCTb BGECKOHTPOSIbLHOIO N3MEHEHMNS

annapaTHom Yyactu paboyern ctaHuuu.

B cnyyae obpaboTku mHpopmaumn, nognexawen obssatenbHon 3awmTe B
COOTBETCTBMM C 3akoHodaTenbCTBOM Poccuiickon ®epgepaumn, JonyckaeTcs

coBmecTHoe ¢ CK3W mncnonb3osanue Ha NAK Ttonbko MO, Bxoasawero B coctas OC,
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nnbo paspaboTtaHHoro npowussoautenem OC wmnu CK3W. Ncnonb3oBaHue Opyroro

MO B aTOM crniy4yae BO3MOXXHO TOJIbKO MO pe3yribTaTtaM nccneagoBaHUM OLUEHKN €ro

BNUAHNA Ha CK3WM no OKYMEHTUPOBAHHbLIM BO3MOXHOCTSIM.

Mpn akcnnyataumm ucnonHenun MAK ucnonHeHun «3-4», «3-6» c¢ CrAcC

AOMKHbI ObITb BbINOMHEHbLI TPeboBaHUS:

nepen Hayanom ceaHca paboTbl nonb3oBaTenb AOMKeH ybeanTbes,
yto BIOS TMBBM ckoHdpurypmpoBaH Ha 3anyck OC ¢ USB (kpome
nnatopm cemenctesa MCM, raoe BIOS He wumeeT wuHTepdenca

nonb3osaTtens);

npyu Hanvuuu B MOBM wuHBIX HOcuTenen Heobxoaumo obecneynTb
OTCYTCTBME HA HUX ONnepaLMoOHHON CUCTEMBI, KOTopas Morna Obl 6bITb
3arpyxeHa cpeactsamun BIOS; npu pasmelleHnn Ha 3TUX HOCUTESSX
Kakon-nnbo  nHgopmauuun, wucnonbdyemon npu  pabote [AK,

Heobxoanmo obecrneynTb KOHTPOMb LENOCTHOCTU 3TON MHOpMaLMK;

B xoge pabotbl ¢ INAK He gonyckaeTca MOAKMNKYEeHUe Hocutenen B
pasbembl [1OBM, 3a WUCKNIOYEHMEM HOCUTENEM C  KNHYEBOW
nHgopmaumen MNAK «C-Teppa VPN» KU BblOENEHHbIX HOCUTENEWN,

crneunanbHo NpeaycMoTpeHHbIX ansa paboTel MAK;

3anpewaeTca akcnnyatnposatb 10 MAK ¢ CMNAC Ha CBT, kotopble He

YOOBNETBOPAKOT Tpe6OBaHI/19|M HaCTOALLNX rlpaBI/Iﬂ NnoJfib30BaHUA.

Mpun akcnnyatauyun MAK ucnonHenun «1-2», «1-4» nopg ynpasneHunem OC

cemenctea Windows HeobxoAMMO AeaKTMBMpOBaTb CUCTEMHYIO cnyxby Windows

Error Reporting, ana 4ero npucBoutb 3HadeHune 1 napametpy Disabled B

criegyoLmMx Knioyax peecTpa:
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HKEY_CURRENT_USER\Software\Microsoft\Windows\Windows Error Reporting

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Windows Error Reporting

Takke gomkHa 6biTb OTKMOYEHA (YHKLMOHANbLHOCTL CTOPOHHero O ans

oTnpaBkn AamMnoB NamMATK.

Ha pabounx mectax nog ynpasneHunem Windows Heob6xoguMmMo OTKMOYUMTL
yOanéHHoe ynpasrneHne paboyunm cTonioMm nnu obecnevnTb 3amTy ynpasnstoLwero

coeAnHeHNs npu nomoLum ceptudguumnposaHHoro CK3U.
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4.6.

Tpe6oBaHusa no kpuntorpacuyeckomn 3awure

TpeboBaHnsa no KpunTorpaduyeckon 3awuTe Uu3noxeHbl B PykoBoacTBe
agmuHucTpaTtopa ©esonacHoctn  Kpuntollpo CSP, 3a uMCKno4YeHuem
crnegylowmx ocobeHHOCTEN aHTUBMPYCHOW 3aLUUThI:

[nsa aHTMBMPYCHOM 3awuMTbl NOSib30BaTeENen 3aluliaemMon CeTu cpencrsa
aHTMBMPYCHOM 3alMTbl OOSMKHbI YCTaHaBnMBaTbCa NMBGO HenocpeacTBEHHO
Ha [1OBM nonb3oBaTensa ceTtu, nNuMbo Ha cepBep UEHTpann3oBaHHOWM
aHTMBMpPYCHOM 3awwuTsl, Nnbo Ha MAK ¢ yctaHoBneHHbiM CK3W (npu Hann4mnn
COBMECTUMOro CpeacTBa aHTUBUPYCHOM 3aLUNTbI).

Mpy Hannuumn kaHana obmeHa mMHpopMaunen mexay NIBM nonb3oBatens
CK3M n HesawUWEHHBIMX aBTOMAaTM3NPOBAHHBIMKM CUCTEMaMW, CpeacTBa
aHTMBMPYCHOM 3allUnTbl AOSMKHbI yCTaHaBNMBATLCA HENOCPEeACTBEHHO Ha
MN3BM nonb3oBatena CK3W, wunu Ha BblaeneHHbln Hocutenb [19BM
nonb3oBatens CK3W wnn npegycraHaesnmBatbca Ha C3H (Hanpumep, ona
O6e3guckoBon paboyen ctaHuum). Npu OTCYTCTBUM Takoro kaHamna obmeHa
nHdopMaumen, 4OCTaTOYHO UCMONb30BaHWE CPeaCcTB aHTUBMPYCHOW 3awmThl,

yCTaHaBMMBaEMbIX Ha CEPBEP LIeHTPan1M30BaHHOW aHTUBMUPYCHOWN 3aLluThbl.

3anpellaeTca ucnonb3oBaHue Ang 3awutbl MHdopmauum kroden O

FOCT P 34.10-94.

Copyright © S-Terra CSP



PNKE.00010-01 90 02-02. MAK «C-Teppa VPN». MpaBuna nonb3osaHus 19

4.7.

TpeboBaHMA K 06paLLeHMIo C KNKYEeBbIMW AOKYMEHTaMM

TpeboBaHusa K KInoyam perfnameHTupyroTca PykoBoACTBOM agMUHUCTpaTopa
6esonacHocTn CK3W «Kpuntollpo CSP», cornacHo KOTOpOMY CPOK LENCTBUS
3akpbITbix Koden A (BUIM) — 1 rog 3 mecdaua. o ucrtevyeHun cpoka
AENCTBUS KINKOYM He CMOryT mcnonb3oBaTtbes Ansa padotbl NMAK 1 gomkHbl
ObITb YHUUYTOXEHbI Ha KItoYeBbIX HocuTenax cpeacreamm «Kpuntollpo CSP».
B MNMAK «C-Teppa VPN» npumeHsitoTca cepTudukatbl knioda nposepkn M1,
co3daHHble B COOTBETCTBUW C MexAyHapoAHbIMU pekomeHaaumamun ITU-T
X.509, 1 NpoTOKON aHHyNMpoBaHWA cepTudukaTa Krnoda nposepkn 31 c
NCnonb3oBaHMEM CMUCKOB aHHYINIMPOBAHHbLIX CEPTUUKATOB.

CepTudumkatbl knwoden nposepkn D1 M CAUCKM  @HHYNUPOBAHHbLIX
cepTudukaToB AOMKHbI ObITb BbINyWeHbl B dopmaTte, COBMECTUMOM C
ceptuduuympoBaHHbim YU «Kpuntollpo», n nognucaHbl C MCNoNb3oBaHUEM
ceptudunumpoaHHoro CK3U.

YpocTtoBepsowmn LeHTp JormkeH obecneuvBaTb KOPPEKTHYKD 06paboTky
nonen ceptudmkata, B 4actHoctm 6OutoB keyCertSign wn cRLSign
pornonHeHnsa keyUsage onsa KOPHEBbLIX U NMPOMEXYTOYHbIX cepTudukatos YLI.
Cnnckn aHHynMpoBaHHbIX cepTudukatoB na ucnonb3oBaHna B [MAK «C-
Teppa VPN» gomxHbl BbinyckaTbcsa 6e3 pacwmnpenus deltaCRLIndicator.
Cnuckn aHHynMpoBaHHbIX cepTudukaTtoB Moryt goctaenatbcs Ha [MAK
«C-Teppa VPN» aBTOomMaTudeckm nyTémM nybnukauun yaocToBEPSAOLLNM
LeHTpoOM npu nomowm npoTtokonia LDAP (c wucnonb3oBaHMeM nons
CRLDistributionPoints B ceptudukaTe unu 3agaHuem nytu nybnukauuun B

nonutuke 6esonacHoctn CK3W) nnu agMMHUCTpaTopoM npu MOMOLLU UHBIX
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AOCTYNHbIX cpeacTB. [locTaBka CMAMCKOB aHHYNMPOBaHHbIX CcepTudmKaToB
[0IKHA NPOV3BOAUTLCS AOBEPEHHBIM® cnoco6oMm.

MpuHATOM B oOpraHMsauMm MNonUTMKOM 6e3onacHoOCTM  OOMMKHO  ObITb
YCTaHOBMNEHO JONYCTUMOE BPEMSI aHHYNMPOBaHUS Krtova nonb3oBaTtens. MNpu
HEBO3MOXXHOCTH BblMycka yAOCTOBEPSAOLLNM LEHTPOM cnucka
aHHYNUPOBAHHbLIX CEPTU(UKATOB M €ro AOCTaBkU 3a YCTaHOBIIEHHOE BpeMs
aAMUHMCTPATOPOM [OMKHbI ObITb MPUHSTHI Mepbl® MO MPefoTBPALLEHMIO

AOCTyna rnosfib3oBaTersid, K4 KOTOpPOro aHHyInnpoBaH.

! 3pgecb v ganee AOBepeHHbIM cunTaeTcs cnocob nepefadv no KaHany, 3alWULWEHHOMY NPU NMOMOLLN
ceptuduumnposaHHoro CK3W, wnmetowero cpeou UeneBbiX (PYHKUMA  KOHTPOSb  LIEMOCTHOCTU

(MMUTO3aLWNTY) NepedaBaeMblX AaHHbIX WM ayTeHTUdUKaumo Kpuntorpaduyeckumm MeTogamu, npu
YCNOBUN ayTeHTUPUKALUN UCTOYHMKA, MO0 B COOTBETCTBUM C NMpaBuiiamu oOpalleHUs C KIoYeBbIMU
OOKyMeHTamu, nubo ¢U3ndeckn C y4acTMEM YMONTHOMOYEHHOIO fiMua COrfacHoO YCTaHOBIEHHOW
gpouenype.

Hanpvmep, wucknoyeHMe nonb3oBaTens W3 ChNucka [OMyLWEHHbIX Mofib3oBaTenern B MNONUTUKE
©e3onacHocTn CK3U.
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4.8.

TpeboBaHus k npoueaypam koHdurypuposanus MAK «C-Teppa VPN»

[MepBoHavanbHoe KoHurypmposaHue [MAK, obnagatowmx cTaHgapTHbIMU
cpegctBamum  BBoda-BbiBoga  (MOHMTOpP M KnasumaTypa),  AOJTDKHO
NPON3BOOUTLCHA HEMOCPEACTBEHHO C UX MCMNOSIb30BAHUEM WS MPU MOMOLLM
APM ynpasnenus. [lepBoHayanbHoe KoHdurypmposaHne [1AK, He
obnagalowmnx  cTaHO4apTHeIMW  cpeAcTBamMu  BBOAA-BbIBOAA,  OOIMKHO
npoussoanTbca npu nomowmn APM ynpasneHus.

KoHgourypuposaHue npu NOMOLLIN APM ynpaBneHus AOIMKHO
OCYLLECTBNATLCA C UCMOMb30BaHMEM MOOKITOYEHUS NO NocrnegoBaTenbHOMY
nHTepgency RS-232. MNpu nogknodeHnn APM ynpasneHna agmuHucTpaTop
6esonacHOCTM Npyv  MOMOLUM  KOMMYHUKALUWOHHOW MNporpamMmMbl  OOSDKEH
nonyynutb goctyn K KoHconu T[1AK, B KoTopoM [And  BbINOSIHEHUS
KOHOUIypauuoHHbIX OEeUCTBUM OOSDKEH NPUMEHATb YTUNMUTbl KOMaHOHOW
CTpOKM, onucaHHble B PykoBoactBe agmuHuctpatopa MAK. AgMmuHucTpatop
AOJKEeH noryvatb HacTpoukn Onsa KoHdurypupoBaHua MAK no HagéxHomy
KaHarny, uckrodarwwiemMy nx mckaxeHue. XpaHeHue Hactpoek NAK Ha APM
ynpaBneHus JonyckaeTca TOMbKO MpPU YCrOBUMM ODeCneYeHns KOHTPOMsS MX
LLleNIOCTHOCTM nNporpammon cpverify komnaHuu «Kpuntollpoy.

Pabounm mectoM agmuHucTpatopa 6e30nacHOCTM MOXET SABMATbCA nmMbo
APM ynpaBneHusi, nmbo T[MOBM, He wumMelowme OTKPbITbIX CeTEBbIX
COeIMHEHUN, C YCTAHOBJIEHHBLIM U CKOH(OUIYpUPOBaHHBIM B COOTBETCTBUU C
HaCTOALWMMU rpaBuiaMmn Nnorib30BaHUS.

TpeboBaHua k paboyemy MecTy agMmUHUCTpaTopa:

e paboyee Mmecto agmuHuctpatopa (APM ynpasneHus unu [1OBM)

OOMMKHO  DYHKUMOHMPOBATbL B MporpammHo-annapaTHou  cpefe
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Windows unun Linux Ha x86-coBmecTumon nnatdgopme;

e Ha paboyem MecTe agMUHUCTpaTopa criegyeT yCTaHaBnMBaTb TOMbKO
nuueHsnoHHoe 1O dupm-nsrotoButenen, Heobxoanmoe AnNs uenen

ynpaslieHnA,

e Ha paboyem MecTe aaMuUHUCTPaTOpa [AOIMKHO OblTb YCTaHOBMEHO

CK3U «Kpunto NMpo CSPy»;

e Ha paboyem MecTe aaMUHUCTpaToOpa LOMKHa ObITb YyCTaHOBMEHa
KOMMYHVKaUMOHHaa nporpamma (Hanpumep, HyperTerminal ans
Windows, minicom gna Linux), nossonswowaa pabotate C

coeauHeHusIMK No nocnegoBaTenbHOMY UHTepdency RS-232;

e paboyee MecTo agMUHUCTpaATopa OOSMKHO ObITb 3awwmweHo ot HC[
ceptudpuuympoBaHHeimmu ®CB cpeactBamm  wmnu  opraHn3auMOHHO-
TEXHUYECKMMN MEpaMMU, UCKMOYAOLWNMN OOCTYN K HAM MOCTOPOHHMX

nvu,

e B OTHOWeEHWM paboyero MecTa agMUHUCTPAToOpa  OOSKHbI
BbINONHATLCA TpeboBaHua no 3awmte ot HCL B coOTBETCTBUM C
PykoBoactBomMm agmuHuctpatopa 6esonacHoctn «Kpuntollpo CSP», B
TOM yucne, aAMUHUCTPaTOPOM B6esonacHocTn OOIDKEH
OCYLLECTBNATLCS nepuoanyecknin KOHTPOSb LLeNIOCTHOCTH

ycTaHoBreHHoro MO (BknoYasi KOMMYHUKALWMOHHYHO Nporpammy);

e [PV  BbLINOMHEHMN  MepBOHa4YanbHOro  KoHgurypuposaHus [1AK
«C-Teppa VPN» paboyee mecTto agMumHUCTpaTopa He OOIMKHO UMETb

aKTUBHbIX CETEBbIX COeANHEHWUN;

e pa3pelaetcd nNpUMEHATb pa6oqee MeCTO aagMUHUCTpaTopa AnA
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koHpurypmpoBaHuna MNMAK «C-Teppa VPN», «CSP VPN Gate 3.11» u

ans popmMmupoBaHus knroden 3l, B TOM yncne — ansa ynpasnieHus npu

nomMoLLM NporpaMmHbIX npoayktos «C-Teppa KI».

B xope nepBoHayanbHoOro koHdurypmposaHus [MAK cnegyeTr ycTaHOBUTH

naponu nonb3oBaTtenen OC, OT MMEHU KOTOPbIX MOXET OCYLLeCTBIATLCS

yOanéHHoe  KOoHdurypupoBaHue  (ynpaBneHne) C  UCMOoSfb30BaHMEM

npotokonoB SSHv1 n SSHv2. YpanéHHoe ynpaBneHve 6ygeTr BO3MOXHO

TONBbKO NpW ycnewHon ayTteHTudukaumn agmmHuctpatopa [MAK B OC.

Mogrotoeka [MAK K yganéHHOMYy ynpaBfieHU0 [LOSMKHa MPOU3BOOUTLCS B

cootBeTCcTBUM C PykoBoacTtBom agmuHuctpaTopa MMAK.

Mocnenyowme ceaHcbl KOHMUIypMpoBaHUSA MOFYT MPOBOAUTBLCS NOKanbHO

(aHanornyHo nepBOHAYanNbHOMY KOHMUIYPUPOBAHUIO) WU yOoanéHHo (C

ucnonb3oBaHnem npotokonoB SSHvl wn SSHv2 wnu npn nomowm

nporpaMmHbiX npoayktoB «C-Teppa KIl»), He3aBMCMMO OT HanuMuusa wnu

OTCYTCTBMSI Y HEro CTaHOapTHbIX CPeacTB BBOAa-BbiBOg4a (MOHUTOP WM

KnaBmatypa). YOanéHHoe ynpaBneHue [OOSMKHO  NPOM3BOAUTBLCA MO

©e3onacHbIM KaHanam, a UMEHHO:

e 13 KOHTPONMPYEMOW 30HbI MO HEe3aWMLLEHHOMY KaHany TONbKO Mpwu
HEBO3MOXXHOCTM MNOAKIIOYEHUS K 9TOMY KaHany HapyLumTens;
e U3-3a NpeaerioB KOHTPONMPYEMOWN 30HbI UM N3 KOHTPOSIMPYEMOW 30HbI

NPV BO3MOXXHOCTM MOAOKITIOYEHMS K 3TOMY KaHamny HapywmTenst TOSbKo
MO 3aLUMLLEHHBIM COEAUHEHUsIM, C 06s3aTenbHON ayTeHTUdUKaunen
agMuUHUCTpaTopa npu nomotlum 3r1.

Mpn Mcnonb3oBaHMM HE3aLUULLEHHbBIX YNPaBNSALWMX COeANHEHUN paboyee

MeCTO aAMUHUCTPAaTOopa AOIMKHO pa3MellatbCd B OTAeJIbHOM CerMmeHTe CceTHu,
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3alWMmeHHoOM OT AocTyna MOCTOPOHHUX Nnd, W MOAKMNYaTbCa K
ynpasnaemomy NAK yepes BbigeneHHbI PU3NYeCKNin ceTeBon NHTEPENC.
3anpeLlaeTca yCTaHOBIEHNE He3aLUMLLIEHHbIX YNPaBAsaloWmnX cCoOeauHEHU No
6ecnpoBOAHbLIM KaHanam CBSA3WN.

dopmuposarune knoden Il ana MNAK «C-Teppa VPN» MOXeT BbINONHATLCA
Kak ¢ wucnonb3osaHmem [10 XKTAWM.00067-01  «Kpuntollpo  YL|»
(ueHTpann3oBaHHO), Tak U C UCNonb3oBaHMeM cepTudunuymposaHHoro CK3U
«Kpuntollpo» (B TOM 4mucrne Ha paboymx mectax nofib3oBaTernien, UM Ha
APM ynpaeneHusd). 3anpeltaetcs popmmpoBaTtb knoun 3l Ha ycTpouncTse,
He obnagatowemMm cTaHgapTHbIMW cCpeacTBaMmy BBOAA-BbiBOAA (MOHUTOP M
knasmatypa), ecnu NMNAOCYH «Kpuntollpo CSP» He 6bln MHUUWANM3MpoBaH npu
nomow dusndeckoro [OCH wmnum BHEWHeW rammonM B COOTBETCTBUMM C
PykosoactBom agmunHuctpatopa 6esonacHoctn CK3W  «Kpuntollpo» u
AokymeHToM «APM BbipaboTKM BHEWHENW rammbly. AOMUHUCTPATOP MOXET
yb6eantbca B ToM, 4Yto [1CH mHMUnannanpoBaH BHELUHEN raMMOW, BbIMNOMHUB
kKomaHgy: cpconfig -hardware rndm -view

BbiBOO [OMKEH coaepKaTb TEKCT:

Nick name: CPSD

Connect name:

Rndm name: cpsd rng

Rndm level: 4

[ocTtaBka KOHTeNHepoB Kntoden Al n BHewHen rammbl MNOCY Ha ycTponcTBo
AOIKHa NpOM3BOAUTBLCA ayTEHTUAMUMPOBAHHBIM  aAMUHUCTPATOPOM Ha

HocuTensax, nogaepxuBaemblix CK3UW «Kpuntollpo», koTopbie mMoryt ObiTb
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NOAKMIOYEHbl K KOH(Urypupyemomy yCTpOMCTBY, NMOO MO 3aluLEHHOMY
CeTeBOMY COeIMHEHMIO.

MoarotoBka CepBepa ynpaBneHus K paboTe [OfkKHa NpPOM3BOAMTLCA B
cootBeTcTBUM C PykoBogctBom agmuHuctpatopa [MAK ¢ obsisatenbHbim
BbINOSIHEHWEM CrieayoLWnX npasun:

e kntoun noanucu, CA ceptudukat mn pabounn ceptudukat Cepsepa
ynpaBneHnst OMKHbI CO34aBaTbCs NPy MOMOLLM CEPTUDOULNPOBAHHbBIX
CK3WU;

e CA ceptudukatr ana uenen CepBepa ynpaBreHUA He [OOSKeH
ncnonb3oBaTbCH ans BblNycka Kntoven ayTeHTudukaumm
agMUHUCTpaTOopa;

e MpW XpaHeHUW 3akpblTOro kmwo4va nognucu CepBepa ynpasneHus B
XpaHunuwe «Peectp» Heobxoaumo obecneuntb 3awuty [MOBM
CepBepa ynpaeneHna ot HC[L, Hanpumep, npu nomoLiu
ceptuduuymposaHHoro ArMMAS.

Mpn nokanbHOM UK yganéHHoM (B ToM 4dmucne ¢ nomoubio «C-Teppa Kll»)
o6HoBneHun Bepcun CK3UN AgMunHucTpaTop AO0SmKeH ybeamTbCsa B TOM, YTO
ycTaHaBnueaemasa Bepcuss CK3WM npowna ceptudukaumo PCHB. lNepen
yCTaHOBKOMW OOHOBreHuss AIMUHUCTpaATOp OOMMKeH Mpon3BEeCTU pacyér
KOHTPOMbHLIX CYMM W WX CpaBHEHME C 3TanoOHHbIMW  3HaYeHUAMMU,
NOMNy4YeHHbIMN JOBEPEHHBIM CMNOCOBOM.

PekomeHgyetca B kaxgom [1AK «C-Teppa VPN 4.1» Bectn cnucok
AOMyLEHHbIX Monb3oBaTenen, B KOTOPOM  MNPOU3BOAUTCA  MpuBA3Ka

nonb3oBatena K  uWHopmauun, cogepxawemca B cepTudukate
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nonb3oBaTensi, MpuM STOM YCTaHaBNMBaTb 3alULWIEHHOE COeauHeHWe

pa3peluaeTca TONbKO C AonyLweHHbIMM Nonb3oBaTeIAMMN.
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4.9.

TpeboBaHus k npouegypam ucnonb3oanus MAK «C-Teppa VPN» Ha 6aze MCM

Mpn  koHGwurypupoBaHum yctponcteBa MCM  pgomkHbl  cobntogaTtbes
TpeboBaHus rmasbl 4.8 «TpeboBaHua K npouenypam KoHpurypuposaHus MNMAK
«C-Teppa VPN» c y4étom TOro, 4yto ycrpomcteBo MCM He obGnagaet
CcTaHgapTHbIMKU cpeacTBaMu BBOAA-BbiBOAA (MOHUTOP U KraBuaTtypa).
JlokanbHOe  KOHpUrypmposaHue MOXeT  npoussoagntbca ¢ APM
agMuHUCTpaTopa 4Yepe3 BCTpoeHHbin USB-nopt yctponctea MCM npwu
nomowmn USB-to-serial agantepa, nubo 4epes mapupytmusatop Cisco, K
KOTOpOMY NOAKITKYEHO YCTPONCTBO MCM. Mpwn nokasribHom
KOHpUrypmpoBaHun 4epea Mapipytndatop CiSCO KNOYEBOWM KOHTEMHEpP
aAMUHUCTpaTopa, WCMNONb3yeEMbI ANs ayTeHTUukauum, [OmKeH ObiTb
pasMeLLéH Ha cmeHHoM HocuTtene (USB-flash nnu eToken). MNpu nokanbHoM
KOHurypmpoBaHun mapwpytnsatop Cisco, K KOTOPOMY MOOKITHOYEHO
yctponictBo MCM, n camo yctpornctBo MCM gomxHbl GbITb OTKNIOYEHbI OT
ceTun nepegayn gaHHbIX, NPU 3TOM 4OMYCKAeTCA CETEBOE COEANHEHME TOSbKO
¢ APM agmunHucTpartopa.

BHewHnn ceteBon nHtepdgenc yctpormctesa MCM, nomeyveHHbIM Ha nepegHen
naHenu yctponcTea kak GigE (nanee — ceteBon uHtepdenc GigE), aomkeH
nogknyaTtbCsd K 3awuuaemMonm cetm  UnuM K MHAOPMAaLMOHHO-
TENEKOMMYHMKAUMOHHbIM ceTam obuwiero nonb3oBaHus. [lpy 3TOM BecCb
Tpadmk Mexay 3almiiaemMon ceTblo U CeTAMM 0OLLErO NOMb30BaHUS OOMKEH
npoxoantb 4Yepes yctponcteo MCM. 3anpelsaeTcs nogknoyvatb CeTeBble
UHTEpgEeNCbI MapLupyTM3aTopa K TOWM Xe CeTW, K KOTOPOW NOoLKNHYeH
nHtepdenc GIigE yctponctea MCM. 3anpelaetca koHdpurypupoatb [MAK

«C-Teppa VPN» Ha 6asze MCM Ttakum ob6pasom, 4TOObl 3alUULLEHHbLIN
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npoTokonom IPsec Tpaduk BO3Bpallanca B 3awuliaemMyto cetb. [ns aToro
npn  KoHdurypupoBaHum [1AK B cooTBeTcTBUM C  PyKOBOACTBOM

agmuHucTpaTopa NMAK Heobxoanmo:

e cCTpykTypbl FilterChain, onpegensiowme napamMeTpbl 3awuLaemMoro
Tpaduka, NpuBA3bLIBaTb K CTPYKTypam NetworkInterface,
COOTBETCTBYKOLWMM UMHTEpdencam, NOoAKMIYEHHbIM K ceTn obuiero

Nonb30BaHUS;
e B crny4ae obbeanHeHus ceten ¢ npumeHeHnem IKECFG:

e MapLipyTM3auuilo NakeToB, agpecoBaHHbIX nyny agpecos IKECFG,
OCYLLECTBNATbL Yepes3 ceTeBon UHTepdenc, NOLKMIOYEHHbIN K CeTn

obLLero nonb3oBaHUs;
e 0e3 0bbegnHeHnsa ceTen:

e aTpubyty PeerlPAddress 3agaBaTb 3Ha4YeHUe, He nepecekaroLleecs

C aApecCHbIM NPOCTPAHCTBOM 3aLLULLIaEMON CETH;

[ocTtaBka KoHTenHepoB kritoden JUIM u BHewHen rammbl MOACH Ha
yctponctso MCM pgorkHa npon3BoauUTLCA Ha HOCUTENSX, NOAAepKMBaeMbIX
CK3U «Kpuntollpo», kKoTopble MOryT ObiTb NOAKNOYEHbI K ycTponctey MCM

yepes nHTepdenc USB, nmbo no 3awmuEHHOMY CeTEBOMY COEUHEHNIO.
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4.10.

TpeboBaHusA K MH(pacTPyKType 1 nonuTuke 6e30nacHoCTy

MAK «C-Teppa VPN» moxeT obecneunBatb pas3genbHOe UMM COBMECTHOE
BbINOSIHEHME  (PyHKUMM 6Ge3onacHocTM — unbTpaumsa, obecneyeHune
KOH(MAEHUNanNbLHOCTN, uMUTO3aWmTa, ayTeHTudumkaums aboHeHToB. [lpu
yCTaHOBKE NapamMeTpoB, MO3BOMSAKWMX co34aBaTb KpunTorpaduyecku
He3allULWEeHHbIE COeOMHEHNS, OOMKHbI ObITb NPUHATLI MEPbI, UCKMNoYatoLwmne
yTeuky Tpebywen 3awutbl WHPOpMauMM C 3awmwaemoro obbekTa
nHdopmaTusaunn. AgmuHucTpaTtop ©Oe3onacHOCTU OOSKeH onucatb B
nonutnke 6esonacHoctn MNMAK «C-Teppa VPN» Bce Heobxoaumble yHKLUK
GesonacHocTn, wucxoos M3 Modenu  yrpo3.  Tpadwmk  cuyuTaeTcs
He3alUWEHHbIM, €Cnn K HeMy He nNpPUMEHseTCs onpeaensembii
aAMUHUCTPaTOPOM Habop PYHKUMIN Be30MacHOCTN N3 NEPEYNCIIEHHbBIX HUXE.
[MpoBepka [O0OCTAaTOMHOCTU MPUHATBIX Mep 3aluTbl  MPOBOAUTCH  NpU
atTectaumm obvekta wuHpopmatmsauum ¢ [1AK «C-Teppa VPN» no
TpeboBaHuAM nHpopmMaunoHHoN 6e3onacHOCTH.

aOns yKasaHus BbIMNOJSTHAEMbIX MAK JYHKUMI BGesonacHocTn
aAMUHUCTPATOPOM [OSMKHa OblTb HanmMcaHa nonutuka 6e3onacHocTn, C
NCMOSIb30BaHNEM CTPYKTYP OCHOBHbIX TuMNoB Filter (onucaHue Tpadwmka),
IPsecAction (onucaHue napameTpoB coeanHeHus ESP wnu AH), IKERule
(onncaHne napameTpoB coeguHeHuss ESP wunu AH). ®opmat onucaHus u
B3aMMOCBSI3M CTPYKTYp U aTpubyToB onncaHbl B PykoBOoACTBE aaMUHUCTpaTOpa

MAK.
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[nsa obecnevyeHns KoHUAEHUMANbHOCTU MHGOPMaLMK B KaHane CBA3WN C
COXpaHeHMeM BO3MOXHOCTU BcTpedHon pabotbl ¢ CK3U «CSP VPN Gate

3.1» HeobxoaAnMo:

npuceontb atpubyty CipherAlg B cTtpyktype ESPTransform 3HaudeHue

"G2814789CPRO1-K256-CBC-254".

[Onsa obecnevyeHnss wUMUTO3aALNTLI WMHpOPMaUUM B KaHane CcBA3WM C
COXpaHEHMEM BO3MOXHOCTU BCTpevHon paboTtbl ¢ CK3U «CSP VPN Gate

3.1» HeobxoauMmo:

npuceouTb aTpubyTty IntegrityAlg B cTpyktype ESPTransform 3HauyeHue
"GR341194CPRO1-H96-HMAC-65534" unun B ctpyktype AHTransform

3Ha4veHve "GR341194CPRO1-H96-HMAC-254".

Ona obecneyeHns uMmuTo3awmMThl MHpOpMauMnM B KaHane cBasn 6e3
COXpaHeHMs BO3MOXHOCTU BCTpevHon pabotbl ¢ CK3UN «CSP VPN Gate 3.1»

Heob6xoanmo:

npuceonTb atpmbyty IntegrityAlg B cTpyktype ESPTransform 3HaueHune
"G2814789CPRO1-K256-MAC-65535" nnn B ctpyktype AHTransform

3Ha4veHne "G2814789CPRO1-K256-MAC-255".

[ns npyMmeHeHuss KoMnnekcHoro npeobpasoBaHus ESP_GOST-4M-IMIT (B
COOTBETCTBUU c MEeTOANYECKUMM pekoMeHZaunamMm TK26),
obecneunBaroLlero KOHMOUAEHUMANbHOCTL MU UMUTO3aAWNTY MHGOpMauun B
KaHane cBs3n 6e3 CcoxpaHeHusi BO3MOXHOCTU BCTpedHon pabotbl ¢ CK3U

«CSP VPN Gate 3.1» Heobxoaumo:

atpubyty CipherAlg B cTtpyktype ESPTransform npucsouTtb 3HayeHue

"G2814789CPRO1-K288-CNTMAC-253".
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Onsi  obecneyeHns ayTeHTUdMKaUUM abOHEHTOB C  WCMONb30BaHMEM

anekTpoHHon nognucu no ctaHgapty FOCT P 34.10 — 2001 Heob6xoaumo:

npuceontb atpmbyty MainModeAuthMethod nnu AggrModeAuthMethod B

ctpykTtype IKERule 3Ha4eHne Tuna AuthMethodGOST Sign;

nobasnexue, NpPoCMoTp, yoaneHue cepTMduKaTtoB  [OIMKHbI
NPOV3BOAUTLCA aAMUHUCTPATOPOM 6e30MacHOCTM B COOTBETCTBUU C

PykoBogcteom agmuHuctpatopa lNAK;

co3faHue Knw4yen noanucu n cepTUduKkaToB [OMKHO MNPOM3BOAUTLCS
agMUHUCTpaTOpoM Ge3onacHoCTM B COOTBETCTBUM C PykoBoacTBOM

agmunHuctpaTtopa MNMAK, npu nomowm ceptucdumumposaHHoro CK3WU;

[OCTaBKka Kroyen nognucu U [oBepeHHbix (trusted) cepTudmkatos
agMuHUCTpaTopoM 6e30MacHOCTM Ha CbEMHOM HOCUTENEe, WM UHbIM
[L0BEPEHHbLIM cnoco6om, He HapyLLaoLLUM PykoBoacTBO

agmuHucTpaTopa 6esonacHoctn Kpuntollpo CSP.

PekomeHgyetca B kaxgom [1AK «C-Teppa VPN 4.1» Bectn cnucok
JonyuleHHbIX norib3oBaTtenen, B  KOTOPOM  NPOU3BOAUTCA  NpuUBA3Ka
nonb3oBatena K  uWHopmauun, cogepxawenmca B cepTudukate
nonb3oBaTens, nNpu 9TOM ycTaHaBnuBaTb 3alUMLLEHHOE COeAWHEHWe
paspeLllaeTca TOSbKO C 40Ny EeHHbIMU NOSb30BaTENAMM.

[ns obecneyeHns paboTtbl NnpoTokona ISAKMP ¢ uenbio BbINOMHEHNS MOObIX
Kpuntorpagmyecknx yHKUMn 6e30nacHOCTM C COXPaHEHWEM BO3MOXHOCTU

BCTpeyHon paboTtbl ¢ CK3MN «CSP VPN Gate 3.1» Heob6xoaumo:

npuceontb aTtpubyty CipherAlg B cTpykType IKETransform 3HaveHue

"G2814789CPRO1-K256-CBC-65534";
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npuceontb aTpubyty HashAlg B cTpykType IKETransform 3HayeHue

"GR341194CPRO1-65534";

npuceontb aTpubyty GrouplD B cTpykType IKETransform 3HayeHue

VKO _1B.
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Tadanua 2. CoBMeCTUMOCTD 10 KPUNTOrpaguyecKHM aJiropuTMam

Bepcuu CK3U 3.1 3.11 41CP [41ST
Anroputmbl wndcgppoBaHusa npotokona ESP (CipherAlg)
G2814789CPRO1-K256-CBC® + + + +
AnroputMbl UMUTO3aWMTLI NpoTokonoB ESP n AH (IntegrityAlg)
GR341194CPRO1-H96-HMAC" + + + +
G2814789CPRO1-K256-MAC® + +
Anroputmbl wWndcgpoBaHna U uMmuTo3awmTbl npotokona ESP (CipherAlg)
G2814789CPRO1-K288-CNTMAC® + + +
AnropuTtmbl xawmnpoBaHua npoTtokona ISAKMP (HashAlg)
GR341194CPRO1’ + + + +
GR341112_256TC26° +
AnroputmMmbl cornacoBaHus knro4veun nporokona ISAKMP (GrouplD)

VKO _1B° + + + +
VKO2_1B" +
MpumeyvaHus:

3.1 CK3WM CSP VPN Gate 3.1, PJIKE.00005-1
3.11 CK3WM CSP VPN Gate 3.11, PJIKE.00005-2
41 CP CK3W C-Teppa VPN 4.1, PJIKE.00010-1, ncnonHeHuna “1-2”, “1-

4)), “3_2”, “3_4”, “3_6”.

4.1 ST CK3M C-Teppa VPN 4.1, PNIKE.00010-1, ncnonHenuns “1-1”, “1-
3”’ “2_1”’ “2_3”’ “3_1”7 “3_3”7 “3_5”-

O6béM unHpopmauun, obpabaTbiBaeMOn Ha OOHOM KIOYE, He [AO0SIKEH
npeBbllwath 4*10° Gant, ans yero atpubyty LifetimeKilobytes B cTpykType

IKETransform Heob6xoauMo npucBonTb 3Ha4YeHne He bonee 1984, a aTpudyTty

LifetimeKilobytes npu ncnonb3oaHum anroputmoB "G2814789CPRO1-K256-

8 Anroput™m wndposaHus no NOCT 28147-89

4 AnropuTt™m Knto4eBoro xawwmpoBaHus Ha ocHoBe [OCT P 34.11-94

° Anroputm BbipaboTkm nmmutoBcTaBkm no FOCT 28147-89

é KombuHupoBaHHoe npeobpasoBaHne ESP_GOST-4M-IMIT B COOTBETCTBUMN C [OKYMEHTOM
«TEXHUYECKAA CMELUNOUKALINA MO NCMONBb3OBAHNKO TOCT 28147-89 MNMPU LUMOGPOBAHUN
BITOXXEHWIN B MPOTOKOJE IPSEC ESP»

! Anroputm xawmpoBaHusa no FOCT P 34.11-94

8 AnropuTm xawmposanms no FTOCT P 34.11-2012

9 Anropntm VKO GOST R 34.10-2001 B cootBeTcTBUM ¢ RFC4357

10 Anroputm VKO _GOSTR3410_2012_256 B cootBeTcTBUM C AOoKyMeHTOM «METOOUYECKNE
PEKOMEHOAL MW NO KPUMNTOMPASUHYECKNM ANMTOPUTMAM, COIMYTCTBYOWNM
MPUMEHEHNIO CTAHOAPTOB NOCT P 34.10-2012 W TOCT P 34.11-2012»

Copyright © S-Terra CSP



PNKE.00010-01 90 02-02. MAK «C-Teppa VPN». MpaBuna nonb3osaHus 34

CBC-254" n "G2814789CPRO1-K256-MAC" B cTpykTtypax ESPTransform u
AHTransform Heobxogumo npucBouTb 3HadeHne He Oonee 4032. [pwu
npeBbileHn pekomeHayemoro 3HadeHusi LifetimeKilobytes B momeHT
co3faHua  3aWMLWEHHOr0  COeAMHEeHua  perucTpupyetcs  cobbitTue
MSG_ID_LP_IPSEC_HI_TTL_TRAFFIC (cm. ID 00100140 B Tabnuue
“Tabnuua 3. Kputnyeckn BaxHble coobLueHms™).

PekomeHayeTcst ycTaHaBnMBaTh BPEMS XXMU3HU 3ALLUMULLEHHOTO COEQUHEHNS HE
bonee 1 cytok, Aansa 4ero atpumbyty LifetimeSeconds pomkHO ObITb
npuceoeHo 3HayeHne 86400.

Ana  wudppoBaHMs,  KOHTPOMS  LUENOCTHOCTM  (MMUTO3awmTbl) U
ayTeHTUdMKaLUMN He [OOIMDKHblI MCMONb30BaTbCA anrOpuTMbl, OTAWMYHbIE OT
OCHOBaHHbIX Ha poccunckux crtangaptax [OCT 28147-89, ITOCT P
34.10-2001, TOCT P 34.11-94, TOCT P 34.10-2012, TOCT P 34.11-2012,
nepevncrneHHolx B  Tabnuue  “Tabnmuya 2. CoBMeCcTMMOCTb MO
Kpuntorpagouyeckmm anroputmam’”.

Mpn oakcnnyataumm T[MAK «C-Teppa VPN» Bo3MOXHa dunbTpauus
COOOLLEHNA, PEerucTpupyeMbix B >XypHane. AOMUHUCTPATOP He [OSKEH

GrnokMpoBaTb crieayoLwmne KPUTUYECKM BaXKHbIE COOBLLIEHUS:

Tab6auna 3. Kpurnuecku BaxkHble COO0IIEHNS

ID OnucaHue

00100119 | CospgaHo IPsec-coeauHenuss (IKE Quick Mode 3aBepwunach
YCMELLHO).

%{1} - Homep co3gaHHoro IPsec-coeanHeHns

%({2} - IKE traffic request/phase 2id/cenekTtop IPsec SA

%{3} - Ha3BaHne punbTpa

%{4} - umsa IPsec-npasuna
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%{5} - ums IKE-npaBuna

0010011A | lMonbiTka co3ganns IPsec SA 3akoHYMNachL Heygaden.
%{1} - ctagus ike, rae obHapyxxeHa ownbka

%{2} - npmynHa owmnbku

%({3} - Ha3BaHVe unbTpa

%({4} - ums IPsec-npasuna

%({5} - ums IKE-npaBuna

%{6} - NopAOKOBLIA HOMep 3anpoca Ha co3aaHue |IPsec-coeanHeHus

00100140 | B cosgaHHOM IPsec SA orpaHuyeHune no Tpaduky He COOTBETCTBYET
A0nNyCTUMOMY OrpaHnyeHunto ans NCcrnonb3yemMoro
Kpuntorpaduyeckoro anropmtma.
%{1} - orpaHuyeHne, koTopoe OyaeT MCNOSIb30BaHO B CO34aHHOM

IPsec SA (O - 6e3 orpaHnyeHui)

00200002 | Jobaenenne CepTtuduumpytowlero LieHTpa B 6a3y gaHHbIX

00200003 | YpaneHne nokanbHOro ceptudukara, nméo CepTtudumumpyrowiero

LleHTpa 13 6a3bl gaHHbIX

B komnnekt noctaesku O TMAK «C-Teppa VPN» BKAOYEH MpOrpaMmHbIn
MOAynb, peanu3ylwuin MexayHapodHble CcTaHgapTbl WWdpoBaHUA U
XaWunpoBaHua. [aHHbIN  NporpaMMHbIA  MOAYSb  He SABMSETCA 4acTbio
ceptudpuumpoBaHHoro NMAK «C-Teppa VPN» n MOXeT NpUMEHATLCS TOSbKO
ANa MnaBHOM MuUrpauMm BCeX B3aUMOLEWCTBYHOLLUMX YCTPOUCTB C paHee
BbinyweHHbIXx Bepcun «CSP VPN Gate» unm wuHbiXx npogyktoB. [locne
OCYLLECTBMNEHUA MUrpauun LaHHbIM NporpaMMHbIA MOAYyNb 3anpellaeTcs

MCronb3oBaTh U ero creayeT AeuHCTannMpoBaTh No crieaytollelt npoueaype:

¢ OC Windows
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BeinonHntb KOMaHAay: sc delete cp_plgl
Ypanutb dpann %SystemRoot%\System32\drivers\cp_plgl.sys

Mepesanyctuts OC.
¢ OC Linux (Bce BapuaHTbl)

Ypanutb dann /lib/modules/"uname —r’/cspvpn/cp_plgl.ko

nepesanyctutb OC.
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